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Important Notice

This device, like any wireless device, operates using radio signals which cannot guarantee the transmission and reception of
data in all conditions. While the delay or loss of signal is rare, you should not rely solely on any wireless device for emergency
communications or otherwise use the device in situations where the interruption of data connectivity could lead to death,
personal injury, property damage, data loss, or other loss. NetComm Wireless accepts no responsibility for any loss or
damage resulting from errors or delays in transmission or reception, or the failure of the NetComm Wireless NTC-400 Series
Router to transmit or receive such data.

Safety and Hazards

Warning ¢ Do not connect or disconnect cables or devices to or from the USB port, SIM card tray, Ethernet port or the terminals of

A the Molex power connector in hazardous locations such as those in which flammable gases or vapours may be present, but normally
are confined within closed systems; are prevented from accumulating by adequate ventilation; or the location is adjacent to a
location from which ignitable concentrations might occasionally be communicated.

Copyright

Copyright© 2020 NetComm Wireless Limited. All rights reserved.

NetComm Wireless Limited was acquired by Casa Systems, Inc. a Delaware company on 1 July 2019. The information
contained herein is proprietary to Casa Systems, Inc. No part of this document may be translated, transcribed, reproduced, in
any form, or by any means without prior written consent of Casa Systems, Inc.

Trademarks and registered trademarks are the property of NetComm Wireless Limited or their respective owners.
Specifications are subject to change without notice. Images shown may vary slightly from the actual product.

@ Note ¢ This document is subject to change without notice.

Save our environment

When this equipment has reached the end of its useful life, it must be taken to a recycling centre and processed separately
from domestic waste.

The cardboard box, the plastic contained in the packaging, and the parts that make up this device can be recycled in
accordance with regionally established regulations. Never dispose of this electronic equipment along with domestic waste.
You may be subject to penalties or sanctions under the law. Instead, ask for disposal instructions from your municipal
government.

Please be responsible and protect our environment.
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Overview

Introduction

This document provides you all the information you need to set up, configure and use the NetComm Wireless NTC-400 Series
Router.

Target audience

This document is intended for system integrators or experienced hardware installers who understand telecommunications
terminology and concepts.

Prerequisites

Before continuing with the installation of your NTC-400 Series Router, please confirm that you have the following:

An electronic computing device with a working Ethernet network adapter and a web browser such as Internet Explorer®,
a2l Aftl CANBTFT2Et 2N D223tS /KNRYSxO®

Notation

The following symbols are used in this user guide:

6 Note ¢ The following note provides useful information.

Important ¢ The following note requires attention.

A Warning ¢ The following note provides a warning.
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1

Product introduction

1.1  Package contents
% 1 xNTC-400 Series Router
% 2X2.4GHz/5GHz Wi-Fi antennas
% 1x8-way terminal connector
%  2XMounting brackets
4= 4 x Mounting bracket screws
% 1xQuick start guide
1.2 Device overview
1.21 Interfaces
/% NetCommWireless NTC-400
GPS 24G SIMA HIGH
e o o ey T
° ° ° lL— SIMAQ CELL SIMBO
PWR 5G SIMB LOW
Figurel ¢ Interfaces (Front)
No. ‘ Description Notes
1 USB Type A port Connect a USB storage device.
2 SIM A and SIM B slots Insert SIM cards into the SIM slots to use a cellular network. When two SIM cards are
inserted, you can configure one to operate as primary and the other as a backup (failover).
3 Reset button Used to reset the device to factory default settings. Hold the reset button down for 6
seconds, then release it to reboot the device with the factory default settings.

NTC-400 Series
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24G/5G
WiFi

WAN / LAN 1 LAN 2

Figure2 ¢ Interfaces(Rear)

\[o} ‘ Description Notes ‘

1 CELL1 Main Socket Connect one of the 3G/LTE Antennas here. If only using a single antenna,
ensure that it is connected to this port.

2 Power Terminal Block The Power Terminal Block provides the following ports:
9 PWR (Power) ¢ Supports 9V ¢ 36V DC power input.
9 GND (Ground) ¢ Terminal for ground wire connection.

9 IGN (Ignition) ¢ Terminal used to connect to the ignition sense wire
of a vehicle.

9 DI-1 (Digital Input 1)
o Trigger voltage (high) ¢ 5V - 30V
o Trigger voltage (low) ¢ OV - 2.0V
1 DI-2 (Digital Input 2)
o Trigger voltage (high) ¢ 5V - 30V
o Trigger voltage (low) ¢ OV - 2.0V
9 DO (Digital Output)
o0 Voltage (Relay mode) ¢ Depends on external device,
maximum voltage is 30V.
0 Maximum current ¢ 1A.
9 TX (Transmit) ¢ Provides serial (RS-232) connectivity.
9 RX (Receive) - Provides serial (RS-232) connectivity.

3 2.4GHz/5GHz Wi-Fi Antenna | Connect the Wi-Fi Antennas here.

Socket
4 WAN/LANL1 Port Auto MDI/MDIX RJ45 Port to connect local devices or an upstream
network when the port is set to WAN mode.
5 LAN2 Port Auto MDI/MDIX RJ45 Port to connect local devices.
6 LAN3 Port Auto MDI/MDIX RJ45 Port to connect local devices.
14 of 357 User Guide
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1.2.2

\[o} Description Notes
7 CELL1 AUX Socket Connect one of the 3G/LTE Antennas here.
8 GPS Antenna Socket Connect the included GPS antenna to this socket.

LED indicators

LED Icon

Status

Tablel ¢ Interfaces(Rear)

Description

Off GNSS function is disabled.
GPS  [On Location is fixed.
Flashing Fixing location.
Off Device is powered off or is in standby mode.
On Device is powered on.
PWR — — —
Flashing one per second 5SUAOS Aa Ay a5Sftlhkeée 2FF¢&€ Y2RSO
Fast flashing Firmware upgrade in process or device is in recovery mode.
Off 2.4GHz Wi-Fi is disabled.
24G |On 2.4GHz Wi-Fi is enabled.
Fast flashing Data is being transmitted via the 2.4GHz Wi-Fi network.
Off 5GHz Wi-Fi is disabled.
5G On 5GHz Wi-Fi is enabled.
Fast flashing Data is being transmitted via the 5GHz Wi-Fi network.
Off No SIM inserted or the SIM slot is not being used for a 3G/4G connection.
SIMA On SIM card is inserted and being used for a 3G/4G connection.
Off No SIM inserted or the SIM slot is not being used for a 3G/4G connection.
SIME On SIM card is inserted and being used for a 3G/4G connection.
HIGH [On 3G/4G signal strength is at a high level.
LOW |On 3G/4G signal strength is at a low level.
WAN/ |On Ethernet connection established on the corresponding LAN/WAN port.
LAN1-3 | Flashing Data is being transmitted or received on the port.

Table2 ¢ LED indicators

NTC-400 Series
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1.3 Installation

13.1 System requirements

Before beginning with the installation of your router, please ensure that you have the following:

))))I-

An RJ45 Ethernet cable

O

An active 3G/4G SIM card (two SIM cards if you plan to use the SIM failover feature)

s

An |EEE 802.11b/g/n/ac wireless client

DI

A computer with a:

1)))|‘

Windows, Mac OS or Linux-based operating system

W

10/100/1000 Ethernet adapter on a PC for configuration

W

Web browser such as Internet Explorer, Google Chrome, Mozilla Firefox or Safari

1.3.2 Hardware installation

1.3.2.1 Important notes on installation

Warning:

9 The NTC-400 Series Router may be powered by a DC12V or DC24V car system. If the router is not installed in a vehicle, we
@ recommend using a DC12V/2A power adapter to power the unit.

1 The surface temperature of the metallic enclosure can be very hot, especially after long periods of operation. Before
attempting to perform any physical maintenance to the unit, power it down and allow some time for it to cool.

1 Do not attempt to service the unit yourself. If repairs are required, contact your sales representative.

1.3.2.2  Mount the unit

Using an appropriately sized screwdriver, attach the two mounting brackets to the sides of the device with the provided
screws as shown below:

1.3.2.3  Insert the SIM card(s)

A Warning ¢ Before changing or inserting a SIM card, ensure that the unit is powered OFF.

o Note: SIM B is disabled on units purchased through Telstra. On these units, insert the SIM card into slot A.

1 Using an appropriately sized screwdriver, remove the two screws from the SIM card cover on the front panel of the
device.
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2 Insert the SIM card(s) into the SIM slots as illustrated below.

]

After the SIM card(s) have been inserted, screw the SIM card cover back into place.

3 Toejectan inserted SIM, push it in again.

4

1.3.2.4  Connecting power

The NTC-400 Series Router accepts DC power in the range of 9 V to 36 V. Follow the picture below to ensure that the power
source is connected with the correct polarity.

(9]
z
O

-dMd

Figure3 ¢ Power pins on terminal block

1.3.25 Connecting digital input/output devices and ignition

There are two digital input pins, one digital output pin and an ignition pin. Refer to the picture below to ensure that the pins
are correctly connected.

O O
Z O

-l-1a
+¢-1d

Figure4 ¢ Digital input, digital output and ignition pins on terminal block

NTC-400 Series
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1.3.2.6 /0 specifications

The table below lists the voltage specifications of the digital input and output ports.

Mode Specification

Digital Input (DI-1 and DI-2) | Trigger voltage (high) |Logic level 1: 5V to 30V

Normal voltage (low) |Logical level 0:0Vto 1.0V

Digital Output (DO) Voltage (Relay mode) |Logic level 1: Depends on external device.
Maximum voltage is 36 V.

Logic level O: Floating, External pull-down resister
(10 K Ohm, Y2 W) is required.

Note 5h LI26SNJ A& NBfl &SR
on the 8-pin terminal block connector.

Maximum current 1Amp @ 12V, 0or 0.33Amp @ 36 V

Table3 ¢ I/0 specifications

1.3.2.7  Connecting serial devices

The NTC-400 Series Router features one RS-232 serial port with RX and TX signals located on the terminal block as shown
below.

=
xX X

Figure5 ¢ Serial pins on terminal block

1.3.2.8  Connecting to the network via Ethernet

The NTC-400 Series Router provides three RJ-45 10/100/1000 Mbps Ethernet ports with auto-MDIX. WAN/LAN1 may be used
as either a LAN port or a WAN port. By default, it is configured as a LAN port. See the WAN & Uplink section for details on
configuring a WAN connection.

18 of 357 User Guide
© NetComm 2020



-

= NetComm

1.4  Logging on to the web interface

When all components have been connected, the unit has been powered up and the client PC is connected either by Ethernet
or Wi-Fi, you can access the web interface for configuration of the NTC-400 Series Router. To access the web interface:

1  Openaweb browser and navigate to: http://192.168.20.1

[ 192.168.20.1 X
& C | @ Notsecure | 192.168.20.1 @ | i
i Apps Microsoft Word MVF & https://192.168.1.1/ " 2 NTC-6200 Online He' & NtCRDM < RDM Landing Page [ NTC-400 at:3080/in

2= NetCommWireless

LOGIN TO YOUR DEVICE

Welcome to the router configuration page, enter
your username and password and click Login

Usemame
Password

Figure6 ¢ NTCG400 Seris RouterLogin screen

2 When prompted, enter the username and password printed on the back cover of the Quick Start Guide and on the
label affixed to the bottom of the device, then press the Login button.

The web interface is displayed.

o Note ¢ We highly recommend that you secure the Wi-Fi networks upon initial installation and change the password used to access
the web interface.

2 Status

2.1 Dashboard

The Device Dashboard window shows the current status in graph or tables for quickly viewing the operation status of the
router. They are the System Information, System Information History, and Network Interface Status.

From the menu on the left, select the Status > Dashboard > Device Dashboard tab.

System Information Status

The System Information screen shows the device Up-time and the resource utilization for the CPU, Memory, and Connection
Sessions.

NTC-400 Series 19 of 357
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Device Uptime: Oday 1hr 8min 41sec

CPU: § 8%
Memory: s 52%
Connection Sessions: 0%

Figure7 ¢ System Information

System Information History

The System Information History screen shows the statistic graphs for the CPU and memory.

= Sec v

Sec ¥ 250 MB
i - Memaory
e CPU 1

CPU 2 200 MB
80% B CPU 3 175 MB
e B CPU 4 -
60% qas g |
50% 100 MB
40% 75 MB
30% 50 ME
20% an - 25 MB
10% 0MB
11:11:00 11:11:10 11:11:20 11:11:30 11:11:40 11:11
11:10:30 11:10:40 11:10:50 11:11:00 11:11:10 111

Figure8 ¢ System Information History displays

Network Interface Status

The Network Interface Status screen shows the statistic information for each network interface of the gateway. The statistic
information includes the Interface Type, Upload Traffic, Download Traffic, and Current Upload / Download Traffic.
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2.2  Basic Network

2.2.1

NetComm

-~
) Upload | Download Current | Current .
Device| Type Traffic Traffic Upload | Download
Traffic Traffic
eth2 |Ethernet| 27 (MB) 15 (MB) 35 (KB) 19 (KB}
ethZz 1 | Ethermnet| 26 (MB) 2 (MBE) 34 (KB) 3 (KE)
eth2.2 |Ethermnet| 1 (MB) 12 (MB) 1(KE) 15 (KB)
br0 | Ethernet| 26 (MB) 2 (MB) 33 (KB) 3 (KB)
Wireless . ) \ \
ral 0 (Bytes) | 0 (Bytes) | 0(Bytes) | 0 (Bytes)
LAMN
) Wireless X . X X
rail 0 (Bytes) | 0 (Bytes) | 0(Bytes) | O (Bytes)
LAM
rarv Wireless 0 (Bytes) | 0 (Bytes) | 0(Bytes) | 0 (Bytes)
L.I‘:'I.N ! ! ! !
Wireless h

Figure9 ¢ Network Interface Status

Status

7= NetCommWireless

& WAN & Uplink

[+ Basic Network

Statistics & Reports

D

Interf

VWAN-1

3G

VAN

WAN & Uplink Status

Figure10¢ Basic Network menu item

Navigate to the Status > Basic Network > WAN & Uplink tab.

The WAN & Uplink Status window shows the current status for different network type, including network configuration,
connecting information, modem status and traffic statistics.

NTC-400 Series
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WAN interface IPv4 Network Status

The WAN interface IPv4 Network Status screen shows status information for IPv4 network.

ID |Interface| WAN Type|IP Addr. | Subnet Mask | Gateway DNS MAC Address | Conn. Status | Action
WAN-1| 3G/4G | 3GM4G | 0.0.00 0.0.0.0 0000 | o008 N/A Disconnected || Edit |
VWAN-2 Disable @
Figurell ¢ WAN interface IPv4 Network Status
Item ‘ Value setting ‘ Description ‘
ID System generated. Displays corresponding WAN interface WAN IDs.
Interface System generated. Displays the type of WAN physical interface.
Depending on the model purchased, it can be Ethernet, 3G/4G, etc...
WAN Type | System generated. Displays the method which public IP address is obtained from your ISP.
Depending on the model purchased, it can be: Static IP, Dynamic IP, PPPoE, PPTP, L2TP,
3G/4G
IP Addr. System generated. Displays the public IP address obtained from your ISP for Internet connection.
Default value is 0.0.0.0 if left unconfigured.
Subnet System generated. Displays the Subnet Mask for public IP address obtained from your ISP for Internet
Mask connection. Default value is 0.0.0.0 if left unconfigured.
Gateway System generated. Displays the Gateway IP address obtained from your ISP for Internet connection.
Default value is 0.0.0.0 if left unconfigured.
DNS System generated. Displays the IP address of DNS server obtained from your ISP for Internet connection.
Default value is 0.0.0.0 if left unconfigured.
MAC System generated. Displays the MAC Address for your ISP to allow you for Internet access.
Address

Note ¢ Not all ISP may require this field.

Conn. Status

System generated.

Displays the connection status of the device to your ISP: Connected or Disconnected

Action

Buttons

This area provides functional buttons.

Renew button - Allows user to force the device to request an IP address from the DHCP
Server.

Note Renew button ¢ Available when DHCP WAN Type is used and WAN connection
is disconnected.

Release button ¢ Allows user to force the device to clear its IP address setting to
disconnect from DHCP server.

Note ¢ Release button is available when DHCP WAN Type is used and WAN
connection is connected.

Connect button ¢ Allows user to manually connect the device to the Internet. Note:
Connect button is available when Connection Control in WAN Type setting is set to
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Item Value setting

‘ Description

Connect Manually (Refer to Edit button in Basic Network > WAN & Uplink > Internet
Setup) and WAN connection status is disconnected.

Disconnect button ¢ Allows user to manually disconnect the device from the Internet. Note:
Connect button is available when Connection Control in WAN Type setting is set to
Connect Manually (Refer to Edit button in Basic Network > WAN & Uplink > Internet
Setup) and WAN connection status is connected.

Table4 ¢ WAN nterface IPv4 Network Status

WAN interface IPv6 Network Status

The WAN interface IPv6 Network Status screen shows status information for IPv6 network.

ID |Interface| WAN Type Link-local IP Address Global IP Address Conn. Status Action
WAN| Ethemet | DHCPYG f080:250:18F e 161121 /54 Disconnected
Figure12 ¢ WAN interface IPv6 Network Status
Item Value setting Description

ID System data. | Displays corresponding WAN interface WAN IDs.

Interface System data. | Displays the type of WAN physical interface.
Depending on the model purchased, it can be Ethernet, 3G/4G, etc...

WAN Type System data. | Displays the method which public IP address is obtained from your
ISP. WAN type setting can be changed from Basic Network > IPv6 >
Configuration.

Link-local IP System data. | Displays the LAN IPv6 Link-Local address.

Address

Global IP System data. | Displays the IPv6 global IP address assigned by your ISP for your

Address Internet connection.

Conn. Status System data. | Displays the connection status. The status can be connected,
disconnected and connecting.

Action System data. | This area provides functional buttons.
Edit Button when pressed, web-based utility will take you to the IPv6
configuration page. (Basic Network > IPv6 > Configuration.)

Table5 ¢ WAN interface IPv@Network Status

NTC-400 Series
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LAN Interface Network Status

The LAN Interface Network Status screen shows IPv4 and IPv6 information of LAN network.

IPv4 Address

IPv4 Subnet Mask

IPv6 Link-local Address IPv6 Global Address Action

192.168.123.254

255255 255.0

fe80:250:18Mfe21:2949 164

| Edit IPv4 | Edit IPv6 |

Figure13¢ LANInterface Network Staus

Item Value setting Description

IPv4 Address System data. Displays the current IPv4 IP Address of the gateway
¢CKA&E A& taz2 GKS Lt ! RRNBa
based Utility.

IPv4 Subnet Mask | System data. Displays the current mask of the subnet.

IPv6 Link-local System data. Displays the current LAN IPv6 Link-Local address.

Address ¢CKA& A& f&a2 GKS Lt@c Lt !
Web-based Utility.

IPv6 Global System data. Displays the current IPv6 global IP address assigned by your ISP

Address for your Internet connection.

Action Button This area provides functional buttons.
Edit IPv4 Button when press, web-based utility will take you to
the Ethernet LAN configuration page. (Basic Network > LAN &
VLAN > Ethernet LAN tab).
Edit IPv6 Button when press, web-based utility will take you to
the IPv6 configuration page. (Basic Network > IPv6 >
Configuration.)

3G/4G Modem Status

Table6 ¢ LANInterface Network Staus

The 3G/4G Modem Status List screen shows status information for 3G/4G WAN network(s).

-
Interface Card Information Link Status Signal Strength Network Name Action
3G/4G ME3620-J Disconnected NJA
Figurel4 ¢ 3G/4G Modem Status
Item Value setting Description
Physical System data. Displays the type of WAN physical interface.
Interface Note: Some device model may support two 3G/4G modules. Their
physical interface name will be 3G/4G-1 and 3G/4G-2.
Card System data. 5AaLX lea GKS @SyR2NRa oDknD
Information
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Item Value setting Description

Link Status System data. Displays the 3G/4G connection status. The status can be
Connecting, Connected, Disconnecting, and Disconnected.

Signal System data. Displays the 3G/4G wireless signal level.

Strength

Network System data. Displays the name of the service network carrier.

Name

Refresh Button Click the Refresh button to renew the information.

Action Button This area provides functional buttons.
Detail Button when press, windows of detail information will
appear. They are the Modem Information, SIM Status, and
Service Information. Refer to next page for more.

Table7 ¢ 3G/4G Modem Status

When the Detail button is pressed, 3G/4G modem information windows such as Modem Information, SIM Status, Service

Information, and Signal Strength / Quality will appear.

Interface Traffic Statistics

The Interface Traffic Statisticsa ONBS Sy RA &L @4 (KS LYyGSNFFOSQa G20l €
ID |Interface Received Packets(Mb) Transmitted Packets(Mb)
W’;‘“‘ 3GIAG 0 0
WAN-
2
Figure 15¢ Interface Traffic Statistics
Item Value setting ‘ Description
ID System data. Displays corresponding WAN interface WAN IDs.
Interface System data. Displays the type of WAN physical interface.
Depending on the model purchased, it can be Ethernet,
3G/4G,S G O X
Received Packets System data. Displays the downstream packets.
It is reset when the device is rebooted.
Transmitted Packets System data. Displays the upstream packets.
It is reset when the device is rebooted.
Table8 ¢ Interface Traffic Statistics
2.2.2 LAN & VLAN Status
Navigate to the Status > Basic Network > LAN & VLAN tab.
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Client List

The Client List shows you the LAN Interface, IP address, Host Name, MAC Address, and Remaining Lease Time of each device

that is connected to this gateway.

4 LAN Client List

LAN Interface IP Address Host Name MAC Address Remaining Lease Time
Ethernet Dynamic / 192.168.123.100 NTCLTO0198 00-E0-4C-68-00-4A 00:13:35
Figurel6¢ Client List
Item Value setting Description
LAN Interface System data. Client record of LAN Interface. String Format.
IP Address System data. Client record of IP Address Type and the IP Address.
Type is String Format and the IP Address is IPv4 Format.
Host Name System data. Client record of Host Name. String Format.
MAC Address System data. Client record of MAC Address. MAC Address Format.
Remaining System data. Client record of Remaining Lease Time. Time Format.
Lease Time
Table9 ¢ Client List
2.2.3  Wi-Fi Status

Navigate to the Status > Basic Network > Wi-Fi tab.

The Wi-Fi Status window shows the overall statistics of Wi-Fi VAP entries.

Wi-Fi Virtual AP List

The Wi-Fi Virtual AP List shows all of the virtual AP information. The Edit button allows for quick configuration changes.

& WIiFi Module One Virtual AP List

Op. Band| ID |WiFi Enable |Op. Mode SSID Channel |WiFi System | Auth.&Security| MAC Address Action
246 |A™ v AP Router |NelComm_2.4GHz_6816| Auto | bigin Mixed |WPA2-PSK(AES)|18:F1:45:92:D4:4C QR Code
246 A AP Router default Auto | biginMixed | Auto(None) |1AF145:90D44C QR Code
246 |5 AP Router default Auto | bignMixed | Auto(None) |1AF1:45:91:D4:4C QR Code
246 |YF AP Router default Auto | bignMixed | Auto(None) |1AF1:45:92:D4:4C QR Code
246 VAP AP Router default Auto | biginMixed | Auto(None) |1AF145:93DadC QR Code
246 |V AP Router default Auto | bignMixed | Auto(None) |1AF1:45:94:D4:4C QR Code
246 | AP Router default Auto | bignMixed | Auto(None) |1AF1:45:95D4:4C QR Code
246 AP AP Router Guast Auto | blginMixed | Auto(None) |1AF1-45:95:D4dC QR Code

Figurel7 ¢ Wi-FiVirtual AP List
Item Value setting ‘ Description
Op. Band System data. Displays the Wi-Fi Operation Band (2.4G or 5G) of VAP.
ID System data. Displays the ID of VAP.
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Item Value setting Description

Wi-Fi Enable System data. Displays whether the VAP wireless signal is enabled or disabled.

Op. Mode System data. The Wi-Fi Operation Mode of VAP. Depends of device model,
modes are AP Router, WDS Only and WDS Hybrid, Universal
Repeater and Client.

SSID System data. Displays the network ID of VAP.

Channel System data. Displays the wireless channel used.

Wi-Fi System System data. The Wi-Fi System of VAP.

Auth. & Security | System data. Displays the authentication and encryption type used.

MAC Address System data. Displays MAC Address of VAP.

Action Button Click the Edit button to make a quick access to the Wi-Fi
configuration page. (Basic Network > Wi-Fi > Configuration
tab)

The QR Code button allow you to generate QR code for quick
connect to the VAP by scanning the QR code.

Tablel10¢ Wi-FiVirtual AP List

Wi-Fi Uplink Status

The Wi-Fi Uplink Status shows all information of connected Wi-Fi uplink network.

SSID BSSID Channel Security RSSI0 RSSI1 Rate | Action

XXXxxX_5G 28:6C:07:5F:1AF1 149 WPA2-PSK(AES) -77 -77 130 Edit

Figure1l8¢ Wi-FiUplink Status

Item ‘ Value setting ‘ Description
SSID System data. Displays the network ID of VAP.
BSSID System data. Displays the BSSID for the connected wireless network.
Channel System data. Displays the wireless channel used.
Security System data. Displays the authentication and encryption setting for the Wi-

Fi uplink connection.

RSSIO, RSSI1 System data. Displays the Rx sensitivity on each radio path..

Rate System data. Displays the link rate for the Wi-Fi uplink connection.

Action Button Click the Edit button to make a quick access to the Wi-Fi
uplink configuration page. (Basic Network > WAN & Uplink >
Internet Setup tab)

Tablell1 ¢ Wi-FiUplink Status

Wi-Fi IDS Status

The Wi-Fi Traffic Statistic shows all the received and transmitted packets on Wi-Fi network.
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Authentication| Association Re-association RProbet Disassociation | Deauthentication R EAP ¢ Mﬁgcious Acti
Frame Request Frame | Request Frame Ferzl;fes Frame Frame Feglr':: Frﬂan‘?e fon
0 0 0 0 0 0 0 0
Figure1l9¢ Wi-FiIDS Status
Item Value setting Description

Authentication Frame

System data.

Displays the receiving Authentication Frame count.

Association Request Frame

System data.

Displays the receiving Association Request Frame count.

Re-association Request
Frame

System data.

Displays the receiving Re-association Request Frame
count.

Probe Request Frame

System data.

Displays the receiving Probe Request Frame count.

Disassociation Frame

System data.

Displays the receiving Disassociation Frame count.

Deauthentication Frame  |System data. | Displays the receiving Deauthentication Frame count.

EAP Request Frame System data. | Displays the receiving EAP Request Frame count.

Malicious Data Frame System data. | Displays the number of receiving unauthorized wireless
packets.

Action Button Click the Reset button to clear the entire statistic and

reset counter to 0.

Ensure WIDS function is enabled

Table12 ¢ Wi-FilDS Status

Go to Basic Network > Wi-Fi > Advanced Configuration tab

Note that the WIDS of 2.4G or 5G should be configured separately.

Wi-Fi Traffic Statistic

The Wi-Fi Traffic Statistic shows all the received and transmitted packets on Wi-Fi network.

-

Op. Band| ID Received Packets Transmitted Packets Action
s6 | A 0 0
se | Vo 0 0
s | VAT 0 0
s6 | 0 0
se | i 0 0
se | Vi 0 0
s6 | o 0 0

Figure20 ¢ Wi-FiTraffic Statistic

Value setting

Op. Band

System data.

Description

Displays the Wi-Fi Operation Band (2.4G or 5G) of VAP.

28 of 357
© NetComm 2020

User Guide



-

NetComm

M)

Item Value setting

ID System data.

Description

Displays the VAP ID.

Received Packets System data.

Displays the number of received packets.

Transmitted Packet | System data.

Displays the number of transmitted packets.

Action Button

Click the Reset button to clear individual VAP statistics.

Refresh Button Button

Click the Refresh button to update the entire VAP Traffic
Statistic instantly.

Tablel13 ¢ Wi-FiTraffic Statistic

224 DDNS Status

Navigate to the Status > Basic Network > DDNS tab.

The DDNS Status window shows the current DDNS service in use, the last update status, and the last update time to the

DDNS service server.

DDNS Status
-
Host Name ‘ Provider ‘ Effective IP ‘ Last Update Status ‘ Last Update Time
Figure21 ¢ DDNS Status
Item Value Setting Description

Host Name System data. Displays the name you entered to identify DDNS service
provider

Provider System data. Displays the DDNS server of DDNS service provider

Effective IP System data. Displays the public IP address of the device updated to the
DDNS server

Last Update System data. Displays whether the last update of the device public IP

Status address to the DDNS server has been successful (Ok) or failed
(Fail).

Last Update System data. Displays time stamp of the last update of public IP address to

Time the DDNS server.

Refresh Button The refresh button allows user to force the display to refresh
information.

Tablel4 ¢ DDNS Status

NTC-400 Series
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2.3 Security

2.3.1 VPN Status

,{__:—_:, NetCommWireless

& VPN N

Dashboard

Ta
& Secu

ty

Statistics & Reports

Navigate to the Status > Security > VPN tab.

Figure22 ¢ Security menu item

The VPN Status widow shows the overall VPN tunnel status.

IPSec Tunnel Status

IPSec Tunnel Status windows show the configuration for establishing IPSec VPN connection and current connection status.

- Edit
Tunnel Name Tunnel Scenario Local Subnets Remote IP/IFQDN ‘ Remote Subnets ‘ Conn. Time ‘ Status
Figure23¢ IPSec Tunnel Status
Item Value setting ‘ Description
Tunnel Name System data. Displays the tunnel name you have entered to identify.

Tunnel Scenario

System data.

Displays the Tunnel Scenario specified.

Local Subnets

System data.

Displays the Local Subnets specified.

Remote IP/FQDN

System data.

Displays the Remote IP/FQDN specified.

Remote Subnets

System data.

Displays the Remote Subnets specified.

Conn. Time System data. Displays the connection time for the IPSec tunnel.

Status System data. Displays the Status of the VPN connection: Connected,
Disconnected, Wait for traffic, or Connecting

Edit Button Button Click on Edit Button to change IPSec setting, the web-based

utility will take you to the IPSec configuration page. (Security >
VPN > |PSec tab)

Tablel5¢ IPSec Tunnel Status
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OpenVPN Server Status

According to OpenVPN configuration, the OpenVPN Server/Client Status shows the status and statistics for the OpenVPN
connection from the server side or client side.

.
User Name ‘ Remote IP/FQDN ‘ Virtual IP/Mac ‘ Conn. Time ‘ Status
Figure24 ¢ OpenVPNServer Status
Item Value setting Description
User Name System data. Displays the Client name you have entered for identification.
Remote System data. Displays the public IP address (the WAN IP address) of the
IP/FQDN connected OpenVPN Client

Virtual IP/MAC | System data. Displays the virtual IP/MAC address assigned to the connected
OpenVPN client.

Conn. Time System data. Displays the connection time for the corresponding OpenVPN
tunnel.

Status System data. Displays the connection status of the corresponding OpenVPN
tunnel.

The status can be Connected, or Disconnected.

Table16 ¢ OpenVPNServer Status

OpenVPN Client Status

-
OpenVPN Client Name | Interface| Remote IP/IFQDN| Remote Subnet| TUN/TAP Read(bytes)| TUN/TAP Write(bytes) | TCP/UDP Read(bytes)| TCP/UDP Write(bytes)| Conn. Time | Conn. Status
Figure25¢ OpenVPN Client Status
Item Value setting Description

OpenVPN Client |System data. Displays the Client name you have entered for identification.

Name

Interface System data. Displays the WAN interface specified for the OpenVPN client

connection.

Remote System data. | Displays the peer OpenVPN{ SNIZSND&a t dzot A O L

IP/FQDN address) or FQDN.

Remote Subnet | System data. Displays the Remote Subnet specified.

TUN/TAP System data. Displays the TUN/TAP Read Bytes of OpenVPN Client.

Read(bytes)

TUN/TAP System data. Displays the TUN/TAP Write Bytes of OpenVPN Client.

Write(bytes)

TCP/UDP System data. Displays the TCP/UDP Read Bytes of OpenVPN Client.

Read(bytes)
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Item Value setting Description

TCP/UDP System data. Displays the TCP/UDP Write Bytes of OpenVPN Client.

Write(bytes) Connection

Conn. Time System data. Displays the connection time for the corresponding OpenVPN
tunnel.

Conn. Status System data. Displays the connection status of the corresponding OpenVPN
tunnel.
The status can be Connected, or Disconnected.

Table17 ¢ OpenVPN Client Status

L2TP Server/Client Status

LT2TP Server/Client Status shows the configuration for establishing LT2TP tunnel and current connection status.

-
User Name ‘ Remote IP ‘ Remote Virtual IP ‘ Remote Call ID ‘ Conn. Time ‘ Status
Figure26 ¢ L2TP Server Status
Item ‘ Value setting Description
User Name N/A Displays the login name of the user used for the connection.
Remote IP System data. | Displays the public IP address (the WAN IP address) of the

connected L2TP client.

Remote Virtual IP | System data. | Displays the IP address assigned to the connected L2TP client.

Remote Call ID System data. | Displays the L2TP client Call ID.
Conn. Time System data. | Displays the connection time for the L2TP tunnel.
Status System data. | Displays the Status of each of the L2TP client connection. The

status displays Connected, Disconnect, Connecting

Edit Button Click on Edit Button to change L2TP server setting, web-based
utility will take you to the L2TP server page. (Security > VPN >
L2TP tab)

Tablel8¢ L2TP Server Status

-
LZTP Client Name Interface Virtual IP ‘ Remote IP/FQGDN ‘ Default Gateway/Remote Subnet ‘ Conn. Time ‘ Status
Figure27 ¢ L2TP Client Status
Item Value setting ‘ Description
Client Name System data. Displays Name for the L2TP Client specified.
Interface System data. Displays the WAN interface with which the gateway will use to
request PPTP tunnelling connection to the PPTP server.
Virtual IP System data. Displays the IP address assigned by Virtual IP server of L2TP
server.
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Item Value setting Description

Remote IP/FQDN | System data. 5AaLXleéea GKS [nHet {SNBSNRa
address) or FQDN.

Default System data. Displays the specified IP address of the gateway device used to

Gateway/Remote connect to the internet to connect to the L2TP server cthe

Subnet default gateway. Or other specified subnet if the default
gateway is not used to connect to the L2TP server ¢the remote
subnet.

Conn. Time System data. Displays the connection time for the L2TP tunnel.

Status System data. Displays the Status of the VPN connection. The status displays
Connected, Disconnect, and Connecting.

Edit Button Click on Edit Button to change L2TP client setting, web-based
utility will take you to the L2TP client page. (Security > VPN >
L2TP tab)

PPTP Server/Client Status

Table19¢ L2TP Client Status

PPTP Server/Client Status shows the configuration for establishing PPTP tunnel and current connection status.

User Name ‘ Remote IP ‘ Remote Virtual IP ‘ Remote Call ID ‘ Conn. Time ‘ Status
Figure28¢ PPTP Server Status
Item ‘ Value setting ‘ Description
User Name System data. Displays the login name of the user used for the connection.
Remote IP System data. Displays the public IP address (the WAN IP address) of the
connected PPTP client.
Remote Virtual IP | System data. Displays the IP address assigned to the connected PPTP client.
Remote Call ID System data. Displays the PPTP client Call ID.
Conn. Time System data. Displays the connection time for the PPTP tunnel.
Status System data. Displays the Status of each of the PPTP client connection. The
status displays Connected, Disconnect, and Connecting.
Edit Button Button Click on Edit Button to change PPTP server setting, web-based
utility will take you to the PPTP server page. (Security > VPN >
PPTP tab)
Table20¢ PPTP Server Status
- Edit

PPTP Client Name Interface Virtual IP

Remote IPIFQDN Default Gateway/Remote Subnet Conn. Time

Status

Figure29¢ PPTP Client Status
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Item ‘ Value setting Description

Client Name System data. Displays Name for the PPTP Client specified.

Interface System data. Displays the WAN interface with which the gateway will use
to request PPTP tunnelling connection to the PPTP server.

Virtual IP System data. Displays the IP address assigned by Virtual IP server of PPTP
server.

Remote IP/FQDN | System data. 5AaLXlea GKS ttet { SNBSNIL
address) or FQDN.

Default Gateway / | System data. Displays the specified IP address of the gateway device

Remote Subnet used to connect to the internet to connect to the PPTP

server ¢the default gateway. Or other specified subnet if
the default gateway is not used to connect to the PPTP
server ¢the remote subnet.

Conn. Time System data. Displays the connection time for the PPTP tunnel.

Status System data. Displays the Status of the VPN connection. The status
displays Connected, Disconnect, and Connecting.

Edit Button Button Click on Edit Button to change PPTP client setting, web-
based utility will take you to the PPTP server page.
(Security > VPN > PPTP tab)

Table21 ¢ PPTP Client Status

2.3.2 Firewall Status
Navigate to the Status > Security > Firewall Status Tab.

The Firewall Status provides user a quick view of the firewall status and current firewall settings. It also keeps the log history
of the dropped packets by the firewall rule policies, and includes the administrator remote login settings specified in the
Firewall Options.

By clicking the icon [+], the status table will be expanded to display log history. Clicking the Edit button displays the
configuration page.

Packet Filter Status

- Edit

Activated Filter Rule

Detected Contents ‘ 1P ‘ Time

Figure30¢ Packet Filter Status

Item Value setting Description
Activated Filter | System data. This is the Packet Filter Rule name.
Rule
Detected System data. This is the logged packet information, including the source IP,
Contents destination IP, protocol, and destination port ¢the TCP or UDP.
String format:
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Item Value setting Description

Source IP to Destination IP : Destination Protocol (TCP or UDP)

IP System data. The Source IP (IPv4) of the logged packet.

Time System data. The Date and Time stamp of the logged packet. Date & time format.
("Month" "Day" "Hours":"Minutes":"Seconds")

Table22 ¢ Packet Filter Status

e Note ¢ Ensure Packet Filter Log Alert is enabled.
Refer to Security > Firewall > Packet Filter tab. Check X Log Alert and save the setting.

URL Blocking Status

Activated Blocking Rule Blocked URL 1P Time

Figure31 ¢ URL Blocking Status

Item ‘ Value setting Description
Activated System data. This is the URL Blocking Rule name.
Blocking Rule
Blocked URL System data. This is the logged packet information.
IP System data. The Source IP (IPv4) of the logged packet.
Time System data. The Date and Time stamp of the logged packet. Date & time
format. ("Month" "Day" "Hours":"Minutes":"Seconds")

Table23 ¢ URL Blocking Status

6 Note ¢ Ensure URL Blocking Log Alert is enabled.

Refer to Security > Firewall > URL Blocking tab. Check X Log Alert and save the setting.

Web Content Filter Status

= Web Content Filters | Edit |

Activated Filter Rule Detected Contents 1P Time

Figure32 ¢ Web Content Filter Status

Item ‘ Value setting Description
Activated Filter | System data. Logged packet of the rule name. String format.
Rule
Detected System data. Logged packet of the filter rule. String format.
Contents
IP System data. Logged packet of the Source IP. IPv4 format.
Time System data. Logged packet of the Date Time. Date time format (“Month"
"Day" "Hours":"Minutes":"Seconds")
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Table24 ¢ Web Content Filter Status

6 Note ¢ Ensure Web Content Filter Log Alert is enabled.

Refer to Security > Firewall > Web Content Filter tab. Check X Log Alert and save the setting.

MAC Control Status

-
Activated Control Rule Blocked MAC Addresses ‘ IP ‘ Time
Figure33 ¢ MACControl Status
Item ‘ Value setting ‘ Description
Activated System data. This is the MAC Control Rule name.

Control Rule

Blocked MAC System data.

This is the MAC address of the logged packet.

Addresses
IP System data. The Source IP (IPv4) of the logged packet.
Time System data. The Date and Time stamp of the logged packet. Date & time

format. ("Month" "Day" "Hours":"Minutes":"Seconds")

Table25¢ MACControl Status

o Note ¢ Ensure MAC Control Log Alert is enabled.

Refer to Security > Firewall > MAC Control tab. Check X Log Alert and save the setting.

Application Filters Status

b

Filtered Application Category

Filtered Application Name ‘ 1P ‘ Time

Item

Filtered Application

‘ Value setting

System data.

Figure34 ¢ Application Filters Status

Description

The name of the Application Category being blocked.

Category

Filtered Application |System data. | The name of the Application being blocked.

Name

IP System data. | The Source IP (IPv4) of the logged packet.

Time System data. | The Date and Time stamp of the logged packet. Date & time

format. ("Month" "Day" "Hours":"Minutes":"Seconds")

Table26 ¢ Application Filters Status

0 Note ¢ Ensure Application Filter Log Alert is enabled.

Refer to Security > Firewall > Application Filter tab. Check X Log Alert and save the setting.
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IPS Status
-
Detected Intrusion ‘ 13 ‘ Time
Figure35¢ IPS Stats
Item Value setting Description

Detected System data. This is the intrusion type of the packets being blocked.

Intrusion

IP System data. The Source IP (IPv4) of the logged packet.

Time System data. The Date and Time stamp of the logged packet. Date & time
format. ("Month" "Day" "Hours":"Minutes":"Seconds")

Table27 ¢ IPS Stais

0 Note ¢ Ensure IPS Log Alert is enabled.

Refer to Security > Firewall > IPS tab. Check X Log Alert and save the setting.

Firewall Options Status

-

Stealth Mode

SPI ‘Discard Ping from WAN

Remote Administrator Management

Item

Stealth Mode

Value setting

System data.

Figure36 ¢ Firewall Options Status

Description

Enable or Disable setting status of Stealth Mode on Firewall Options.

String Format: Disable or Enable

Administrator
Management

SPI System data. | Enable or Disable setting status of SPI on Firewall Options.
String Format : Disable or Enable
Discard Ping System data. | Enable or Disable setting status of Discard Ping from WAN on
from WAN Firewall Options.
String Format: Disable or Enable
Remote System data. | Enable or Disable setting status of Remote Administrator.

If Remote Administrator is enabled, it shows the currently logged in
FRYAYAAGNT G2NR& &a2d2NDOS Lt F RR
time.

Format:

IP : "Source IP", User Name: "Login User Name", Time: "Date time"
Example:

IP: 192.168.127.39, User Name: admin, Time: Mar 3 01:34:13

Table28 ¢ Firewall Options Status

6 Note ¢ Ensure Firewall Options Log Alert is enabled.
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Refer to Security > Firewall > Firewall Options tab. Check X Log Alert and save the setting.

2.4  Administration

% NetCommWireless

’\ . # Configure & Man:
atus

Dashboard
User Nar

[# Administration

Statistics & Reports

Figure37 ¢ Status > Administration menu item

2.4.1 Configure & Manage Status

Navigate to the Status > Administration > Configure & Manage tab.

The Configure & Manage Status window shows the status for managing remote network devices. The type of management
available in your device is depended on the device model purchased. The commonly used ones are the SNMP, TR-069, and
UPnP.

SNMP Linking Status

SNMP Link Status screen shows the status of current active SNMP connections.

ol
User Name ‘ IP Address ‘ Port ‘ Community Auth. Mode ‘ Privacy Mode ‘ SNMP Version
Figure38 ¢ SNMP Linking Status
Item ‘ Value setting ‘ Description

User Name System data. Displays the user name for authentication. This is only
available for SNMP version 3.

IP Address System data. Displays the IP address of SNMP manager.

Port System data. Displays the port number used to maintain connection with
the SNMP manager.

Community System data. Displays the community for SNMP version 1 or version 2¢
only.

Auth. Mode System data. Displays the authentication method for SNMP version 3 only.

Privacy Mode System data. Displays the privacy mode for version 3 only.
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Value setting Description

SNMP Version System data. Displays the SNMP Version employed.

Table29 ¢ SNMP Linking Status

SNMP Trap Information

SNMP Trap Information screen shows the status of current received SNMP traps.

= SNMP Trap Information

Trap Level Time Trap Event

Figure39 ¢ SNMP Trap Information

Item Value setting Description
Trap Level System data. Displays the trap level.
Time System data. Displays the timestamp of trap event.
Trap Event System data. Displays the IP address of the trap sender and event type.

Table30¢ SNMP Trap Information

TR-069 Status

TR-069 Status screen shows the current connection status with the TR-068 server.

= TR-069 Status

Link Status

Of

Figure40¢ TRO69 Status

Value setting Description

Link Status System data. Displays the current connection status with the TR-068 server.
The connection status is either On when the device is
connected with the TR-068 server or Off when disconnected.

Table31¢ TR069 Status

2.4.2 Log Storage Status
Go to Status > Administration > Log Storage tab.

The Log Storage Status screen shows the status for selected device storage.
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Log Storage Status

Log Storage Status screen shows the status of current the selected device storage. The status includes Device Select, Device

Description, Usage, File System, Speed, and status

-
Device Select | Device Description Usage File System Speed Status
Storage 1 - USE Storage 073788 MB FATIFAT32 UsB 2.0 Ready

2.4.3 GNSS Status

Go to Status > Administration > GNSS tab.

Figure41c¢ Log Storage Status

The GNSS Information screen shows the status for current GNSS positioning information for the gateway.

-
Condition S:iqtgilic:‘;ts Signsi;?lgllrietﬁztll?{iiﬁm} Position (Lat, Long) | Altitude (meters) | True Course | Ground Speed (km/h)
Mot Fixed

The available GNSS information includes GNSS Condition, No. of Satellites, Satellites ID / Signal Strength, Position (Lat.,
Long.), Altitude (meters), True Course, and the equivalent Ground Speed (km/h).

Figure42 ¢ GNSS Status
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2.5  Statistics & Repo

2.5.1 Connection Sessio

rt

m Status

NetCommWireless

# Connection Session

User Name

[# Statistics & Reports

n

Figure43 ¢ Status > Statistics & Report me

Navigate to the Status > Statistics & Reports > Connection Session tab.

Internet Surfing Statistic shows the connection tracks on this router.

nu item

- Previous | | MNext | | First | | Last | | Export (_xml) | | Export { csv) | | Refresh
User Name Protocol Internal IP & Port MAC External IP &Port Duration Time
UDP 192.168.123.100:51736 192.168.123.254:53 2017/03/22 03:43~
UDFP 192.168.123.100:55986 192.168.123.25453 2017/03/22 03:43~
UDrP 192 168.123.100:49548 192 168.123.254:53 2017/03/22 0343~
UDrP 192 168123 100:60969 192 168.123.254:53 2017/03/22 0343~
UDrP 192 168.123.100:56053 192 168.123.254:53 2017/03/22 0343~
Figure44 ¢ Internet Surfing list
Item Value setting Description
Previous Button Click the Previous button; you will see the previous page of track
list.
Next Button Click the Next button; you will see the next page of track list.
First Button Click the First button; you will see the first page of track list.
Last Button Click the Last button; you will see the last page of track list.
Export (.xml) Button Click the Export (.xml) button to export the list to xml file.
Export (.csv) Button Click the Export (.csv) button to export the list to csv file.
Refresh Button Click the Refresh button to refresh the list.

Table32 ¢ Connection Sessiarontrols
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25.2 Network Traffic

Navigate to the Status > Statistics & Reports > Network Traffic tab.

Network Traffic Statistics screen shows the historical graph for the selected network interface.

You can change the interface drop list and select the interface you want to monitor.

WAN v

1.2Mb
1.1Mb

1Mb
0.8Mb
0.7Mb
0.6Mb
0.5Mb
0.4Mb
0.2Mb

0.1Mb

0Mb

WAN 2

11:53.00 11:53:10

11:5320 11:53:30 115340 115350

Figure45 ¢ Network Traffic Statistics

2.5.3 Device Administration

Navigate to the Status > Statistics & Reports > Device Administration tab.

Device Administration shows the login information.

- | Previous |N| Next | First |§| Last |§| Export (.xml) | Export (.csv) || Refresh |
User Name Protocol Type IP Address User Level Duration Time
admin httpihttps 192.168.123.100 Admin 2017/03/22 0331~
Figure46 ¢ Device Administration list
Item Value setting Description
Previous Button Click the Previous button; you will see the previous page of
login statistics.
Next Button Click the Next button; you will see the next page of login
statistics.
First Button Click the First button; you will see the first page of login
statistics.
Last Button Click the Last button; you will see the last page of login
statistics.
Export (.xml) Button Click the Export (.xml) button to export the login statistics to
xml file.
Export (.csv) Button Click the Export (.csv) button to export the login statistics to
csv file.
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Refresh

Value setting

Button

Description

Click the Refresh button to refresh the login statistics.

25.4 Portal Usage

Table33 ¢ Device Administration controls

Navigate to the Status > Statistics & Reports > Portal Usage tab.

Portal Usage shows the information about internal Captive Portal user login statistics.

-y

User Name

Status

| Previous [ Next [f| First |§ Last [ Refresh |

Create Time

Remaining Lease Time

Time Used

Expiration Time ‘ User Level

Item

User Name

Figure47 ¢ Captive Portal User Login Statistics list

Value setting

System data.

Description

Displays the User Name of user account created in Object
Define > User > User Profile.

Status

System data.

Displays the Status of user account about logging captive
portal.

Online for the user logged in to the captive portal;

Offline for the user already logged out.

Create Time

System data.

Displays the Create Time that user account created.

Remaining
Lease Time

System data.

Displays the Remaining Lease Time of the user account. If
the remaining time is zero, the corresponding user account
OFyQi 06S dzaS F2NJ ft23Ay Ol
If the Lease Time of user account is empty, the remaining
lease time field is shown empty. It means that the user
account can be used all the time.

Time Used

System data.

Displays the Time Used since the user login to the captive
portal.

Expiration Time

System data.

Displays the Expiration Time of the user account. Tell user
that what time the user account will be useless.

If the Lease Time of user account is empty, the expiration
time field is also empty. It means that the user account can
be used all the time.

User Level System data. Displays the User Level of the user account. It can be
Admin, Staff, Guest, and Passenger.

Previous Button Click the Previous button; you will see the previous page of
login statistics.

Next Button Click the Next button; you will see the next page of login

statistics

NTC-400 Series
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Item Value setting Description
First Button Click the First button; you will see the first page of login
statistics
Last Button Click the Last button; you will see the last page of login
statistics
Refresh Button Click the Refresh button to refresh the login statistics
Table34 ¢ Captive Portal User Login Statistics
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255 Cellular Usage
Navigate to the Status > Statistics & Reports > Cellular Usage tab.

Cellular Usage screen shows data usage statistics for the selected cellular interface. The cellular data usage can be
accumulated per hour or per day.

3G/M4G-1 v | SIMA~Y | |Houry ¥

Figure48¢ Data Usage Record
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3 Basic Network

3.1 WAN & Uplink

The NTC-400 Series Router provides multiple WAN interfaces to let all client hosts behind the router to access the Internet.
The WAN Connection lets you specify the WAN Physical Interface or WAN Internet Setup for computers behind the router
to access the Internet. For each WAN interface, you must specify its physical interface first and then its Internet setup to
connect to your ISP.

3.1.1 Physical Interface

WAN interfaces can be configured individually to provide the desired internet connection setup. The first step to configuring
a WAN interface is to specify the kind of connection medium to be used for the WAN connection, as shown in "Physical
Interface™ page. On the "Physical Interface™ page, there are two configuration windows, "Physical Interface List" and
"Interface Configuration". The "Physical Interface List" window shows all the available physical interfaces. After clicking on
the "Edit" button for the interface on the "Physical Interface List" window, the "Interface Configuration" window will appear
to let you configure a WAN interface.

Physical Interface

))))I .

Ethernet WAN: The router has one RJ-45 WAN port that can be configured to be a WAN connection. You can directly
connect to an external DSL modem or setup behind a firewall device.

))))I-

3G/4G WAN: The router has one built-in 3G/4G cellular module which operates as a WAN connection. You can insert
two SIM cards to use the failover feature.

DI

Wi-Fi Uplink WAN: One of the Wi-Fi networks can be used as a WAN connection.
Operation Mode

There are three options: Always on, Failover, and Disable for the operation mode setting.

O

Always on: Set this WAN interface to be active all the time

))))I-

Failover: A failover interface is a backup connection to the primary. That means only when its primary WAN
connection is broken, the backup connection will be started up to substitute the primary connection.

WAN-2 is a backup for WAN-1. WAN-1 serves as the primary connection with operation mode "Always on". WAN-2
g2y Qi 0SS I Ol A didcanrBdied. Wyeri VIKAN-1 Gorindxtion is recovered back with a connection, it will
take over data traffic again. At that time, WAN-2 connection will be terminated.
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: ISP-DSLAM
Internet E NTC Router
| ) 2!
| | 1 Disconnected
: ® < : 2 Failover
3 3 Change routing to WAN-2
Cellular
= 4 WAN-1
. o || = °
! — A
l ISP-DSLAM E
Internet : ! NTC Router
: v 5 ;
: ) ; :
. H | 4 Connection recovery
: ® Wem e e e - . : 5 Failback to WAN-1
6 6 WAN-2 Terminate connection
Cellular
WAN-1 WAN-2
Physical Interface: Ethernet Physical Interface: 3G /4G
Operation Mode: Always on Operation Mode: Failover (WAN-1)

Figure49 ¢ Failover diagram

))))I‘

Seamless Failover ¢ In addition, there is a "Seamless" option for Failover operation mode. When seamless option is
activated by checking on the "Seamless" box in configuration window, both the primary connection and the failover
connection are started up after the system reboots. Only the primary connection executes the data transfer, while the
failover connection just keeps the connection alive. As soon as the primary connection is broken, the system will
switch (failover) the routing path to the failover connection to save the dial up time of the failover connection since it
is kept alive.

2 KSy GKS a{SIytSaaé¢ SylLotS OKSO1062E Aa | OGADBIGSRE Al
system boot up. The failover WAN interface stays connected without data traffic. The purpose is to shorten the switch
time during the failover process. So, when the primary connection is disconnected, the failover interface takes over
the data transfer instantly by only changing the routing path to the failover interface. The time to connect to the
failover connection has been saved since it was already connected.

]

i ISP-DSLAM
Internet | NTC Router

@) 2!
' 1 Disconnected
- - ! 2 Failover

3 3 Change routing to WAN-2

Cellular

Internet : NTC Router

((:A))) | =
E ‘ 4 Connection recovery

5 Failback to WAN-1

& Keep alive, no traffic

Figure50¢ Seamless Failover diagram
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VLAN Tagging

Sometimes ISPs require a VLAN tag to be inserted into the WAN packets from the router for specific services. To enable these
services, enable VLAN tagging and specify the tag on the WAN physical interface. Note that only Ethernet and ADSL physical
interfaces support the feature.

3.1.1.1  Configuring a physical interface
Click on the Edit button for the WAN interface that you wish to configure.

Interface Name Physical Interface Operation Mode Action
VVAN-1 3G/4G Always on Edit
WAN-2 - Disable | Edit ‘

Figure51¢ Physical Interface List

The Interface Configuration screen appears.

Item Setting
¥ Physical Interface |3Gf4G v|
¥ Operation Mode Always on
b VLAMN Tagging Enable o (1-4095)

Figure52 ¢ Interface Configuration

Item ‘ Notes ‘ Description
Physical Mandatory field. WAN-1is  |Select an interface from the available interface dropdown list.
Interface the primary interface is
factory set to Always On.
Operation Mandatory field. Select Always on to make this WAN always active. Select Disable to
Mode disable this WAN interface. Select Failover to make this WAN a

Failover WAN when the primary or the secondary WAN link fails,
then select the primary or the existing secondary WAN interface to
switch Failover from.

Note ¢ For WAN-1 the only available option is: Always on

VLAN Tagging |Optional setting. Check X Enable to enter tag values provided by your ISP. Otherwise
uncheck the box.

Value Range: 1 - 4096.
Note ¢ This feature is NOT available for 3G/4G WAN connection.

Table35¢ Interface Configuration screen

3.1.2 Internet Setup

After specifying the physical interface for each WAN connection, you must configure at least one connection profile to satisfy
the connection process of the SIP/mobile carrier, so that all client hosts on the Intranet of the router can access the Internet.
On the "Internet Setup” page, there are three configuration windows: "Internet Connection List", "Internet Connection
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Configuration”, "WAN Type Configuration" and related configuration windows for each WAN type. For the Internet setup of
each WAN interface, you must specify its WAN type of physical interface first and then its related parameter configuration
for that WAN type. After clicking on the "Edit" button of a physical interface on the "Internet Setup List" window, the
"Internet Connection Configuration™ window appears to let you specify the kind of WAN type that you will use for that
physical interface to make an Internet connection. Based on your chosen WAN type, you can configure necessary parameters
in each corresponding configuration window.

WAN Type for Ethernet Interface

Ethernet is a common WAN and uplink interface for M2M routers. Often an xDSL or cable modem is used to provide an
Internet connection. There are various WAN types that can be used to make a connection with your ISP.

D)%

Static IP: Select this option if your ISP provides a fixed IP to you when you subscribe to the service.

DY

Dynamic IP: The IP address for the WAN is assigned by a DHCP server each time a connection is made.

D)%

PPP over Ethernet: Also known as PPPoE. This WAN type is widely used for ADSL connections. The IP is usually
different for every connection instance.

))))I‘

PPTP: This WAN type is popular in some countries, like Russia.

))))I‘

L2TP: This WAN type is popular in some countries, like Israel.
Configure Ethernet WAN Setting
When the Edit button is applied, the Internet Connection Configuration screen appears. WAN-1 interface is used in this

example.

3.1.2.1  WAN Type

Dynamic IP

When WAN Type is set to Dynamic IP, the following options are displayed:

[tem Setting

» Host Name | | (Optional)

y ISP Registered
MAC Address

| (Optional)

Figure53 ¢ Dynamic IP WAN Type Configuration

Item ‘ Notes ‘ Description ‘
Host Name Optional Enter the host name provided by your Service Provider.
setting.

ISP Registered Optional Enter the MAC address that you have registered with your service provider or click the Clone
MAC Address setting. odziti2zy G2 Of2yS @2dzNJt/ Qa a!/ G2 GKA& TFA
you to connect to the Internet.

Table36 ¢ Dynamic IP WAN Type Configuration
Static IP

When WAN Type is set to Static IP, the following options are displayed:
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= Static IP WAN Type Configuration

[tem

Setting

» WAN IP Address

F WAN Subnet Mask

et |

1255.255.255.0 (/24)

r WAN Gateway

¥ Primary DNS

¥ Secondary DMS

| | (Optional)

Figure54 ¢ Static IP WAN Type Configuration

Item Notes ‘ Description
WAN IP Address | Mandatory field. | Enter the WAN IP address given by your Service Provider
WAN Subnet Mask | Mandatory field. | Enter the WAN subnet mask given by your Service Provider
WAN Gateway Mandatory field. | Enter the WAN gateway IP address given by your Service Provider
Primary DNS Mandatory field. | Enter the primary WAN DNS IP address given by your Service Provider
Secondary DNS Optional setting | Enter the secondary WAN DNS IP address given by your Service Provider

PPPOE

Table37 ¢ Static IP WAN Type Configuration

When WAN Type is set to PPPoE, the following options are displayed:

= PPPoE WAN Type Configuration

Item

Setting

¥ PPPoE Account

+ PPPoE Password

¥ Primary DNS

| owora

¥ Secondary DNS

[ omow

¥ Connection Contral

v]

|Aut&reconnect

F Service Mame

| | (Optional)

r Assigned IP Address

)

Figure55¢ PPPoE WAN Type Configuration

Item Notes ‘ Description
PPPoE Account Mandatory field. | Enter the PPPoE User Name provided by your Service Provider.
PPPOE Password Mandatory field. | Enter the PPPoE password provided by your Service Provider.
Primary DNS Optional setting. | Enter the IP address of Primary DNS server.
Secondary DNS Optional setting. | Enter the IP address of Secondary DNS server.
Service Name Optional setting. | Enter the service name if your ISP requires it
Assigned IP Address | Optional setting. | Enter the IP address assigned by your Service Provider.

PPTP

Table38¢ PPPoE WAN Type Configuration
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When WAN Type is set to PPTP, the following options are displayed:

Item Setting

» IP Mode | Dynamic IP Address v |

» Server |P Address / Name | |

|
» PPTP Password | |
|

» PPTP Account

» Connection ID | (Optional)

Figure56 ¢ PPTP WAN Type Configticm

Item Notes Description

IP Mode Mandatory Select either Static or Dynamic IP address for PPTP Internet connection.

field. % When Static IP Address is selected, you will need to enter the WAN IP Address,

WAN Subnet Mask, and WAN Gateway.

D)l

WAN IP Address (mandatory field) ¢ Enter the WAN IP address given by
your Service Provider.

DIl

WAN Subnet Mask (mandatory field) ¢ Enter the WAN subnet mask
given by your Service Provider.

W

WAN Gateway (mandatory field) ¢ Enter the WAN gateway IP address
given by your Service Provider.

% When Dynamic IP is selected, there are no above settings required.

Server IP Mandatory Enter the PPTP server name or IP Address.
Address/Name field.
PPTP Account Mandatory Enter the PPTP username provided by your Service Provider.
field.
PPTP Password Mandatory Enter the PPTP connection password provided by your Service Provider.
field.
Connection ID Optional Enter a name to identify the PPTP connection.
setting
MPPE Optional Select Enable to enable MPPE (Microsoft Point-to-Point Encryption) security for PPTP
setting connection.

Table39¢ PPTP WAN Type Configuration
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L2TP

When WAN Type is set to L2TP, the following options are displayed:

Item

Setting

» IP Mode

Dynamic IP Address v

» Server |P Address / Name

» L2TP Account

» L2TP Password

Figure57 ¢ L2TP WAN Type Configuration

Item ‘ Notes ‘ Description ‘
IP Mode Mandatory Select either Static or Dynamic IP address for L2TP Internet connection.
field. When Static IP Address is selected, you will need to enter the WAN IP Address, WAN
Subnet Mask, and WAN Gateway.
%=  WAN IP Address (mandatory field) ¢ Enter the WAN IP address given by your
Service Provider.
% WAN Subnet Mask (mandatory field) ¢ Enter the WAN subnet mask given by
your Service Provider.
%4  WAN Gateway (mandatory field) ¢ Enter the WAN gateway IP address given
by your Service Provider.
When Dynamic IP is selected, there are no above settings required.
Server IP Mandatory Enter the L2TP server name or IP Address.
Address/Name field.
L2TP Account Mandatory Enter the L2TP username provided by your Service Provider.
field.
L2TP Password Mandatory Enter the L2TP connection password provided by your Service Provider.
field.
Service Port Mandatory Enter the service port that the Internet service.
field. There are three options can be selected:
% Auto ¢ Port will be automatically assigned.
% 1701 (For Cisco) ¢ Set service port to port 1701 to connect to CISCO server.
%  User-defined ¢ enter a service port provided by your Service Provider.
MPPE Optional Select X Enable to enable MPPE (Microsoft Point-to-Point Encryption) security for
setting PPTP connection.
Table40¢ L2TP WAN Type Configuration
3.1.2.2  Ethernet Connection Common Configuration

There are some important parameters to be configured, regardless of the selected WAN type.
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3.1.2.3  Connection Control

Auto-reconnect ¢ The router will establish an Internet connection automatically when it has booted up and try to reconnect
when the connection is down. We recommend that you choose this scheme for mission critical applications to ensure the
Internet connection is always on.

Y
s

2 xDSL Modem

Internet lSP_DE;’LAM NTC Router
Connection Control:
i i ii i i Auto-reconnect [Always on] E D E D n
1 Disconnected — —
15 DNS 2 DNS DHCP 2 Re-connecting
Servers Intranet

Figure58 ¢ Connection Control Auto-reconnect

Connect-on-demand ¢ ¢ K S N dzii S NJ ¢ 2ligh@rinte&nét bohBctiod uhtil 18cal data i sent to the WAN side.
After normal data transferring between LAN and WAN sides, the router will disconnect the WAN connection if idle time
reaches the Maximum Idle Time value.

0
8

xDSL Modem
Internet SPDSLAM NTC Router
A
1
Connection Control:
i i ii i i Connect-on-demand E D E D E
1 Request coming — —
1 DNS 2" DNS DHCP 2 Start connecting
Servers 3 Disconnect when idle timeout Intranet

Figure59 ¢ Connection Control Connecton-demand

Manualyc¢ KS NRBdzi SNJ 62y Qld adGF NI G2 SadlotAak | 21 b O2yySOGAz2
normal data transferring between the LAN and WAN sides, the router will disconnect the WAN connection if idle time
reaches value of Maximum Idle Time.

v
.

xDSL Modem

Internet [SP-DSLAM NTC Router
A

P

Manually
ii ii ii 1 Connect button ED ED E
2 Start connecting — —
1= DNS 2" DNS DHCP 3 Disconnect when idle timeout

Carmers Intranet

Figure60 ¢ Connection Control Manually
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@ Note ¢ If the WAN interface serves as the primary interface for another WAN interface as a Failover, the Connection Control
LI N} YSGSNI gAaftft y2G 0SS F@FAflFof S (mto-edurct{Awayd@e) A 3 dzNB

3.1.2.4  Network Monitoring

"ICMP Check™ and "FQDN Query" are used to check the network status. When there is traffic on a connection, the checking
packet consumes bandwidth. The response time of reply packets may also increase. Enabling "Checking Loading" option will
stop the connection check when there is traffic on the internet. The router will then wait for another "Check Interval" and
then continue checking the interface again.

When the Network Monitoring function is enabled and the reply time is longer than Latency or if no response is received
before the Checking Timeout period, the "Fail" count register will be increased. If there are repeated failures and the Fail
count exceeds the Fail Threshold, the router performs the exception handling process and re-initializes the connection. If
there are no repeated failures, the network monitoring process will be start again.
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Item Notes Description

Connection | Mandatory field. There are three connection modes.
Control

e

Auto-reconnect (Always on) enables the router to always keep the Internet
connection on.

D)

Connect-on-demand enables the router to automatically re-establish Internet
connection as soon as user attempts to access the Internet. Internet connection
will be disconnected when it has been inactive for a specified idle time.

1}))l‘

Connect Manually allows user to connect to Internet manually. Internet
connection will be inactive after it has been inactive for specified idle time.

MTU MTU refers to Maximum Transmission Unit. It specifies the largest packet size permitted for

Mandatory field.
Internet transmission.
Defaultsetting: |, p s 588 G2 |ddiz 6OIEdS Wnovs (iKS N dai
Auto (value zero) performance.
Manual set range
1200 - 1500
NAT Optional field. Enable NAT to apply NAT on the WAN connection.
Default setting: NAT | Uncheck the box to disable NAT function.
Network Optional field. When the Network Monitoring feature is enabled, the gateway will use DNS Query or ICMP

Monitoring | Enabled by default. | to periodically check Internet connection gconnected or disconnected.
% Choose either DNS Query or ICMP Checking to detect WAN link.

With DNS Query, the system checks the connection by sending DNS Query packets to the
destination specified in Target 1 and Target 2.

With ICMP Checking, the system will check connection by sending ICMP request packets to
the destination specified in Target 1 and Target 2.

%  Loading Check

Enable Loading Check allows the router to ignore unreturned DNS Queries or ICMP requests
when WAN bandwidth is fully occupied. This is to prevent false link-down status.

D)

Check Interval defines the transmitting interval between two DNS Query or
ICMP checking packets.

i

Check Timeout defines the timeout of each DNS query/ICMP.

-

Latency Threshold defines the tolerance threshold of responding time.

s

Fail Threshold specifies the detected disconnection before the router recognize
the WAN link down status. Enter a number of detecting disconnection times to
be the threshold before disconnection is acknowledged.

n)))l‘

Targetl (DNS1 set by default) specifies the first target of sending DNS
query/ICMP request.
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Item \[o] (= Description

1)))|‘

DNS1: set the primary DNS to be the target.

1)))|‘

DNS2: set the secondary DNS to be the target.

1)))|‘

Gateway: set the Current gateway to be the target.

M

Other Host: enter an IP address to be the target.

%=  Target2 (None set by default) specifies the second target of sending DNS
query/ICMP request.

Dl

None: to disable Target?2.

1)))|‘

DNS1: set the primary DNS to be the target.

1)))|‘

DNS2: set the secondary DNS to be the target.

1)))|‘

Gateway: set the Current gateway to be the target.

1)))|‘

Other Host: enter an IP address to be the target.

IGMP Mandatory field. Enable IGMP (Internet Group Management Protocol) would enable the router to listen to
Disabled by default. | IGMP packets to discover which interfaces are connected to which device. The router uses
the interface information generated by IGMP to reduce bandwidth consumption in a multi-
access network environment to avoid flooding the entire network.
WAN [P Alias | Optional field. Enable WAN IP Alias then enter the IP address provided by your service provider.
Disabled by default. | WAN IP Alias is used by the device router and is treated as a second set of WAN IP to
provide dual WAN IP address to your LAN network.
Save Button Click Save to save the settings.
Undo Button Click Undo to cancel the settings.

Table41 ¢ Ethernet Common Configuration

3.1.2.5 Preferred SIM Card ¢ Dual SIM Fail Over

With a single module, the router can create only one cellular WAN interface at any time. However, the NTC-400 Series Router
accepts two SIM cards and allows you to switch between them so that one SIM card is available at all times as a backup or
failover. This feature is called Dual SIM Failover and is useful for switching between ISPs when the router moves to another
location where network coverage changes. There are various configurations including "SIM-A First", "SIM-B Firstd & A (i K

GCHAfol O1¢é

Sylrof SR BWI RA-ABYRYBREDPI YR aG{La
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SIM-A/SIM-Bonlyc2 KSy -b{h¢feé& 2Myfadd arda dzaSRYE (GKS &aLISOAFASR {La
negotiation parameters between the router and cellular ISP.

Y

SIM-A / SIM-B first without enable Failback c. @ RS TF I dzf G G KS NP dzii! S NI AANER G0{24y a2 SKEYR B &
G{La CANRGE IINBE aStSOGSRXI (KS NI dzi-&oBIM-Bchrd firstiaddvhed the O2 yy SO
connection is broken, the router will switch to use the other SIM card automatically and will not switch back to use the

original SIM card except where that connection is broken too. That is, SIM-A and SIM-B are used so long as the connection is

still alive.

i SIM A
2,
ISP 1 |
1 Disconnected
2 Failover
3 Connected - Not back to SIM-A
| NTC Router
v
() (e <D
SIM B
ISP 2

Figure61 ¢ SIMA / SIMB first without enable Failback

SIM-A / SIM-B first with Failback enable ¢ With Failback option enabled, the router fails over when the primary SIM
connection fails and fails back when it has recovered.

@) e @) e

A
SIM A ' SIM A
2 |
ISP 1 ISP 1
1 Disconnected
2 Failover 4
3 Connected !
NTC Router 4 Failback E NTC Router
v 5 Ready i
((( ))) o (((! . ((( ))) oo (((. .
SIM B SIM B
ISP 2 ISP 2

Figure62 ¢ SIMA / SIMB first with enable Failback
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3.1.2.6  Configure 3G/4G WAN Setting

When the Edit button is clicked, Internet Connection Configuration, and 3G/4G WAN Configuration screens will appear.
WAN-2 interface is used in this example.

Item Setting
F WAN Type IGAG
Item Setting
b Preferred SIM Card SIM-A First v | Failback : Enable
Figure63 ¢ 3G/4G WAN Type Configuration
Item Notes ‘ Description
WAN Type | Mandatory field. From the dropdown box, select the Internet connection method for
Default setting: 3G/4G WAN Connection. Only 3G/4G is available.
3G/4G
Preferred | Mandatory field. Choose which SIM card you want to use for the connection.
SIM Card When SIM-A First or SIM-B First is selected, it means the

Default setting: SIM-
A First

Failback is unchecked
by default

connection is established using SIM A or SIM B and if the
connection is fails, the router changes to use the other SIM card
until the connection is established.

When SIM-A only or SIM-B only is selected, the router only
attempts a connection using the SIM card you selected.

When Failback is checked, it means if the connection is made using
the unselected SIM, the router will failback to the main SIM and try
to establish the connection periodically.

Note ¢ Failback is available only when SIM-A First or SIM-B First is
selected.

Table42¢ 3G/4G WAN Type Configuration
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3.1.2.7  Configure SIM-A / SIM-B Card

Here you can configure the cellular connection profile.

ltem Setting
» Network Type
» Dial-Up Profile [Auto-detection V]
v IP Type
» SIM PIN Code | | (Optional) [[] Show my input on screen
» IP Mode
» Primary DNS | | (Optional)
» Secondary DNS | | (Optional)
» Roaming [] Enable
» PDP header compression control | off V|
» PDP data compression control | Off v|

Figure64 ¢ Connection with SIMA Card

6 Note ¢ The configuration of SIM-B Card is the same as SIM-A. SIM-A Card is shown here as an example.

Item

Network Type

‘ Notes

Mandatory field.
Default setting: Auto

Description
Select Auto to register on a network automatically, regardless of the network type. The
NTC-400 Series Router will give preference to high-speed networks.
Select 2G Only to register the 2G network only.
Select 2G Prefer to register the 2G network first if it is available.
Select 3G only to register the 3G network only.
Select 3G Prefer to register the 3G network first if it is available.
Select LTE only to register the LTE network only.

Note ¢ Options may be different due to the specification of the module.

Dial-Up Profile

Mandatory field.

Default setting: Auto-
detection

Specify the type of connection profile for your 3G/4G network. It can be Manual-
configuration, APN Profile List, or Auto-detection.

Select Manual-configuration to set APN (Access Point Name), Dial Number, Account,
and Password to what your carrier provides.

Select APN Profile List to set more than one profile to attempt to connect to in order
until the connection is established.

Select Auto-detection to automatically select the best configuration by detecting the
SIM card and comparing it to the list on the router.

APN

Mandatory field.

Enter the APN you want to use to establish the connection.

If Dial-up profile is set to Manual configuration, this field must be completed.

PIN code

String format: integer

Enter the PIN (Personal Identification Number) code if required to unlock your SIM card.

NTC-400 Series
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Item Notes Description

Authentication | Mandatory field. Select either PAP (Password Authentication Protocol) or CHAP (Challenge Handshake
Default setting: Auto Authendi A OF G A 2 y t NER G202t0 G2 I dzii K S Yl:I AOL (¢

When Auto is selected, it means it will authenticate with the server using either PAP or

CHAP.
IP Mode Mandatory field. When Dynamic IP is selected, all IPconfiguNd: G A2y A& GF 1Sy TNR
Default setting: set on the device automatically.
Dynamic IP If your carrier has provided you with a Static IP, you can switch to Static IP mode and fill

in all required parameters.
Note ¢ IP Subnet Mask is Mandatory field.

Primary DNS | String format: IP Enter the IP address to change the primary DNS (Domain Name Server) setting. If it is
address (IPv4 type) not filled-in, the server address is given by the carrier while connecting.
Secondary String format: IP Enter the IP address to change the secondary DNS (Domain Name Server) setting. If it is
DNS address (IPv4 type) not filled-in, the server address is given by the carrier while connecting.
Roaming Disabled by default. Check the box to establish a connection on other networks if a home network is not
available.

Note ¢ Enabling this function may incur additional charges by your carrier.

Table43 ¢ Connection with SIMA / SIMB Card

3.1.2.8  Create/Edit SIM-A / SIM-B APN Profile List

You can add a new APN profile for the connection, or modify the content of the APN profile you added. It is available only
when you select Dial-Up Profile as APN Profile List.

- Add Delete
ID| Frofile ‘MCC‘MNC| APN yDial | Account | Password | Priority ‘Enable Actions

Table44 ¢ SIMA / SIMB APN Profile List

The SIM-A APN Profile List displays all the APN profiles you have created. It is available only when you select Dial-Up Profile
as APN Profile List.

When Add button is applied, an APN Profile Configuration screen will appear.

Item Setting
» Profile Name Profile-1
r MCC (Optional)
» MNC (Optional)
FAPN
+ Dial Number (Optional)
b Account (Opticonal)
b Password (Optional)
b Priority
+ Profile # Enable
Figure65¢ SIMA / SIMB APN Profile Configuration
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Item \[o] (= Description
Profile Name | By default Profile-x is listed. | Enter the profile name you want to describe for this profile.
String format: any text

McCC String format: integer Enter the MCC (Mobile Country Code) you want to use for this profile.
Noteci KS a// A& NBEfFGSR (G2 G4KS ab/ I
invalid value if MNC is filled-in.

MNC String format: integer Enter the MNC (Mobile Network Code) you want to use for this profile.
Noteci KS ab/ Aa NBfFGSR G2 GKS al/l
invalid value if MCC is filled-in.

APN String format: any text Enter the APN you want to use to establish the connection.

Account String format: any text Enter the Account you want to use for the authentication.

Value Range: 0 - 53 characters.
Password String format: any text Enter the Password you want to use for the authentication.

Authentication

Mandatory field.
Default setting: Auto

Select the Authentication method for the 3G/4G connection: Auto, PAP, CHAP, or
None

Priority Mandatory field. Enter a value for the connection order. Valid values are 1 to 16. The router will
String format: integer attempt to connect to profiles with a lower value.

Value Range: 1 - 16.

Profile Enabled by default. Check the box to enable this profile.
Uncheck the box to disable this profile in the dial-up action.

Save Button Click the Save button to save the configuration.

Undo Button Click the Undo button to restore what you just configured back to the previous
setting.

Back Button When the Back button is clicked, the screen will return to the previous page.

Table45¢ SIMA / SIMB APN Profile Configuration
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3.1.2.9  Setup 3G/4G Connection Common Configuration

Here you can change common configurations for the 3G/4G WAN interface.

Item Setting
» Connection Control Auto-reconnect (Always on) ¥
» Time Schedule (0) Always ¥
» MTU 1] (0 is Auto)
» NAT # Enable
# Enable

® DNS Query ICMP Checking
# Loading Check

Check Interval |5 (seconds)
Check Timeout |3 (seconds)
» Metwork Monitoring Latency .
Threshold 3000 (ms)
Fail Threshold |5 (Times)
Target1 DNS1 v
Target2 None v
» IGMP Disable v
» WAN IP Alias Enable |10.0.0.1

Figure66 ¢ 3G/4G Connection Common Configuration

Item Notes Description

Connection | Default setting: Auto- | When Auto-reconnect is selected, the router will automatically attempt to re-establish a
Control reconnect connection if it has dropped.

When Connect-on-demand is selected, the router will only attempt to establish a
connection only when detecting data traffic.

When Connect Manually is selected, it means you need to click the Connect button to dial
up the connection manually. Go to Status > Basic Network > WAN & Uplink tab for
details.

Note ¢ This field is available only when Basic Network > WAN > Physical Interface
> Operation Mode is selected to Always on.

Time Mandatory field. When (0) Always is selected, the selected WAN is in operation all the time. Once you have
Schedule Default setting: (0) set other schedule rules, there are other options to select.

Always Go to Object Definition > Scheduling for details.
MTU Mandatory field. Specify the MTU (Maximum Transmission Unit) for the 3G/4G connection.

Default setting: 0 Value Range: 512 - 1500, but 0 is for auto.
NAT Enabled by default. Uncheck the box to disable NAT (Network Address Translation) function.
Network Optional field. When the Network Monitoring feature is enabled, the gateway will use DNS Query or
Monitoring Enabled by default. ICMP to periodically check if the Internet connection is connected.

% Choose either DNS Query or ICMP Checking to detect a WAN link.
With DNS Query, the system checks the connection by sending DNS Query packets to the
destination specified in Target 1 and Target 2.

With ICMP Checking, the system will check the connection by sending ICMP request
packets to the specified destination.
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Item ‘ Notes Description

%  Loading Check

Enable Loading Check allows the router to ignore unreturned DNS Queries or ICMP
requests when WAN bandwidth is fully occupied. This is to prevent false link-down status.

%=  Check Interval defines the transmitting interval between two DNS Query or
ICMP checking packets.

Value Range: 2 - 30 seconds.

))))I‘

Check Timeout defines the timeout of each DNS query/ICMP.

Value Range: 2 - 5 seconds.

))))I‘

Latency Threshold defines the threshold of responding time.
Value Range: 2000 - (1000* Check Timeout) ms.

%  Fail Threshold specifies the detected disconnection before the router
recognizes the WAN link is down. Enter a number of detecting disconnection
times to be the threshold before disconnection is acknowledged.

Value Range: 2 - 10 seconds.

%  Targetl (DNS1 set by default) specifies the first target of sending DNS
query/ICMP request.

))))I

DNS1: set the primary DNS to be the target.

)J))I

DNS2: set the secondary DNS to be the target.

)J))I

Gateway: set the Current gateway to be the target.

DIl

Other Host: enter an IP address to be the target.

%=  Target2 (None set by default) specifies the second target of sending DNS
query/ICMP request.

W

None: to disable Target2.

)J))I

DNS1: set the primary DNS to be the target.

)J))I

DNS2: set the secondary DNS to be the target.

))))I

Gateway: set the Current gateway to be the target.

)J))I

Other Host: enter an IP address to be the target.

IGMP Disabled by default. | Select Auto to enable IGMP function.
Check X Enable to enable IGMP Proxy.

WAN IP Alias | Disabled by default. Check X to enable WAN IP Alias, and fill in the IP address you want to assign.
String format: IP
address (IPv4 type)

Table46 ¢ 3G/4G Connection Common Configuration

NTC-400 Series 63 of 357
© NetComm 2020



-

= NetComm

3.1.3 Wi-Fi Uplink Setup

If the device connects to the Internet through a Wi-Fi Uplink, this section will help you to complete the Wi-Fi Uplink
connection setup.

Navigate to the Basic Network > WAN & Uplink > Internet Setup tab.

Wi-Fi Uplink interface: The Uplink network is a wireless network, and the router can connect to the Uplink network through a
Wi-Fi connection.

If you have access permission to a certain wireless network, you can setup a Wi-Fi Uplink connection using the NTC-400
Series Router. The router can support 802.11ac/n/g/b data connections and can connect to a wireless network (access point)
under the regular infrastructure mode.

-
Interface Name Physical Interface Operation Mode WAN Type Action
WAN-1 Ethernet Always on Dynamic IP Edit
WAN-2 WiFi Module One Always on Uplink Edit |
WAN-3 - Disable Edit
WAN-4 - Disable - Edit

Figure67 ¢ Internet Connection List

3.1.3.1  Configure Ethernet WAN Setting

When the Edit button is applied, Internet Connection Configuration

screen appears. WAN-2 interface is used in this example.

Item Setting

» WAN Type Uplink »

Figure68 ¢ Internet Connection Configuration (WAR)

Description

WAN Type | Mandatory field. From the dropdown box, select the Internet connection method for the Wi-Fi Uplink
Default setting: Uplink Connection. Only Uplink is available.

Table47 ¢ Internet Connection Configuration (WAR)
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3.1.3.2  Wi-Fi Uplink

Item

Setting

» Connect to AP

XXxXx -Ch#8-WPA2-PSK (AES) | Scan || Edit

» Network Monitoring

» Network Type NAT Mode v

» IP Mode Dynamic IP v

» Connection Control Auto-reconnect v
# Enable

DNS Query @ ICMP Checking
Loading Check

Check Interval |3 (seconds)
Check Timeout |3 (seconds)
Treshold 3000 (ms)

Fail Threshold 10 (Times)
Target1 DNS1 v

Target2 None v

Figure69 ¢ Wi-FiUplink WAN Type Configuration

Item Notes Description

Connect to N/A
AP

Display the information of AP for connecting.
You can click the Scan button and select an AP for the uplink network.

You can also create uplink profile(s) for ease of connecting to an available Uplink network.
Refer to the Basic Network > Wi-Fi > Uplink Profile tab.

Network Mandatory field.

Select the expected network type for the Wi-Fi Uplink connection. It can be NAT Mode, Bridge

Type Default setting: Mode, or NAT Disable.

NAT Mode When NAT Mode is selected, the NAT function is activated on the Wireless Uplink connection;
when Bridge Mode is selected, the bridge function is activated on the Wireless Uplink
connection. Bridge mode support depends on the product specification. If the purchased
RSOAOS R2SayQi adzZlll2NI OoNAR3IS Y2RS>Z A
When NAT Disable is selected, the NAT function is deactivated on the Wireless Uplink
connection, and it can function as a router with manually configured routing settings.

IP Mode Mandatory field. |Specify the IP mode for the wireless uplink Interface: Dynamic IP or Static IP
Default setting: | wWhen Dynamic IP is selected, the device will request an IP from the Uplink Network as the IP
Dynamic IP for the uplink interface.

When Static IP is selected, you have to manually configure the IP address settings for the
uplink interface. The settings include IP address, subnet mask, gateway, and
primary/secondary DNS.

Connection | Mandatory field.
Control

There are three connection modes.

D)

Auto-reconnect (Always on) enables the router to always keep the Internet
connection on.

-

Connect-on-demand enables the router to automatically re-establish the Internet
connection as soon as the user attempts to access the Internet. The Internet
connection will be disconnected when it has been inactive for a specified idle time.
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Item Notes Description

4 Connect Manually allows user to connect to the Internet manually. The Internet
connection will be inactive after it has been inactive for a specified idle time.

Network Optional setting. | When the Network Monitoring feature is enabled, the router uses DNS Query or ICMP to
Monitoring |Enabled by periodically check the Internet connection state.
default.

%=  Choose either DNS Query or ICMP Checking to detect WAN link.

With DNS Query, the system checks the connection by sending DNS Query packets to the
destination specified in Target 1 and Target 2.

With ICMP Checking, the system will check the connection by sending ICMP request packets to
the destination specified in Target 1 and Target 2.

%=  Loading Check

Enable Loading Check allows the router to ignore unreturned DNS Queries or ICMP requests
when WAN bandwidth is fully occupied. This is to prevent false link-down status.

1)))l‘

Check Interval defines the transmitting interval between two DNS Query or ICMP
checking packets.

1}))l‘

Check Timeout defines the timeout of each DNS query/ICMP.

1)))l‘

Latency Threshold defines the tolerance threshold of responding time.

1)))!-

Fail Threshold specifies the detected disconnection before the router recognizes
the WAN link down status. Enter a number of disconnection times before
disconnection is acknowledged as the threshold.

D

Targetl (DNS1 set by default) specifies the first target of sending DNS query/ICMP
request.

W

DNS1: set the primary DNS to be the target.

W

DNS2: set the secondary DNS to be the target.

W

Gateway: set the Current gateway to be the target.

»

=  Other Host: enter an IP address to be the target.

%  Target2 (None set by default) specifies the second target of sending DNS
guery/ICMP request.

M

None: to disable Target2.

M

DNS1: set the primary DNS to be the target.

W

DNS2: set the secondary DNS to be the target.

W

Gateway: set the Current gateway to be the target.

»

=  Other Host: enter an IP address to be the target.

Save Button Click Save to save the settings.
Undo Button Click Undo to cancel the settings.
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3.2

LAN & VLAN

Table48 ¢ Wi-FiUplink WAN Type Configuration

This section provides details on the configuration of LANs and VLANS.

3.2.1

Ethernet LAN

The Local Area Network (LAN) can be used to share data or files among computers attached to a network. The following

diagram illustrates the wired network.

xDSL and/or

4G Cellular Ethernet LAN E E a
R o R ECEEE T o

Internet

NTC Router Intranet

Figure70¢ Ethernet LAN

Item

Setting

» LAN IP Address

|192.168.123.254

» Subnet Mask

2562652650 (/124) ~

Figure71 ¢ Ethernet LAN Configuration

Item Notes Description
LAN IP Mandatory field. Enter the local IP address of this device.
Address | Default setting: The network device(s) on your network must use the LAN IP address of this device as their
192.168.1.1 Default Gateway. You can change it if necessary.
Note ¢ This is also the IP address of web Ul. If you change it, you need to type the new IP address
in the browser to access the web interface.
Subnet | Mandatory field. | Select the subnet mask for the router from the dropdown list.
Mask Default setting: Subnet mask defines how many clients are allowed in one network or subnet. The default subnet
255.255.255.0 mask is 255.255.255.0 (/24), and it means maximum 254 |P addresses are allowed in this subnet.
(/24) However, one of them is occupied by LAN IP address of this gateway, so there are maximum 253
clients allowed in LAN network.
Value Range: 255.0.0.0 (/8) - 255.255.255.252 (/30)
Save Button Click the Save button to save the configuration
Undo Button Click the Undo button to restore what you just configured back to the previous setting.
Table49 ¢ Ethernet LAN Configuration
3.2.1.1  Create / Edit Additional IP

The router provides the LAN IP alias function for some special management consideration. You can add additional LAN IPs for

the router and access to the router using the additional IP.
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- Add Delete

ID | Name | Interface | IP Address Subnet Mask Enable Action

Figure72 ¢ Create/Edit Additional IP

Click the Add button to display the Additional IP Configuration screen.

Item Setting

F Mame

b Interface lo =

b IP Address
¥ Subnet Mask 2552552550 (/24)

» Enable

Save

Figure73 ¢ Additional IP Configuration

Item Notes Description

Name Optional Setting | Enter the name for the alias IP address.

Interface Mandatory field. |Specify the Interface type: Lo or BrO
Default setting: Lo

IP Address Optional setting. | Enter the additional IP address for this device.

Default setting:
192.168.1.1

Subnet Mask | Mandatory field. |Select the subnet mask for this gateway from the dropdown list.

Default setting: The Subnet mask defines how many clients are allowed in one network or subnet. The default
255.255.255.0 subnet mask is 255.255.255.0 (/24), and means a maximum of 254 IP addresses are allowed
(724) in this subnet. However, one of them is occupied by the LAN IP address of the router so there
are a maximum of 253 clients allowed on the LAN.

Value Range: 255.0.0.0 (/8) - 255.255.255.255 (/32).

Save NA Click the Save button to save the configuration

Table50 ¢ Additional IP Configuration
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3.2.2 VLAN

VLAN (Virtual LAN) is a logical network under a certain switch or router device to group client hosts with a specific VLAN ID.
The NTC-400 Series Router supports both Port-based VLAN and Tag-based VLAN. These functions allow you to divide the local
YySUg2N] Ayidi2 RAFFSNBY(G a@ANIdzZt [! bagd

3.2.2.1 Port-based VLAN

The Port-based VLAN function groups Ethernet ports (Port-1 to Port-4) and Wi-Fi Virtual Access Points (VAP-1 - VAP-8)
together for differentiated services like Internet access, multimedia and VolIP services. There are two operation modes, NAT
and Bridge, which can be applied to each VLAN group. One DHCP server can be allocated to a NAT VLAN group to allow group
host members to get their IP addresses. Thus, each host can access the Internet via the NAT mechanism. In bridge mode,
Intranet packet flow is delivered out of the WAN trunk port with VLAN tags to upper links for different services.

Internet

auip

. '))) NTC Router ((('__E

D Port-1 DHCPd-1 | Port-2 D

—————————————————————————————————————

Wireless Network I Wireless Network
(VAP-1) (VAP-2)
®

Wired Network Wired Network

Figure74 ¢ Port-based VLAN

A port-based VLAN is a group of ports on an Ethernet or Virtual APs on a wired or wireless gateway that form a logical LAN
segment. For example, in a company where the administrator has created 3 network segments; Lobby/Meeting Room,
Office, and Data Centre, the administrator can configure the Lobby/Meeting Room segment with VLAN ID 3. The VLAN group
includes Port-3 and VAP-8 (SSID: Guest) with NAT mode and DHCP-3 server equipped. They may also configure the Office
segment with VLAN ID 2. The VLAN group includes Port-2 and VAP-1 (SSID: Staff) with NAT mode and DHCP-2 server
equipped. The administrator may also configure Data Centre segment with VLAN ID 1.
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The VLAN group includes Port-1 with NAT mode to WAN interface as shown in following diagram.

xDSL and/or

L Aeceer .)))

Internet
NTC Router
Port-1 E Port-2 | Port-3 E
vID1: an an aD
DHCP Server: DHCP-1 ° 3 o ’Q\
VID2: ! [
DHCP Server: DHCP-2 | ED ED E D g
VID3:
DHCP Server: DHCP-3 NAS ERP | VIANID 3 VAP-8: Guest
: A
: G~
| [ )
LEOEODA O 1
VLAN ID 2 VAP-8: Staff

Figure75¢ Port-based VLAN example

3.2.2.2  Tag-based VLAN

A Tag-based VLAN is also called a VLAN Trunk. The VLAN Trunk collects all packet flows with different VLAN IDs from the
router and delivers them to the Intranet. VLAN membership in a tagged VLAN is determined by the VLAN ID information
within the packet frames that are received on a port. The administrator can further use a VLAN switch to separate the VLAN
trunk to different groups based on the VLAN ID.

The Tag-based VLAN function can group Ethernet ports, Port-1 to Port-4, and Wi-Fi Virtual Access Points, VAP-1 - VAP-8,
together with different VLAN tags for deploying subnets in the Intranet. All packet flows can carry different VLAN tags even
on the same physical Ethernet port for the Intranet. These flows can be directed to different destinations because they have
different tags. This approach is very useful to group hosts in different geographic locations to be in the same workgroup.
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Figure76 ¢ Tagbased VLAN

For example, in a company where the administrator has created 3 network segments; Lab, Meeting Rooms, and Office the
administrator can configure the Office segment with VLAN ID 12. The VLAN group is equipped with DHCP-3 server to
construct a 192.168.12.x subnet. They may also configure the Meeting Rooms segment with VLAN ID 11. The VLAN group is
equipped with DHCP-2 server to construct a 192.168.11.x subnet for Intranet only. That is, any client host in VLAN 11 group
Ol y Qi | OdnStaThey cinkalSo canfigiie the Lab segment with VLAN ID 10. The VLAN group is equipped with DHCP-
1 server to construct a 192.168.10.x subnet.

¢ xDSL and/or °
4G Cellular
Internet
e NTC Router
L3Switeh o
Port -1, 2 Port 1 ! Port 2 Port 3 Port- 3, 4
B ap ap a0
Port-3,4 | ) | ;
, VID=11 ! ' :
}rPortf1,2 ‘
ECEC ECOEC] i ECOEC ECEC
Lab Meeting Rooms ‘ Office Meeting Rooms
El:l El:l El:l E':I VID10: DHCP Server: DHCP-1(192.168.10.x)
= = = = VID11: DHCP Server: DHCP-2(192.168.11.x)
Lab Office VID12: DHCP Server: DHCP-3(192.168.12x)

Figure77 ¢ Tagbased VLAN example
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3.2.2.3  VLAN Groups Access Control

The administrator can specify the Internet access permission for all VLAN groups and configure which VLAN groups are
allowed to communicate with each other.

3.2.2.4  VLAN Group Internet Access

The administrator can allow or deny Internet access to specific members of a VLAN group. For example, VLANs VID-2 and
VID-3 can access the Internet but VID1 cannot access the Internet. The following is an example where VLAN IDs 2 and 3 can
access Internet but the one with VID is 1 cannot access Internet. That is, visitors in the meeting room and staff in the office
network can access the Internet but the computers/servers in the data centre cannot access the Internet due to security
considerations. Servers in the data centre are only for trusted staff or are accessed via secure tunnels.

: : *)) ((co i

4G Cellular

Internet

NTC Router VLAN ID 3 (VAP-8: Guest)

NAS ERP
VLAN ID 1 (@ Data Centre)
P LAN ID 3 (@ Meeting Room)
% )

VLAN ID 2 (VAP-1: Staff) LAN ID 2 (@ Office Network)

Figure78¢ VLAN Group Internet Access example
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3.2.2.5 Inter VLAN Group Routing

In Port-based tagging, the administrator can specify member hosts of one VLAN group to be able to communicate with the
ones in another VLAN group or not. This is a communication pair and one VLAN group can join many communication pairs.
However, Acancommdzy A OF §S 6AGK . X FyR . OFy O02YYdzyAOI (S 6AGK [/ I ¢

An example is shown in the following diagram: VLAN groups 1 and 2 can access each other but the ones between VLAN ID 1
and VLAN ID 3 and between VLAN ID 2 and VLAN ID 3 cannot.

& - LUV

Internet
NTC Router VLAN ID 3 (VAP-8: Guest)

Port 1 Port 2 Port 3

NAS ERP ,,ffff’”f,”Lfff"_’fff.’{"‘; """""" " I | | | , |
VLAN ID 1 (@ Data Centre) : ! ;---m — — -

— b . LAN ID 3 (@ Meeting R
= L ; afeem
[ ] P '
VLAN 1D 2 (VAP-1: Staff) LAN ID 2 (@ Office Network)

Figure79¢ Inter VLAN Group Routing

3.2.2.6  VLAN Setting
Navigate to the Basic Network > LAN & VLAN > VLAN tab.

The VLAN function allows you to divide the local network into different virtual LANSs. There are Port-based and Tag-based
VLAN types. Select one that applies.

= Configuration [Help]

Item Setting

» VLAN Types

Figure80¢ VLAN Setting

Item ‘ Notes ‘ Description ‘

VLAN Default setting: Port- | Select the VLAN type that you want to adopt for organizing your local subnets.

Type based Port-based ¢ A Port-based VLAN allows you to add rules for each LAN port and advanced
control with its VLAN ID.

Tag-based ¢ Tag-based VLAN allows you to add a VLAN ID and select members and a DHCP
Server for this VLAN ID. See the Tag-based VLAN List table.

Save Button Click the Save button to save the configuration.

Table51¢ VLAN Setting
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3.2.2.7

Port-based VLAN ¢ Create/Edit VLAN Rules

The port-based VLAN allows you to customise each LAN port. There is a default rule that shows the configuration of all LAN

ports. If your device has a DMZ port, you will also see DMZ configuration. The maximum number of rules is based on LAN

port numbers.

« Port-based vLAN List IECD IEEC

Name VLAN ID T:;giﬁ " NAT /Bridge Port Members LAN IP Address Subnet Mask Joined WAN WAN VID Enable | Actions
DMZ 4094 b NAT DMZ Part 192.168.6.254 255.255.255.0 VAN - 1 0
LAN Native VLAN | NAT 192.168.123.254 255.265.255.0 Al VAR 0

| Apply | Inter WLAMN Group Routing |
Figure81 ¢ Port-based VLAN

Click the Add button to display the Port-based VLAN Configuration screen which is consists of 3 sections: Port-based VLAN

Configuration, IP Fixed Mapping Rule List, and Inter VLAN Group Routing

3.2.2.8

Port-based VLAN ¢ Configuration

& Port-based VLAN Configuration

Item Setting
» Name [VLAN-1 |
» VLAN ID L]
» VLAN Tagging
» NAT / Bridge

-

Port Members

[] PORT2 (] PORT3 [] PORT4
(] VAP1[) VAP2 () VAP3[] VAP4 [] VAP5 ] VAPG [] VAP7 [ VAPB

b WAN & WAN VID to Join

[AlWANS v | [None |

-

LAN IP Address

[192.168.2.254 |

-

Subnet Mask

| 255.255.255.0 (/24) ¥ |

-

DHCP Server/Relay

Server ¥

-

DHCP Server Mame

-

IP Pool

Starting Address:  [192.168.2.100
Ending Address:  [192.168.2.200

-

Lease Time

86400 seconds

-

Domain Name

| opora)

-

Primary DNS

]

-

Secondary DNS

| opora)

-

Primary WINS

| opoma)

-

Secondary WINS

]

-

Gateway

| opora)

-

Enable

]

Figure82 ¢ Pat-based VLAN Configuration

Description

Name Mandatory field. Define the Name of this rule. This field is pre-defined and is not
String format: Pre-defined, not | customisable.
customisable.
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Item Notes Description

VLAN ID

Mandatory field.

Define the VLAN ID number. The range is 1 to 4094.

VLAN Tagging

Default setting: Disable

The rule is activated according to VLAN ID and Port Members configuration
when Enable is selected.

The rule is activated according to Port Members configuration when
Disable is selected.

NAT / Bridge

Default setting: NAT

Select NAT mode or Bridge mode for the rule.

Port Members

These boxes are unchecked by

default.

Select which LAN port(s) and VAP(s) that you want to add to the rule.

WAN & WAN
VID to Join

All WANSs are selected by default.

Select which WAN or All WANs that allow access to the Internet.

Note ¢ If Bridge mode is selected, you need to select a WAN and enter a
VID.

LAN IP Address | Mandatory field. Assign an IP Address for the DHCP Server that the rule uses. This IP address
is a router IP.
Subnet Mask 255.255.255.0(/24)Default Select a Subnet Mask for the DHCP Server.
setting:
DHCP Server Default setting: Server Define the DHCP Server type.
/Relay There are three types you can select: Server, Relay or Disable

Relay ¢ Select Relay to enable DHCP Relay function for the VLAN group,
then fill in the DHCP Server IP Address field.

Server ¢ Select Server to enable DHCP Server function for the VLAN group,
then specify the DHCP Server settings.

Disable ¢ Select Disable to disable the DHCP Server function for the VLAN
group.

DHCP Server IP | Mandatory field. If you select Relay type of DHCP Server, assign a DHCP Server IP Address

Address that the router will relay the DHCP requests to.

(for DHCP Relay

only)

DHCP Server Mandatory field. Define name of the DHCP Server.

Name

IP Pool Mandatory field. Define the IP Pool range.
There are Starting Address and Ending Address fields. If a client requests an
IP address from this DHCP Server, it will assign an IP address in the range of
IP pool.

Lease Time Mandatory field. Define a period of time for an IP Address that the DHCP Server leases to a

new device. By default, the lease time is 86400 seconds.

Domain Name

String format can be any text.

The Domain Name of this DHCP Server.

Value Range: 0 to 31 characters.

Primary DNS

IPv4 format

The Primary DNS of this DHCP Server.

Secondary DNS

IPv4 format

The Secondary DNS of this DHCP Server.
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Item ‘ Notes Description
Primary WINS | IPv4 format The Primary WINS of this DHCP Server.
Secondary IPv4 format The Secondary WINS of this DHCP Server.
WINS
Gateway IPv4 format The Gateway of this DHCP Server.
Enable Disabled by default. Click X Enable to activate this rule.
Save Button Click the Save button to save the configuration
Undo Button Click the Undo button to restore what you just configured back to the
previous setting.

Table52 ¢ Port-based VLAN Configuration

You can add IP rules in the IP Fixed Mapping Rule List if a DHCP Server for the VLAN groups is required.

:
MAC Address ‘ IP Address Enable Actions
- )
Item Setting
» MAC Address | |
» IP Address 1]
» Enable ]

Figure83 ¢ IP Fixed Mapping Rule List

Click the Add button to display the Mapping Rule Configuration screen.

Item ‘ Notes ‘ Description ‘
MAC Mandatory field. Define the MAC Address target that the DHCP Server wants to match.
Address
IP Address | Mandatory field. Define the IP Address that the DHCP Server will assign.
If there is a request from the MAC Address filled in the above field, the DHCP Server will assign
this IP Address to the client whose MAC Address matches the rule.
Enable Disabled by default. |Click X Enable to activate this rule.
Save Button Click the Save button to save the configuration
Table53 ¢ IP Fixed Mapping Rule List
- Delete
Name VLAN ID T:a%;i::g MAT /Bridge Port Members LANIP Address Subnet Mask Joined WAN WANVID  (Enable | Actions
DMZ 4094 X NAT DMZ Part 192.168.6.254 255.255.255.0 AN - 1 1}
LAN Matve VLAN | X AT 192.1685,123.264 265.265.256.0 AlIVHANS 0
LA 2 X AT 192.168.2.254 255.255.255.0 AllVHANS 0
Select
| Apply | Inter YLAN Group Routing |
Please Click Apply button 1o take effect
Figure84 ¢ Port-based VLAN List
76 of 357 User Guide

© NetComm 2020



-

= NetComm

3.2.2.9  Port-based VLAN ¢ Inter VLAN Group Routing
Click the VLAN Group Routing button. The VLAN Group Internet Access Definition and Inter VLAN Group Routing are

displayed.

% VLAN Group Internet Access Definition

VLAN IDs Members Internet Access(WAN)
1 Port:234:VAP: 123456738 Allow | Edit |
= Inter VLAN Group Routing
VLAN IDs Members Action

Figure85¢ VLAN Group Internet Access Definition

When the Edit button is applied, the following screen is displayed:

= VLAN Group Internet Access Definition

VLAN IDs Members Internet Access{WAN)
# 1, %2 Port: 2,34 VAP: 123,456,782 Allowe| Edit |

] Inter VLAN Group Routing

VLAN IDs Members Action
9182
Figure86 ¢ VLAN Group Internet Access Definition
Item Notes ‘ Description ‘
VLAN Group Internet All boxes are The default settings mean all VLAN ID members are allowed to access the WAN
Access Definition checked by default. |interface.
LT | +#[!b L5 062E A& dzy OKSO1 SRz (Kl
anymore.
Note ¢ VLAN ID 1 is available always; it is the default VLAN ID of the LAN
rule. The other VLAN IDs are available only when they are enabled.
Inter VLAN Group Disabled by default. |Click the expected VLAN IDs box to enable the Inter VLAN access function.
Routing By default, members in different VLANIDs O y Qi | 0 0S&aa S| OF
supports up to 4 rules for Inter VLAN Group Routing.
For example, if ID_1 and ID_2 are checked, members in VLAN ID_1 can access
members of VLAN ID_2 and vice versa.
Save Button Click the Save button to save the configuration

Table54 ¢ VLAN Group Internet Access Definition

3.2.2.10 Tag-based VLAN ¢ Create/Edit VLAN Rules

The Tag-based VLAN allows you to customize each LAN port according to VLAN ID. There is a default rule shows the
configuration of all LAN ports and all VAPs.
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- Add Delete
VLAN ID | Internet Port VAP DHCP Server Actions
Native ’ 929324 J1H 2932 AL5A6L TS pHop 1 |LEdit]
VLAN Select
Figure87 ¢ Tagbased VLAN List
Click the Add button to display the Tag-based VLAN Configuration screen.
-
Item Setting
» VLAN ID 0
» Internet Access ¥ Enable
» Port 20304
v VAP 10 2(0) 3() 4] 50 6() 7(] 8
» DHCP Server DHCP 1~
Save
Figure88 ¢ Tagbased VLAN Configuration
Item ‘ Notes ‘ Description ‘
VLAN ID Mandatory field. Define the VLAN ID humber.
Range: 6 - 4094
Internet Enabled by default. Check X Enable to allow the members in the VLAN group access to the Internet.
Access
Port Disabled by default. | Check the LAN port box(es) to join the VLAN group.
VAP Disabled by default. | Check the VAP box(es) to join the VLAN group.
DHCP Server |Default setting: DHCP |Select a DHCP Server to these members of this VLAN group.
1 To create or edit DHCP server for VLAN, refer to Basic Network > LAN & VLAN > DHCP
Server.
Save Button Click the Save button to save the configuration.
Note ¢ After clicking the Save button, always click the Apply button to apply the
settings.
Table55¢ Tagbased VLAN Configuration
3.2.3 DHCP Server
3.2.3.1  DHCP Server

The router supports up to 4 DHCP servers to fulfil the DHCP requests from different VLAN groups (please refer to the VLAN
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NTC Router
VLANT 2 3]
DHCP 1 2 3

H B B A H B B A

VLAN 1 DHCP Server 1 VLAN 3 DHCP Server 3

B EC] B -

VLAN 2 DHCP Server 2

Figure89 ¢ DHCP Server

3.2.3.2  Fixed Mapping
When there are entries in the DHCP Client List, you can assign a fixed IP address to map the specific MAC addresses by

4SSt SOGAYy3 GKSY IyR (KSy aStSOGAy3a a/2LRéDd | 2dz Gey | f a2z

ECEC I EC] - ECOEC B &

@Meeting Room

PC-A @Laboratory

EC ] EC B - O L1

PC-C @Meeting Room

PC-B @Office Network

MAC Address IP Address
PC-A: 00-12-34-AB-CD-OA 192.168.123.150
PC-B: 00-12-34-AB-CD-OB T s 172.16.0.166
PC-C: 00-12-34-AB-CD-OC 10.10.133.181

Figure90 ¢ Fixed Mapping

3.2.3.3  DHCP Server Setting
Navigate to the Basic Network > LAN & VLAN > DHCP Server tab.
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The DHCP Server setting allows you to create and customize DHCP Server policies to assign IP Addresses to the devices on the

local area network (LAN).

3.2.34

Create / Edit DHCP Server Policy

The gateway allows you to custom your DHCP Server Policy. If multiple LAN ports are available, you can define one policy for

each LAN (or VLAN group), and it supports up to a maximum of 4 policy sets.

= Add || Delete || DHCP Client List |
DHCP o .
Server .;_L?dhrlelfs Subnet Mask IP Pool Lﬁﬁ:’: Dr??nfén PB‘;}%W Se%’ﬂg_ﬂw P\:.?Lﬂsry Se\'cvolrrl‘dsﬂry Gateway | Enable Actions
Name
DHCP 192.168.123.100- Edit
1 |192.168.123.254 266.256.265.0| (oo (2o 0 o T 3600 0.0.00| 0000 |0000]| 0000 |0000]| ¥ Foxecl Mapping
Figure91 ¢ Create/Edit DHCP Server Policy
Click the Add button to display the DHCP Server Configuration screen.
)
Item Setting
» DHCFP Server Mame DHCP 2
b LAN IP Address 192.168.2.254
» Subnet Mask 255.0.0.0 (/8) v
Starting Address:
v
1P Pool Ending Address:
b Lease Time 86400 seconds
+ Domain Name (Optional)
» Primary DNS (Optional)
» Secondary DNS {Optional)
¥ Primary WINS {Optional)
» Secondary WINS {Optional)
b Gateway (Optional)
b Server [} Enable
Figure92 ¢ DHCP Server Configuration
Item Notes Description ‘
DHCP Server Mandatory field. String | Enter a meaningful DHCP Server name.

Name format.
LAN IP Address | Mandatory field. The LAN IP Address of this DHCP Server.
IPv4 format.
Subnet Mask Default setting: The Subnet Mask of this DHCP Server.
255.0.0.0 (/8)
IP Pool Mandatory field. The IP Pool of this DHCP Server. It composed of Starting Address entered in this field
IPv4 format. and Ending Address entered in this field.
Lease Time Mandatory field. The Lease Time of this DHCP Server.
Integer format. Value Range: 300 - 604800 seconds

Domain Name

String format.

The Domain Name of this DHCP Server.

80 of 357

© NetComm 2020

User Guide



-

= NetComm

Item Notes Description
Primary DNS IPv4 format The Primary DNS of this DHCP Server.
Secondary DNS | IPv4 format The Secondary DNS of this DHCP Server.
Primary WINS | IPv4 format The Primary WINS of this DHCP Server.
Secondary IPv4 format The Secondary WINS of this DHCP Server.
WINS
Gateway IPv4 format The Gateway of this DHCP Server.
Server Disabled by default. Check X Enable to activate this DHCP Server.
Save Button Click the Save button to save the configuration
Undo Button Click the Undo button to restore what you just configured back to the previous setting.
Back Button When the Back button is clicked the screen will return to the DHCP Server
Configuration page.

Table56 ¢ DHCP Server Configuration

3.2.3.5  Create/ Edit Mapping Rule List on DHCP Server

The router allows you to customize your Mapping Rule List on the DHCP Server. It supports up to a maximum of 64 rule sets.
When the Fix Mapping button is applied, the Mapping Rule List screen appears.

MAC Address

‘ IP Address Enable Actions

Figure93 ¢ Create / Edit Ma@ping Rule List on DHCP Server

Click the Add button to display the Mapping Rule Configuration screen.

Item

Setting

r MAC Address

b IP Address
» Rule ] Enable
Figure94 ¢ Mapping Rule Configuration
Item Notes ‘ Description ‘
MAC Mandatory field. MAC Address string | The MAC Address of this mapping rule.
Address format.
IP Address | Mandatory field. IPv4 format. The IP Address of this mapping rule.
Rule Disabled by default. Check X Enable to activate this rule.
Save Button Click the Save button to save the configuration
Undo Button Click the Undo button to restore what you just configured back to the
previous setting.
Back Button When the Back button is clicked the screen will return to the DHCP Server
Configuration page.

Table57 ¢ Mapping Rule Configuration
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3.2.3.6  View/ Copy DHCP Client List
When the DHCP Client List button is applied, the DHCP Client List screen appears.

e T

LAN Interface IP Address Host Name MAC Address Remaining Lease Time Actions

Ethernet Dynamic /192.168.123.100 James-P45V 74:D0:2B:62:8D:42 00:49:07 ] Select

Figure95 ¢ View/Copy DHCP Client List

When the DHCP Client is selected and Copy to Fixed Mapping button is applied. The IP and MAC address of DHCP Client will
apply to the Mapping Rule List on the specified DHCP Server automatically.

3.2.3.7  Enable / Disable DHCP Server Options

The DHCP Server Options setting allows you to set DHCP OPTIONS 66, 72, or 114. Click the Enable button to activate the DHCP
option function and the DHCP Server will add the expected options in sending out DHCPOFFER DHCPACK packages.

Option Meaning RFC

66 TFTP server name RFC 2132]
72 Default World Wide Web Server |[RFC 2132]
114 URL RFC 3679]

Table58 ¢ Enable/Disable DCHCP Server Options

Item Setting

» DHCP Server Options [} Enable

Figure96 ¢ Enable/Disable DCHCP Server Options

3.2.3.8  Create / Edit DHCP Server Options

The router supports up to a maximum of 99 option settings.

=) DHCP Server Option List [[%E] IREECY

1D Option Name DHCP Sever Select | Option Select Type Value Enable Actions

Figure97 ¢ Create / Edit DHCP Server Options

When the Add/Edit button is applied, the DHCP Server Option Configuration screen will appear.

=) DHCP Server Option Configuration [EEEY [IIE

Item Setting
Option Name |Option 1 |
DHCP Sever Select
Option Select
Type
Value [
Enable [} Enable

Figure98 ¢ DHCP Server Option Configuration

Description

Option Name | Mandatory field. String format. Enter a DHCP Server Option name that is meaningful to you.
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Item Notes Description

DHCP Server | Dropdown list of all available DHCP servers. | Choose the DHCP server this option should apply to.
Select
Option Select | Mandatory field. Choose the specific option from the dropdown list: Option 66,
Default setting: Option 66 Option 72 or Option 144
Option 66 for tftp
Option 72 for www
Option 144 for url
Type Dropdown list of the type of DHCP server  |Each option has different value settings.
option values. 66 |Single IP Address
72 | Single FQDN
114 |Lt ! RRNBaaSa [Aadz asSLy |
Value Mandatory field. Must contain data in the Should conform to type:
following formats:
Type Value
9 IPv4 format
66 |Single IP Address IPv4 format
9 FQDN format
T 1P list 72 |Single FQDN FQDN format
9 URL format 114 | Single URL URL format
Enable Disabled by default. Check X Enable to activate thés setting.
Save Button Click the Save button to save the setting.
Undo Button When the Undo button is clicked the screen will return back with
nothing changed.

Table59 ¢ DHCP Server Option Configuration
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3.3 Wi-Fi

The router provides an IEEE 802.11ac/n/g/b Wi-Fi interface with dual band (2.4GHz/5GHz) operation for mobile wireless

devices to connect for Internet/Intranet access. There are several wireless operation modes provided by this device. They

I NJFRouter Modeé¢ IWDSOnly Modeé =  WPSRlybdd Modeé @ 2dz Oy OK224a$8 G(GKS SELISOI
operation mode list.

B

There are some sub-sections for you to configure the Wi-FiF dzy O A2y X Ay Of dzZRAYy 3 a&. | aA0O [ 2y ¥
/ 2 Yy T A 3 dzNJe BakicXghfigdratitn yectionKyou are required to complete most of the settings to use the Wi-Fi

function and the Advanced Configuration section provides more parameters for advanced users to fine tune the connectivity
performance of the Wi-Fi function.

3.3.1 Wi-Fi Configuration
Below are the scenarios for each wireless operation mode.

3.3.1.1 AP Router Mode

This mode allows you to get your wired and wireless devices connected to the Internet using Network Address Translation
(NAT). The router behaves as both a Wi-Fi AP (Access Point) and a Wi-Fi hotspot to provide Internet access. This means local
Wi-Fi clients can connect to it and access the Internet through it without the need to obtain a public IP address from the ISP.

o B (e [

Internet Local IP: 10.0.75.2
N oee NTC Router N e
WiFi Network
¢ 2.4G WiFi
WIiFi Operation Mode: AP Router SSID: VAP-1
® 1 & (/24
Multiple AP Names: VAP-1 10.0.75.0/24
Network ID: WAP1
Crannel: Ao ELCECEC] -
WiFi System: 802.11b/g/n Mixed — - —
ication: -PS
Authentlcat.\on WPAZ PSK Wired Network
Encryption: AES
Key: 1234567890
Figure99 ¢ Wi-FiConfiguration- AP Router Mode
84 of 357 User Guide

© NetComm 2020



-

= NetComm

3.3.1.2 WDS Only Mode

WDS (Wireless Distributed System) Only mode configures the router to act as a bridge for its wired Intranet and a repeater to
extend wireless reach. You can use multiple Wi-Fi routers as Wi-Fi repeaters in a chain setup in "WDS Only" mode. All
gateways can communicate with each other through Wi-Fi. All wired client hosts behind each router can also communicate
with each other in this scenario. Only one router within the repeater chain can be the DHCP server to provide IP addresses
for all the wired client hosts of the other routers which should have their DHCP servers disabled. This router can be also be
configured as a NAT router to provide internet access.

The diagram below illustrates that there are two wireless gateways (Wi-Fi Gateway 2 and Wi-Fi Gateway 3) running in "WDS
Only" mode. They both use channel 3 to link to local Gateway 1 through WDS. Both gateways connected by WDS need to
know the remote AP MAC of the other. All client hosts under gateway 2 and 3 can request IP addresses from the DHCP server
of gateway 1. Wireless Gateway 1 also executes the NAT mechanism for all client hosts accessing the Internet.

B EC &

Wired Network
@ WDS Only Mode ¢

=

NTC Router 2

[ ]
(((o WDS
L ]

B ED =
o — —
@ WDS Only Mode _
Global IP: 118.18.81.33 Wired Network
[ ]

Local IP: 10.0.75.2

Internet NTC Router 1 7"
(((. WDS
.
u Wired Network
@ WDS Only Mode L4

NTC Router 3 4
Router 2 & 3 Settings: Router 1 Settings: [Configuration]-[Remote AP’s MAC]
[Configuration]-[WiFi Configuration] [Configuration]-[WiFi Configuration] Remote AP MAC1: MAC of Router 2
WiFi Operation Mode: WDS Only WiFi Operation Mode: WDS Only Remote AP MAC2: MAC of Router 3
Channel: 3 Lazy Mode: Disable Remote AP MAC3:
Authentication: WPA2-PSK Authentication: WPA2-PSK
Encryption: AES Encryption: AES
Key: 1234567870 Key: 1234567890

Figure100¢ Wi-FiConfiguration- WDS Only Mode
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3.3.1.3  WDS Hybrid Mode

WDS Hybrid mode includes both WDS and AP Router mode. WDS Hybrid mode can act as an access point for its Wi-Fi
Intranet and a Wi-Fi bridge for its wired and Wi-Fi Intranets at the same time. This mode allows you to build up a large
wireless network in a large space like airports, hotels or school campus.

o))) ((“[‘f'l

WiFi extension WiFi Network

antenna
[

i WDSs

o) EoEDA “F

LAN 1

NTC Router 2 ~----------mmmmmmmmmm
WDS

WiFi Network

WAN .))) E ] EE] = (((o_?_

LPQ;N ! WiFi Network
nternet NTC Router 1
Router 2 / AP 1 Settings: Router 1 Settings: [Configuration]-[Remote AP's MAC]
[Configuration]-[WiFi Configuration] [Configuration]-[WiFi Configuration] Remote AP MAC1: MAC of Router 2
WiFi Operation Mode: WDS Hybrid WiFi Operation Mode: WDS Hybrid Remote AP MAC2: MAC of AP1
Lazy Mode: Enable Lazy Mode: Disable Remote AP MAC3:
Multiple AP Names: VAP1 Multiple AP Names: VAP1
Network |D: Extended-WiFi Network ID: Extended-WiFi
Channel: Same as Router 1 Channel: 3
Authentication: Same as Router 1 Authentication: WPA2-PSK
Encryption: Same as Router 1 Encryption: AES
Key: Same as Router 1 Key: 1234567890

Figure101¢ Wi-FiConfiguration- WDS Hybrid Mode

The diagram above illustrates Gateway 1, Gateway 2 and AP 1 connected by WDS. Each gateway has access point
functionality for Wi-Fi client access. Gateway 1 has a DHCP server to assign IP addresses to each of the client hosts. All
gateways and AP are running in WDS hybrid mode. To setup WDS hybrid mode, you must fill all configuration items similar to
that of AP-router and WDS modes.

86 of 357 User Guide
© NetComm 2020



RADIUS Server
Internet

NTC Router
\../ 2.4G / 5G WiFi
A
o o
iy e

Accessible if VAP G~
Isolation disabled L
WiFi Network WiFi Network
WiFi VAP-1 WiFi VAP-3

SSID: VAP-1 SSID: VAP-3
Authentication: WPA2-PSK WiFi Network Authentication: WPA2
Encryption: TKIP WiFi VAP-2 Encryption: TKIP
SSID: VAP-2

Authentication: WPA2-PSK
Encryption: TKIP

VAP1 VAP2 VAP3
WIiFi Operation Mode: AP Router VAP1 SSID: VAP-2 SSID: VAP-3
SSID: VAP-1 Authentication: WPA2-PSK Authentication: WPAZ2
Authentication: WPA2-PSK Encryption: TKIP Encryption: TKIP
Encryption: TKIP Key: 1234567890 RADIUS Server IP: 192.168.168
Key: 1234567890 RADIUS Server Port: 1812

RADIUS Shared Key

Figure102¢ Wi-FiConfiguration- Multiple VAPs

3.3.1.4  Multiple VAPs

VAP (Virtual Access Point) is a function that allows the partitioning of a wireless network into multiple broadcast domains. It
can simulate multiple APs on one physical AP. The wireless router supports up to 8 VAPs. For each VAP, you need to setup an
SSID, authentication and encryption to control Wi-Fi client access.

There is also a VAP isolation option to manage the access among VAPs. You can allow or block communication for the
wireless clients connected to different VAPs.
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3.3.1.5  Wi-Fi Security - Authentication & Encryption

Wi-Fi security provides complete authentication and encryption mechanisms to enhance data security while your data is
transferred wirelessly. The wireless router supports Shared, WPA-PSK / WPA2-PSK and WPA / WPA2 authentication. You can
select one authentication scheme to validate the wireless clients while they are connected to the AP. For data encryption,
the router supports WEP, TKIP and AES. The selected encryption algorithm will be applied to the data while the wireless
connection is established.

RADIUS Server
Internet

NTC Router
\.v 2.4G / 5G WiFi
o™, 2 iFi
P —
— -
o o
Accessible if VAP "::\
Isolation disabled [ ]
WiFi Network WiFi Network
WiFi VAP-1 g . WiFi VAP-3
SSID: VAP-1 SSID: VAP-3
Authentication: WPA2-PSK WiFi Network Authentication: WPA2
Encryption: TKIP WiFi VAP-2 Encryption: TKIP
SSID: VAP-2
Authentication: WPA2-PSK
Encryption: TKIP

VAP1 VAP2 VAP3
WiFi Operation Mode: AP Router VAP1 SSID: VAP-2 SSID: VAP-3
SSID: VAP-1 Authentication: WPA2-PSK Authentication: \WPA2

Authentication: WPA2-PSK Encryption: TKIP Encryption: TKIP

Encryption: TKIP Key: 123456780 RADIUS Server IP: 192.168.168

Key: 1234567890 RADIUS Server Port: 1812

RADIUS Shared Key

Figure103 ¢ Wi-FiConfigurationg Wi-Fi Security- Authentication and Encryption

3.3.1.6  Wi-Fi Configuration Setting
The Wi-Fi configuration allows you to configure 2.4GHz and 5GHz Wi-Fi settings.

Navigate to the Basic Network > Wi-Fi > Wi-Fi Module One Tab.

3.3.1.7  Basic Configuration

=) Basic Configuration [Help]

Item Setting
+ Operation Band 2.4G Single Band ¥
» WPS 2.4G WPS Setup

Figure104 ¢ Wi-FiConfiguration Setting Basic Configuration

Description

Operation | A mandatory setting | Specifies the intended operation band for the Wi-Fi module.
Band
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WPS N/A

Description

Pressing the 2.4G or 5G button directs you to the Wi-Fi Protected Setup page.

3.3.1.8

Configure Wi-Fi Setting

Table60 ¢ Wi-FiConfiguration Setting Basic Configuration

® 2.4G WiFi Configuration

Item Setting
» WiFi Module [# Enable
» WiFi Operation Mode AP Router Mode v
» Green AP () Enable
» VAP Isolation [# Enable

Figure105¢ Wi-FiConfiguration Setting 2.4G/5GWi-FiConfiguration

Item ‘ Notes ‘ Description ‘
Wi-Fi Module Enabled by Check the Enable box to activate the Wi-Fi function.
default.
Wi-Fi Operation Specify the Wi-Fi Operation Mode according to your application.
Mode Refer to the following table for AP Router Mode, WDS Only Mode, WDS Hybrid Mode,

Universal Repeater Mode, AP Only Mode, and Client Mode settings.
Table61 ¢ Wi-FiConfiguration Setting 2.4G/5GWi-FiConfiguration

3.3.1.9 AP Router Mode

In AP Router mode, the device not only supports the connection of other stations but also the router function. The WAN port

and the NAT function are enabled.

» WiFi Operation Mode AP Router Mode ¥
» Green AP [J Enable
» VAP Isolation [#) Enable
* Multiple AP Names & VAP 1 v | @ Enable Max STA: [] Enable
Enable & Max. STA
» Time Schedule (0) Always v
» Network ID (SSID) |Staﬁ_2.4G | Broadcast ¢ Enable
» STA Isolation [# Enable
» Channel @ By AP Numbers () By Less Interference
» WiFi System 802.11b/g/n Mixed ¥
» Authentication | Auto v | 8021x [ Enable
» Encrypton
Figure106¢ AP Router Mde
Item ‘ Notes ‘ Description ‘
Green AP Disabled by Check the Enable box to activate the Green AP function. Green AP attempts to optimise
default. wireless throughput and power consumption.
VAP Isolation | Enabled by Check the Enable box to activate this function.
default.
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Item Notes Description

By default, the box is checked; it means that stations which are associated to different VAPs
cannot communicate with each other.

Multiple AP
Names

Mandatory field.

VAP1 and VAP8
are activated by
default.

Multiple AP Names (VAP) - Multiple SSID feature and the device support up to 8 virtual
SSIDs. Select one VAP to configure its setting.

Enable - Check the enable box to activate the selected VAP.

Max. STA - Limit the maximum number of client stations. Check this box and enter a
limitation. The box is unchecked (unlimited) by default.

Time Schedule

Mandatory field.

Apply a specific Time Schedule to this rule; otherwise leave it as (0) Always.

If the dropdown list is empty, ensure Time Schedule is pre-configured. Refer to the Object
Definition > Scheduling > Configuration tab.

Network ID String format. Enter the SSID for the VAP, and decide whether to broadcast the SSID or not.
(SSID) Enabled by The SSID is used for identifying the wireless network from another AP, and client stations
default. will associate with the AP according to the SSID. If the broadcast SSID option is enabled, it
means the SSID will be broadcasted, and the stations can associate with this device by
scanning for available SSIDs.
STA Isolation Enabled by Check the Enable box to activate this function.
default. The default setting does not allow stations which are associated to the same VAP to
communicate with each other.
Channel Mandatory field. |Select a radio channel for the VAP. Each channel corresponds to a different radio band. The
Default setting: permissible channels depend on the Regulatory Domain.
Auto There are two available options when Auto is selected:
By AP Numbers - The channel will be selected according to AP numbers (lower channels are
better).
By Interference - The channel will be selected according to interference. (lower interference
is better).
Wi-Fi System Mandatory field. |Specify the preferred Wi-Fi System. The dropdown list of the Wi-Fi system is based on |EEE
802.11 standard.
2.4G Wi-Fi can use b, g and n only or mixed with each other.
5G Wi-Fi can select a, n and ac only or mixed with each other.
Authentication |Mandatory field. | For security, there are several authentication methods supported. Client stations should
Default setting: provide the key when associate with this device.
Auto

When Open is selected, the check box named 802.1x shows up next to the dropdown list.

802.1x (Disabled by default.) - When 802.1x is enabled, the client stations will be
authenticated by a RADIUS server.

RADIUS Server IP (The default IP is 0.0.0.0)
RADIUS Server Port (The default value is 1812)
RADIUS Shared Key

When Shared is selected, the pre-shared WEP key should be set for authenticating.

When Auto is selected, the device will select Open or Shared by requesting the client
automatically.
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Item \[o] (= Description

The check box named 802.1x shows up next to the dropdown list.

802.1x (Disabled by default.) - When 802.1x is enabled, the client stations will be
authenticated by RADIUS server.

RADIUS Server IP (The default IP is 0.0.0.0)
RADIUS Server Port (The default value is 1812)
RADIUS Shared Key

When WPA or WPA?2 is selected.

WPA and WPA2 are implementations of IEEE 802.11i. WPA only had implemented part of
IEEE 802.11i, but owns the better compatibility.

WPAZ2 had fully implemented 802.11i standard, and owns the highest security.
RADIUS Server

The client stations will be authenticated by RADIUS server.

RADIUS Server IP (The default IP is 0.0.0.0)

RADIUS Server Port (The default value is 1812)

RADIUS Shared Key

When WPA / WPAZ2 is selected, the client stations can associate with this device via WPA or
WPA2.

When WPA-PSK or WPA2-PSK is selected, the authentication uses pre-shared keys instead
of RADIUS server.

When WPA-PSK / WPA2-PSK is selected, the client stations can associate with this device
via WPA-PSK or WPA2-PSK.

Encryption Mandatory field. |Select the desired encryption method and enter the required key(s). The available method
Default setting: in the dropdown list depends on the Authentication you selected.
None None ¢ the device is open with no encryption.

WEP - Up to 4 WEP keys can be set and you have to select one as current key. The key type
can set to HEX or ASCII. If HEX is selected, the key should consist of (0 to 9) and (A to F).

If ASCII is selected, the key should consist of ASCII table.

TKIP - TKIP was proposed instead of WEP without upgrading hardware. Enter a Pre-shared
Key for it. The length of the key is from 8 to 63 characters.

AES - The newest encryption system in Wi-Fi. This is also designed for the fast 802.11n high
bitrates schemes. Enter a Pre-Shared Key. The length of the key is from 8 to 63 characters.

We recommend that you use AES encryption for security as it is the most secure.

TKIP / AES - TKIP / AES mixed mode. Client stations can associate with this device via TKIP
or AES. Enter a Pre-Shared Key. The length of the key is from 8 to 63 characters.

Save Button Click the Save button to save the current configuration.
Undo Button Click the Undo button to restore configuration to previous setting before saving.
Apply Button Click the Apply button to apply the saved configuration.

Table62 ¢ AP Router Mode
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3.3.1.10 WDS Only Mode

In WDS Only mode, the device only bridges the connected wired clients to other WDS-enabled Wi-Fi devices that are

associated with it.

» WiFi Operation Mode WDS Only Mode ¥

"

» Green AP Enable

» Channel Auto ¥ s By AP Numbers By Less Interference
» Authentication Auto v

» Encryption MNone ¥

» Scan Remote AP's MAC Scan
List I—I

Remote AP MAC 1

Remote AP MAC 2

Remote AP MAC 3

Remote AP MAC 4

Figure107¢ WDS Only Mode

Item Notes Description

Default setting: Auto

Green AP Disabled by default. |Check X Enable to activate the Green AP function. Green AP attempts to optimise
wireless throughput and power consumption.
Channel Mandatory field. Select a radio channel for the VAP. Each channel corresponds to a different radio

band. The permissible channels depend on the Regulatory Domain.

There are two available options when Auto is selected:

By AP Numbers - The channel will be selected according to AP numbers (lower
channels are better).

By Interference - The channel will be selected according to interference. (lower
interference is better).

Authentication Mandatory field.
Default setting: Auto

For security, there are several authentication methods supported. Client stations
should provide the key when associate with this device.

When Open is selected, the check box named 802.1x shows up next to the dropdown
list.

802.1x (Disabled by default.) - When 802.1x is enabled, the client stations will be
authenticated by a RADIUS server.

RADIUS Server IP (The default IP is 0.0.0.0)
RADIUS Server Port (The default value is 1812)
RADIUS Shared Key

When Shared is selected, the pre-shared WEP key should be set for authenticating.

When Auto is selected, the device will select Open or Shared by requesting the client
automatically.

The check box named 802.1x shows up next to the dropdown list.

802.1x (Disabled by default.) - When 802.1x is enabled, the client stations will be
authenticated by RADIUS server.

RADIUS Server IP (The default IP is 0.0.0.0)
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Item \[o] (= Description

RADIUS Server Port (The default value is 1812)
RADIUS Shared Key

When WPA-PSK is selected, the authentication uses pre-shared key instead of
RADIUS server.

When WPA2-PSK is selected, the authentication uses pre-shared key instead of
RADIUS server.

Encryption Mandatory field. Select the desired encryption method and enter the required key(s). The available
Default setting: None | method in the dropdown list depends on the Authentication you selected.

None ¢ the device is open with no encryption.

WEP - Up to 4 WEP keys can be set and you have to select one as current key. The
key type can set to HEX or ASCII. If HEX is selected, the key should consist of (0 to 9)
and (AtoF).

If ASCII is selected, the key should consist of ASCII table.

TKIP - TKIP was proposed instead of WEP without upgrading hardware. Enter a Pre-
shared Key for it. The length of the key is from 8 to 63 characters.

AES - The newest encryption system in Wi-Fi. This is also designed for the fast
802.11n high bitrates schemes. Enter a Pre-Shared Key. The length of the key is from
8 to 63 characters.

We recommend that you use AES encryption for security as it is the most secure.

TKIP / AES - TKIP / AES mixed mode. Client stations can associate with this device via
TKIP or AES. Enter a Pre-Shared Key. The length of the key is from 8 to 63 characters.

{ Oy wSY2N/A Press the Scan button to scan the spatial AP information, and then select one from

MAC List the AP list. The MAC of the selected AP will be automatically entered in the following
Remote AP MAC table.

Remote AP MAC 1 - | Mandatory field. 9Y i SNJ G KS NI ¥ridllydr via aut-scan.arhe Hevicé will bridge the

4 traffic to the remote AP when associated successfully.

Save Button Click the Save button to save the current configuration.

Undo Button Click the Undo button to restore configuration to previous setting before saving.

Apply Button Click the Apply button to apply the saved configuration.

Table63¢ WDS Only Mode

3.3.1.11 WDS Hybrid Mode

In WDS Hybrid mode, the device bridges all the wired LAN and WLAN clients to other WDS or WDS hybrid enabled Wi-Fi
devices which the device is associated with.
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» WiFi Operation Mode
» Lazy Mode | Enable
» Green AP Enable
b VAP Isolation | Enable
N h:nauﬁg%;xp Names & Enable | [yAp 1 v | @ Enable Max. STA : [] Enable
» Time Schedule (0) Always ¥
» Network 1D (SSID) Staff_2.4G Broadcast # Enable
» STA Isolation | Enable
» Channel Auto ¥ ® By AP Numbers () By Less Interference
» WiFi System 802 11b/g/n Mixed ¥
» Authentication Auto w | 802 1x Enable
» Encryption Nane »
Figure108¢ WDS Hybrid Mode
Item ‘ Notes Description ‘
Lazy Mode Enabled by Check X Enable to activate this function. With this function enabled, the device can
default. Fdzi2YIFI GAOFffe& €SINYy 2F 25{ LISSNA gAlK?2
at least one of the APs has to fill the remote AP MAC addresses.
Green AP Disabled by Check X Enable to activate the Green AP function. Green AP attempts to optimise wireless
default. throughput and power consumption.
VAP Isolation  |Enabled by Check X Enable to activate this function.
default. By default, the box is checked; it means that stations which are associated to different VAPs
cannot communicate with each other.
Multiple AP Mandatory field. | Multiple AP Names (VAP) - The device supports up to 8 virtual SSIDs.
Names VAP1 and VAP8 Select one of VAP to configure its setting at a time.

are activated by
default.

Enable - Check the enable box to activate the selected VAP.

Max. STA - Limit the maximum number of client stations. Check this box and enter a
limitation. The box is unchecked (unlimited) by default.

Time Schedule

Mandatory field.

Apply a specific Time Schedule to this rule; otherwise leave it as (0) Always.

If the dropdown list is empty, ensure Time Schedule is pre-configured. Refer to Object
Definition > Scheduling > Configuration tab.

Network ID String format Enter the SSID for the VAP, and decide whether to broadcast the SSID or not.
(SSID) Enabled by The SSID is used for identifying the wireless network from another AP, and client stations
default. will associate with the AP according to the SSID. If the broadcast SSID option is enabled, it
means the SSID will be broadcasted, and the stations can associate with this device by
scanning for available SSIDs.
STA Isolation Enabled by Check X Enable to activate this function.
default. The default setting does not allow stations which are associated to the same VAP to
communicate with each other.
Channel Mandatory field. | Select a radio channel for the VAP. Each channel corresponds to a different radio band. The
Default setting: permissible channels depend on the Regulatory Domain.
Auto There are two available options when Auto is selected:
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Item

Notes

Description
By AP Numbers - The channel will be selected according to AP numbers (lower channels are
better).

By Interference - The channel will be selected according to interference. (lower
interference is better).

Wi-Fi System

Mandatory field.

Specify the preferred Wi-Fi System. The dropdown list of the Wi-Fi system is based on IEEE
802.11 standard.

2.4G Wi-Fi can use b, g and n only or mixed with each other.

5G Wi-Fi can select a, n and ac only or mixed with each other.

Authentication

Mandatory field.
Default setting:
Auto

For security, there are several authentication methods supported. Client stations should
provide the key when associate with this device.

When Open is selected, the check box named 802.1x shows up next to the dropdown list.

802.1x (Disabled by default.) - When 802.1x is enabled, the client stations will be
authenticated by a RADIUS server.

RADIUS Server IP (The default IP is 0.0.0.0)
RADIUS Server Port (The default value is 1812)
RADIUS Shared Key

When Shared is selected, the pre-shared WEP key should be set for authenticating.

When Auto is selected, the device will select Open or Shared by requesting the client
automatically.

The check box named 802.1x shows up next to the dropdown list.

802.1x (Disabled by default.) - When 802.1x is enabled, the client stations will be
authenticated by RADIUS server.

RADIUS Server IP (The default IP is 0.0.0.0)
RADIUS Server Port (The default value is 1812)
RADIUS Shared Key

When WPA-PSK is selected, the authentication uses pre-shared key instead of RADIUS
Server.

When WPA2-PSK is selected, the authentication uses pre-shared key instead of RADIUS
server.

Encryption

Mandatory field.
Default setting:
None

Select the desired encryption method and enter the required key(s). The available method
in the dropdown list depends on the Authentication you selected.

None - the device is open with no encryption.

WEP - Up to 4 WEP keys can be set and you have to select one as current key. The key type
can set to HEX or ASCII. If HEX is selected, the key should consist of (0 to 9) and (A to F).

If ASCII is selected, the key should consist of ASCII table.

TKIP - TKIP was proposed instead of WEP without upgrading hardware. Enter a Pre-shared
Key for it. The length of the key is from 8 to 63 characters.

AES - The newest encryption system in Wi-Fi. This is also designed for the fast 802.11n high
bitrates schemes. Enter a Pre-Shared Key. The length of the key is from 8 to 63 characters.

We recommend that you use AES encryption for security as it is the most secure.

NTC-400 Series

95 of 357
© NetComm 2020




=
7—= NetComm
_—
Item ‘ Notes Description ‘
TKIP / AES - TKIP / AES mixed mode. Client stations can associate with this device via TKIP or
AES. Enter a Pre-Shared Key. The length of the key is from 8 to 63 characters.
Save Button Click the Save button to save the current configuration.
Undo Button Click the Undo button to restore configuration to previous setting before saving.
Apply Button Click the Apply button to apply the saved configuration.

Table64 ¢ WDS Hybrid Mode

3.3.2  Wireless Client List
The Wireless Client List page shows the information of wireless clients which are associated with this device.

Go to Basic Network > Wi-Fi > Wireless Client List Tab.

3.3.2.1  Select Target Wi-Fi

= Target WiFi [Help]

Item Setting
+ Module Select
» Operation Band 24G v
» Multiple AP Names Al

Figure109¢ TargetWi-Fi

Item Notes Description

Operation Band | (mandatory Specify the intended operation band for the Wi-Fi module.

field)
Multiple AP Mandatory field. | Specify the VAP to show the associated clients information in the following Client List. By
Names Default setting: | default, All VAPs are selected.

All

Figure110¢ TargetWi-Fi

3.3.2.2  Show Client List

The following Client List shows the information for wireless clients that are associated with the selected VAP(s).

IP Address
Configuration & Host Name MAC Address Signal | Interface
Address

Figurell1lc Client List

Item ‘ Description
IP Address Configuration & Address |[L i aK2ga G(KS /fASyiQa Lt I RRNBaa
Dynamic means the IP address is derived from a DHCP server.

Static means the IP address is a fixed one that is self-filled by the client.

Host Name Displays the host name of the client.
MAC Address Displays the MAC address of the client.
96 of 357 User Guide

© NetComm 2020



-

= NetComm

Item Description
Mode Displays what kind of Wi-Fi system the client used to associate with this device.
Rate Displays the data rate between client and this device.
RSSIO, RSSI1 Displays the RX sensitivity (RSSI) value for each radio path.
Signal The signal strength between the client and this device.
Interface Displays the VAP ID that the client associated with.
Refresh Click the Refresh button to update the Client List immediately.

3.3.3  Advanced Configuration

Table65¢ Client List

The router provides advanced wireless configuration for advanced users to optimize the wireless performance under the
specific installation environment. Please note that if you are not familiar with Wi-Fi technology, do not adjust the Advanced

Configuration section or the connectivity and performance may be adversely affected with improper settings.

Navigate to the Basic Network > Wi-Fi > Advanced Configuration Tab.

3.3.3.1  Select Target Wi-Fi

ltem

Setting

¥ Module Select

¥ Operation Band

24G

Operation Band | Mandatory field. | Specify the intended operation band for the Wi-Fi module.

Table66 ¢ TargetWi-Fi

Description

Table67 ¢ TargetWi-Fi
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3.3.3.2

Setup Advanced Configuration

-
Item Setting
» Regulatory Domain (1-11)
» Beacon Interval 100 Range: (1~1000 msec)
» DTIM Interval 3 Range: (1~255)
» RTS Threshold 2347 Range: (1-2347)
» Fragmentation 2346 Range: (256~2346)
¥ WMM # Enable
» Short GI 400ns v
» TX Rate Best ¥
» RF Bandwidth Auto ¥
» Transmit Power 100% ¥
» WIDS Enable

Figurel112¢ Advanced Configuration

Item Notes Description

Regulatory
Domain

This value is
determined by the
region of sale.

This displays the range of available radio channels that may be used for Wi-Fi. The
permissible channels depend on the Regulatory Domain.

Beacon Interval | 100 Shows the time interval between each beacon packet broadcasted.
The beacon packet contains the SSID, Channel ID and Security settings.

DTIM Interval |3 A DTIM (Delivery Traffic Indication Message) is a countdown informing clients of the next
window for listening to the broadcast message. When the device has buffered the
broadcast message for associated client, it sends the next DTIM with a DTIM value.

RTS Threshold | 2347 RTS (Request To Send) Threshold means when the packet size is over the setting value,
then active RTS technique. RTS/CTS is a collision avoidance technique. If RTS is set to
2347, it is never activated.

Fragmentation |2346 Wireless frames can be divided into smaller units (fragments) to improve performance in
the presence of RF interference at the limits of RF coverage.

WMM Enabled by default. WMM (Wi-Fi Multimedia) can help control latency and jitter when transmitting
multimedia content over a wireless connection.

Short Gl Default setting: Short GI (Guard Interval) is defined to set the send interval between each packet. Note

400ns that a lower value could increase not only the transition rate but also the error rate.

TX Rate Default setting: Best | The data transmission rate. When Best is selected, the device will choose an appropriate
data rate according to the signal strength.

RF Bandwidth |Default setting: Auto |The setting of RF bandwidth limits the maximum data rate.

Transmit Default setting: 100% | Controls the transmission power of the wireless radio.

Power

5G Band Disabled by default. | When a wireless client connects to the 2.4G Wi-Fi network, the router will send the

Steering client to the 5GHz network automatically if the client is capable of accessing it.

WIDS Disabled by default. | The WIDS (Wireless Intrusion Detection System) will analyse all packets and log statistics
in a table on the Wi-Fi status page.
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Navigate to the Status > Basic Network > Wi-Fi tab for detailed WIDS status.

Save Button Click the Save button to save the current configuration.

Undo Button Click the Undo button to restore configuration to previous setting before saving.

Table68 ¢ Advanced Configuration

3.34 Uplink Profile

This device provides a Wi-Fi Uplink function for connecting to a wireless access point just like connecting to a wired WAN or
cellular WAN connection. It can operate as a NAT gateway and link the devices wirelessly to the uplink network or hosts.

To connect to the wireless access point, you must enable the wireless Uplink function (refer to Basic Network > WAN &
Uplink > Physical Interface, Internet Setup tabs) first, and then configure the Uplink profile(s) for the access point to be
connected to in the Uplink Profile page.

Go to Basic Network > Wi-Fi > Uplink Profile tab to configure the Uplink Profile page.

3.3.4.1  Uplink Profile Setting

-
Item Setting
» Module Select One ¥
» Operation Band 24G~
» Priority # By Signal Strength By User-defined
» Current Profile

Figure113¢ Uplink Profile Setting

Item Notes ‘ Description
Operation | Mandatory field. Specify the intended operation band for the Wi-Fi module
Band
Priority Mandatory field. Specify the network selection methodology for connecting to an available wireless uplink

Default setting: By network: By Signal Strength or By User-defined priority

Signal Strength When By Signal Strength is selected, the router will try to connect to the available uplink
network whose wireless signal strength is the strongest.

When By User-defined is selected, the router will try to connect to the available uplink
network whose priority is the highest (1 is the highest priority, and 16 is the lowest priority).

Table69 ¢ Uplink Profile Setting
Note ¢ To apply the defined Uplink profile(s) for the router to find a best fit profile for connecting to a certain uplink network,

you must Enable the Profile auto-connect function (Refer to Basic Network > Wi-Fi > (Module 1/ Module 2) Wi-Fi Configuration
tab.

3.3.4.2  Create/Edit Uplink Profile

- | Add || Delete || Get Signal Strength |

Profile Signal
ID SSID  |Channel|Authentication | Encryption| MAC Address Priority | Enable Actions
Name Strength

Figurell14¢ Create/Edit Uplink Profile
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The Profile List shows the settings for the created uplink profiles. The information includes Profile Name, SSID, Channel,
Authentication, Encryption, MAC Address, Signal Strength, Priority, and Enable.

Click the Add button to display the Profile Configuration screen.

Item

Setting

* Profile Name

Item ‘ Notes

Profile Name Mandatory field.

String format. .

» Network 1D (SSID) | Scan |
» Channel Auto ¥
» Authentication Open v
* Encryption None ¥
» MAC Address
» Priority 16
» Enable L4
Figurel15¢ Create/Edit Uplink Profile Profile Configuration

Description ‘

Enter a profile name for the uplink network specified below. This should be something that
is memorable and meaningful. Value Range: 1 - 64 characters.

Network ID String format
(SSID) Enabled by default.

Enter the SSID for the VAP, and decide whether to broadcast the SSID or not.

The SSID is used for identification from another AP and client stations will associate with
the AP according to the SSID. If the broadcast SSID option is enabled, the SSID will be
broadcasted, and the stations can associate with this device by scanning for available SSIDs.

Channel Mandatory field.
Default setting:
Auto

Select a radio channel for the VAP. Each channel corresponds to different radio band. The
permissible channels depend on the Regulatory Domain.

There are two available options when Auto is selected:

By AP Numbers ¢ The channel will be selected according to AP numbers (lower values are
better).

By Interference ¢ The channel will be selected according to interference level (lower values
are better).

Authentication | Mandatory field.
Default setting:

Specify the authentication method for connecting with the uplink network: Open, Shared,
WPA-SPK or WPA2-PSK.

Default setting:
None

Open When Open is selected, the preshared WEP key can be set for authentication;
When Shared is selected, the preshared WEP key should be set for authentication;
When WPA-PSK or WPA2-PSK is selected, the TKIP or AES preshared key should be set for
authentication;
Encryption Mandatory field. | Select the desired encryption method and enter the required key(s). The available method

in the dropdown list depends on the Authentication you selected.
None ¢ the device is open with no encryption.

WEP ¢ Up to 4 WEP keys can be set and you have to select one as current key. The key type
can set to HEX or ASCII. If HEX is selected, the key should consist of (0 to 9) and (A to F).

If ASCII is selected, the key should consist of ASCII table.
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Item Notes ‘ Description
TKIP ¢ TKIP was proposed instead of WEP without upgrading hardware. Enter a Pre-shared
Key for it. The length of the key is from 8 to 63 characters.
AES ¢ The newest encryption system in Wi-Fi. This is also designed for the fast 802.11n high
bitrates schemes. Enter a Pre-Shared Key. The length of the key is from 8 to 63
characters.
We recommend that you use AES encryption for security as it is the most secure.
TKIP / AES - TKIP / AES mixed mode ¢ Client stations can associate with this device via TKIP
or AES.
Enter a Pre-Shared Key. The length of the key is from 8 to 63 characters.
MAC Address | Mandatory field. | Specify the MAC Address of the access point (with the Network ID) to connect to.
MAC Address
string format.
Priority Optional field. Specify a priority setting for the uplink profile when the By User-defined methodology is
Default setting: 16 |selected. The priority value can be 1 - 16. 1 is the highest priority, and 16 is the lowest
priority).
Enable Enabled by default. | Click X Enable to activate this profile.
Save Button Click the Save button to save the configuration.
Undo Button Click the Undo button to restore what you just configured back to the previous setting.
Back Button When the Back button is clicked, the screen will return to the Profile List page.

Table70 ¢ Create/Edit Uplink Profile Profile Configuration

Instead of manually entering the information for the uplink network, you can also click the Scan button to get the available

wireless networks around the device, and select one as the uplink network.

When the Scan button is applied, the Wireless AP List is displayed after a few seconds.

SSID Channel Quality Authentication Encryption MAC Address Select
Guest_2 4G 1 86% None 02:50:78:56:79:15
WIN 1 100% WPA2-PSK AES 00:60:64:cb:f5:f6
XXxXxxX02 1 63% WPA2-PSK AES 00:50:18:21:€2:17
Guest_2 4G 1 5% None 1a:50:18:33:55:66
lan test_24_1 1 86% WPA2-PSK AES 00:50:18:56:79:15
lan test_24 3 1 89% WPA2-PSK AES 02:50:28:56:79:15
lan test_24 5 1 86% WPA2-PSK AES 02:50:48:56:79:15
lan test_24 7 1 86% WPA2-PSK AES 02:50:68:56:79:15

Figurel16¢ Wireless AP List

When you have selected an AP from the AP list, the Channel, SSID, Authentication, Encryption, and MAC address will be
automatically completed in the profile. If required, you must enter a key for the uplink connection.
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34 IPv6

The growth of the Internet has created a need for more addresses than are possible with IPv4. IPv6 (Internet Protocol version
6) is a version of the Internet Protocol (IP) intended to succeed IPv4, which is the protocol currently used to direct most
Internet traffic. IPv6 also implements additional features not present in IPv4. It simplifies aspects of address assignment
(stateless address auto-configuration), network renumbering and router announcements when changing Internet
connectivity providers.

3.4.1 IPv6 Configuration

The IPv6 Configuration setting allows you to set the IPv6 connection type to access the IPv6 network. The router supports
various types of IPv6 connection, including Static IPv6, DHCPv6, PPPOEV6, 6to4, and 6in4

Item Setting

= «| Enable

» WAN Connection Type |Btod ¥ |

-}

» 6to 4 Address

» Primary DNS

» Secondary DNS

» MLD Snooping Enable
-}
» Global Address 2002:0:0: 1
b Link-local Address fe80::250:18ff . fel0:ffe
-]
» Auto-cenfiguration 4| Enable
» Auto-configuration Type Stateless v
y Router Advertisement 200 (seconds)
Lifetime
Figurel17¢ IPv6 Configuration
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3.4.1.1 IPv6 WAN Connection Types
% Static IPv6

Static IPv6 performs the same function as static IPv4. The static IPv6 provides manual setting of IPv6 address, IPv6 default
gateway address, and IPv6 DNS.

3 -
@ oo N - - - oo .
—

XDSL Modem
nemet S0t NTC Router
47087 1ic: 10.0.75.2/8

2001:470:871:501d:250:18ff:fe2 1:deea/b6475:2/64

ii ii ECEL B &

Primary DNS Secondary DNS
2001:470:20::6

PC1 Intranet

Got IPvé: |P: 2001:470:871¢:0:d224:ad57:755d:7c97/64
DNS 1: DNS 1: 2001:470:20::2
DNS 2: DNS 2: 2001:4860:4860::8888

Figure118¢ IPv6 WAN Connection TypeStatic IPv6
The diagram above depicts the IPv6 IP addressing. Enter the information provided by your ISP to setup the IPv6 network.
%= DHCPv6

DHCP in IPv6 performs the same function as DHCP in IPv4. The DHCP server sends an IP address, DNS server addresses and
other possible data to the DHCP client to configure it automatically. The server also sends a lease time of the address and
time to re-contact the server for IPv6 address renewal. The client must then resend a request to renew the IPv6 address.

' =
®--------- s d BEGEEEEEEEEEEEPEEEEEEEEEERE R e .
—

xDSL Modem
Internet 20&?2%5‘;?;\/' 5 NTC Router
S 10.0.75.2/8

1 2001:470:871:501d:250:18ff:fe21:deea/b4

B B8 8 ECO BB &

Primary DNS Secondary DNS PPPoEv6
2001:470:20::6

PC1 Intranet
Got IPvé: IP: 2001:470:871¢:0:d224:ad57:755d:7c97/64

DNS 1: 2001:470:20::2
DNS 2: 2001:4860:4860::8888

Figure119¢ IPv6 WAN Connection TypeBDHCPVv6
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%  PPPOEV6

PPPOEV6 in IPv6 does the same function as PPPoE in IPv4. The PPPOEV6 server provides configuration parameters based on
the PPPoEV6 client request. When the PPPOEV6 server gets a client request and successfully authenticates it, the server sends
the IP address, DNS server addresses and other required parameters to automatically configure the client.

= O
@ ) - [ oo ®
—

xDSL Modem
10.0.75.2/8 NTC Router

2001:470:871¢:501d:250:18ff:fe21:deea/b64

ISP-DSLAM
2001:470:871c::5

Primary DNS ED El | El | E
ii PC1 Intranet

Secondary DNS
2001:470:20::6

Internet

Got IPvé: |P: 2001:470:871¢:0:d224:ad57:755d:7c¢97/64

DNS 1: 2001:470:20::2
ii DNS 2: 2001:4860:4840:8888
PPPoEvé

Figure120¢ IPv6 WAN Connection TypeBPPoEV6

The diagram above depicts the IPv6 addressing through PPPoE. The PPPoEV6 server (DSLAM) on the ISP side provides IPv6
configuration upon receiving the PPPOEV6 client request. When the PPPOEV6 server gets a client request and successfully
authenticates it, the server sends an IP address, DNS server addresses and other required parameters to automatically
configure the client.
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6to4

6to4 is one mechanism to establish automatic IPv6 in IPv4 tunnels and to enable complete IPv6 sites communication. The
only thing a 6to4 user needs is a global IPv4 address.

6to4 may be used by an individual host, or by a local IPv6 network. When used by a host, it must have a global IPv4 address
connected and the host is responsible for encapsulation of outgoing IPv6 packets and decapsulation of incoming 6to4
packets. If the host is configured to forward packets for other clients, often a local network, it is then a router.

N
* — o
xDSL Modem
Internet [SP-DSLAM 10.0.75.2/8 NTC Router

2002:7227:b77e:567:250:18ff:fe21:deeca/bd i

Primary DNS | | | | I
2001:4860:4860:8888 (Default)

ii PC1 Intranet
.

Secondary DNS
2001:4860:4860:8844 (Default)

Got IPv4: IP: 114.39.183.126/32
DNS 1: 168.95.192.1

DNS 2: 168.95.1.1
ii IPv6: |P: 2002:7227:b77e::1/64
DNS 1: 2001:4860:4860::0888

Relay DNS 2: 2001:4860:4860::8844
192.88.99.1 (Fixed)

Figure121¢ IPv6 WAN Connection Type6to4

In the diagram above, the 6to4 means there is no need to set a gateway address "automatic” tunnelling solution. The relay

server, as defined in RFC 3068, has included segments drawing on 192.88.99.0/24 used as 6to4 relay of any-cast address to
complete the 6in4 setting.
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6in4

6in4 is an Internet transition mechanism for Internet IPv4 to IPv6 migration. 6in4 uses tunnelling to encapsulate IPv6 traffic
over explicitly-configured IPv4 links. As defined in RFC 4213, the 6in4 traffic is sent over the IPv4 Internet inside IPv4 packets
whose IP headers have the IP protocol number set to 41. This protocol number is specifically designated for IPv6

encapsulation.

N
—

—

ISP-DSLAM

Primary DNS
2001:4860:4860:8888 (Default)

Secondary DNS
2001:4860:4860:8844 (Default)

Tunnel Broker
74.82.46.6
2001.470.23.239::1/64

Internet

xDSL Modem
10.0,75.2/8

NTC Router
2001:470:24:23a::75:2/64 i

B B B -

PC1 Intranet

Got IPv4: IP: 114.39.16.49/32
DNS 1: 168.95.192.1
DNS 2: 168.95.1.1
IPv6: IP: 2002:470:23:239::2/64
DNS 1: 2001:4860:4860::0888
DNS 2: 2001:4860:4860::8844

Figure122¢ IPv6 WAN Connection Type&in4

In the diagram above, the 6in4 usually needs to register to a 6in4 tunnel service, known as a Tunnel Broker. It also needs the
end point global IPv4 address 114.39.16.49 to complete the 6in4 setting.
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3.4.1.2  IPv6 Configuration Setting

Navigate to Basic Network > IPv6 > Configuration.

The IPv6 Configuration setting allows you to set the IPv6 connection type to access the IPv6 network.

Item Setting

= [« Enable

» WAN Connection Type |DHCPVE ¥ |

Figure123¢ IPv6 Configuration

Item ‘ Notes ‘ Description ‘
IPv6 Disabled by default. Check the Enable box to activate the IPv6 function.
WAN Connection | Only can be selected when Define the selected IPv6 WAN Connection Type to establish the IPv6
Type IPv6 is Enabled. connectivity.
Mandatory field. Select Static IPv6 when your ISP provides you with a set of IPv6 addresses.

Then go to Static IPv6 WAN Type Configuration.

Select DHCPv6 when your ISP provides you with DHCPv6 services.

Select PPPoEv6 when your ISP provides you with PPPoEV6 account settings.
Select 6to4 when you want to use an IPv6 connection over IPv4.

Select 6in4 when you want to use an IPv6 connection over IPv4.

Table71¢ IPv6 Configuration

3.4.1.3  Static IPv6 WAN Type Configuration

b

v IPVE Address | |

¥ Subnet Prefix Length I:l

» Default Gateway | |

» Primary DNS | |

¥ Secondary DNS | |

» MLD Snooping [ Enable

Figurel124¢ Static IPvé WAN Type Configuration

Item Notes ‘ Description

IPv6 Address Mandatory field. Enter the WAN IPv6 Address for the router.

Subnet Prefix Length | Mandatory field. Enter the WAN Subnet Prefix Length for the router.

Default Gateway Mandatory field. Enter the WAN Default Gateway IPv6 address.

Primary DNS An optional field. | Enter the WAN primary DNS Server.
Secondary DNS An optional field. | Enter the WAN secondary DNS Server.
MLD Snooping Disabled by default. | Enable/Disable the MLD Snooping function.

Table72 ¢ Static IPv6é WAN Type Configuration
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3.4.1.4  LAN Configuration

# LAN Configuration

» Global Address | | 164
» Link-local Address fed0::250:18ff fe16:1123

Figure125¢ LAN Configuration

Item Notes Description
Global Address Mandatory field. Enter the LAN IPv6 Address for the router.
Link-local Address | Value auto-created Show the link-local address for LAN interface of router.

Table73 ¢ LAN Configuration

Navigate to Address Auto-configuration (summary) for setting LAN environment.

3.4.1.5 DHCPv6 WAN Type Configuration

& DHCPv6 WAN Type Configuration

» DNS () From Server () Specific DNS

» Primary DNS | |

¥ Secondary DNS | |

» MLD Snooping [} Enable

Figure126¢ DHCPv6 WAN Type Configuration

Item Notes Description

DNS The option [From Server]Default |Select the [Specific DNS] option to activate Primary DNS and Secondary DNS.

setting: Then enter the DNS information.

Primary DNS | Cannot be modified by default. |Enter the WAN primary DNS Server.

Secondary Cannot be modified by default. | Enter the WAN secondary DNS Server.

DNS
MLD Disabled by default Enable/Disable the MLD Snooping function.
Table74 ¢ DHCPv6 WAN Type Configuration
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3.4.1.6  LAN Configuration

# LAN Configuration

» Global Address
» Link-local Address feB0::250:18ff fel16:1123

Figure127¢ LAN Configuration

Item Notes Description

Global Address Value auto-created | Enter the LAN IPv6 Address for the router.

Link-local Address | Value auto-created | Show the link-local address for LAN interface of router.

Table75¢ LAN Configuration

Navigate to Address Auto-configuration (summary) to set the LAN environment.

3.4.1.7 PPPoEv6 WAN Type Configuration

# PPPoEvt WAN Type Configuration
I |

» Account

¥ Password | |

b Service Name | |

» Connection Control Auto-reconnect (Always on)
» M1y ]
» MLD Snooping [} Enable

Figure128¢ PPPoEV6 WAN Type Configuration

Item Notes Description ‘

Account Mandatory Enter the Account to set up a PPPoEv6 connection. If you want more information, please
field. contact your ISP. Value Range: 0 - 45 characters.

Password Mandatory Enter the Password to set up a PPPoEv6 connection. If you want more information, please
field. contact your ISP.

Service Name | Mandatory Enter the Service Name to set up a PPPoEv6 connection. If you want more information, please
field. contact your ISP. Value Range: 0 - 45 characters.

Connection Fixed value The value is Auto-reconnect(Always on).

Control

MTU Mandatory Enter the MTU to set up a PPPoEV6 connection. If you want more information, please contact
field. your ISP. Value Range: 1280 - 1492.

MLD Snooping |Disabled by Enable/Disable the MLD Snooping function
default.

Table76 ¢ PPPoEv6 WAN Type Configuration
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3.4.1.8  LAN Configuration

# LAN Configuration

» Global Address

» Link-local Address feB0::250:18ff fel16:1123

Figure129¢ LAN Configuration

Item

Global Address

Notes

Value auto-created

Description

The LAN IPv6 Address for the router.

Link-local Address

Value auto-created

Show the link-local address for LAN interface of router.

Table77 ¢ LAN Configuration

Navigate to Address Auto-configuration (summary) to set up the LAN environment.
3.4.19 6tod4 WAN Type Configuration

= & to 4 WAN Type Configuration

b 6to 4 Address

» Primary DNS | |

¥ Secondary DNS | |
() Enable

» MLD Snooping

Figure130¢ 6to4 WAN Type Configuration

Item Notes Description
6to4 Address Value auto-created | IPv6 address for access the IPv6 network.
Primary DNS Optional field. Enter the WAN primary DNS Server.
Secondary DNS Optional field. Enter the WAN secondary DNS Server.
MLD Disabled by Enable/Disable the MLD Snooping function
default.

Table78¢ 6to4 WAN Type Configuration

3.4.1.10 LAN Configuration

= LAN Configuration

2002:0:0: ]

feB0::250:18ff-fe16:1123

» Global Address

¥ Link-ocal Address

Figure131¢ LAN Configuration

Item Notes ‘ Description

Enter the LAN IPv6 Address for the router.
Value Range: O - FFFF.

Global Address Optional field.

Link-local Address | Auto-created value | Show the link-local address for LAN interface of router.

Table79¢ LAN Configuration

Navigate to Address Auto-configuration (summary) to set the LAN environment.
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3.4.1.11 6in4d WAN Type Configuration

To establish a 6in4 tunnel, find an IPv6 tunnel broker. You can find a list of IPv6 tunnel brokers that support the 6in4 service
on Wikipedia.

Enter the Local IPv4 address of the router into the Client IPv4 Address field on the IPv6 tunnel broker setting page.

)

¥ Remote IPv4 Address

¢ Local IPv4 Address

0.0.0.0

» Local IPv6 Address

| 164

¥ Primary DNS

¥ Secondary DNS

» MLD Snooping

(] Enable

Item

Remote IPv4
Address

Figure132¢ 6in4 WAN Type Configuratio

Notes

Mandatory field.

‘ Description

Enter the Server IPv4 Address from your tunnel broker in this
field.

Local IPv4 Address

Value auto-created

The IPv4 address of this router.

Local IPv6 Address | Mandatory field. Enter the Client IPv6 Address from the tunnel broker in this
field.

Primary DNS Optional field. Enter the WAN primary DNS Server.

Secondary DNS Optional field. Enter the WAN secondary DNS Server.

MLD Disabled by default. | Enable/Disable the MLD Snooping function

Table80¢ 6in4 WAN Type Configuration
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3.4.1.12 LAN Configuration

# LAN Configuration

» Global Address

| | 164

» Link-local Address

feB0::250:18ff fel16:1123

Item

Global Address

Figure133¢ 6in4 WAN Type Configuration

Notes

Mandatory field.

Description

Filled Routed /64 gotten from tunnel broker in this field.

Link-local Address

Auto-created value

Show the link-local address for LAN interface of router.

Table81 ¢ LAN Configuration

Navigate to Address Auto-configuration (summary) to set the LAN environment.

3.4.1.13 Address Auto-configuration

= Address Auto-configuration

» Auto-configuration Enable
» Auto-configuration Type

, Router Advertisement
Lifetime

(seconds)

# Address Auto-configuration

» Auto-configuration Enable

» Auto-configuration Type

» IPv6 Address Range(Start) | XXX=[ | /64
» IPV6 Address Range(End) |[XXX=[ | /64
» IPV6 Address Lifetime [ | (seconds)

Figure134¢ Address Auteconfiguration
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Item \[o] (= Description

Auto-configuration |Disabled by default. Check to enable the Auto configuration feature.

Auto-configuration | Can only be selected when Define the selected IPv6 WAN Connection Type to establish the IPv6
Type Auto-configuration is enabled. | connectivity.

Default setting: Stateless Select Stateless to manage the Local Area Network to be SLAAC + RDNSS

Router Advertisement Lifetime (mandatory field) ¢ Enter the Router
Advertisement Lifetime (in seconds). 200Default setting:

Value Range: 0 - 65535.

Select Stateful to manage the Local Area Network to be Stateful
(DHCPvV6).

IPv6 Address Range (Start) (mandatory field) ¢ Enter the start IPv6 Address
for the DHCPv6 range for your local computers.

Default setting: 0100
Value Range: 0001 - FFFF.

IPv6 Address Range (End) (mandatory field) ¢ Enter the end IPv6 Address for
the DHCPv6 range for your local computers.

Default setting: 0200
Value Range: 0001 - FFFF.

IPv6 Address Lifetime (mandatory field) ¢ Enter the DHCPV6 lifetime for your
local computers.

Default setting: 36000
Value Range: 0 - 65535.

Table82 ¢ Address Auteconfiguration
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3.5 Port Forwarding

Network address translation (NAT) is a method of remapping one IP address space into another by modifying network
address information in Internet Protocol (IP) datagram packet headers while they are in transit across a traffic routing device.
The technique was originally used for ease of rerouting traffic in IP networks without renumbering every host. It has become
a popular and essential tool in conserving global address space allocations in the face of IPv4 address exhaustion. The NTC-
400 Series Router supports NAT. You can disable the NAT function on the [Basic Network]-[WAN & Uplink]-[Internet Setup]-
[WAN Type Configuration] page.

m Status ¢ Configuration o vy 4] Server & Virtual Computer @ Special AP & ALG  # DMZ & Pass Through
L= Basic Network
AN Upink tom seting
LAN & VLAN » MAT Loopback #| Enable
[ WiFi Save | Undo

[# Port Forwarding

Routing
DNS & DDNS

=]

=

]
| i||
g

E

=3

=]

=

Figure135¢ NAT Loopback

Usually all local hosts or servers behind the corporate gateway are protected by a NAT firewall. The NAT firewall filters out
unrecognized packets to protect your Intranet. All local hosts are invisible to the outside world. Port forwarding or port
mapping is a function that redirects a communication request from one address and port number combination to an assigned
one. This technigue is most commonly used to make services on a host residing on a protected or masqueraded (internal)
network available to hosts on the opposite side of the router (external network), by remapping the destination IP address
and port number.

There are several optional Port Forwarding related functions on the NTC-400 Series Router. They are Virtual Server, Virtual
Computer, IP Translation, Special AP & ALG, DMZ, Pass Through, etc.

35.1 Configuration

3.5.1.1  NAT Loopback

This feature allows you to access the WAN global IP address from inside your NAT local network. It is useful when you run a

server inside your network. For example, if you set up a mail server on the LAN side, your local devices can access this mail
ASNISNJ GKNRPdzZZIK (GKS NRdzi SNR&a 3t26lFf Lt |RRNBaa oKSy GKS
server is being accessed from, the IP address of the mail server does not need to be changed.

3.5.1.2  Configuration Setting
Navigate to the Basic Network > Port Forwarding > Configuration tab. The NAT Loopback feature allows you to access the

WAN IP address from inside your local network.
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3.5.1.3  Enable NAT Loopback

Item Setting

» NAT Loopback # Enable

Figure136¢ Enable NAT Loopback

Item Notes ‘ Description

NAT Loopback | Enabled by default. | Check X Enable to activate the NAT function

Save Button Click the Save button to save the settings.

Undo Button Click the Undo button to cancel the settings

Table83 ¢ Enable NAT Loopback

3.5.2 Virtual Server & Virtual Computer

-
Item Setting
» Virtual Server # Enable
» Virtual Computer # Enable
- Add || Delete
Public Private Time
1D WAN Interface Server IP Protocol Enable Actions
Port Port Schedule
TCP(6) & | Al Edit
1 Al 10075101 | yppily | 25 25 (0) Always | ﬁct
TCP(6) & | Al Edit
2 Al 10075101 | yppllyy | 110 10 (0) Always | ﬁct
- Add || Delete
10 Global IP Local IP Enable Actions
1 118.18.81.44 10.0.75.102 L4 Edit Select

Figurel37¢ Virtual Server & Virtual Computer

There are some important Port Forwarding functions implemented within the router, including "Virtual Server", "NAT
loopback™ and "Virtual Computer".

These are useful for staff who travel and want to access various servers behind the office router. You can set up those servers
by using the "Virtual Server" feature. Upon returning to the office, to access those servers from the LAN side using a global IP
and without changing the original setting, use the NAT Loopback feature.

"Virtual computer" is a host behind the NAT router whose IP address is a global one and is visible to the outside world. Since
it is behind NAT, it is protected by the router firewall. To configure a Virtual Computer, you must map the local IP of the
virtual computer to a global IP.

3.56.2.1  Virtual Server & NAT Loopback

"Virtual Server" allows you to access servers with the global IP address or FQDN of the router as if they are servers that exist
on the Internet. In fact, these servers are located on the Intranet and are physically behind the router. The router serves the
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requests by port forwarding the requests to the LAN servers and transfers the replies from LAN servers to the requester on
the WAN side.

Remote User Internet

2 NTC Router

1 o 3 .
- ii ED
L ] ——

' . . E-mail Server Local User
_ [~
1 Configure E mau\Server(1@.0.73.101\)&5a\/|rtua\Server 10.0.75.101 10.0.75.100
2 Remote User access E-mail Server with Router Global IP )
(118.18.81.33). N :
3 With NAT Loopback enabled, Local User can access local File Server

Global IP: 118.18.81.44

E-mail Server with Global IP (118.18.81.33) as well. Local 1P+ 10.0.75.102

Figure138¢ Virtual Server & NAT Loopback

As shown in the above example, an e-mail virtual server is defined to be located on a server with IP address 10.0.75.101 in

the Intranet of Network-A, including the SMTP service port 25 and POP3 service port 110. The remote user can access the e-

YIAf ASNISNI gAGK GKS NRdzi SNRa 3t 20 -rhail server isvopatedron thei ANnsideo 0 F N.E
and the router is the port forwarder for the e-mail service.

NAT Loopback allows you to access the WAN global IP address from inside your local network. It is useful when you run a

server inside your network. For example, if you configure an e-mail server on the LAN side, your local devices can access this

eYI Af aASNWSNI G6KNRdZAK (GKS NRdzi SNRa 3If2060Ff Lt FRRNBaa oKSy
need to change the IP address of the e-mail server to access it from either side of the LAN or WAN.
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3.5.2.2  Virtual Computer

"Virtual Computer" allows you to assign LAN hosts to global IP addresses, so that they can be visible to the outside world.
While they are visible to the outside world, they are also protected by the router firewall as being client hosts in the Intranet.

Figure139¢ Virtual Computer

C2NJ SEFYLX S5 AT @&2dz aSié +y C¢t FAES aSNBSNI 2y (GKS [!b

ammy ®Mmyabgmateusencan®ccess the file server while it is hidden behind the NAT gateway. That is because the
router takes care of all access to the IP address 118.18.82.44, including forwarding the access requests to the file server and
to send the replies from the server to the outside world.

3.5.2.3  Virtual Server & Virtual Computer Setting

Navigate to Basic Network > Port Forwarding > Virtual Server & Virtual Computer tab.

3.5.2.4  Enable Virtual Server and Virtual Computer

Figure140¢ Enable Virtual Server and Virtual Computer

Item Notes ‘ Description

Virtual Server Disabled by default. |Check X Enable to activate this port forwarding function.

Virtual Computer |Enabled by default. Check X Enable to activate this port forwarding function.

Save Button Click the Save button to save the settings.

Undo Button Click the Undo button to cancel the settings.

Table84 ¢ Enable Virtual Server and Virtual Computer
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