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Disclaimer & Revisions

All information contained herein is provided “AS IS.” Lantronix undertakes no obligation to update
the information in this publication. Lantronix does not make, and specifically disclaims, all
warranties of any kind (express, implied or otherwise) regarding title, non-infringement, fitness,
quality, accuracy, completeness, usefulness, suitability or performance of the information provided
herein. Lantronix shall have no liability whatsoever to any user for any damages, losses and
causes of action (whether in contract or in tort or otherwise) in connection with the user’s access or
usage of any of the information or content contained herein. The information and specifications
contained in this document are subject to change without notice.

Operation of this equipment in a residential area is likely to cause interference, in which case the
user, at his or her own expense, will be required to take whatever measures may be required to
correct the interference.

Note: This equipment has been tested and found to comply with the limits for Class A digital
device pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio frequency energy and, if not
installed and used in accordance with this user guide, may cause interference to radio
communications. Operation of this equipment in a residential area is likely to cause interference, in
which case the user will be required to correct the interference at his own expense.

User Information

Class A Equipment (Broadcasting and communication equipments for office work)

Seller and user shall be noticed that this equipment is suitable for electromagnetic equipments for
office work (Class A) and it can be used outside home.

Changes or modifications made to this device that are not explicitly approved by Lantronix will void
the user's authority to operate this device.
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1: About this Guide

Purpose and Audience

This guide provides the information needed to install, configure, and use the Lantronix EMG™
edge management gateway. The EMG gateway is for IT professionals who must remotely and
securely configure and administer servers, routers, switches, telephone equipment, or other
devices equipped with a serial port for facilities that are typically remote branch offices or

“distributed” IT locations.

Note: EMG edge management gateways are referred to as either EMG, EMG 8500,
EMG 7500, or EMG 7500W when referring to the specific series. Edge management
gateway or console manager may be used to describe the EMG devices.

Summary of Chapters

The remaining chapters in this guide include:

Chapter 2: Introduction
Chapter 3: EMG 8500
Installation

Chapter 4: EMG 7500/ EMG
7500W Installation

Chapter 5: Quick Setup
Chapter 6: Web and
Command Line Interfaces
Chapter 7: Networking

Chapter 8: Services

Chapter 9: USB/SD Card Port
Chapter 10: Device Ports

Chapter 11: Remote Power
Managers

Chapter 12: Scripts

Chapter 13: Connections

Describes the EMG models, their main features, and the protocols they
support.

Provides technical specifications; describes connection form factors and
power supplies; provides instructions for installing the EMG 8500.

Provides technical specifications; describes connection form factors and
power supplies; provides instructions for installing the EMG 7500 or EMG
7500W.

Provides instructions for getting your EMG unit up and running and for
configuring required settings.

Describes the web and command line interfaces available for configuring
the EMG.

The configuration chapters (6-15) provide detailed instructions for using the
web interface and include equivalent command line interface commands.

Provides instructions for configuring network ports, firewall and routing
settings, and VPN.

Provides instructions for enabling and disabling system logging, SSH and
Telnet logins, SNMP, SMTP, and the date and time.

Provides instructions for using the USB and SD Card ports.

Provides instructions for configuring global device port settings, individual
device port settings, and console port settings.

Provides instructions for using RPMs.

Provides instructions for creating scripts to automate tasks performed on the
EMG command line interface (CLI) or on device ports.

Provides instructions for configuring connections and viewing, updating, or
disconnecting a connection.
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1: About this Guide

Chapter 14: User
Authentication

Chapter 15: Maintenance

Chapter 16: Application
Examples

Chapter 17: Command
Reference

Appendix A: Security
Considerations

Appendix B: Safety
Information

Appendix C: Adapters and
Pinouts

Appendix D: Protocol
Glossary

Appendix E: Compliance
Information

Provides instructions for enabling or disabling methods that authenticate
users who attempt to log in via the web, SSH, Telnet, or the console port.
Provides instructions for creating custom menus.

Provides instructions for upgrading firmware, viewing system logs and
diagnostics, generating reports, and defining events. Includes information
about web pages and commands used to shut down and reboot the EMG.

Shows three different configurations to set up and use the EMG unit.
Lists and describes all of the commands available on the EMG command
line interface.

Provides tips for enhancing EMG security.

Lists safety precautions for using the EMG.

Includes adapter and pinout diagrams.

Lists the protocols supported by the EMG unit with brief descriptions.

Provides information about the EMG unit’'s compliance with industry
standards.

Additional Documentation

Visit the Lantronix Web site at www.lantronix.com/support/documentation for the latest
documentation and the following additional documentation.

EMG 8500 Quick Start Guide or EMG 7500 Provides accessories and part number information,

Quick Start Guide

EMG 8500 Product Brief or EMG 7500

Product Brief

hardware installation instructions, directions to connect the
EMG unit, and network IP configuration information.

Provides product overview and specifications.

EMG™ Edge Management Gateway User Guide 23



2: Introduction

The EMG edge management gateway enables IT system administrators to manage remote
servers and IT infrastructure equipment securely over the Internet.

IT equipment can be configured, administered, and managed in a variety of ways, but most
devices have one of two methods in common: via a USB port and/or via an RS-232 serial port,
sometimes called a console, auxiliary, or management port. These ports are often accessed
directly by connecting a terminal or laptop to them, meaning that the administrator must be in the
same physical location as the equipment. The EMG gives the administrator a way to access them
remotely from anywhere there is a network or modem connection.

This chapter provides an introduction to the following EMG models:
+ EMG 8500

¢ EMG 7500

¢ EMG 7500W

Most features are common to EMG 8500 and EMG 7500 / EMG 7500W, however, differences
between the models are noted.

EMG 8500 Overview

The EMG 8500 is a modular edge management gateway that offers serial RJ45 and USB console
connectivity with user swappable 1/0O modules and connectivity modules.These user swappable
modules are also referred to as FRUs (field replaceable units)

The EMG 8500 unit can accommodate up to two user swappable 1/0O modules (4 port serial RJ45
and/or 4 port serial USB) or one I/O module and one Ethernet switch (4 LAN ports) on the front
side of the EMG 8500 unit.

For connectivity, the EMG 8500 provides dual WAN Ethernet or dual small form-factor pluggable
(SFP) network ports and up to two user swappable modules for one LTE cellular modem, one Wi-
Fi card, or one dialup analog modem.

Figure 2-1 EMG 8500 Edge Management Gateway (front view)
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EMG 7500 Overview

The EMG 7500 is a modular edge management gateway that offers serial RJ45 and USB console
connectivity with pre-installed I/O modules and connectivity modules. The EMG 7500 unit can
accommodate one I/O module (4 port serial RJ45 or 4 port serial USB) on the front of the unit and
one I/0 module (4 port serial RJ45 or 4 port serial USB), one Ethernet switch (4 port), or one
connectivity module (Wi-Fi card, dialup modem) on the back. In addition, it supports one optional
internal LTE cellular modem for a total of two modules on the back of the unit. The modules on the
EMG 7500 are not user-swappable.

The EMG 7500 provides dual WAN Ethernet network ports for in-band network connectivity.

Figure 2-2 EMG 7500 Edge Management Gateway (front view)

Key Features

Console Management

¢ Enables system administrators to remotely manage devices with serial and/or USB console
ports with RS-232C (now EIA-232) or USB compatible serial consoles in a 1U-tall rack space.

¢ RJ45 RS-232 or USB Type A serial console connections
- EMG 8500 provides up to 8 serial RJ45 RS-232 or USB Type A console connections.
- EMG 7500 provides up to 8 serial RJ45 RS-232 or USB Type A console connections.
- EMG 7500W provides up to 4 serial RJ45 RS-232 or USB Type A console connections.
¢ Managed Ethernet switch (4 port)
¢ In-band network device access
- EMG 8500 offers dual 10/100/1000 BASE-T ports or dual 1 Gb SFP ports
- EMG 7500/ EMG 7500W offers dual 10/100/1000 BASE-T ports
¢ Out-of-band network device access

- Local terminal, internal cellular modem (LTE cellular), Wi-Fi, or dialup analog modem
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- EMG 8500 provides two user-swappable connectivity modules on the back.

- EMG 7500 / EMG 7500W provides one internal cellular modem and one slot on the back
which can house a connectivity module.

Modular design

- EMG 8500 offers two user swappable /0O modules (front only) and two user swappable
connectivity modules (back only).

- EMG 7500 / EMG 7500W offers one 1/0 module (front) and one I/O or connectivity module
plus optional internal cellular modem (back). Modules are pre-installed and cannot be
replaced by the user.

Data logging, device port buffering, network performance monitoring, system event logs and
console event notification via email

Integrated automatic fail-over/fail-back mechanism for seamless connection to IT equipment
Sun Break Safe compatible
Remote power manager (RPM) control of UPS and PDU devices

Scripting to automate tasks performed on the CLI or on device ports

Performance Monitoring

¢ Performance Monitoring probes to analyze network performance

Security

¢ Enterprise-grade security and secure user access control with local or remote authentication
Power

¢ Input: 100-240 Vac, 1.5 A, 47-63 Hz

¢ Output: 12 Vdc, 8.34 A

¢ Convection cooled, silent operation, low power consumption

Integration with Lantronix ConsoleFlow™

¢ Compatible with Lantronix ConsoleFlow™ management software for an end-to-end Out-of-
Band (OOB) management solution.
Applications
The EMG is suitable for remote and secure management of the following types of IT equipment:
¢ Servers: Unix, Linux, Windows, and others.
¢ Networking equipment: Routers, switches, storage networking.
¢ Telecom: PBX, voice switches.
¢ Other systems with serial interfaces: Heating/cooling systems, security/building access

systems, uninterruptible power supply (UPS), medical devices.
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Protocol Support

The EMG supports the following protocols:

® 6 6 6 6 O 6 6 O o o o

2

TCP/IP network protocol

SSH, TLS, Telnet and TCP for connections in and out of device ports
DHCP and BOOTP for dynamic IP address assignment

DNS for IP address name resolution

SNMP for remote monitoring and management

SCP, FTP, and SFTP for file transfers and firmware upgrades
TFTP for firmware upgrades

SMTP for mail transfer

HTTPS for secure browser-based configuration

NTP for time synchronization

UDP, PPP with PAP/CHAP, NFS and CIFS for data storage

LDAP/AD, NIS, RADIUS with VSA support, CHAP, PAP, Kerberos, TACACS+, and SecurlD
(via RADIUS) for remote authentication

Callback Control Protocol (CBCP) for PPP server callback

StrongSwan IPsec for VPN access

For brief descriptions of these protocols, see Appendix D: Protocol Glossary.

Configuration Methods

After installation, the EMG requires configuration. For the unit to operate correctly on a network, it
must have a unique IP address on the network. This IP address references the specific unit.

For details on how to configure the unit with basic network settings, see Chapter 5: Quick Setup.

The EMG provides the following methods for logging into the unit to configure EMG settings
monitor performance:

*

Web Manager: View and configure all settings through a secure, encrypted web interface
using most web browsers (Firefox, Chrome, or Internet Explorer with the latest browser
updates). See Chapter 6: Web and Command Line Interfaces.

Command Line Interface (CLI): The command mode may be accessed through Telnet, SSH,
Web Telnet/SSH or connecting a terminal (or a PC running a terminal emulation program) to
the unit’s console port. See Chapter 6: Web and Command Line Interfaces.
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Product Information Label

The product information label on the unit contains the following information about the specific unit:
QR Code

Product Part Number

Product Revision

Manufacturing Date Code

Country of Manufacturing Origin

Hardware Address (MAC address or serial number)

® 6 O 6 o o o

Device ID (used to connect to ConsoleFlow central management software)

Figure 2-3 Product Label (EMG 8500 shown)

Manufacturing QR Code
Date Code

Product Part Number. -
LANTRONIX® 5

Product Revision Té
950-00236 =

Country of A11 19W40<" %
Manufacturing Origin MALAYSIA 02 o
_ SYSTEM 2

Serial Number SN: 0080A3825B84 2
ID:AAAA-1111-BBBB-2222 £

Device ID cccc-3333-DDDD-4444 EL = A

(ConsoleFlow)

The marking information is located at the bottom of the apparatus for EMG 7500W.
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EMG 8500 Hardware Components

Figure 2-4 EMG 8500 Unit (front side)

DIO Port Micro Console Port Two /0 Module Device
SD Card ySB Port Port Bays
LEDs

The appearance and function of the EMG unit will depend
upon the type(s) of I/O modules installed in the bays.

Figure 2-5 EMG 8500 Unit (back side)

Two Connectivity Module Bays Power inlet Dual WAN Ethernet
and SFP Ports

The appearance and function of the EMG unit will
depend upon the type(s) of connectivity modules

installed in the bays. r j

The EMG supports the use of single mode and
multi-mode fiber optic SFP transceiver modules.
SFP modules are purchased separately.

=

=

U i
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EMG 7500 / EMG 7500W Hardware Components

Figure 2-6 EMG 7500 / EMG 7500W Unit (front side)

ETHERNET

LEDs Console Port Dual WAN One I/O Device
USB Port Ethernet Ports Port Module

The appearance and function of the EMG unit will depend
upon the type of I/O module installed.

Figure 2-7 EMG 7500W Unit with Wi-Fi Module (back side)

= ) N i 7=
S ©®© & e e

Wi-Fi 1 Diversity Main Wi-Fi 2

Cellular microSIM  microSD

o ————

Internal LTE cellular Micro Micro Power
modem SIM Card SD Card inlet

The appearance and function of the EMG unit will depend upon
the model that has been purchased. Figure 2-7 shows an EMG
7500W unit with an internal cellular modem and a Wi-Fi card.
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Figure 2-8 EMG 7500 Unit with USB I/O Module (back side)

Diversity 1 GNSS Main

Cellular 5A 6V 7A 8V microSIM microSD
usB ; :

.

System Features

This section describes the system features for the EMG edge management gateway. Most
features are common to EMG 8500 and EMG 7500 / EMG 7500W, however, differences between
the models are noted.

Access Control

The system administrator controls access to attached servers or devices by assigning access
rights to up to 128 user profiles. Each user has an assigned ID, password, and access rights.
Other user profile access options may include externally configured authentication methods such
as RADIUS, TACACS+, NIS, and LDAP. Groups are supported in LDAP, RADIUS (using VSA),
and TACACS+ (using priv_lIvl).

Device Port Buffer

The EMG unit supports real-time data logging for each device port. The port can save the data log
to a file, send an email notification of an issue, or take no action.

You can define the path for logged data on a port-by-port basis, configure file size and number of
files per port for each logging event, and configure the device log to send an email alert message
automatically to the appropriate parties indicating a particular error.

Console Port Interface

The EMG unit supports local access through a dedicated front panel serial console port. The
console port supports the RS-232C (EIA-232) standard. RJ45 cabling (e.g., category 5 or 6 patch
cabling) is used.

Figure 2-9 shows the Console port pinout and description.

The console port supports the following baud rate options: 300, 600, 1200, 2400, 4800, 9600,
19200, 38400, 57600, 115200, 230400, 460800, and 921600 baud.
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Figure 2-9 Console Port Pinout

RTS (output)
DTR (output)
TXD (output)

Ground

Ground

RXD (input)
DSR (input)
CTS (input)

0 N O g~ ODN =

Device Port Interfaces

RS-232 RJ45 Interface

All devices attached to the RJ45 device ports must support the RS-232C (EIA-232) standard. For
serial RJ45 device ports, RJ45 cabling (e.g., category 5 or 6 patch cabling) is used.

Serial RJ45 device ports for the EMG are reversed by default so that straight-through RJ45 patch
cables may be used to connect to Cisco and Sun RJ45 serial console ports. See Table 2-10. The
serial RJ45 ports have software reversible pinouts to switch between DTE and DCE applications.

The serial RJ45 ports match the RJ45 pinouts of the console ports of many popular devices found
in a network environment, and where different can be converted using Lantronix adapters. The
RJ45 ports have software reversible pinouts to switch between digital terminal equipment (DTE)
and digital communications equipment (DCE) applications. RJ45 to DB9/DB25 adapters are
available from Lantronix. For serial pinout information, see Appendix C: Adapters and Pinouts on
page 511.

Table 2-10 Device DCE (Reversed) & DTE Port Pinout

RTS (output)
DTR (output)
TXD (output)
Ground
Ground

RXD (input)
DSR (input)
CTS (input)

- N W d OO0 O N
o N o g b~ W N -

Additional device port features:
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¢ RAWTCP, Telnet or SSH to a serial port by IP address per port or by IP address and TCP port
number

¢ Simultaneous access on the same port - “listen” and “direct” connect mode
¢ Device ports support the following baud rate options: 300, 600, 1200, 2400, 4800, 9600,
19200, 38400, 57600, 115200, 230400, 460800, and 921600 baud.

USB Interface

USB device ports can be used with a USB type A connector to serial adapter, if needed.

1/0 Modules
User-replaceable I/O device port modules apply to EMG 8500 only.

EMG 8500 provides two slots for user replaceable I/O device port modules to be installed on the
front side of the unit. When installing the 1/0 modules, they can be populated in any order. One but
not both of the slots can be empty. The I/O modules must only be installed on the front of the unit,
never in the connectivity slots on the back.

Warning: The EMG must be powered off when installing or replacing the modules.
Not powering off the device before changing the module will void the
manufacturer warranty.

Ethernet Switch Module
The Ethernet Switch module provides 4 LAN Ethernet ports.

EMG 8500 offers a user-replaceable Ethernet Switch module while the EMG 7500 offers an option
with a built-in Ethernet switch which is not interchangeable.

The Ethernet switch ports are 10/100/1000 BASE-T for use with a conventional Ethernet network.
Use standard RJ45-terminated cables, such as a Cat 5 or Cat 5e patch cable. The ports on the
switch can automatically detect the type of cable configuration (MDI or MDI-X) and auto adjust.
This means that you can use straight through twisted pair or crossover twisted pair cable for any of
these connections.

The Ethernet Switch port LEDs display the following states:

¢ Green Light On: indicates a link at 1000 BASE-T

¢ Green Light Off: indicates a link at other speeds or no link
¢ Yellow/Orange Light On: indicates a link is established

¢ Yellow/Orange Light Blinking: indicates link activity

When installing the Ethernet Switch module in the EMG 8500, it must only be installed on the front
of the unit in the I/O module bays. Bay 1 must be populated with an I/O module and Bay 2 must be
populated with the Ethernet Switch module.

Warning: The EMG must be powered off when installing or replacing the modules.
Not powering off the device before changing the module will void the
manufacturer warranty.
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Network Connections
Dual WAN Ethernet Port and Dual SFP Port

The EMG 8500 is equipped with two WAN Ethernet ports and two SFP ports. The EMG 7500 /
EMG 7500W is equipped with two WAN Ethernet ports only.

The EMG network interfaces are 10/100/1000 BASE-T for use with a conventional Ethernet
network as shown in Figure 2-11. Use standard RJ45-terminated cables, such as a Category 5 or
6 patch cable. CAT5E or better cables are recommended for 1000 BASE-T. Network parameters
must be configured before the EMG can be accessed over the network.

Figure 2-11 EMG 8500 Dual WAN Ethernet Ports

POWIR ETHERNET

The 1 Gigabit-capable SFP port interface supports single or multi-mode fiber optic SFP transceiver
modules as shown in Figure 2-12. SFP transceiver modules are provided by users according to
fiber mode and brand preferences. Lantronix offers SFP Transceivers (“modules”) for EMG 8500
edge management gateways and SLC 8000 console managers with fiber SFP ports. To learn

more, go to https://www.lantronix.com/products/sfp/

The EMG 8500 unit will recognize two network connections. One connection must be either Eth1
or SFP1. The second connection must be either Eth2 or SFP2.

If a single mode and a multi-mode SFP module are both installed on the EMG 8500 unit, the
device can be configured to utilize one mode at a time.

One possible use for the two WAN Ethernet ports is to have one port on a private, secure network
and the other on a public, unsecured network.

WAN Ethernet and SFP Port LEDs
The WAN Ethernet and SFP port LED indicators are the following:
¢ Green LED - indicates link status

¢ Yellow LED - indicates activity status
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Figure 2-12 EMG 8500 Dual SFP Ports

POWER ETHERNET >rP

Connectivity Modules

User-replaceable connectivity modules apply to EMG 8500 only. The EMG 7500 / EMG 7500W
connectivity modules are built-in and are not replaceable by the user.

EMG 8500 is equipped with two slots for user replaceable connectivity modules to be installed on
the back of the unit. When installing the connectivity modules, they can be populated or swapped
in any order. One or both of the slots can be empty. The connectivity modules must only be
installed on the back of the unit, never in the I/O slots on the front.

Warning: The EMG 8500 must be powered off when installing or replacing the
modules. Not powering off the device before changing the module will
void the manufacturer warranty.

LTE Cellular Modem Module

One LTE/4G cellular modem may be installed in either connectivity module slot on the back of the
EMG 8500 unit. See Connectivity Module Installation.

The EMG 7500 is offered with the option of an internal LTE cellular modem.

The LTE cellular modem module supports one main antenna, one AUX antenna, and one GNSS
antenna for geolocation. (The geolocation function is not active in the current release).

The LTE cellular modem module supports one micro SIM card, provided by the local subscribed
Internet service provider (ISP). On the EMG 8500, the micro SIM card slot is located on the inside
of the cellular modem module, as shown in Figure 2-13. The EMG 8500 unit must be powered off
before installing or replacing the micro SIM card.

On the EMG 7500, the micro SIM slot is located on the back of the unit, as shown in Figure 2-7.
The EMG 7500 does not have to be powered off before inserting or replacing the micro SIM card.
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Figure 2-13 EMG 8500 LTE Cellular Modem Module

Sig Strength

LTE cellular module

Wi-Fi Module

One Wi-Fi module may be installed in either connectivity slot on the back of the EMG 8500 unit.
See Connectivity Module Installation.

The EMG 7500W is offered with the option of a pre-installed Wi-Fi module. See Figure 2-7.

The Wi-Fi module supports two antennas, labeled as Wi-Fi 1 and Wi-Fi 2. Both should be installed
for proper operation.

Dialup Modem Module

One analog dialup modem module may be installed in either connectivity slot on the back of the
EMG 8500 unit. See Connectivity Module Installation.

The EMG 7500 is offered with the option of a pre-installed analog dialup modem module.

Front Panel LEDs
The two LEDs on the front panel of the EMG unit provide quick visual troubleshooting. Table 2-14

describes the front panel LED indicators.

Table 2-14 LED Indicators

WAN Ethernet port  Solid Green At least one of the WAN Ethernet ports has a
(top LED) link, or both ports are disabled.
Solid Orange Not applicable
Blinking Red Neither of the ports has a link.
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Connectivity status  Solid Green Indicates one of the following conditions:

(bottom LED) # There are no connectivity modules installed

¢ An LTE modem module is installed and is
disabled

¢ An LTE modem module is installed and has a
link

Solid Orange An LTE modem module is installed but no SIM
card is present

Blinking Red An LTE modem module is installed but does not
have a link.

Both LEDs - Boot Sequence

During the boot sequence, the EMG will display the following LEDs:

*

*

Bootloader Starts - Both LEDs change to green.

Kernel Initiation Complete, Applications Start - the top LED remains green, the bottom
LED changes to orange.

Zero Touch Provisioning (ZTP) - if ZTP is initiated on one of the WAN Ethernet ports, the top
LED will remain green, and the bottom LED will change to red. If a configuration is
successfully acquired via ZTP and installed on the console manager, the bottom LED will flash
off, red, off, red, off, red. After this the bottom LED will return to orange.

Boot Complete - both LEDs change to provide WAN Ethernet port and connectivity module
status.
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Digital 10 Port
The DIO port applies to EMG 8500 only.

The terminal block digital input relay output is located on the front panel of the EMG unit. It
provides two digital inputs and one relay output (terminal block) for use with sensors. The DIO port
requires an adapter, which is available and sold separately. Figure 2-15 shows the DIO adapter
installed on the EMG 8500 with the DIO port pin order and pin definition.

Figure 2-15 Digital 1/0 Port

1 Relay Out
2 Relay In

3 Input1+

4 Input1-

5 Input2+

6

Input2-

The DIO connector description is provided below.

Relay Output Output supports 1A 24V

Inputs Inputs accept voltage 0 to 30 VDC.
ON: Max 30VDC
Min 2VDC
OFF: Max 0.7 VDC
Min 0 VDC
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3: EMG 8500 Installation

This chapter provides a high-level procedure for installing the EMG 8500 followed by more
detailed information about the EMG connections and power supplies.

Caution: To avoid physical and electrical hazards, please read
Appendix B: Safety Information before installing the EMG.

EMG 8500 Package Contents

The EMG 8500 package includes the following items. Verify and inspect the contents using the
enclosed packing slip. If any item is missing or damaged, contact your place of purchase
immediately.

Table 3-1 EMG 8500 Parts

One EMG 8500 EDGE MANAGEMENT GATEWAY

RJ45 to DBOF Adapter

RJ45 to RJ45 Catb Cable, 6.6 ft (2m) straight-through RJ45 patch
RJ45 Loopback Adapter

External Universal AC (input: 100-240 Vac, 1.5 A, 47-63 Hz output: 12 Vdc, 8.34 A) power
supply

North American Power cord - 110V AC power cord, 8 ft (2.43m), RoHS

Note: Power cords for international regions are available and sold separately.

Quick Start Guide

The following user replaceable device modules are available and sold separately.

Table 3-2 EMG 8500 User Replaceable Device Modules

1/0 Modules

EMG 8500 FRU, RS232 SERIAL 4-PORT (UART)
EMG 8500 FRU, USB 4-PORT

EMG 8500 FRU, ETHERNET SWITCH 4-PORT
Connectivity Modules

EMG 8500 FRU, LTE, US, Canada, EU

EMG 8500 FRU, LTE, APAC

Additional parts and accessories are available and sold separately. For details and purchasing
information, refer to the next section, Ordering Information.

¢ External DIO adapter

¢ Wall mount kit
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2

Rail mount kit

Ordering Information
Go to https://www.lantronix.com/products/lantronix-emg-8500/.

User Supplied Items

To complete your installation you will need the following items:

2

2

2

Medium size Phillips screwdriver to install the mounting brackets to the EMG unit, if applicable
One or more serial devices that require network connectivity
A serial cable for each serial device.

- For RJ45 ports, you may use a straight-through RJ45 patch cable to connect to Cisco and
Sun RJ45 serial console ports.

- For USB ports, use a cable with a USB Type A connector
- Forinformation about Lantronix adapters, see Appendix C: Adapters and Pinouts.

An available connection to your network and an Ethernet cable. CAT5E or better cables are
recommended for network connections that support rates of 1000 BASE-T.

A working AC power outlet to power the unit using the included AC (90W, 100-240V, 50/60
Hz) power supply.

If the LTE cellular modem is installed, a network SIM card (and data services) from a service
provider

Customize an EMG 8500

Build any combination up to 8 managed console ports and up to two connectivity modules by
following these steps:

1.

Pick a baseline configuration:

¢ 1/0: 4 port RS-232 or 4 port USB or two 4 port RS-232 modules

¢ Connectivity module: Zero or one cellular module

Add up to one I/O module or Ethernet switch, and up to two connectivity modules:
¢ 1/0: 4 port RS-232, 4 port USB, or 4 port Ethernet switch

¢ Connectivity module: LTE cellular module, Wi-Fi module, or dialup modem

Protect the investment with various extended warranty and service options.

EMG™ Edge Management Gateway User Guide 40


https://www.lantronix.com/products/lantronix-emg-8500/

3: EMG 8500 Installation

Hardware Specifications

Table 3-3 EMG 8500 Technical Specifications

Serial Interface (Device)

USB 2.0 Interface
(Device)

Serial Interface (Console)

Ethernet switch interface

Network Interface

Connectivity Modules

Power

Dimensions
(L x W x H)

Weight

¢ Up to 8 RJ45-type 8-conductor connectors
» Up to two 4 port RJ45 /O modules can be installed.
» These connectors have individually configurable standard and reversible
pinouts.
¢ Speed software selectable (300 to 921600 baud)

Note: Serial RJ45 device ports for the EMG are reversed by default.

¢ Up to 8 USB type A (Host) connectors
» Up to two 4 port USB I/O modules can be installed.

¢ HS, FS,and LS

¢ Capable of providing VBUS 5V up to 100 mA per port, but not to exceed 400
mA total per 4 port USB I/0O module.

¢ May be used with a USB-to-serial adapter to connect a serial device, if
needed. Please contact Lantronix for the list of tested adapters.

Caution: USB ports are designed for data traffic only. They are not

designed for charging or powering devices. Over-current conditions on

VBUS 5V may disrupt operations.

¢ (1) RJ45-type 8-pin connector (DTE)

¢ Speed software selectable (300 to 921600 baud)

¢ LEDs:
» Green light ON indicates data transmission activity
» Yellow light ON indicates data receiving activity

# (1) Ethernet switch module can be installed in the front of the unit, providing
4 LAN ports.

¢ (2) 10/100/1000 BASE-T RJ45 WAN ports with LED indicators:
» Green light ON indicates a link at 1000 BASE-T.
» Green light OFF indicates a link at other speeds or no link.
> Yellow light ON indicates a link is established.
» Yellow light blinking indicates activity.

OR

¢ (2) SFP ports to support standard fiber SFP transceiver modules (single or
multi-mode) at speed 1 Gigabit. with LED indicators:
» Green light ON indicates a link is established.
» Green light OFF indicates no link.
» Yellow light steady ON indicates no activity.
» Yellow light blinking indicates activity.

Note: Either Eth1 or SFP1 are active. Eth1 and SFP1 cannot both be active.
The same applies to Eth2 and SFP2.

¢ (2) connectivity slots to support 2 connectivity modules.
» One LTE/4G cellular modem
» One Wi-Fi module
» One dialup modem

¢ Input: 100-240 VAC, 1.5 A, 47-63 Hz
¢ Output: 12 VDC, 8.34 A
¢ 12 VDC power supply shipped with unit

212.6mm [8.37”] x 167.68mm [6.60”] x 43.21mm [1.70”], 1U

1.406 kg (3.10 Ibs)
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Temperature ¢ Operating: 0 to 50°C (32 to 122°F)
¢ Storage: -20 to 80°C (-4 to 176°F)
Relative Humidity ¢ Operating: 10% to 90% non-condensing
¢ Storage: 10% to 90% non-condensing
Front USB Port ¢ (1) port, type A, host USB 2.0 (HS, FS, LS) for use with flash drive
Front Memory Card (1) Secure Digital (micro SD) memory card slot supporting:
¢ SD
¢ SDHC
Internal Memory Optional: 128 GB Flash internal storage
Front DIO Port (1) Digital 10 slot with two digital inputs and one relay output (terminal block)
LED Indicators ¢ Front panel upper LED (WAN Ethernet port link and activity)

¢ Front panel lower LED (Connectivity link and activity)

Operating Atmosphere
P g P For use at altitudes no more than 2000 meters above sea level only.

Caution: EQUIPMENT ) , "
IS FOR INDOOR USE @ For use in non-tropical conditions only.
ONLY!

Physical Installation

The EMG module uses convection cooling to dissipate excess heat.

To install the EMG unit:

1. If you have purchased additional I/O, Ethernet Switch, or Connectivity modules, install these
modules.

¢ See I/O Module or Ethernet Switch Module Installation
¢ See Connectivity Module Installation.
Warning: The EMG must be powered off when installing or replacing the modules.

Not powering off the device before changing the module will void the
manufacturer warranty.

2. Mount the EMG unit.

¢ If free-standing, attach the adhesive-backed rubber feet to the base of the EMG unit.
Place the unit securely on a desktop or other flat horizontal surface.

¢ If rack-mounted, mount the unit securely in a 19-inch rack. See Rack Mount Installation.

+ If wall-mounted, mount the unit securely on a flat vertical surface. See Wall Mount
Installation.

Connect the serial device(s) to the EMG unit’s device ports. See Connecting to a Device Port.
4. Choose one of the following options:

¢ To configure the EMG using the network, or to monitor serial devices on the network,
connect at least one EMG WAN network port to a network. See Connecting to Network
Ports.
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¢ To configure the EMG unit using a dumb terminal or a computer with terminal emulation,
connect the terminal or PC to the front panel EMG console port. See
Connecting Terminals.

5. Connect the power cord to power on the unit. See Power Input.
Wait approximately one minute for the boot process to complete.

The first time the EMG boots, it attempts to get an IP address from DHCP. To configure the
network settings, see Chapter 5: Quick Setup.

Rack Mount Installation
Figure 3-4 shows two possible rack mount configurations.

Figure 3-4 EMG 8500 Rack Mount Dimensions
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1. Attach the brackets on the sides of the EMG unit using a screwdriver and the screws provided
with the mounting kit.

2. Mount the unit securely in a 19-inch rack.
Warning: Do not block the air vents on the sides of the EMG module. If you mount

the EMG in an enclosed rack, we recommend that the rack have a
ventilation fan to provide adequate airflow through the EMG unit.
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Wall Mount Installation

Figure 3-5 shows the wall mount and keyhole mount configuration.

Figure 3-5 EMG 8500 Wall Mount Dimensions
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Wall Mount and Keyhole Mount Instructions

Walls Requiring Anchors

These instructions are for mounting the EMG to walls made of solid concrete, block, brick, or
plasterboard.

(1) Wall mount:

1. Locate the place where you want to mount the unit and mark four holes using your EMG
mount as a guide for the screws. See for the location of the screw holes.

2. Drill four 3/16 inch (4.8 mm) diameter holes at a depth of 1.25 inches (32 mm).

Insert the anchors until they are flush with the surface.

4. Thread four pan head top mount screws through the unit mount hole and through the anchor,

and tighten them.
(2) Keyhole mount:

1. Locate the place where you want to mount the unit and mark two holes using your EMG mount

as a guide for the screws. See for the location of the screw holes.
2. Drill two 3/16 inch (4.8 mm) diameter holes at a depth of 1.25 inches (32 mm).

Insert the anchors until they are flush with the surface.

4. Thread two pan head top mount screws through the unit mount hole and through the anchor,

and reserve 0.08” to 0.12” (2-3 mm) clearance to the anchor surface.

5. Hang the EMG unit where both keyholes of wall mounts can go through the screw heads on

the wall.
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Walls Not Requiring Anchors

These instructions are for mounting the EMG to walls made of solid wood at least two (2) inches
thick.

(1) Wall mount:

1. Locate the place where you want to mount the unit and mark four holes using your EMG
mount as a guide for the screws. See for the location of the screw holes.

2. Dirill four 3/16 inch (4.8 mm) diameter holes at a depth of 1.25 inches (32 mm).
3. Thread four pan head top mount screws through the unit mount hole and tighten them.
(2) Keyhole mount:

1. Locate the place where you want to mount the unit and mark two holes using your EMG mount
as a guide for the screws. See for the location of the screw holes.

2. Drill two 3/16 inch (4.8 mm) diameter holes at a depth of 1.25 inches (32 mm).

Thread two pan head top mount screws through the unit mount hole and reserve 0.08” to 0.12”
(2-3 mm) clearance to the wall surface.

4. Hang the EMG unit where both keyholes of wall mounts can go through the screw heads on
the wall.
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Connecting to a Device Port

You can connect almost any device that has a serial console port to a device port on the EMG unit
for remote administration. The console port must support the RS-232C interface.

You may use a CAT5 cable, or a crossover cable if the reverse pinout function is not used.
Note: Many servers must either have the serial port enabled as a console or the

keyboard and mouse detached. Consult the server hardware and/or software
documentation for more information.

To connect to a serial RJ45 device port:

1. Connect one end of the cable to the device port.

2. Connect the other end of the cable to an RJ45 serial console port on the serial device or use a
Lantronix serial console adapter to connect it to other port types.

Notes:
¢ See Device Port Commands to enable or disable reverse pinouts through the CLI.
¢ Table 3-6 and Table 3-7 provide additional information on reverse pinouts.

¢ See Appendix C: Adapters and Pinouts for information about Lantronix adapters.

Table 3-6 Console Port and Device Port - Reverse Pinout Disabled

RTS (output)
DTR (output)
TXD (output)
Ground
Ground

RXD (input)
DSR (input)
CTS (input)

o N O g »~r ODN -

Table 3-7 Device Port - Reverse Pinout Enabled (Default)

CTS (input)
DSR (input)
RXD (input)
Ground
Ground

TXD (output)
DTR (output)
RTS (output)

o N o g h~r ODN -
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To connect to a USB device port:

1. Connect the USB type A connector of a USB cable to a device port.
2. Connect the other end of the USB cable to a USB console port.

Figure 3-8 shows a sample I/O module installation with one 4-port USB 1/O module in Bay 1 and
one 4-port RJ45 I/O module in Bay 2, and how the device ports correspond to the buttons on the
Web Manager Dashboard.

Figure 3-8 Sample Device Port Connections (Front Side)

I NS NI Web Manager

CEDIO
. 2 B E 8 Dashboard

4-Port USB 4-Port RJ45
1/0 Module /0 Module

A ()

Connecting to Network Ports

The WAN network ports allow remote access to the attached devices and the system
administrative functions. Use a standard RJ45-terminated Ethernet patch cable to connect to the
network port. A CAT5e or better cable is recommended for use with a link at 1000 BASE-T.

Connecting Terminals

The console port is for local access to the EMG and the attached devices. You may attach a dumb
terminal or a computer with terminal emulation to the console port. The EMG console port uses
RS-232C protocol and supports VT100 emulation. The default serial settings are:

+ 9600 baud

+ 8 bitdata

¢ No parity

¢ 1 stop bit

¢ No flow control

EMG™ Edge Management Gateway User Guide 47



3: EMG 8500 Installation

To connect the console port to a terminal or computer with terminal emulation, Lantronix offers
optional adapters that provide a connection between an RJ45 jack and a DB9 or DB25 connector.
The console port is configured as DTE (non-reversed RJ45). See Appendix C: Adapters and
Pinouts for more information.

To connect a terminal:

1. Attach the Lantronix adapter to your terminal (typically a PN 200.2066A adapter - see
Figure C-1) or your PC's serial port (use PN 200.2070A adapter - see Figure C-4).

2. Connect the Cat 5 cable to the adapter, and connect the other end to the EMG console port.

3. Turn on the terminal or start your computer's communication program (e.g., PuTTY or
TeraTerm Pro).

4. Once the EMG is running, press Enter to establish connection. You should see the model
name and a login prompt on your terminal.

5. Log in with the default user name sysadmin and the last 8 characters of the Device ID (for
newly manufactured units that come installed with 8.2.0.1 or later) or PASS (for all older units)
as the password.

Note: The Device ID can be found on the product label on the unit or in the boot
messages on the console.

Note: For security purposes, we recommend that you change the default password and
choose a strong password.

Power Input

The EMG has a DC input jack connector for applying 9 to 30V DC. The EMG ships with an
external 100 to 200VAC 50/60Hz to 12V DC power supply brick for supplying power to the DC
input jack.

Warning: Risk of serious electric shock! Disconnect the power cord before
servicing the EMG.

Warning: Power cord shall be connected to a socket-outlet with earthing
connection.

Warning: Risk of explosion if battery is replaced by an incorrect type. Dispose of
expended battery in accordance with local disposal regulations.

Note: This product is intended to be used with a UL Listed Optical Transceiver product,
Rated 3.3Vdc or 5Vdc, Laser Class 1.

Note: To reduce potential safety issues, only the AC adapter provided with the product,
a replacement AC adapter provided by Lantronix or agency, or an AC adapter purchased
as an accessory from Lantronix or agency should be used with this product.
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Figure 3-9 Power Input

: "
Sig Strength 4
POWER ETHERNET SFP

Pin assignments

Pin 1: Input voltage 9-30 VDC 1 2
Pin 2: reserved

Pin 3: Ground

Pin 4: Earth Ground 3 C 4

Modular Expansion for /0 Module Bays

The EMG module configuration can be changed by adding or replacing I/O modules in the

I/O module bays. When populating the bays, Bay 1 and Bay 2 may be populated in any order and
one module may be left empty. The bays are ordered from left to right: Bay 1 is the slot next to the
console port and USB port and Bay 2 is the slot to the right of Bay 1. See Figure 3-8.

An Ethernet Switch module may be added, replacing one of the 1/0O modules. When installing an
Ethernet Switch module, Bay 1 must be populated with an I/O module and Bay 2 must be
populated with the Ethernet Switch module.

Figure 3-10 shows the available 1/0 module configurations.

Any changes to the module configuration must be done while the EMG unit is powered off. To
install a module in the 1/0 module bays, see 1I/O Module or Ethernet Switch Module Installation.

Warning: The EMG must be powered off when installing or replacing the modules.
Not powering off the device before changing the module will void the
manufacturer warranty.

Warning: Install the RJ45, USB, or Ethernet Switch module on the front only of the
EMG unit. Do not insert any other module on the front of the EMG unit.
Doing so may damage the EMG unit and will void the manufacturer
warranty.
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Figure 3-10 Available I/O Module Configurations for EMG 8500

Examples of IO Configurations
Model Ports Final Configuration
Bay 1 Bay2
Standard 4
Customized 4
Standard 8
Customized 8 ==
; [ | |
Customized ] |
Standard Model (R145 or USB)
RJ45 1/O Module

USB /0 Module
Ethernet Switch Module

/O Module or Ethernet Switch Module Installation

The EMG module configuration can be changed by adding or replacing RJ45, USB, or Ethernet
Switch modules in the I/O module bays.

Warning: The EMG must be powered off when installing or replacing the modules.
Not powering off the device before changing the module will void the
manufacturer warranty.

Warning: Install the RJ45, USB, or Ethernet Switch module on the front only of the
EMG unit. Do not insert any other module on the front of the EMG unit.
Doing so may damage the EMG unit and will void the manufacturer
warranty.

To install a module in the I/0O module bay:

1. Disconnect the power cord from the EMG unit and from the wall outlet.

N

On the front of the EMG unit, locate the module bay where the module will be inserted.

w

Unscrew the existing module or faceplate from the module bay with your fingers and carefully
remove it from the module bay.

4. Insert the module into the module bay making sure the module sits completely and securely in
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the housing.

5. The module will sit flush with the EMG chassis.

6. Tighten the screw on the module with your fingers. Be careful not to over tighten it.

7. To verify the new module is recognized, connect power to the EMG, wait for it to boot, and log
into the Web Manager. The new module will be displayed in the Dashboard.

Modular Expansion for Connectivity Module Bays

The EMG module configuration can be changed by adding or replacing connectivity modules in
the Connectivity module bays. Bay 1 and Bay 2 may be populated in any order and one or both
bays may be left empty. The bays are ordered from left to right: Bay 1 is the slot on the left side of
the back panel and Bay 2 is the slot to the right of Bay 1.

Figure 3-11 shows a sample connectivity module configuration with one LTE module and how the
network interfaces correspond to the buttons on the Web Manager Dashboard.

Any changes to the module configuration must be done while the EMG unit is powered off. To
install a connectivity module, refer to Connectivity Module Installation.
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Warning: The EMG must be powered off when installing or replacing the modules.
Not powering off the device before changing the module will void the
manufacturer warranty.

Warning: Install the cellular, Wi-Fi, or dialup modem module on the back only of
the EMG unit. Do not insert any other module on the back of the EMG
unit. Doing so may damage the EMG unit and will void the manufacturer
warranty.

Figure 3-11 Sample Connectivity Module Configuration (Back Side)

UL S R Al Web Manager
CEDIO
. 294 6 8 Dashboard

Sig Strength

Bay 1(empty) Bay 2

Connectivity Module Installation
The EMG module configuration can be changed by adding or replacing cellular, Wi-Fi, or dialup
modem modules in the connectivity module bays.

Warning: The EMG must be powered off when installing or replacing the modules.
Not powering off the device before changing the module will void the
manufacturer warranty.

Warning: Install the cellular, Wi-Fi, or dialup modem module on the back only of
the EMG unit. Do not insert any other module on the back of the EMG
unit. Doing so may damage the EMG unit and will void the manufacturer
warranty.

To install a module in the connectivity module bay:

1. Disconnect the power cord from the EMG unit and from the wall outlet.
2. On the back of the EMG unit, locate the module bay where the module will be inserted.

3. Unscrew the existing module or faceplate from the module bay with your fingers and carefully
remove it from the module bay.

4. Insert the module into the module bay making sure the module sits completely and securely in
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the housing.

A

@ QQ

Sig Strength

5. The module will sit flush with the EMG chassis.

@ °@ 1
@ z

Sig Strength

POWER ETHERNET

6. Tighten the screw on the module with your fingers. Be careful not to over tighten it.
Insert and screw in the antennas to the module with your fingers.

8. To verify the new module is recognized, connect power to the EMG, wait for it to boot, and log
into the Web Manager. The new module will be displayed in the Dashboard.
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Modem Installation

Note: Modem installation information applies when the dialup modem module is
installed in the EMG unit.

Caution: TO REDUCE THE RISK OF FIRE, USE ONLY NO. 26 AWG OR LARGER
(e.g., 24 AWG) UL LISTED OR CSA CERTIFIED TELECOMMUNICATION
LINE CORD.

Attention: POUR REDUIRE LES RISQUES D'INCENDIE, UTILISER UNIQUEMENT DES
CONDUCTEURS DE TELECOMMUNICATIONS 26 AWG AU DE SECTION
SUPERLEURE.

Warning: RISK OF ELECTRICAL SHOCKS; DISCONNECT ALL POWER AND
PHONE LINES BEFORE SERVICING

ATTENTION

‘ OBSERVE PRECAUTIONS
‘L \ FOR HANDLING
ELECTROSTATIC
SENSITIVE DEVICES

Caution: DEVICES INSIDE THE EQUIPMENT AND THE MODEM ARE
ELECTROSTATIC -SENSITIVE; DO NOT HANDLE EXCEPT AT A STATIC
FREE WORKPLACE.
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This chapter provides a high-level procedure for installing the EMG 7500 / EMG 7500W followed
by more detailed information about the EMG connections and power supplies.

Caution: To avoid physical and electrical hazards, please read
Appendix B: Safety Information before installing the EMG.

EMG 7500 Package Contents

The EMG 7500 / EMG 7500W package includes the following items. Verify and inspect the
contents using the enclosed packing slip. If any item is missing or damaged, contact your place of
purchase immediately.

Table 4-1 EMG 7500 Parts

One EMG 7500 / EMG 7500W EDGE MANAGEMENT GATEWAY
RJ45 to DBOF Adapter

RJ45 to RJ45 Catb Cable, 6.6 ft (2m) straight-through RJ45 patch
RJ45 Loopback Adapter

External Universal AC (input: 100-240 Vac, 1.5 A, 47-63 Hz output: 12 Vdc, 8.34 A) power
supply

North American Power cord - 110V AC power cord, 8 ft (2.43m), RoHS

Note: Power cords for international regions are available and sold separately.
EMG 7500 Quick Start Guide

Additional parts and accessories are available and sold separately. For details and purchasing
information, refer to the next section Ordering Information.

¢ Wall mount kit

¢ Rail mount kit

Ordering Information
Go to https://www.lantronix.com/products/lantronix-emg-7500/.

User Supplied Items

To complete your installation you will need the following items:

¢ Medium size Phillips screwdriver to install the mounting brackets to the EMG unit, if applicable
¢ One or more serial devices that require network connectivity

¢ A serial cable for each serial device.

- For RJ45 ports, you may use a straight-through RJ45 patch cable to connect to Cisco and
Sun RJ45 serial console ports.

- For USB ports, use a cable with a USB Type A connector
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- Forinformation about Lantronix adapters, see Appendix C: Adapters and Pinouts.

¢ An available connection to your Ethernet network and an Ethernet cable. CAT5E or better
cables are recommended for 1000 BASE-T.

¢ An AC power outlet to power the unit using the included AC (90W, 100-240V, 50/60 Hz) power

supply.

¢ If the LTE cellular modem is installed, a network SIM card (and data services) from a service

provider

Hardware Specifications

Table 4-2 EMG 7500 Technical Specifications

Serial Interface (Device)

USB 2.0 Interface
(Device)

Serial Interface (Console)

Network Interface

Connectivity Modules

Power

Dimensions

Weight

Temperature

Relative Humidity

¢ Up to 8 RJ45-type 8-conductor connectors, on two 4-port RJ45 I/O modules
» These connectors have individually configurable standard and reversible
pinouts.
¢ Speed software selectable (300 to 921600 baud)

Note: Serial RJ45 device ports are reversed by default.

¢ Up to 8 USB type A (Host) connectors, on two 4-port USB I/O modules

¢ HS, FS,and LS

¢ Capable of providing VBUS 5V up to 100 mA per port, but not to exceed 400
mA total per 4 port USB I/0O module.

¢ May be used with a USB-to-serial adapter to connect a serial device, if
needed. Please contact Lantronix for the list of tested adapters.

Caution: USB ports are designed for data traffic only. They are not

designed for charging or powering devices. Over-current conditions on

VBUS 5V may disrupt operations.

¢ (1) RJ45-type 8-pin connector (DTE)

¢ Speed software selectable (300 to 921600 baud)

¢ LEDs:
» Green light ON indicates data transmission activity
» Yellow light ON indicates data receiving activity

(2) 10/100/1000 BASE-T RJ45 WAN ports with LED indicators:
» Green light ON indicates a link at 1000 BASE-T.

» Green light OFF indicates a link at other speeds or no link.

» Yellow light ON indicates a link is established.

» Yellow light blinking indicates activity.

*

¢ One internal LTE/4G cellular modem

¢ One Wi-Fi module or one dialup modem (optional configuration)
.

*

Input: 100-240 VAC, 1.5 A, 47-63 Hz
Output: 12 VDC, 8.34 A
¢ 12 VDC power supply shipped with unit

163mm [6.4in] x 145mm [5.7in] x 43mm [1.7in], 1U
2.51bs

¢ Operating: 0 to 50°C (32 to 122°F)
+ Storage: -20 to 80°C (-4 to 176°F)

¢ Operating: 10% to 90% non-condensing
¢ Storage: 10% to 90% non-condensing
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Front USB Port ¢ (1) port, type A, host USB 2.0 (HS, FS, LS) for use with flash drive
Rear Memory Card ¢ (1) Secure Digital (micro SD) memory card slot supporting:

» SDHC
LED Indicators ¢ Front panel LED 1 (WAN Ethernet port link and activity)

¢ Front panel LED 2 (Connectivity link and activity)

Operating Atmosphere
P g P For use at altitudes no more than 2000 meters above sea level only.

Caution: EQUIPMENT . , "
IS FOR INDOOR USE @ For use in non-tropical conditions only.
ONLY!

Physical Installation

The EMG unit uses convection cooling to dissipate excess heat.

To install the EMG unit:

1. Mount the EMG unit.

¢ If free-standing, attach the adhesive-backed rubber feet to the base of the EMG unit.
Place the unit securely on a desktop or other flat horizontal surface.

¢ If rack-mounted, mount the unit securely in a 19-inch rack. See Rack Mount Installation.

¢ If wall-mounted, mount the unit securely on a flat vertical surface. Wall Mount Installation.
2. Connect the serial device(s) to the EMG unit’s device ports. See Connecting to a Device Port.
3. Choose one of the following options:

¢ To configure the EMG using the network, or to monitor serial devices on the network,
connect at least one EMG network port to a network. See Connecting to Network Ports.

¢ To configure the EMG unit using a dumb terminal or a computer with terminal emulation,
connect the terminal or PC to the front panel EMG console port. See
Connecting Terminals.

4. Connect the power cord to power on the unit. See Power Input.
Wait approximately one minute for the boot process to complete.

The first time the EMG boots, it attempts to get an IP address from DHCP. To configure the
network settings, see Chapter 5: Quick Setup.
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Rack Mount Installation
Figure 4-3 shows two possible rack mount configurations. Figure 4-4 shows the rack mount screw
placement.

Figure 4-3 EMG 7500 Rack Mount Configurations
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[19.00in]
482.59mm

Figure 4-4 EMG 7500 Rack Mount Screw Placement

1. Attach the brackets on the sides of the EMG unit using a screwdriver and the screws provided
with the mounting kit.

2. Mount the unit securely in a 19-inch rack.
Warning: Do not block the air vents on the sides of the EMG module. If you mount

the EMG in an enclosed rack, we recommend that the rack have a
ventilation fan to provide adequate airflow through the EMG unit.

EMG™ Edge Management Gateway User Guide 58



4: EMG 7500/ EMG 7500W Installation

Wall Mount Installation

Figure 4-5 shows the wall mount and keyhole mount configuration.

Figure 4-5 Wall Mount Configuration

(1) )

(2) (2

[3.94in]
100mm

M - (D)

[7.32in]

186mm

Wall Mount and Keyhole Mount Instructions

Walls Requiring Anchors

These instructions are for mounting the EMG to walls made of solid concrete, block, brick, or
plasterboard with anchors.

(1) Wall mount:

1. Locate the place where you want to mount the unit and mark four holes using your EMG
mount as a guide for the screws. See for the location of the screw holes.

2. Drill four 3/16 inch (4.8 mm) diameter holes at a depth of 1.25 inches (32 mm).
Insert the anchors until they are flush with the surface.

4. Thread four pan head top mount screws through the unit mount hole and through the anchor,
and tighten them.

(2) Keyhole mount:

1. Locate the place where you want to mount the unit and mark two holes using your EMG mount
as a guide for the screws. See for the location of the screw holes.

2. Drill two 3/16 inch (4.8 mm) diameter holes at a depth of 1.25 inches (32 mm).
Insert the anchors until they are flush with the surface.

4. Thread two pan head top mount screws through the unit mount hole and through the anchor,
and reserve 0.08” to 0.12” (2-3 mm) clearance to the anchor surface.

5. Hang the EMG unit where both keyholes of wall mounts can go through the screw heads on
the wall.
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Walls Not Requiring Anchors

These instructions are for mounting the EMG to walls made of solid wood at least two (2) inches
thick.

(1) Wall mount:

1. Locate the place where you want to mount the unit and mark four holes using your EMG
mount as a guide for the screws. See for the location of the screw holes.

2. Drill four 3/16 inch (4.8 mm) diameter holes at a depth of 1.25 inches (32 mm).
3. Thread four pan head top mount screws through the unit mount hole and tighten them.
(2) Keyhole mount:

1. Locate the place where you want to mount the unit and mark two holes using your EMG mount
as a guide for the screws. See for the location of the screw holes.

2. Drill two 3/16 inch (4.8 mm) diameter holes at a depth of 1.25 inches (32 mm).

3. Thread two pan head top mount screws through the unit mount hole and reserve 0.08” to 0.12”
(2-3 mm) clearance to the wall surface.

4. Hang the EMG unit where both keyholes of wall mounts can go through the screw heads on
the wall.

Connecting to a Device Port

You can connect almost any device that has a serial console port to a device port on the EMG unit
for remote administration. The console port must support the RS-232C interface.

You may use a CAT5 cable, or a crossover cable if the reverse pinout function is not used.
Note: Many servers must either have the serial port enabled as a console or the

keyboard and mouse detached. Consult the server hardware and/or software
documentation for more information.

To connect to a serial RJ45 device port:

1. Connect one end of the cable to the device port.

2. Connect the other end of the cable to an RJ45 serial console port on the serial device or use a
Lantronix serial console adapter to connect it to other port types.

Notes:
¢ See Device Port Commands to enable or disable reverse pinouts through the CLI.
¢ Table 4-6 and Table 4-7 provide additional information on reverse pinouts.

¢ See Appendix C: Adapters and Pinouts for information about Lantronix adapters.

Table 4-6 Console Port and Device Port - Reverse Pinout Disabled

1 RTS (output)
2 DTR (output)
3 TXD (output)
4 Ground
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Ground

RXD (input)
DSR (input)
CTS (input)

@ N O O

Table 4-7 Device Port - Reverse Pinout Enabled (Default)

CTS (input)
DSR (input)
RXD (input)
Ground
Ground

TXD (output)
DTR (output)
RTS (output)

0o N o o b~ W N -

Figure 4-8 shows the front side of an EMG 7500 with a 4-port RJ45 device port module.

Figure 4-8 EMG 7500 (Front Side)

1A 2V

RS$232

4-Port RJ45
1/0 Module

l
i
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To connect to a USB device port:

1. Connect the USB type A connector of a USB cable to a device port.
2. Connect the other end of the USB cable to a USB console port.
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Connecting to Network Ports

The WAN network ports allow remote access to the attached devices and the system
administrative functions. Use a standard RJ45-terminated Ethernet patch cable to connect to the
network port. A CAT5e or better cable is recommended for use with a link at 1000 BASE-T.

Connecting Terminals

The console port is for local access to the EMG and the attached devices. You may attach a dumb
terminal or a computer with terminal emulation to the console port. The EMG console port uses
RS-232C protocol and supports VT100 emulation. The default serial settings are:

¢ 9600 baud
8 bit data
No parity
1 stop bit

No flow control

* & o o

To connect the console port to a terminal or computer with terminal emulation, Lantronix offers
optional adapters that provide a connection between an RJ45 jack and a DB9 or DB25 connector.
The console port is configured as DTE (non-reversed RJ45). See Appendix C: Adapters and
Pinouts for more information.

To connect a terminal:

1. Attach the Lantronix adapter to your terminal (typically a PN 200.2066A adapter - see
Figure C-1) or your PC's serial port (use PN 200. adapter - see Figure C-4).

2. Connect the Cat 5 cable to the adapter, and connect the other end to the EMG console port.

3. Turn on the terminal or start your computer's communication program (e.g., PuTTY or
TeraTerm Pro).

4. Once the EMG is running, press Enter to establish connection. You should see the model
name and a login prompt on your terminal.

5. On a factory default EMG log in with the default user name sysadmin and the last 8
characters of the Device ID as the password.

Note: For security purposes, we recommend that you change the default password and
choose a strong password.
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Power Input

The EMG 7500 / EMG 7500W unit has a DC input jack connector for applying 9 to 30 VDC. The
unit ships with an external AC (90W, 100-240V, 50/60 Hz) 12 VDC power supply. (See EMG 7500
Package Contents.)

Warning: Risk of serious electric shock! Disconnect the power cord before
servicing the EMG.

Figure 4-9 EMG 7500 / EMG 7500W Power Input

() g @

i-Fi 1 Diversity GNSS

Cellular microSIM  microSD

o ——])

Pin assignments
Pin 1: Input voltage 9-30 VDC 1 :
Pin 2: reserved

Pin 3: Ground

Pin 4: Earth Ground
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Modem Installation

Note: Modem installation information applies when the dialup modem module is
installed in the EMG unit.

Caution: TO REDUCE THE RISK OF FIRE, USE ONLY NO. 26 AWG OR LARGER
(e.g., 24 AWG) UL LISTED OR CSA CERTIFIED TELECOMMUNICATION
LINE CORD.

Attention: POUR REDUIRE LES RISQUES D'INCENDIE, UTILISER UNIQUEMENT DES
CONDUCTEURS DE TELECOMMUNICATIONS 26 AWG AU DE SECTION
SUPERLEURE.

Warning: RISK OF ELECTRICAL SHOCKS; DISCONNECT ALL POWER AND
PHONE LINES BEFORE SERVICING!

ATTENTION

A OBSERVE PRECAUTIONS
FOR HANDLING
m ELECTROSTATIC

SENSITIVE DEVICES

Caution: DEVICES INSIDE THE EQUIPMENT AND THE MODEM ARE
ELECTROSTATIC -SENSITIVE; DO NOT HANDLE EXCEPT AT A STATIC
FREE WORKPLACE.
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This chapter helps get the IP network port up and running, so you can administer the EMG using
your network.

Recommendations

To set up the network connections, we suggest you do one of the following:
¢ Complete the Quick Setup (see Figure 5-2) on the web interface.

¢ SSH to the command line interface and follow the Quick Setup script on the command line
interface.

¢ Connect to the console port and follow the Quick Setup script on the command line interface.

Note: The first time you power up the EMG unit, Eth1 tries to obtain its IP address via
DHCP. If you have connected Eth1 to the network, and Eth1 is able to acquire an IP
address, you can view this IP address by running the Lantronix Provisioning Manager
application. If Eth1 cannot acquire an IP address, you cannot use Telnet, SSH, or the web
interface to run Quick Setup.

IP Address

Your EMG must have a unique IP address on your network. The system administrator generally
provides the IP address and corresponding subnet mask and gateway. The IP address must be
within a valid range and unique to your network. If a valid gateway address has not been assigned
the IP address must be on the same subnet as workstations connecting to the EMG over the
network.

The following table lists the options for assigning an IP address to your EMG unit.

Table 5-1 Methods of Assigning an IP Address

DHCP A DHCP server automatically assigns the IP address and network settings.
The EMG is DHCP-enabled by default.

With the Eth1 network port connected to the network, and the EMG unit
powered up, Eth1 acquires an IP address.

At this point, you can use SSH or use the web interface to connect to the EMG.

BOOTP Non-dynamic predecessor to DHCP.

Serial port login to You assign an IP address and configure the EMG unit using a terminal or a PC

command line interface  running a terminal emulation program to the EMG serial console port
connection.
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Lantronix Provisioning Manager

You may use the Lantronix Provisioning Manager application to locate a device and view its
properties and details such as its IP address. Lantronix Provisioning Manager is a free utility
program provided by Lantronix that discovers, configures, upgrades, and manages Lantronix
devices. It can be downloaded from the Lantronix website at https://www.lantronix.com/products/
lantronix-provisioning-manager/. For instructions on using the application, see the Lantronix
Provisioning Manager online help.

To install Lantronix Provisioning Manager:

1. Download the latest version of Lantronix Provisioning Manager from https://
www.lantronix.com/products/lantronix-provisioning-manager/.

2. In most cases, you can simply extract the application from the archive and run the executable.
To access EMG using Lantronix Provisioning Manager:
Note: For detailed instructions, see the Lantronix Provisioning Manager online help.

1. Launch Lantronix Provisioning Manager:

2. [If this is the first time you have launched Lantronix Provisioning Manager, you may need to
proceed through an initial setup.

3. Locate the EMG in the device list. The device’s firmware version, serial number, IP address,
and MAC address will be shown. Additional information can be obtained by clicking the three
dot menu and clicking Get Device Info.

4. In order to perform operations on the EMG such as upgrading the firmware, updating the
configuration, or uploading to the file system, click the checkbox next to the device, click the
menu button at the top and select an operation.

Method #1 Quick Setup on the Web Page

After the unit has an IP address, you can use the Quick Setup page to configure the remaining
network settings. This page displays the first time you log into the EMG only. Otherwise, the EMG
Home page displays.

To complete the Quick Setup page:

1. Open a web browser (Firefox, Chrome or Internet Explorer web browsers with the latest
browser updates).

2. Inthe URL field, type https:// followed by the IP address of your EMG.

Note: The web server listens for requests on the encrypted (HTTPS) port (port 443).
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5: Quick Setup

3. Loginusing sysadmin as the user name and the last 8 characters of the Device ID (for newly
manufactured units that come installed with 8.2.0.1 or later) or PASS (for older units) as the
password. The first time you log in to the EMG unit, the Quick Setup page automatically
displays.

Note: If the Device ID is not set, the default system password is the last 8 characters of
the serial number.

Figure 5-2 Quick Setup

LANTRONIX" EMG851000 m

“ Hg;ﬁ :I)"nsgafg:nﬂin Select port for (® Configuration WebSSH (DP only) Connected Device (DP anly)
?
| 0 Services | User Authentication | Devices || Maintenance | Quick Setup @ 7 E:}
Quick Setup
Quick Setup Help?|

Welcome to the Lantronix Edge Management Gateway

Below are basic settings that it is recommended you configure before using the Lantronix Edge Management Gateway.
If these settings are OK, click the checkbox below and select the Apply button

Accept default Quick Setup settings

" The EMG has two Ethernet ports, Eth1 and Eth2.
Network Settings By default, bath Eth1 and Eth? are configured for DHGP.

® Obtain from DHCP Default Gateway:

Eth1 Settings: () Obtain from BOOTP
Specify: Hostname: |emgfcf0

. Note: The hostname will be used as the
IP Address: prompt in the Command Line Interface

Subnet Mask: Domain:

Date & Time Settings Administrator Settings

Change Date/Time: The sysadmin user has complete
privileges for EMG administration.
Date: | August v||8 v||2019 ~ The default password is 'PASS'.

Time: |06 v |- [14 ¥ pm v Sysadmin Password:

Time Zone: | GMT v
Retype Password:
Apply

4. To accept the defaults, select the Accept default Quick Setup settings checkbox on the top
portion of the page and click the Apply button at the bottom of the page. Otherwise, continue
with step 5.

Note: Once you click the Apply button on the Quick Setup page, you can continue using
the web interface to configure the EMG further.

5. Enter the following settings:
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Network Settings

Note: Configurations with the same IP subnet on multiple interfaces (Ethernet or PPP)
are not currently supported.

Eth 1 Settings

IP Address
(if specifying)

Subnet Mask

Default Gateway

Hostname

Domain

¢ Obtain from DHCP: Acquires IP address, subnet mask, hostname and gateway
from the DHCP server. (The DHCP server may not provide the hostname
gateway, depending on its setup.) This is the default setting. If you select this
option, skip to Gateway.

¢ Obtain from BOOTP: Lets a network node request configuration information from
a BOOTP "server" node. If you select this option, skip to Gateway.

¢ Specify: Lets you manually assign a static IP address, generally provided by the
system administrator.

¢ Enter an IP address that is unique and valid on your network. There is no default.

¢ Enter all IP addresses in dot-quad notation. Do not use leading zeros in the fields
for dot-quad numbers less than 100. For example, if your IP address is
172.19.201.28, do not enter 028 for the last segment octet.

Note: Currently, the EMG does not support configurations with the same IP subnet
on multiple interfaces (Ethernet or PPP).

If specifying an IP address, enter the subnet mask for the network on which the EMG
unit resides. There is no default.

The IP address of the router for this network. There is no default.

The default host name is emgXXXX, where XXXX is the last 4 characters of the
hardware address of Ethernet Port 1. There is a 64-character limit (contiguous
characters, no spaces).

Note: The host name becomes the prompt in the command line interface.

If desired, specify a domain name (for example, support.lantronix.com). The
domain name is used for host name resolution within the EMG. For example, if abcd
is specified for the SMTP server, and mydomain.com is specified for the domain, if
abcd cannot be resolved, the EMG unit attempts to resolve abcd.mydomain.com
for the SMTP server.

Date & Time Settings

Change Date/Time
Date
Time

Time Zone

Select the checkbox to manually enter the date and time at the EMG unit’s location.
From the drop-down lists, select the current month, day, and year.
From the drop-down lists, select the current hour and minute.

From the drop-down list, select the appropriate time zone.
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Administrator Settings

Sysadmin Password To change the password (e.g., from the default) enter a Sysadmin Password of up
to 64 characters.

Note: As a security measure, we recommend that you change the default
sysadmin password initially and then change the password periodically.

Retype Password Re-enter the Sysadmin Password above in this field as a confirmation.

6. Click the Apply button to save your entries.

Figure 5-3 Quick Setup Completed in Web Manager

LANTRONIX" EMG851000 m

“ Ugg'; :;"sg;g:nam Select port for (® Configuration WebSSH (DP only) Connected Device (DP only)

o
il ork | Services | User Authentication | Devices || Maintenance [T EIT @t 7 ‘E:}

Quick Setup

Quick Setup configuration is complete.

You can now begin configuring and connecting Device Ports

If Quick Setup has already been run the standard Home page will display.

Figure 5-4 Home

LANTRONIX® EMG851000 CTHEEE

il | =2 24

[ Logout | ﬁgg% nggﬁm Select port for (® Configuration (| WebSSH (OP only) () Connected Devics (DP only)

& 7 8 E

" .'-*I *. “‘I II User Authentication

Home Help?|

Welcome to the Lantronix Edge Management Gateway
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Method #2 Quick Setup on the Command Line Interface

If the EMG does not have an IP address, you can connect a dumb terminal or a PC running a
terminal emulation program (VT100) to access the command line interface. (See Connecting
Terminals.) If the unit has an IP address, you can use SSH or Telnet to connect to the EMG unit.

By default, Telnet is disabled and SSH is enabled. To enable Telnet, use the
Figure 8-1 Services > SSH/Telnet/Logging.

To complete the command line interface Quick Setup script:

1. Do one of the following:

- With a serial terminal connection, power up, and when the command line displays, press
Enter.

- With a network connection, use an SSH client or Telnet program (if Telnet has been
enabled) to connect to xx.xx.xx.xx (the IP address in dot quad notation), and press
Enter. You should be at the login prompt.

2. Enter sysadmin as the user name and press Enter.

3. Enter the last 8 characters of the Device ID (for newly manufactured units that come installed
with 8.2.0.1 or later) or PASS as the password and press Enter. The first time you log in, the
Quick Setup script runs automatically. Normally, the command prompt displays.

Note: Ifthe Device ID is not set, the default system password is the last 8 characters
of the serial number.

Figure 5-5 Beginning of Quick Setup Script

Welcome to the Lantronix Edge Management Gateway
Model Number: EMG851000

Quick Setup will now step you through configuring a few basic settings.

The current settings are shown in brackets ('[]'").
You can accept the current setting for each question by pressing
<return>.

4. Enter the following information at the prompts:

Note: To accept a default or to skip an entry that is not required, press Enter.

Configure Eth1 Select one of the following:

¢ (1) obtain IP Address from DHCP: The unit will acquire the IP address, subnet
mask, hostname, and gateway from the DHCP server. (The DHCP server may or
may not provide the gateway and hostname, depending on its setup.) This is the
default setting.

¢ (2) obtain IP Address from BOOTP: Permits a network node to request
configuration information from a BOOTP "server" node.

¢ (3) static IP Address: Allows you to assign a static IP address manually. The IP
address is generally provided by the system administrator.
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IP Address (if An |IP address that is unique and valid on your network and in the same subnet as
specifying) your PC. There is no default.

If you selected DHCP or BOOTP, this prompt does not display.

Enter all IP addresses in dot-quad notation. Do not use leading zeros in the fields for
dot-quad numbers less than 100. For example, if your IP address is 172.19.201.28,
do not enter 028 for the last octet.

Note: Configurations with the same IP subnet on multiple interfaces (Ethernet or
PPP) are not currently supported.

Subnet Mask The subnet mask specifies the network segment on which the EMG resides. There is
no default. If you selected DHCP or BOOTP, this prompt does not display.

Default Gateway IP address of the router for this network. There is no default.

Hostname The default host name is emgXXXX, where XXXX is the last 4 characters of the

hardware address of Ethernet Port 1. There is a 64-character limit (contiguous
characters, no spaces).

Note: The host name becomes the prompt in the command line interface.

Domain If desired, specify a domain name (for example, support.lantronix.com). The domain
name is used for host name resolution within the EMG unit. For example, if abcd is
specified for the SMTP server, and mydomain.com is specified for the domain, if
abcd cannot be resolved, the EMG attempts to resolve abcd.mydomain.com for
the SMTP server.

Time Zone If the time zone displayed is incorrect, enter the correct time zone and press Enter. If
the entry is not a valid time zone, the system guides you through selecting a time
zone. A list of valid regions and countries displays. At the prompts, enter the correct
region and country.

Date/Time If the date and time displayed are correct, type n and continue. If the date and time
are incorrect, type y and enter the correct date and time in the formats shown at the
prompts.

Sysadmin Enter a new sysadmin password.

password

Note: As a security measure, we recommend that you change the default sysadmin
password initially and then change the password periodically.

After you complete the Quick Setup script, the changes take effect immediately.

Figure 5-6 Quick Setup Completed in CLI

Welcome to the Lantronix Edge Management Gateway
Model Number: EMG851000

Quick Setup will now step you through configuring a few basic settings.

The current settings are shown in brackets ('[]'").
You can accept the current setting for each question by pressing
<return>.

Ethernet Port and Default Gateway
The EMG851000 has two ethernet ports, Ethl and Eth2.
By default, both ports are configured for DHCP.
Configure Ethl: (1) obtain IP Address from DHCP
(2) obtain IP Address from BOOTP
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(3) static IP Address
Enter 1-3: [1]

The EMG851000 can be configured to use a default gateway.

Enter gateway IP Address: [none]

Hostname
The current hostname is 'emgfcfO0', and the current domain is
'<undefined>"'.

The hostname will be shown in the CLI prompt.
Specify a hostname: [emgfcf0]
Specify a domain: [<undefined>]

Time Zone

The current time zone is 'GMT'.
Enter time zone: [GMT]

Date/Time
The current time is Wed Jul 3 14:23:24 2019
Change the current time? [n]

Sysadmin Password
Enter new password: [<current password>]

Quick Setup is now complete.
For a list of commands, type 'help'.

[emgfcfO]>

Next Step

After completing quick setup on the EMG, you may want to configure other settings. You can use
the web page or the command line interface for configuration.

¢ Forinformation about the web and the command line interfaces, go to Chapter 6: Web and
Command Line Interfaces.

¢ To continue configuring the EMG unit, go to Chapter 7: Networking.

Limiting Sysadmin User Access

For security purposes, full administrative access to the EMG via the default sysadmin local user
account can be limited to only the front console port of the EMG device.

These steps will prevent any local users from logging in, restrict the default sysadmin local user to
the front console port, and allow a user with administrative rights to login, as long as remote
authentication is working.
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To configure limited sysadmin user access:

1. Enable the Sysadmin access limited to Console Port option on the Local/Remote Users web
page.

2. Enable a remote authentication method (such as TACACS+ or LDAP) and configure the
remote authentication method to be first in the order of methods used.

Create a remote user account with full administrative rights.

4. Clear the Attempt next method on authentication rejection checkbox on the Authentication
Methods web page.
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The EMG offers a web interface (Web Manager) and a command line interface (CLI) for
configuring the EMG unit.

Note: See Chapter 5: Quick Setup for instructions on configuring basic network settings
using the Web Manager and CLI quick setup.

Web Manager

A Web Manager allows the system administrator and other authorized users to configure and
manage the EMG using most web browsers (Firefox, Chrome, Safari or Internet Explorer web
applications with the latest browser updates). The EMG unit provides a secure, encrypted web
interface over TLS (transport layer security).

The following figure shows a typical web page for an EMG (model shown is EMG851300, with 4
RJ45 device ports and one 4-port Ethernet switch):

Figure 6-1 Web Page Layout
Logout Button L/\NT?OI\”X EMGE51300 Wg

M‘ Ugg}: gg‘s%fgmin Select portfor (@) Canfigurstion () WesSSH (DP only) () Connacted Deviee (OP only)

& 7 £1 =— Icons

FEELEl — Dashboard

E2 2424

Tabs —tatork = - - & -~ — 1 " " 1" - |
Netwogk Settings Switch DHCP IP Filter Routing Forwarding VPN Security Perf Monitoring FQDN List
; Network Settings naip2— Help Button
H /Ethemel Interfaces Hostname & Name Servers
Options ~
Efhi Seftings: = CPtain from DHCP Eth2 Settings ® Cotain from DHCF Note: The hostnams wil be used as the
() Obtain from BOOTP () Obtain from BOOTP promet in the Command Line Intarface.

@Spemfy '::'Specify Domain \:I
IP Address 1P Address: l:l DNS Servers (active are green)
. Subnet Mask |255.255.0.0 supnetmasc [ | T
Entry Fields—— .
and OptiOnS (Static) (Static) #2:

|

(Link Logal) (Link Lacal)
MTU: [1500 MTU: [1500 DNS
Reons
Active Port: | RJ45 » Active Port: | RJ45 w

HW Address: 00:80:a3:8b:fc:f0 HW Address: 00:80:a3:8b:fc:

Multicast: 239.255.255.251 Multicast: 224.0.0.1 TCF Keepalive Parameters

224.0.01
Start Probes:
Et1 Link: Up Ethz Link: Up artProes: (600 |sscs
Number of
Enable 1Pv6 (] Reverse Path o Frobes
Fiter: Interval: secs
IP Forwarding: [ Ethernet Bonding:
IPvE .
Forwarding: ) Ethemet Bonding_Status
SFP NIC Info & Diagnostics
Rx Tx
Bytes Packets  Emors  Multicast  Bytes Packets  Errors

Eth1 99658501 810764 0 0 21422282 107893 0
Eth2 o 0 0 0 5772456 17443 0

The web page has the following components:
¢ Tabs: Groups of settings to configure.

¢ Options: Below each tab are options for specific types of settings.
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Note: Only those options for which the currently logged-in user has rights display.

¢ Dashboard

The Dashboard buttons allow you to view and configure EMG ports and interfaces. The
appearance of the dashboard will vary according to the I/O and connectivity modules installed
in the EMG and the type of network interface installed. See System Features.

Figure 6-2 Sample Dashboard

E1
mCEmm 1313

Bl |e22 422
Select port for @ Configuration () WebSSH (DP only) () Connected Device (DP only)

The dashboard buttons are defined below:

Cellular connectivity settings for the LTE cellular module (if installed). See Cellular
Modem Settings on page 97.

DIO port settings. See DIO Port on page 239.

Internal modem settings (if installed). See Internal Modem on page 235.

Wi-Fi connectivity settings for the Wi-Fi module (if installed). See Wireless Settings on
page 104.

USB device (flash drive or modem) plugged into the front panel USB connector. See

Chapter 9: USB/SD Card Port.

SD card settings. See Chapter 9: USB/SD Card Port.

Network settings for the WAN Ethernet port. See Network Port Settings on page 82.

Network settings for the SFP transceiver port. See Network Port Settings on page 82.

Device port settings for RJ45 device ports (if installed). Only ports to which the currently
logged-in user has rights are enabled. See Device Ports - Settings on page 212.

Device port settings for USB device ports (if installed). Only ports to which the currently
logged-in user has rights are enabled. See Device Ports - Settings on page 212.

BN B cmme 0 B E E
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Ethernet Switch LAN port settings (if installed). Only ports to which the currently logged-in
user has rights are enabled. See Ethernet Switch on page 118.

¢ Dashboard Options: Options for use with the device port buttons.

- Select a port and the Configuration option: displays the Device Ports > Settings (1 of 2)
page.

- Select a port and the WebSSH option: displays the WebSSH window for the device port -
if Web SSH is enabled, and if SSH is enabled for the device port.

- Select a port and the Connected Device option: allows access to supported devices such
as remote power managers (RPMs) and/or SensorSoft temperature and humidity probes
connected to the device port.

¢ Entry Fields and Options: Allow you to enter data and select options for the settings.

Note: For specific instructions on completing the fields on the web pages, see Chapters
7 through 15.

¢ Apply Button: The Apply button (not shown in Figure 6-1 Web Page Layout) on each web
page makes the changes immediately and saves them so they will be there when the EMG is
rebooted.

¢ Icons: The icon bar above the Main Menu has icons that display the following:
4ot Home page.
'?' Information about the EMG unit and Lantronix contact information.
£i1 Configuration site map.
Status of the EMG.

¢ Help Button: Provides online Help for the specific web page.

Logging in
Only the system administrator or users with web access rights can log into the Web Manager.
More than one user at a time can log in, but the same user cannot log in more than once.

To log in to the Web Manager:

1. Open a web browser.
2. Inthe URL field, type https:// followed by the IP address of your EMG.

3. To configure the EMG unit, use sysadmin as the user name and the last 8 characters of the
Device ID (for newly manufactured units that come installed with 8.2.0.1 or later) or PASS (for
all older units) as the password. (These are the default values.)

Note: Ifthe Device ID is not set, the default system password is the last 8 characters
of the serial number.

Note: The system administrator may have changed the password using one of the
Quick Setup methods in the previous chapter.
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The Quick Setup page displays automatically the first time you log in. Subsequently, the Home
page displays. (If you want to display the Quick Setup page again, click Quick Setup on the main
menu.)

Logging Out
To log off the EMG web interface:

1. Click the Logout button located on the upper left part of any Web Manager page. You are
brought back to the login screen when logout is complete.

Web Page Help

To view detailed information about an EMG web page:

1. Click the Help button to the right of any Web Manager page. Online Help contents will appear
in a new browser window.

Command Line Interface

A command line interface (CLI) is available for entering all the commands you can use with the
EMG. In this user guide, after each section of instructions for using the web interface, you will find
a link to the equivalent CLI commands. You 