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1. Introduction

Net2Edge’ managed LIB-306 NID provides advanced packet performance metering and service creation
aimed directly at customer premises and cell sites. The LIB-306 is optimized for business Ethernet and
mobile backhaul deployments.

The LIB-306 is a multi-service NID that provides SLA assurance and advanced fault management that is
MEF CEZ2.0 certified. IEEE 802.1ag Service OAM, ITU Y.1731 Performance Monitoring and IEEE
802.3ah Link OAM are standard features.

The LIB-306 supports advance features such as IPv6 and IPv4, VLANs, QoS, bandwidth allocation, ring
protection, jumbo frames and numerous security features. The LIB-306 can be managed and
provisioned with Net2Edge Convergem EMS or via Web, CLI and SNMP (v1, v2c & v3). The LIB-306
supports SSL/SSH, RADIUS, TACACS+, Management VLAN and ACL rules.

The LIB-306 offers AC or DC power inputs for operation in a variety of environments. The SFP ports
are triple speed and support 100Mbps, 1000Mbps or SGMII SFPs. CW DM and Bi-Di SFPs are also
supported, allowing for flexible network architectures.

For LIB-306 features, models, specifications and installation, see the related LIB-306 Install Guide manual.

Document Overview

The purpose of this manual is to provide information on the configuration, monitoring, diagnostics, and
maintenance of the LIB-306 Network Interface Device (NID).

The procedures in this manual require you to have completed the install procedure in the LIB-306 Install
Guide manual.

This manual documents the LIB-306 models, and notes differences where they apply. This
manual includes three chapters, six appendixes, a table of contents, a glossary, and an index.

A printed documentation postcard is shipped with each LIB-306 device. Context-sensitive Help screens
are built into the Web interface. A substantial set of technical documents, white papers, case studies,
application notes, etc. are available on the Net2Edge web site at www.net2edge.com.

Note: this manual provides links to third party web sites for which Net2Edge is not responsible.

Related Manuals and Online Help

This manual is one of several LIB-306 manuals which include:

«  Product Documentation Postcard

« LIB-306 Install Guide

- LIB-306 Quick Start Guide

< LIB-306 Command Line Interface (CLI) Reference
« LIB-306 Web User Guide (this manual)

« Release Notes (version specific)

For Product Information, Application Notes, etc., check the LIB-306 landing page

at http://net2edge.com/products/liberator/liberator-3-series/

For the latest LIB-306 datasheet, Features, Applications, Specs, SKUS, etc., check the LIB-306
product page at http:/net2edge.com/wp-content/uploads/2016/10/Net2Edge-Data-

Sheet Liberator LIB 306.pdf
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2. Web Interface Menu System

The LIB-306 Web interface menu system is shown below in terms of its sub-menus and functions.

Main Menu

Configuration
sub-menu

Monitor
sub-menu

Diagnostics
sub-menu

Maintenance
sub-menu

» Configuration
» Monitor

» Diagnostics

» Maintenance

* Configuration

» System

= Alarm

» Ports

» DHCP

b Security

» Aggregation

P Link OAM

* Loop Protection

» Spanning Tree

» IPMC Profile

= MVR

» IPMC

=| 2CP

P LLDP

= EPS

» MEP

" ERPS

= MAC Table

» VLAN Translation

=VLANS

» Private VLANS

P VCL

» Ethernet Services

} Performance
Monitor

» Q05

» HQOS

= Mirroring

= PTP

r GVRP

* sFlow

b Trafiic Test

r DDMI

= JDLD

The four Main menu selections are:

* Monitor

» System

» Poris

k Link OAM

» DHCP

» Security

» LACP

* Loop Protection

» Spanning Tree

» MVR

» IPMC

FLLDP

» Ethernet Services

» Performance
Monitor

0 [ETE

= MAC Table

» VILANS

= sFlow

» DDMI

= UDLD

» MEP

» MPLS-TP

* Diagnostics
* Ping
» Link OAM
* Ping6
= VeriPHY

* Maintenance
= Restart Device
= Factory Defaults
¥ Software
= Upload
= |[mage Select

¥ Configuration

» Configuration - lets you define system operating parameters for the available LIB-306 features.

» Monitor - lets you view and track the LIB-306 operating functions. See ‘Monitor” on page 446.

» Diagnostics - provides access to the full set of LIB-306 tests and verification functions.

See “Diagnostics Main Menu’ on page 609.

» Maintenance - supports LIB-306 troubleshooting and service functions. See “Maintenance Menu”

on page 616.
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Click one or more of the main menu selections to display its sub-menus. Note that some sub-menus vary
between the LIB-306 models.

Each of these sub-menus and their functions are described in the following sections. Note that certain
features may have separate manuals each with its own Web GUI and CLI descriptions and procedures.
See “Related Manuals and Online Help” on page 12 of this manual.

Menu Bar Icons

These icons display in the top right corner of each LIB-306 web GUI screen.

Home Logout Show Help

Home: Displays the LIB-306 Startup Screen from the Monitor > Ports > State menu path.

Logout: Display the confirmation message “Do you want to log out of the web site?”. Click the OK button
to clear the web page message, perform a logout, and re-display the login (Username/Password) screen.

Show Help: Displays the related online Help screen in a new window,
Startup Screen

At system startup and after a re-boot, the Port State Overview page displays from the Monitor > Ports >
State menu path.

The four Main menu selections are shown and described in the following sections.
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Configuration Main Menu

Configuration > System

The LIB-306 system information is configured from the Configuration > System menu path. Here you
can configure LIB-306 device level Information, IP, NTP, time, and logging.

System Information Configuration

System Contact
System Name

System Location

| save || Reset |

The LIB-306 system information parameters are explained below.
System Contact

Enter the textual identification of the contact person for this managed node, together with information
on how to contact this person. The valid string length is 0 to 255 characters, and the allowed content
is the set of ASCII characters from 32 to 126. In the ASCII code table, the characters from 32 to 126

inclusive are printable. (The ASCII characters from 0 to 32 and 127 are defined as control characters
and are not printable.) This field is blank by default.

If you delete an existing System Contact entry, the message “System Contact is empty. Do you want
to proceed anyway?” displays. Verify the action and continue operation.

System Name

Enter an administratively assigned name for this managed node. By convention, this is the node's
fully-qualified domain name. A domain name is a text string drawn from the alphabet (A-Z, a-z), digits
(0-9), minus sign (-).

No space characters are permitted as part of a name. The first character must be an alpha character,
and the first or last character must not be a minus sign. The valid string length is 0 to 255 characters.
This field is blank by default.

If you delete an existing System Name entry, the message “System Name is empty. Do you want to
proceed anyway?” displays. Verify the action and continue operation. Note that you cannot access
the LIB-306 by System Name via DHCP/DNS.

System Location

The physical location of this node (e.g., telephone closet, 3rd floor). The valid string length is 0 to 255
characters, and the allowed content is the set of ASCII characters from 32 to 126. In the ASCII code
table, the characters from 32 to 126 inclusive are printable. (The ASCII characters from 0 to 32 and
127 are defined as control characters and are not printable.) This field is blank by default.

If you delete an existing System Location entry, the message “System Location is empty. Do you
want to proceed anyway?” displays. Verify the action and continue operation.
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Buttons

Save: Click to save changes.

Reset: Click to undo any changes made locally and revert to previously saved values.

An updated System Information Configuration table is shown below.

System Information Configuration

System Contact | JEdgar
System Name SCEN ID 010
System Location | 10690 Red Circle D|

Save Reset

Note that changes in the Web interface here will change the CLI prompt appearance. Based on the
screen above, the CLI prompt will change to include the newly added System Name:

from: >
to: SCENIDO010:/>

If you enter a space character or other invalid entry and click the Save button, the message “ System

Name’is not valid. Please refer to the help page for the valid format.’ displays.

Click the OK button to clear the webpage message, enter the System Name without any spaces, and
click the Save button.

Character Support Note

The LIB-306 supports the Space *<>: % / \ “ ? |, and all other keyboard characters. The LIB-306
supports an individual "dot" character, but does not support consecutive dots (e.g., it supports A.B.C.bin,
but does not support ABC....bin).
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IP Configuration

Configure the LIB-306-managed IPv4 information from Configuration > System > IP as one of the first
steps. The LIB-306 supports an IPv4 / IPv6 dual stack. The LIB-306 can be assigned IP address statically
or dynamically using DHCP. Here you can configure IP basic settings, IP interfaces and IP routes. Up to 8
interfaces and up to 32 routes are supported.

IP Configuration

Mode Host -
DNS Server 0 | No DNS server

DNS Server 1 | No DNS server

DNS Server 2 | No DNS server

[N R

DNS Server 3 | No DNS server
DNS Proxy ]

IP Interfaces

DHCPv4 IPv4 DHCPv6 IPv6
Delete VLAN

Enable Fallback CurrentLease Address Mask Length Enable Rapid Commit Current Lease Address Mask Length
] 1. 0O o 192.168.0.220 24 ]

Add Interface

IP Routes

Delete Network Mask Length Gateway Next Hop VLAN
Add Route
Save Reset

The parameters are described below.
IP Configuration (Basic Settings)
Mode

Configure whether the IP stack should act as a Host or a Router.
In Host mode, IP traffic between interfaces will not be routed.
In Router mode traffic is routed between all interfaces.

DNS Server

This setting controls the DNS name resolution done by the LIB-306. There are four servers available
for configuration, and the index of the server presents the preference (less index has higher priority)
in doing DNS name resolution. The system selects the active DNS server from configuration in turn,
if the preferred server does not respond in five attempts. The following modes are supported:

From any DHCPv4 interfaces: The first DNS server offered from a DHCPv4 lease to a DHCPv4-
enabled interface will be used.

No DNS server: No DNS server will be used. i
Configured IPv4: Explicitly provide the valid IPv4 unicast address of the DNS NEREEEEE
Server in dotted decimal notation. Make sure the configred DNS server could From this DHCPvA interface

be reachable (e.g. via PING) for activating DNS service. e ioriane
From this DHCPv4 interface: Specify from which DHCPv4-enabled interface Frorm any DHEPVE interiaces
a provided DNS server should be preferred.

Configured IPv6: Explicitly provide the valid IPv6 unicast (except linklocal) address of the DNS
Server. Make sure the configred DNS server is reachable (e.g. via PING6) for activating DNS service.
From this DHCPv6 interface: Specify from which DHCPv6-enabled interface a provided DNS server
should be preferred.

From any DHCPV6 interfaces: The first DNS server offered from a DHCPv6 lease to a DHCPv6-
enabled interface will be used.
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DNS Proxy

When DNS proxy is enabled, system will relay DNS requests to the currently configured DNS server,
and reply as a DNS resolver to the client devices on the network. Only IPv4 DNS proxy is how
supported.

IP Interfaces

Delete

Select this option to delete an existing IP interface.

VLAN

The VLAN associated with the IP interface. Only ports in this VLAN will be able to access the IP
interface. This field is only available for input when creating a new interface.

IPv4 DHCP Enabled

Enable the DHCPV4 client by checking this box. If this option is enabled, the system will configure the
IPv4 address and mask of the interface using the DHCPV4 protocol. The DHCPv4 client will
announce the configured System Name as hostname to provide DNS lookup.

IPv4 DHCP Fallback Timeout

The number of seconds for trying to obtain a DHCP lease. After this period expires, a configured IPv4
address will be used as IPv4 interface address. A value of zero disables the fallback mechanism,
such that DHCP will keep retrying until a valid lease is obtained. Legal values are 0 to 4294967295
seconds.

IPv4 DHCP Current Lease

For DHCP interfaces with an active lease, this column shows the current interface address, as
provided by the DHCP server.

IPv4 Address

The IPv4 address of the interface in dotted decimal notation. If DHCP is enabled, this field configures
the fallback address. The field may be left blank if IPv4 operation on the interface is not desired - or
no DHCP fallback address is desired.

IPv4 Mask

The IPv4 network mask, in number of bits (prefix length). Valid values are 0 - 30 bits for an IPv4
address.

If DHCP is enabled, this field configures the fallback address network mask. The field may be left
blank if IPv4 operation on the interface is not desired - or no DHCP fallback address is desired.

DHCPv6 Enable

Enable the DHCPV6 client by checking this box. If this option is enabled, the system will configure the
IPv6 address of the interface using the DHCPV6 protocol.

DHCPv6 Rapid Commit

Enable the DHCPv6 Rapid-Commit option by checking this box. If this option is enabled, the DHCPv6
client terminates the waiting process as soon as a Reply message with a Rapid Commit option is
received.

This option is only managable when DHCPv6 client is enabled.
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DHCPv6 Current Lease

For DHCPV6 interface with an active lease, this column shows the interface address provided by the
DHCPV6 server.

IPv6 Address

The IPv6 address of the interface. An IPv6 address is in 128-bit records represented as eight fields of
up to four hexadecimal digits with a colon separating each field (:). For example,
fe80::215:c5ff:fe03:4dc7. The symbol :: is a special syntax that can be used as a shorthand way of
representing multiple 16-bit groups of contiguous zeros; but it can appear only once.

System accepts the valid IPv6 unicast address only, except IPv4-Compatible address and IPv4-
Mapped address. The field may be left blank if IPv6 operation on the interface is not desired.

IPv6 Mask

The IPv6 network mask, in number of bits (prefix length). Valid values are between 1 and 128 bits for
an IPv6 address. The field may be left blank if IPv6 operation on the interface is not desired.

Resolving IPv6 DAD

The link-local address is formed from an interface identifier based on the hardware address which is
supposed to be uniquely assigned. Once the DAD (Duplicate Address Detection) detects the address
duplication, the operation on the interface SHOULD be disabled.

At this moment, manual intervention is required to resolve the address duplication. For example,
check whether the loop occurs in the VLAN or there is indeed other device occupying the same
hardware address as the device in the VLAN.

After making sure the specific link-local address is unique on the IPv6 link in use, delete and then add
the specific IPv6 interface to restart the IPv6 operations on this interface.

IP Routes

Delete

Select this option to delete an existing IP route.
Network

The destination IP network or host address of this route. Valid format is dotted decimal notation or a
valid IPv6 notation. A default route can use the value 0.0.0.0 or IPv6 : : notation.

Mask Length

The destination IP network or host mask, in number of bits (prefix length). It defines how much of a
network address that must match, in order to qualify for this route. Valid values are 0 - 32 bits for IPv4
routes or 0 - 128 for IPv6 routes. Only a default route will have a mask length of 0 (as it will match
anything).

Gateway

The IP address of the IP gateway. Valid format is dotted decimal notation or a valid IPv6 notation.
The Gateway and Network must be of the same type.

Next Hop VLAN (Only for IPv6)

The VLAN ID (VID) of the specific IPv6 interface associated with the gateway. The given VID ranges
from 1 to 4094 and will be effective only when the corresponding IPv6 interface is valid.

If the IPv6 gateway address is link-local, it must specify the next hop VLAN for the gateway.

If the IPv6 gateway address is not link-local, the system ignores the next hop VLAN for the gateway.
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When DNS Proxy is enabled, the LIB-306 will relay DNS requests to the currently configured DNS
server on the LIB-306, and reply as a DNS resolver to the client device on the network.

Note that setting these fields does not provide the full set of IP, BootP, VLAN, DNS server, and
Management VLAN / member ports configuration. See the related Configuration sections of this manual
for additional information.

Buttons

Add Interface: Click to add a new IP interface. A maximum of 8 interfaces is supported.
Add Route: Click to add a new IP route. A maximum of 32 routes is supported.
Save: Click to save changes.

Reset: Click to undo any changes made locally and revert to previously saved values.

Messages

After you click the Renew button, the message “Warning: When renewing DHCP you may lose IP
connectivity. Do you want to continue?” displays.

If you are sure you want to do this, click the OK button to clear the webpage message.

If you do not want to renew DHCP / lose the IP connection, click the Cancel button and continue
operation.

After you click the Save button, the message “Warning: When changing parameters on this page, you
may lose IP connectivity. This could in turn require reconfiguration of this PC. Do you want to continue?”
displays.

If you are sure you want to change these parameters, click the OK button to clear the webpage message,
and then follow any on-screen messages.

If you do not want to change parameters, click the Cancel button and continue operation.

Message: The value of DNS Server’ must be a valid IP address in dotted decimal notation (x.y.z.w’).
The following restrictions apply:

1) x, y, z, and w must be decimal numbers between 0 and 255,

2) x must not be 0,

3) x must not be 127, and

4) x must not be greater than 223.

The value of 'DMNS Server' must be a valid IP address in dotted decimal notation ("2,

The following restrictions apply:
10 %, y, Z, and v must be decimal numbers betvween 0 and 255,
21 must not be O,
3 % must not be 127, and
47 x must not be greater than 223,

Recovery: 1. Click the OK button to clear the message. 2. Re-enter a valid IP address per the
instructions.
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Message: No any network address/netmask input. Please enable DHCP or give a valid IPv4 or IPv6
network address and netmask.

Mo any valid netwoark address/netmask input. Please enable DHCP or give a valid IPvd or IPvE network address and netmask

Recovery: 1. Click the OK button to clear the message. 2. Re-enter a parameter per the instructions.

Message: A static address is only used if the fall-back time-out is non-zero.

Recovery: 1. Click the OK button to clear the message. 2. Re-enter the Fallback parameter with a value
greater than 1.
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NTP Configuration

Configure NTP on this page from Configuration > System > NTP. Network Time Protocol (NTP) is a
network protocol for synchronizing the clocks of computer systems. NTP uses UDP (datagrams) as
transport layer.

The LIB-306 uses NTP for real time clock synchronization with the network time server. The NTP

is compliant with RFC 5905. The LIB-306 takes care of daylight saving options where used.

The LIB-306 management interfaces provide options to configure NTP and report the network time
synchronized. The LIB-306 time obtained is used for all LIB-306 services that need a timestamp. Note
that you cannot access the LIB-306 by System Name via DHCP/DNS.

NTP Configuration

Mode Disabled hd

Server 1

Server 2

Server 3

Server 4

Server 5

Save Reset

Mode

Sets / indicates NTP mode operation, either:

Enabled: Enable NTP mode operation. When NTP mode operation is enabled, the agent forwards
NTP messages between the clients and the server when they are not on the same subnet domain.
Disabled: Disable NTP mode operation.

Server #

Provide the NTP IPv4 or IPv6 address of this LIB-306. IPv6 address is in 128-bit records
represented as eight fields of up to four hexadecimal digits with a colon separating each field (:). For
example,

'fe80::215:¢5ff:fe03:4dc7'. The symbol "' is a special syntax that can be used as a shorthand way of
representing multiple 16-bit groups of contiguous zeros; but it can only appear once. It can also
represent a legal, valid IPv4 address. For example, '::192.1.2.34". Note that you can ‘cut and paste’
information to and from this field.

Buttons

Save: Click to save changes.

Reset: Click to undo any changes made locally and revert to previously saved values.

Messages

Parameter <server_ipv6> doesn't allowed all zero or all 'ff'
Sever already exist! Delete it first.
Using IPv6 multicast address is not allowed here.
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Time Configuration

This page allows you to configure the Time Zone and Daylight Savings Time (DST) parameters from the
Configuration > System > Time menu path.

Time Zone Configuration

Time Zone Configuration

Time Zone None M

Acronym (0 -16 characters )

Daylight Saving Time Configuration

Daylight Saving Time Mode

Daylight Saving Time | Disabled -

Start Time settings

Month Jan
Date 1
Year 2014
Hours ]
Minutes 0

End Time settings

Month

Date

Year

Hours

Minutes

Jan

1
2097
0

0

Offset settings
Offset 1 (1-1440) Minutes

The Time Zone and Daylight Savings Time (DST) parameters are described below.

Time Zone Configuration
Time Zone

Time Zone: Lists various Time Zones world wide. Select the appropriate Time Zone from the drop
down and click Save to set. See the end of this section for the Time Zone selections.
Acronym: User can set the acronym of the time zone. This is a User configurable acronym to identify

the time zone. Enter up to 16 alpha-numeric characters including '<, '_" or ." characters.
Daylight Saving Time Configuration
Daylight Saving Time

This is used to set the clock forward or backward according to the configurations set below for a
defined Daylight Saving Time duration. The defaultis Disabled.

Select 'Disabled’' to disable the Daylight Saving Time configuration.

Select 'Recurring' and configure the Daylight Saving Time duration to repeat the configuration
every year.

Select 'Non-Recurring' and configure the Daylight Saving Time duration for single time
configuration.
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Recurring Configurations
Start time settings

Week - Select the starting week number (1-5).

Day - Select the starting day (Sun, Mon, Tue, Wed, Thu, Fri, Or Sat).

Month - Select the starting month (Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Or Dec).
Hours - Select the starting hour (0 - 23).

Minutes - Select the starting minute (0 - 59).

End time settings

Week - Select the ending week number (1-5).

Day - Select the ending day (Sun, Mon, Tue, Wed, Thu, Fri, Or Sat).

Month - Select the ending month (Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Or Dec).
Hours - Select the ending hour (0 - 23).

Minutes - Select the ending minute (0 - 59).

Offset settings
Offset - Enter the number of minutes to add during Daylight Saving Time. (Range: 1 to 1440)
Start time settings

Month - Select the starting month (Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Or Dec).
Date - Select the starting date (1 - 31).

Year - Select the starting year (2000 - 2097).

Hours - Select the starting hour (0 - 23).

Minutes - Select the starting minute (0 - 59).

End time settings

Month - Select the ending month (Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Or Dec).
Date - Select the ending date (1 - 31).

Year - Select the ending year (2000 - 2097).

Hours - Select the ending hour (0 - 23).

Minutes - Select the ending minute (0 - 59).

Offset settings
Offset - Enter the number of minutes to add during Daylight Saving Time (1 - 1440).

Buttons
Save: Click to save changes.

Reset: Click to undo any changes made locally and revert to previously saved values.
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Time Zones List

The various Time Zone selections available world wide are listed below.

None

(GMT-12:00) International Date Line West
(GMT-11:00) Midway Island, Samoa
(GMT-10:00) Hawaii

(GMT-09:00) Alaska

(GMT-08:00) Pacific Time (US and Canada)
(GMT-08:00) Tijuana, Baja California
(GMT-07:00) Arizona

(GMT-07:00) Chihuahua, La Paz, Mazatlan - New
(GMT-07:00) Chihuahua, La Paz, Mazatlan - Old
(GMT-07:00) Mountain Time (US and Canada)
(GMT-06:00) Central America
(GMT-06:00) Central Time (US and Canada)
(GMT-06:00) Guadalajara, Mexico City, Monterrey - New
(GMT-06:00) Guadalajara, Mexico City, Monterrey - Old
(GMT-06:00) Saskatchewan
(GMT-05:00) Bogota, Lima, Quito, Rio Branco
(GMT-05:00) Eastern Time (US and Canada)
(GMT-05:00) Indiana (East)
(GMT-04:30) Caracas

(GMT-04:00) Atlantic Time (Canada)
(GMT-04:00) La Paz

(GMT-04:00) Manaus

(GMT-04:00) Santiago

(GMT-03:30) Newfoundland
(GMT-03:00) Brasilia

(GMT-03:00) Buenos Aires
(GMT-03:00) Georgetown
(GMT-03:00) Greenland
(GMT-03:00) Montevideo
(GMT-02:00) Mid-Atlantic
(GMT-01:00) Azores

(GMT-01:00) Cape Verde Is.

(GMT) Casablanca

(GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London
(GMT) Monrovia, Reykjavik

(GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna
(GMT+01:00) Belgrade, Bratislava, Budapest, Ljubljana, Prague
(GMT+01:00) Brussels, Copenhagen, Madrid, Paris

(GMT+01:00) Sarajevo, Skopje, Warsaw, Zagreb

(GMT+01:00) West Central Africa
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Log (System Log) Configuration

Configure System Logging (Syslog) on this page from Configuration > System > Log. The Syslog data
is stored in LIB-306 RAM by default. Syslog data will be lost with an LIB-306 reboot unless other
provisions are made to save it.

For syslog monitoring details, see ‘Monitor > System > Log’ on page 453.

System Log Configuration

Server Mode Disabled -

Server Address

Syslog Level Informational -

| Save || Reset |

Server Mode

Sets / indicates the server mode operation. When Server Mode is enabled, the syslog message will
be sent out to syslog server. The syslog protocol is based on UDP communication and received on
UDP port 514 and the syslog server will not send acknowledgments back to the sender since UDP is
a connectionless protocol and it does not provide acknowledgments. The syslog packet will always be
sent out, even if the syslog server does not exist. Possible modes are:

Enabled: Enable server mode operation.
Disabled: Disable server mode operation.

Server Address

Sets / indicates the IPv4 or IPv6 host address of the syslog server. If the switch provides the DNS
feature, it can also be a host name. If you enter an invalid address, or do not enter any address, the
message “The format of Server Address is invalid” displays. Re-enter a valid IPv4 or IPv6 server
address.

Syslog Level

Sets / indicates what kind of message will be sent to the syslog server. Possible modes are:
Error: Send the specific messages which severity code is less or equal than Error(3).
Warning: Send the specific messages which severity code is less or equal than Warning(4).
Notice: Send the specific messages which severity code is less or equal than Notice(5).

Informational: Send the specific messages which severity code is less or equal than
Informational(6).

Buttons

Save: Click to save changes.

Reset: Click to undo any changes made locally and revert to previously saved values.
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Syslog Events

Syslog events supported include:

e Port 1 link up and down

LIB-306 Web User

< Port Security Limit Control reach but the action is none

< IP source guard table is full
« IP source guard table reaches the port limitation.

« IP source guard port limitation changes, should delete entry

e LIB-306 boot up
« SNMP authentication failure

Examples

<14>1 1970-01-01T04:57:31+00:00 192.168.1.110 syslog -
'1' triggered and message is 'AlArM1’ 192.168.1.11

<14>1 1970-01-01T00:31:51+00:00 192.168.1.110 syslog -
192.168.1.110 15/10 ©9:00:23.647

<14>1 1970-01-01T00:31:55+00:00 192.168.1.110 syslog -
192.168.1.110 15/10 ©9:00:27.647

<14>1 1970-01-01T00:32:01+00:00 192.168.1.110 syslog -
192.168.1.110 15/10 ©9:00:33.647

<14>1 1970-01-01T00:32:05+00:00 192.168.1.110 syslog -
192.168.1.110 15/10 ©9:00:37.647

<14>1 1970-01-01T00:39:52+00:00 192.168.1.110 syslog -

ID6564 [LIB-306-24] Input Alarm
® 30/09 12:57:46.977

ID11 [LIB-306-24] Input Alarm 2 triggered
ID12 [LIB-306-24] Input Alarm 2 cleared
ID13 [LIB-306-24] Input Alarm 2 triggered
ID14 [LIB-306-24] Input Alarm 2 cleared

ID15 [LIB-306-24] Authentication for

'admin' successful via 'http'192.168.1.110 15/10 ©9:08:25.635

"~ Tftpd32 by Ph. Jounin

Current Directory |55 ﬂ Browze |
Server interface 132 168.1.30 | Show Dir |
Syslog server | Log viewe |
text from date ~
<1421 1970-01-01T00:31:51+00:00 192.168.1.110 spslog - D17 [53230-24] Input Alarm 2 triggeredl 152168.1.110 15/1009:00:23.647
<1457 1970-01-01T00:31:55+00:00 192.168.1.110 syslog - (D12 [S3290-24] Input Alarm 2 cleared] 192168.1.110 1510 09:00:27 647
<14>11970-01-01T00:32:07+00:00 192.168.1.110 svslog - D13 [53230-24] Input Alarm 2 tiggeredl 132168.1.110 15/10 09:.00:33.647
<1d>1 1970-01-01T00:32:05+00:00 192.168.1.110 spzlag - 107 4 [S3230-24] Input Alam 2 cleared] 152168.1.110 15/10 09:00:37. 647
<1451 1970-01-01T00:39:52+00:00 192.168.1.110 spslog - D15 [53230-24] Authentication for ‘admin’ ¢, 132.168.1.110 15410 09:08:25.635
<14>1 1970-01-01T00:41:68+00:00 132.168.1.110 spslog - ID1E [53290-24] Authentication for ‘admin’ 2. 192.168.1.110 15/1009.10:31.636
<1451 1970-01-01 TO0:59:37+00:00 192.168.1.110 spslog - |07 [53290-24] Authentication for 'admin' = 192.168.1.110 15/1009:23:09.627
<141 19720-M -0 TO1-07-4R+00-N0 192 1RR 1 1111 zuslan - 1018 153290241 Authenticatinn for 'admin' = 1582 1RR 111N ARANNFRR19R14
Clear | o -
About | Seltings Help
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Alarms Configuration

This page displays current alarms configuration and allows LIB-306 alarm configuration from the
Configuration > Alarms menu path.

Alarm inputs and outputs are RJ-45 connectors with 2-IN and 2-OUT, 10-30VDC, 40mA maximum,
optically isolated from the main board. You can connect up to four alarm inputs from external devices in
your environment (e.g., a fire alarm, a door, a temperature gauge) to the alarm input port on the switch
front panel. For each alarm input, you can configure an open or closed circuit to trigger an alarm and
configure the severity of the alarm. A triggered alarm generates a system message. If you enter a
descriptive name for the alarm, that name is included in the system message. A triggered alarm also turns
on the front panel S2 LED display. The S2 LED is normally off, meaning no alarm condition exists.

You can set the alarm severity to Info, Warning, or Error. The severity is included in the alarm message

and also sets the LED color when the alarm is triggered. The S2 LED is amber for an Info (minor) alarm,
red for a Warning (major) alarm, and blinking red for an Error (critical) alarm. If not set, the default alarm
severity is Info (minor).

See the related Install Guide manual for Alarm hardware setup information.
Note that you can monitor the Alarms from the Monitor > System > Logs menu path.

Syslog configuration is done at Configuration > System > Log, and Syslog alarms are monitored at
Monotor > System > Log.

Configuration > Alarms

Here you can configure Alarm event sources. Note the following front panel LED indications:

S2 LED is green when at least one source listed below is being monitored (enabled) when the severity
level is Info.

S2 LED is amber when at least one event source has triggered if the severity level is \Warning.

S2 LED is flashing amber when at least one event source has triggered if the severity level is Error.

S2 LED is off when all event sources are disabled if the severity level is Error.

The Input Alarm and Output Alarm configuration parameters are described below.
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Input Alarm Configuration

Alarm ID
The Alarm ID identifies the Input Alarm number (1 or 2).

Trigger

Change the state of the relay when an alarm condition is active:

Close: Relay is activated on this alarm.
Open: Relay is de-activated on this alarm.

Status

Red indicates an alarm is triggered ( .).
Green indicates normal condition ().
Severity

The Input alarm severity level, where:

Info: S2 LED is green when this alarm is enabled. Warning:
S2 LED is amber when this alarm is triggered. Error: S2 LED
is flashing amber when this alarm is triggered.

Persistent

LIB-306 Web User

Alarm 1D

1
2

Dpen (v

Clogse »

Info b

YWarning
1 Errar

Uncheck: when an alarm is triggered by a condition, the alarm will not be cleared

automatically when the trigger condition no longer matches.

Check: when an alarm is triggered by a condition, the alarm will not be cleared

automatically when the trigger condition no longer matches (the alarm “persists”).

Clear

Check the checkbox to manually clear an alarm. For persistent mode this is the only

way to clear an alarm.

For non-persistent mode, the alarm will clear automatically when the trigger condition ]

no longer matches.

In either persistent or non-persistent mode, if an alarm is cleared manually, then the

alarm will not re-trigger until the trigger condition re-occurs.

Enable

Check the checkbox to enable the input alarm or uncheck to Disable the input alarm.

Description
The Alarm description string to uniquely identify the alarm. You can enter up to 99 alphanumeric
characters.
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Output Alarm Configuration
Alarm ID 1
The Alarm ID identifies the Output Alarm number (1 or 2).

Trigger

Change the state of the relay when an alarm condition is active:

Close: Relay is activated on alarm. Close v
Open: Relay is de-activated on alarm.

Close %

Status

Red indicates an alarm is triggered ( .).

Green indicates normal condition ().
Severity

The Input alarm severity level, where:

Info: S2 LED is green when this alarm is enabled. Warning:
S2 LED is amber when this alarm is triggered. Error: S2 LED
is flashing amber when this alarm is triggered.

Port Link Monitor | Port Link Monitor

Enable monitoring of a port link by selecting the port number. You can TChDDSE port number— &
use the Shift + left mouse click or Ctrl + left mouse click to select 5
multiple ports. 3 v

Buttons
Save: Click to save changes.

Reset: Click to undo any changes made locally and revert to previously saved values.
Auto Refresh: Check this box to automatically refresh the page every three seconds.

Refresh: Click to refresh the page. Any changes made locally will be undone.

Messages

Message “Switch does not respond.” displays if the web browser is outdated and must be upgraded.

Recovery: 1.Click OK to clear the webpage message. 2. Upgrade
your browser version to the latest available version.
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Syslog ‘Alarms Triggered' and 'Alarm Cleared’ Example

text from ~date

<14>11970-01-01T19:20:3300:00 192.168.1.110 syslog -ID19153290-24) Input Alarm 2 triggered! 192.168.1.110 10/1010:02:45.776
<14>11970-01-01T19:22:20+00:00192.168.1.110 syslog - 1020 153290-24) Authentication lor *admine successful via *httpe  192.168.1.110 10/1010:04:33.760
<14>11970-01-01T19:24:34+00: 00 192.168.1.110syslog-1021 153290-24) Authentication lorsadmin® successful via shttpe ~ 192.168.1.110 10/1010:06:47.760

01" 26: yslog- : utput Alarm 1 friggered! 192168 1.1T0 107/1010:09:05.760
<14>11970-01 01T19 26: 53'00 00 192. 168 1 llOSyslog 1023153290-24) Output Alarm 2 triggered! 192.168.1.110 10/1010:09:05.760
<14>11970-01-01T19:30:42+00:00 192.168.1.110 syslog -1D24153290-24) Authentication lor *admin® successful via scons... 192.168.1.110 10/1010:12:55.760
<14>11970-01-01T19:37:05°00:00 192.168.1.110 syslog -ID25153290-24) Authentication lorsadmine successful via *httpe  192.168.1.110 10/1010:19:17.745
<14>11970-01-01T19:37:07+00:00 192.168.1.110 syslog ‘ID26153290-24) InputAiarm 2 cleared! 192.168.1.110 10/1010:19:19.745
<14>11970-01-01T19:37:07°00:00 192.168.1.110 syslog - 1027153290-24) Output Alarm 1 cleared! 192.168.1.110  10/1010:19:19.745
<14>11970-01-01T19:39:58+00:00192.168.1.110 syslog - 1028153290-24) Authentication lor *admine successful via shttpe ~ 192.168.1.110 10/1010:22:11.745
<14>11970-01-01T19:41:27200:00 192.168.1.110 syslog ‘ID29153290-24) Authentication lorsadmine successful via *httpe  192.168.1.110 10/1010:23:39.745
<14>11970-01-01T19:41:29+00:00 192.168.1.110 syslog - 1030 153290-24) Output Alarm 2 cleared! 192.168.1.110  10/1010:23:41.745
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Ports Configquration

This page displays current port configurations and allows LIB-306 port configuration and DMI
configuration from the Configuration > Ports menu path.

The LIB-306-24 is a 6-port device with one MGMT/data port, one CONSOLE PORT, two
10/100/1000BaseT ports, and four SFP interfaces which can be operated in 100BaseFx, 1000BaseX, or
SGMII mode.

The LIB-306-42 is a 6-port device with one MGMT/data port, one CONSOLE PORT, three
10/100/1000BaseT ports, and two SFP interfaces which can be operated in 100BaseFx, 1000BaseX, or
SGMII mode.

All Ethernet ports are equipped with LEDs for visual status of speed, duplex and activity. The
10/100/1000BaseT ports provide standard features such as configuring Auto negotiation, Advertisement
capabilities, speed, duplex, flow control and autocross. These features are compliant with the IEEE
802.3-2008 Ethernet PHYs standards.

The SFP port when in 100BaseFx mode is set at 100Mbps and the duplex mode can be user configured.
Far End Fault (FEF) is supported in this mode of operation. The SFP port when in 1000BaseX mode
always has Auto-negotiation and Auto-negotiation Bypass modes enabled. Flow control is configurable.
The SFP port can operate in SGMII mode with Auto-negotiation always on. When the SFP ports operate
in 100BaseFx mode, the optical link integrity can be identified by FEF. This is very useful to detect faults
in network since fiber links can be long. FEF occurs when the device detects that it cannot sense any
more IDLE symbols on the link. This indicates a fault on receive, and the device sends FEF signals on its
transmit, thus notifying its link partner of the fault. FEF is enabled by default and is not a configurable
option.

Configuration > Ports > Configuration

The LIB-306 ports can be configured here in terms of speed, flow control, PFC, max. frame size,
excessive collision control, and port description.

The Port Configuration parameters are explained below.

Port

This is the logical port number for this row (1-6). The * in the Port column acts as a ‘wild card’
character which causes the selections in this row to be applied to all other Ports (rows) in the table for
which this selection is valid.
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Link
The current link state is displayed graphically. Green indicates the link is up and red that it is down.
Current Link Speed

Provides the current link speed of the port:

1G£dx: the link is up and operating at 1000 Mbps at Full Duplex.
Down: the link is currently down.

[s] : Shared port (lower case “s”).

[S] : Active shared port (upper case “S”).

Configured Link Speed

Select any available link speed for the given LIB-306 port. The available selections are Disabled,
Auto, 10Mbps HDX, 10Mbps FDX, 100Mbps HDX, 100Mbps FDX, 1Gbps FDX and 2.5Gbps FDX.

Disabled
Disabled
|100Mbps FDX
100Mbps FDX 1Gbps FOX
1Gbps FDX 2 BGbps FDX
Ports 1, 2 Port 3,4 Ports 5, 6

Depending on the type of port, (copper or SFP), this can be displayed as:

<>: Displays in the ‘wild card’ row to indicate no parameter selection has been made yet.
Auto: Port auto negotiating speed with the link partner and selects the highest speed that is
compatible with the link partner.

Disabled: administratively disables the LIB-306 port operation.

10Mbps HDX - Forces the port in 10Mbps half duplex mode.

10Mbps FDX - Forces the portin 10Mbps full duplex mode.

100Mbps HDX - Forces the port in 100Mbps half duplex mode.

100Mbps FDX - Forces the port in 100Mbps full duplex mode.

1Gbps FDX - Forces the portin 1Gbps full duplex

2 .5Gbps FDX - Forces the port in 2.5Gbps full duplex

10Gbps FDX - Forces the portin 10Gbps full duplex mode.

The 10/100/1000BaseT and 100BaseFx/1000BaseX/SGMII ports support auto-negotiation per the
IEEE 802.3 standard. The ports come up in Auto-negotiation mode by default.

The 10/100/1000BaseT also supports disabling Auto-negotiation and can be forced to 10 half, 10 full,
100 half, 100 full or 1G full-duplex modes. When auto negotiation parallel detects a forced mode
remote, it defaults to the link speed and Half duplex. This can result in a forced Full duplex port
talking to an Auto port operating in Half duplex mode, resulting in excessive collision issues.

The Auto-negotiation signaling is compliant with IEEE802.3 2008 Clause 28. In 1000BaseX mode,
auto negotiation is always enabled, in a case where the link partner doesn’t auto negotiate, the
bypass mode is activated automatically to link at 1000Mbps and full duplex (1Gbps FDX).

The Auto-negotiation signaling is compliant with IEEE802.3 2008 Clause 37. In 100BaseFx mode,
auto-negotiation is not supported and the ports come up in forced 100M/Full-duplex. Duplex is
configurable to half or full to support legacy equipment.
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Advertise Duplex

When duplex is set as auto (Autonegotiation), the port will only advertise the specified duplex as
either Fdx or Hdx to the link partner. By default, the port will advertise all the supported duplexes if
the Duplex is set to ‘Auto’.

Advertise Speed

When Speed is set as auto (Autonegotiation), the port will only advertise the specified speeds
(Speed10 Speed100 Speed1000) to the link partner. By default port will advertise all the supported
speeds if speed is set as Auto.

Flow Control

When Auto Speed is selected on a port, this section indicates the flow control capability that is
advertised to the link partner.

When a fixed-speed setting is selected, that is what is used. The Current Rx column indicates
whether pause frames on the port are obeyed, and the Current Tx column indicates whether pause
frames on the port are transmitted. The Rx and Tx settings are determined by the result of the last
Auto Negotiation.

Check the Enable checkbox to use flow control. This setting is related to the setting for Configured
Link Speed.

Note: The 100FX standard doesn't support Auto Negotiation, so when in 100FX mode the flow control
capabilities will always be shown as "disabled".

PFC

When PFC (802.1Qbb Priority Flow Control) is enabled on a port then flow control on a priority level is
enabled. Through the Priority field, range (one or more) priorities can be configured (e.g., '0-3,7"'
which equals '0,1,2,3,7'). PFC is not supported through auto negotiation. PFC and Flow control
cannot both be enabled on the same port.

Maximum Frame Size

Enter the maximum frame size to be allowed for the LIB-306 port, including FCS. The valid range is
1518-10240 bytes. The default is 10240 bytes for all ports.

Excessive Collision Mode

Configure port transmit collision behavior:

<>: wild card character selects all.

Discard: Discard frame after 16 collisions (default).

Restart: Restart the backoff algorithm after 16 collisions.

The Excessive Collision Mode parameter does not apply to the fiber ports.

Description

Lets you enter a definitive description for each port. This is the Port description string to uniquely
identify the circuit, using a maximum of 255 alphanumeric characters.

Buttons
Save: Click to save changes.
Reset: Click to undo any changes made locally and revert to previously saved values.

Refresh: Click to refresh the page. Any changes made locally will be undone.
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DHCP Configuration

Configuration > DHCP

The Configuration > DHCP menu path lets you configure LIB-306 DHCP Server, DHCP Snooping, and
DHCP Relay parameters.

DHCP (Dynamic Host Configuration Protocol) is a used for assigning dynamic IP addresses to devices on
a network. DHCP used by networked computers (clients) to obtain IP addresses and other parameters
such as the default gateway, subnet mask, and IP addresses of DNS servers from a DHCP server.

The DHCP server ensures that all IP addresses are unique, for example, no IP address is assigned to a
second client while the first client's assignment is valid (its lease has not expired). Therefore, IP address
pool management is done by the server and not by a human network administrator.

Dynamic addressing simplifies network administration because the software keeps track of IP addresses
rather than requiring an administrator to manage the task. This means that a new computer can be added
to a network without the hassle of manually assigning it a unique IP address.

The Configuration > DHCP menu path lets you configure LIB-306 DHCP Snooping and/or DHCP Relay,
as discussed below. Note that you cannot access the LIB-306 by System Name via DHCP/DNS.
Configuration > DHCP > DHCP Server

This menu path lets you configure the DHCP Server's Mode, Excluded IP, and Pool functions.

> DHCP Server Mode

This page configures global mode and VLAN mode to enable/disable DHCP server per system and per
VLAN. A DHCP Server is used to allocate network addresses and deliver configuration parameters to
dynamically configured hosts called DHCP client.

Click the Add VLAN Range button to display the entry fields.

Note: after power up, the LIB-306 has DHCP enabled. If a DHCP server is available, the LIB-306 will
obtain an IP address from the DHCP server. If no DHCP server is available, after 70 seconds, the LIB-306
will fall back to the default IP address of 192.168.0.1/24.

The parameter entries are described below.
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Global Mode

Configure operation mode to enable/disable DHCP server per system.

Mode

Configure the operation mode per system. Possible modes are:
Enabled: Enable DHCP server per system.
Disabled: Disable DHCP server per system.

VLAN Mode

Configure operation mode to enable/disable DHCP server per VLAN.

VLAN Range

Indicate the VLAN range in which DHCP server is enabled or disabled. The first VLAN ID must be
smaller than or equal to the second VLAN ID. BUT, if the VLAN range contains only one VLAN ID,
then you can just input it into either the first or the second VLAN ID, or both.

On the other hand, if you want to disable the existing VLAN range, then you can follow these steps.

1. Click the Add VLAN Range button to add a new VLAN range.
2. Enter the VLAN range that you want to disable.

3. Change the Mode to Disabled.

4. Click Save to apply the change.

The disabled VLAN range is then removed from the DHCP Server Mode Configuration page.
Mode

Indicate the operation mode per VLAN. Possible modes are:
Enabled: Enable DHCP server per VLAN.
Disabled: Disable DHCP server per VLAN.

Buttons

Add VLAN Range: Click to add a new VLAN range. You can add more than one VLAN Range per Save
operation.

Save: Click to save changes.

Reset: Click to undo any changes made locally and revert to the previously saved values.
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> DHCP Excluded IP

This page configures excluded IP addresses. DHCP server will not allocate these excluded IP addresses
to DHCP client.

Click the Add IP Range button to display the DHCP Server Excluded IP Configuration entry fields.

The excluded IP address parameters are described below.

IP Range

Define the IP range to be excluded IP addresses. The first excluded IP must be smaller than or equal
to the second excluded IP. BUT, if the IP range contains only one excluded IP, then you can just input
it to either the first and second excluded IP or both.

Buttons
Add IP Range: Click to add a new excluded IP range.
Save: Click to save changes.

Reset: Click to undo any changes made locally and revert to previously saved values.
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> DHCP Pool

This page manages DHCP pools. According to the DHCP pool, DHCP server will allocate IP address and
deliver configuration parameters to DHCP client.

Click the Add New Pool button to display the entry fields.

Pool Setting

Here you can add or delete pools. Adding a pool and giving a name is to create a new pool with a
"default" configuration. If you want to configure all settings including type, IP subnet mask and lease time,
you can click the pool name to go into the configuration page.

Name

Configure the pool name that accepts all printable characters, except white space. If you want to
configure the detail settings, you can click the pool name to go into the configuration page.

Type
Display which type of the pool is.
Network: the pool defines a pool of IP addresses to service more than one DHCP client.
Host: the pool services for a specific DHCP client identified by client identifier or hardware address.
If a dash ("-") is displayed, it means not defined.

IP

Display network number of the DHCP address pool.
If a dash "-"is displayed, it means not defined.

Subnet Mask

Display subnet mask of the DHCP address pool.
If a dash "-"is displayed, it means not defined.

Lease Time

Display lease time of the pool in days hours minutes.
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Buttons
Add New Pool: Click to add a new DHCP pool.

Save: Click to save changes.

Reset: Click to undo any changes made locally and revert to previously saved values.

Example

Click the linked Name (e.g., DSPC100 below) to display the full DHCP Pool Configuration settings.

The DHCP Pool Configuration parameters are described below.
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Pool
Select a DHCP pool to configure the settings.

Name
Select a DHCP pool by the pool name.

Setting
Configure the DHCP pool settings.

Pool Name
Displays the selected pool name.
Type

Specify which type the pool is.
None: no pool (default). None =

Network: the pool defines a pool of IP addresses to service None

more than one DHCP client. Metwork
Host: the pool services for a specific DHCP client identified by  [Host
client identifier or hardware address.

IP

Specify network number of the DHCP address pool.
Subnet Mask

DHCP option 1. Specify the subnet mask of the DHCP address pool.
Lease Time days (0-365)

DHCP option 51, 58 and 59. Specify a lease time that allows the client to request a hours (0-23}

lease time for the IP address. If all are 0's, then it means the lease time is infinite. minutes (0-59

Domain Name

DHCP option 15. Specify domain name that client should use when resolving hostname via DNS.
Broadcast Address

DHCP option 28. Specify the broadcast address in use on the client's subnet.
Default Router

DHCP option 3. Specify a list of IP addresses for routers on the client's subnet.
DNS Server

DHCP option 6. Specify a list of Domain Name System name servers available to the client.
NTP Server

DHCP option 42. Specify a list of IP addresses indicating NTP servers available to the client.
NetBIOS Node Type

DHCP option 46. Specify NetBIOS node type option to allow Netbios over TCP/IP clients which are
configurable to be configured as described in IETF RFC 1001/1002. This is the node type of a
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networked computer which relates to the way it resolves NetBIOS names to IP addresses.
The node types are:

None: no node. Mone v

: L —
B-node: B- node type (0x01 Broadcast). B-node
P-node: P- node type (0x02 Peer (WINS only). P-node
M-node

M-node: M- node type (0x04 Mixed (broadcast, then WINS). H-node
H-node: H- node type (0x08 Hybrid (WINS, then broadcast).

The node type in use is displayed by opening a command line and typing ipconfig /all. A Windows PC
registry may also be configured in such a way as to display "unknown" for the node type.

NetBIOS Scope

DHCP option 47. Specify the NetBIOS over TCP/IP scope parameter for the client as specified in
RFC 1001/1002.

NetBIOS Name Server

DHCP option 44. Specify a list of NBNS name servers listed in order of preference.
NIS Domain Name

DHCP option 40. Specify the name of the cliet's NIS (Network Information Service) domain.
NIS Server

DHCP option 41. Specify a list of IP addresses indicating NIS servers available to the client. The
Network Information Service (NIS) maintains and distributes a central directory of user and group
information, hostnames, e-mail aliases and other text-based tables of information in the network.

Client Identifier

DHCP option 61. Specify client's unique identifier to be used when pool is the type of host.
None: no identifier.

FQDN: fully qualified domain name (absolute domain name). FODN
MAC: MAC identifier. MAC

Mone |v

Hardware Address

Specify client's hardware (MAC) address to be used when the pool is the type of host.
Client Name

DHCP option 12. Specify the name of client to be used when the pool is the type of host.
Vendor / Class Identifier

DHCP option 60. Specify to be used by DHCP client to optionally identify the vendor type and
configuration of a DHCP client. DHCP server will deliver the corresponding option 43 specific
information to the client that sends option 60 vendor class identifier.

Vendor i Specific Information

DHCP option 43. Specify vendor specific information according to option 60 vendor class identifier.
Buttons

Save: Click to save changes.

Reset: Click to undo any changes made locally and revert to previously saved values.
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DHCP Options

See the IANA web site at http://www.iana.org/assignments/bootp-dhcp-parameters/bootp-dhcp-
parameters.xhtm| for DHC options information.

See the IETF web site for RFC 2132 information at http://tools.ietf.org/html/rfc2132 and
http://www.networksorcery.com/enp/rfc/rfc4361.txt for RFC 4361 information.

Messages

Message: Pool type is defined so IP must be inputted.

Pool type is defined so subnet mask must be inputted.

Client identifier type is defined so value must be inputted.

The value of Broadcast Address, 222.333.444.555, must be a valid IP address in dotted decimal notation
(“x.y.z.w”), where x, y, z, and w are decimal numbers between 0 and 255.

The value of NetBIOS name server, DSS, must be a valid IP address in dotted decimal notation
(“x.y.z.w”), where X, y, z, and w are decimal numbers between 0 and 255.

Meaning: A DHCP parameter was configured incorrectly.
Recovery: 1) Click the OK button to clear the webpage message. 2) Re-enter the parameter correctly.
See the preceding section for details.
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Configuration > DHCP > DHCP Snooping

Configure DHCP Snooping on this page.

The DHCP Snooping parameters are described below.

Snooping Mode
Indicates the DHCP snooping mode operation. Possible modes are:

Enabled: Enable DHCP snooping mode operation. When DHCP snooping mode operation is
enabled, the DHCP request messages will be forwarded to trusted ports and only allow reply packets
from trusted ports.

Disabled: Disable DHCP snooping mode operation.

Port Mode Configuration
Indicates the DHCP snooping port mode. Possible port modes are:

Trusted: Configures the port as trusted source of the DHCP messages.
Untrusted: Configures the port as untrusted source of the DHCP messages.

Buttons

Save: Click to save changes.

Reset: Click to undo any changes made locally and revert to previously saved values.
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Configuration > DHCP > DHCP Relay

A DHCP relay agent is used to forward and to transfer DHCP messages between the clients and the
server when they are not in the same subnet domain. It stores the incoming interface IP address in the
GIADDR field of the DHCP packet. The DHCP server can use the value of GIADDR field to determine the
assigned subnet. For such condition, please make sure the switch configuration of VLAN interface IP
address and PVID (Port VLAN ID) correctly.

Relay Mode

Indicates the DHCP relay mode operation. Possible modes are:

Enabled: Enable DHCP relay mode operation. When DHCP relay mode operation is enabled, the
agent forwards and transfers DHCP messages between the clients and the server when they are not
in the same subnet domain. And the DHCP broadcast message won't be flooded for security
considerations.

Disabled: Disable DHCP relay mode operation.

Relay Server

Indicates the DHCP relay server IP address.

Relay Information Mode

Indicates the DHCP relay information mode option operation. The option 82 circuit ID format as
"[vlan_id][module_id][port_no]". The first four characters represent the VLAN ID, the fifth and sixth
characters are the module ID(in standalone device it always equal 0, in stackable device it means
switch ID), and the last two characters are the port number. For example, "00030108" means the
DHCP message receive form VLAN ID 3, switch ID 1, port No 8. And the option 82 remote ID value is
equal the switch MAC address. Possible modes are:

Enabled: Enable DHCP relay information mode operation. When DHCP relay information mode
operation is enabled, the agent inserts specific information (option 82) into a DHCP message when
forwarding to DHCP server and removes it from a DHCP message when transferring to DHCP client.
It only works when DHCP relay operation mode is enabled.

Disabled: Disable DHCP relay information mode operation.

Relay Information Policy

Indicates the DHCP relay information option policy. When DHCP relay information mode operation is
enabled, if the agent receives a DHCP message that already contains relay agent information it will
enforce the policy. The 'Replace’ policy is invalid when relay information mode is disabled. Possible
policies are:

Replace: Replace the original relay information when a DHCP message that already contains it is
received.

Keep: Keep the original relay information when a DHCP message that already contains it is received.
Drop: Drop the package when a DHCP message that already contains relay information is received.
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Buttons

Save: Click to save changes.

Reset: Click to undo any changes made locally and revert to previously saved values.

Messages

Message: Please make sure the DHCP server connected on trust port?

Meaning: A warning message to make sure that the DHCP Server is connected on a port that is
configured as “trusted”.

Recovery: 1) Click the OK button to clear the webpage message. 2) Verify the parameter entry. See the
preceding section for details.

Message: The value of ‘Relay server’ must be a valid IP address in dotted decimal notation (x.y.z.w’).
The following restrictions apply:

1) X, ¥, z, and w must be decimal numbers between 0 and 255,

2) x must not be 0 unless also y, z, and w are 0,

3) x must not be 127, and

4) x must not be greater than 223.

Meaning: A DHCP parameter was configured incorectly.
Recovery: 1) Click the OK button to clear the webpage message. 2) Re-enter the parameter correctly.
See the preceding section for details.
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