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1 ABOUT THIS DOCUMENT

This application note provides information about how the Advanced Encryption Standard (AES_TCP)
feature in the ALV firmware 2.10.x and higher developed by Lantronix works.

o AES_TCP:

1.1 Advanced Encryption Standard (AES128) within AVL devices ?

Advanced Encryption Standard is the process of transforming plain text using a cipher to make it
unreadable to anyone except those possessing the key.

The Advanced Encryption Standard (AES_TCP) encryption feature developed by Lantronix secures
your data by encrypting it when it is sent from the AVL device over the Internet to the destination
server and decrypting it when receiving encrypted from the server using 128-bit group encryption
with 128 key length. Outgoing data is encrypted immediately within the device and can be stored in
encrypted format until it can be actually sent out via TCP (-> refer to FLASH TCP buffer for more
information).

Lantronix FOX3-2G/3G/4G and BOLEROA40 series with activated AES_TCP will allow fleet managers
to:

o Secure the traffic data between the FOX3-2G/3G/4G or BOLERO4O series and server
e Protect data from unauthorized access.
For more information about the Advanced Encryption Standard how it works visit :

http://en.wikipedia.org/wiki/Advanced_Encryption_Standard

1.1.1 How does AES TCP encryption work ?

Everytime when an AVL device initiates a TCP connection to a remote server, it transfers the login
data as plain text, like the example below:

-$<MSG.Info.ServerLogin>

SDeviceName=Unnamed AVL

$Security=1 // indicates to the server which AES128 encryption mode the AVL device is going to use
SSoftware=avl_2.11.0 (BXFTVEVQUEIJSSByZXY6MTEtTgEf)

SHardware=STEPPIIl rev:11-N
SLastValidPosition=SGPRMC,134418.001,A,5040.4244,N,01058.8101,E,0.33,112.70,181013,,
SIMEI=357023003010510

SPhoneNumber=017618042501

SLocallP=10.41.54.118

SCmdVersion=2

SSUCCESS

S<end>

The line [SSecurity=X] in the login data tells the destination server that future messages from the
AVL device will be encrypted or not. Where X can be : 0, 1 or 2 (0 = plain text [no encryption]; 1 =
AES encryption with ECB cipher mode; 2 = AES encryption with CBC cipher mode).

After the remote server knows what kind of encryption the AVL device is going to start, both (server

and AVL device) use the encrypt/decrypt keys to encrypt and decrypt the data, they send to each
other.

It is not recommended to use the same AES key for all AVL devices with activated AES_TCP feature.
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AES_TCP
provides a security solution for fleet management companies to avoid intercepting of

information in Internet, improve productivity and protect their own online business.
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AES_TCP encryption keys (on FOX3-2G/3G/4G and BOLEROA40 series):
$PFAL TCP.Client. RxKey="52,09,6A,D5,30.36,A5,38 BF 40 A3, 9E 81,F3,D7 FB"
SPFAL, TCP.Client. TxKey="7C E3,39,82,9B, 2F FF,87.34 8E 43 44.C4 DE E9,CB"

How to define the AES_TCP encryption mode, refer to the chapter 1.1.2 below. How to set the
encrypt/decrypt keys is explained in chapter 1.1.3 below.

1.1.2 How to define the AES TCP encryption mode ?

Define the mode for AES_TCP encryption

Syntax TCP.CLIENT.LOGIN=1,<security_mode>
Examples SPFAL,Cnf.Set, TCP.CLIENT.LOGIN=1,1

To enable and use this setting, the PREMIUM Feature "AES_TCP" will be required.

<security_mode> It defines how the information between the AVL device and the server
will be transferred. For more details about the authenticate encryption
mode of operation, visit:
http://en.wikipedia.org/wiki/Block_cipher_mode_of operation.
It can be set to:

Value Meaning
0 Plain text as default mode (no AES encryption)
1 AES encryption, Electronic Codebook (ECB mode)
2 AES encryption, Cipher Block Chaining (CBC mode)
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1.1.3 How to set up the AES TCP encryption keys using PFAL commands ?

Decrypting incoming TCP packets

Command syntax TCP.Client.RxKey=<"decrypting_key">
Examples SPFAL,TCP.Client.RxKey="17A1BB67A8A9012396F2DAB63C603A5F"

This command sets a 16 hexadecimal key used for decrypting incoming TCP packets from an
encrypted transmission. The (PREMIUM) feature AES_TCP must be enabled to support this
function. It is recommended to reset firmware after setting up the key to safely restart TCP
connection with the new key.
<"decrypting_key">
Separated by commas or another "non-hexadecimal" sign, it defines a 16 hexadecimal
key for decrypting incoming packets between the device and destination TCP server.

Encrypting outgoing TCP packets

Command syntax TCP.Client.TxKey=<"encrypting_key">
Examples SPFAL,TCP.Client.TxKey="07AABA8908AB1122AAF9CCBB336AAAFF"

This command sets a 16 hexadecimal key used for encrypting outgoing TCP packets to the
destination server. The (PREMIUM) feature AES_TCP must be enabled to support this
function. It is recommended to reset firmware after setting up the key to safely restart TCP
connection with the new key.
<"encrypting_key">
Separated by commas or another "non-hexadecimal" sign, it defines a 16 hexadecimal
key for encrypting outgoing packets to the destination TCP server
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1.2 What is required to activate a PREMIUM-FEATURE?

Please refer to the application note "AppNotes_HowToActivatePremiumFeatures.pdf".

After activation, set the 16 hexadecimal keys for encrypting and decrypting TCP packets transmitted between
AVL device and destination server and start a AES_TCP connection. The encryption/decryption keys should
be setup in both AVL device and your TCP server (see the schematic in chapter 1.1.1).

Examples:
Encryptingkey  SPFAL,TCP.Client.TxKey="07AABA8908AB1122AAF9CCBB336AAAFF"
Decrypting key SPFAL,TCP.Client.RxKey="17A1BB67A8A9012396F2DAB63C603A5F"
SPFAL,Cnf.Set, TCP.CLIENT.LOGIN=1,1 // ECB encryption mode of operation

Start AES_TCP _ _
$PFAL,Cnf.Set, TCP.CLIENT.LOGIN=1,2  //CBC encryption mode of operation

Encryption example: AVL device sends a GPRMC protocol to the server (AES encryption ECB mode)
TxKey SPFAL,TCP.Client. TxKey="07AABA8908AB1122AAF9CCBB336AAAFF"
Plaintext SGPRMC,133725.569,A,5040.4365,N,01058.5650,E,0.05,302.98,251004,

4f3d18bb24a66bc8500f18f4d900a284d894f48ec9b89ac0f632ce5069232d70aaal
d0429367a17bb85c0ca52487b6bf10dbaadd4b936d4c1b9a39ed752eadb6

At the end reset the AVL device to safely restart the TCP connection with the new encryption/decryption
keys.

Ciphertext in Hex
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