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1 Overview

This application note describes how to integrate an xPico 200 series device with
Microsoft Azure. The Microsoft Azure service and the Azure portal may change. This
document serves as an example but may not be up to date. Refer to the Microsoft Azure
documentation for updated Azure instructions.

You can add a device to an loT Hub in Azure using either a SAS Token, a self-signed
X.509 certificate, or a CA-signed X.509 certificate. This document describes how to
create an loT Hub in Azure, the methods for adding a device, and examples for calling
methods on an xPico 200 series device using the Device Explorer tool from the Azure
loT SDK.

Prerequisites
You will need the following software:

e Visual Studio Code: https://code.visualstudio.com/download

e Azure loT Tools for Visual Studio Code:
https://marketplace.visualstudio.com/items?itemName=vsciot-vscode.azure-iot-
tools

e Device Explorer: https://github.com/Azure/azure-iot-sdks/releases

e D-TRUST.pem, DigiCert.pem, and baltimore-ca.pem:
https://github.com/Azure/azure-iot-sdk-c/tree/master/certs (for the self-signed
X.509 method)

o Certificate Authority files: https://github.com/Azure/azure-iot-sdk-
c/tree/master/tools/CACertificates (for the CA-signed X.509 method)
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2 Creating an loT Hub in Microsoft Azure

To create an loT Hub in Microsoft Azure:

1. Sign in to the Azure portal at https://portal.azure.com/.

2. Click Create a resource.

= Microsoft Azure # search resources, services, and docs (G+/) 0 ? linxazure@lantronix.com @
LaNTRONIX S0

Azure services

—
o,
1]
n
L]

I

L L1} ’JI n ‘@ : @

esource All resources Subscriptions Azure Cosmos Virtual App Services Storage SQL databases
groups [ol:3 machines accaunts

Createa
resource

More services

3. Inthe Search the Marketplace field, type “loT Hub” and select it from the
results.

— Microsoft Azure P Search resources, services, and docs (G+/)

Home > New

New

|’O Iﬂﬂup-—_

10T Hub Device Provisioning Service

WVINUOWS 3E2IVET ZUID VIV
Quickstarts + tutorials

et started

Recently created

Al + Machine Learning Ubuntu Server 18.04 VM

. Learn maore
Analytics

4. Click Create.

P Search resources, services, and docs (G+/) 0 ? ltrazure@lantronbe.com @
LanTRONIX P

Home > New > loT Hub

loT Hub ¢ Save for later

1 Microsoft
=

Overview  Plans

Simultaneously support millions of connected devices—whether they run Windows, Linux, or real-time operating systems. Then monitor performance and send commands to
:accelerate your digital transformation.

Useful Links

Documentation

Device management

Service overview

Pricing and scale details

Learn more about Azure loT Hub

5. On the Basics tab, select a Subscription, select a Resource Group or create a
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new one by clicking Create new and typing a name, select a Region, and enter
a globally unique loT Hub Name. This information will be publicly available, so
do not user private information.

6. Click Next: Size and scale.

= Microsoft Azure P search resources, services, and docs (G+/) § s 7] Itn@zure@lantronix.com @
. LaNTRONIX @

Home > New > IoT Hub > loT hub
loT hub X

Microsoft

Basics  Size and scale  Tags  Review + create

Create an loT Hub to help you connect, menitor, and manage billions of your |oT assets. Learn more

Project details

Choose the subscription you'll use to manage deployments and costs. Use resource groups like folders to help you
organize and manage resources.

Subscription * (D ‘ Pay-As-You-Go ~ ‘

Resource group * (@ ‘ LtrxHub ~ ‘

Create new

Region* (@ ‘ West US hd ‘

IoT hub name * (@ | LtrxDevice /l

< Previous r Next: Size and scale > ) Automation options

4 3

7. On the Size and scale tab, select a Pricing and scale tier, specify the loT Hub
units, and under Advanced Settings, choose the number of Device-to-cloud
partitions (most likely four).

8. Click Review + create.

= Microsoft Azure P search resources, services, and docs (G+/) 0 & 7 lixazure@lantroni.com @
- LanTRONIX P

Home > New > loT Hub > loT hub

Basics Sizeandscale Tags Review + create

Each 10T hub is provisioned with a certain number of units in a specific tier. The tier and number of units determine the
maximum daily quota of messages that you can send. Learn more

Scale tier and units

Pricing and scale tier * (@ ‘ 51: Standard tier hd ‘

Learn how to choose the right 10T hub tier for your solution

Number of S1 10T hub units O

Determines how your loT hub can scale. You can change this later if your needs increase.

Azure Security Center 0 On

Turn on Azure Security Center for loT and add an extra layer of threat pretection to IeT Hub, 10T Edge, and your devices. Learn more

Pricing and scale ter @ s1 Davize s (O Enabled
400,000 Message rouing @ Enabled
Cost per monih 25.00 USD Cloud-to-device commands () Enabled T
‘ < Previous: Basics ‘ [ NextTags> | Automation options
« »

Application Note: Integrating xPico 200 Series with Microsoft Azure 7



3 Adding an xPico 200 Series Device to Azure
loT Hub

Use one of the methods described in this section to add the xPico 200 device to your loT
Hub in Microsoft Azure.

Adding a device using a SAS Token
To add a device:
STEP 1. Create a device in your loT Hub

1. Log in to https://portal.azure.com.

2. Click Home if you are not already at the home page.
3. Click your loT Hub.

= Microsoft Azure B Search resources, services, and docs (G#/) O & o & 7 @ ““‘3’:‘”“_""“""&":":"’:"" &

Azure services

L 11 — o
- (%) FHH . < s S = ol
Create & RELouree All fegoutees Subseriptions Azure Cotmed Wirtusl App Seraces Storsge SOl databases
ress groups [+ ] machines accounts

Recent resources

N Type Last Viewed
o 1T Hub 2dage
- Resource group 1wk ago

-
X Itne-ict-hub 18T Hub 1wk 2o

Subscription 3mo ago
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4. On the left, click loT devices.

|,O Search (Ctrl+/) | “
B3 Export template -
Explorers

B Query explorer
1 10T devices
Automatic Device Management
£ 10T Edge
2 19T device configuration
Messaging
| File upload
. Message routing
Security

M Nuarsiaw

5. Click New at the top.

_ Microsoft Azure X2 Search resources, services, and docs (G+/)

Home > LtrxDevice - loT devices

LtrxDevice - loT devices
loT Hukb

|/-’3' Search (Ctrl+/) ‘ «@ Refresh ] Delete
[ —

EJ Export template
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6. Enter a unique name for the device in Device ID. Under Authentication type,
select Symmetric key. Leave Auto-generate keys checked. Leave Connect
this device to an loT hub set to Enable. Click Save.

.;.:' Create a device O X
k

o Find Certified for Azure loT devices in the Device Catalog

(I LantronixTesﬂ )
s
iag type @

A}&M
M) X.500 Self-Signed  X.509 CA Signed )
= _ i

Enter your primary key

Enter your secondary key

-generate keys (o
is device to an loT hub (@
(@D Joisevie)

Parent device (O

No parent device

Set a parent device

(=

7. Click Home.
8. Click your loT Hub.
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9. Click Shared access policies on the left.

| 2 search (ctri+)) | «

e

Settings

Pricing and scale

Foy

1Ll
1

IP Filter

(]

Certificates
Built-in endpoints
- Failover

== Properties

=]

Locks

Export template

Explorers

B qQuery explorer

R -
Wl 1AT Aavicac

10. Under Policy, click iothubowner.

|;) Search to filter items...
Policy Permissions
G@ registry write, service connect, device connect
service service connect
device device connect
registryRead registry read
registryReadWrite registry write

11. On the right, click the copy button next to Connection string — primary key.

iothubowner X

LtrxDen

() Regenerate keys [A] Delete

Permissions

Registry re
Registry write (0
Service connect (O

Device connect (@

Shared access keys
Primary key (0

il O
ad O

Connection string—primary key © r)

Connection string—secondary key @
o [§

Secondary key (0
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STEP 2. Generate a SAS Token for the device.
1. Open Visual Studio Code with Azure loT Tools installed.

2. If you are not signed in to Azure, you will be prompted to sign in to Azure and
select a subscription.

In the bottom-left, click AZURE IOT HUB and then click the menu button.

» OUTLINE
" AJURE 10T HUB

LtrxDevice

4. Select Set lIoT Hub Connection String.
Show Welcome Page
Send D2C Message to loT Hub
Select loTFHub
Set loT Hub Connection String

Create loT Hub

Create Device

Create loT Edge Device

Generate SAS Token for loT Hub

Start Monitoring Built-in Event Endpoint

Stop Monitoring Built-in Event Endpoint

Copy loT Hub Connection String
S OUTLINE Update Distributed Tracing Setting (Preview])
“ AZURE IOT HUB

5. A prompt will appear at the top of the window. Enter the connection string you
copied earlier and press Enter.

dime=<mmy-

IoT Hub Connection String (Press "Enter’ to confirm or "Escape’ to cancel)

Application Note: Integrating xPico 200 Series with Microsoft Azure 12



6. A device list will be shown under AZURE IOT HUB. Right-click the device you
created and select Generate SAS Token for Device.

end D2C Message to loT Hub
end C2D Message to Device
Invoke Device Direct Method
Edit Device Twin
Start Monitoring Built-in Event Endpoint

Start Receiving C2D Message

S OUTLINE Generate Coda

~ AZURE 10T HU Generate SAS Token for Device

Get Device Info
Copy Device Connection String

CANe Delete Device
Lantroi iaicae

7. A prompt will appear at the top of the window. Specify the expiration time in
hours and press Enter.

Welcome - Visual Studio Code

Enter expiration time {(hours) (Press 'Enter’ to confirm or 'Escape’ to cancel)

8. The SAS Token will be generated, shown in the output, and automatically copied
to the clipboard.
OUTPUT DEBUG COMNSOLE ERMIMAL Azure |oT Hub bl = |E|

[SASToken] SAS token for [LantronixTest] is generated and copied to clipboard:

SharedAc sSignature sr=LtrxDevice.azure-devic i2Fdevi 2FLantronixTest&
5ipg=D5Dd7xZvUHDIz1obnsXsaivZih%2BdDEuzl6alcdvfi k5e=1585948533

STEP 3. Configure the xPico 200 series device via Web Manager or CLI
1. Set the Line 1 protocol to Azure IoT.

2. Set the Azure Configuration as follows:
State: Enabled
Hub Name: The name of the loT Hub in Azure
Device ID: The Device ID set in Azure when the device was created
Security: Security Keys
SAS Token: The SAS Token generated in Visual Studio Code
MQTT Local Port: <Random>
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STEP 4. Test the integration

1. Using TeraTerm, connect to the xPico 200 series device via serial connection on
line 1.

Click Setup > Terminal.
Under New-line, set Receive and Transmit to LF and click OK.

Open Device Explorer.

o > 0N

Under loT Hub Connection String, paste the connection string you obtained
earlier and click Update.

8! Device Explorer Twin - [m] X

Configuration Management Data Messages ToDevice Call Method on Device

Connection Information

loT Hub Connection String: ?

HostName=LtrxDevice.azure-
devices.netSharedAccessKeyName=iothubowner:SharedAccessKey=aJboFnMEHRVT TPILiifiuVmZ
Z5+d9WBXcruWiOFPDS8=

Protocol Gateway HostName

G

Shared Access Signature

Key Name |igthubowner
Key Value |z JboFnMBHRYT TPILiifiuVmZZ5+daWaXcruWiOFPDa=
Target || tixDevice.azure-devices.net

TTL (Days) (365 = Generate SAS
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6. Inthe Data tab, select your device next to Device ID and click Monitor.

! Device Explorer Twin - m] ¥

Configuration Management Data  Messages To Device Call Method on Device

Monitaring

Event Hub: |Lt|'3‘DEViCE |

Device |D: | LantronixTest 5
Start Time: | 02/21/2020 19:2043 N
Consumer Group: | SDefault [ Enable

C@ Cancel [] Show system properties

EventHub Data

7. In TeraTerm, type some characters and hit Enter. The data will appear under
Event Hub Data in Device Explorer.

Event Hub Data

Receiving events...
2(21/2020 7:27:06 PM> Device: [LantronixTest], Data:[hello world]
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8. Inthe Messages To Device tab, select your device next to Device ID, type
some characters next to Message, and click Send. The data will appear in
TeraTerm.

55 Device Explorer Twin — O X

Configuration Management Data Messages ToDevice Call Method on Device

Send Message to Device:

loTHub:  [LiDevice |

Device ID CEL_antronixTest 2 Y
Message‘dHelloon_qlD ‘

[ Add Time Stamp [ Monitor Feedback Endpoint

Properties System Properties

| | Key Value

! @ Clear

Output

Adding a device using a self-signed X.509 certificate
To add a device:
STEP 1. Create a self-signed certificate
1. Open a Linux, CygWin, or MinGW terminal.

2. Generate an openssl private key.

$ openssl req -x509 -newkey rsa:4096 -nodes -keyout key.pem -out cert.pem -
days 365

Generating a 4096 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
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There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter ", the field will be left blank.

3. Generate a certificate signing request (CSR).
$ openssl req -new -key server.key -out server.csr
Enter pass phrase for server.key:
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter ", the field will be left blank.
Country Name (2 letter code) [AU]:US
State or Province Name (full name) [Some-State]:CA
Locality Name (eg, city) []:Irvine
Organization Name (eg, company) [Internet Widgits Pty Ltd]:Lantronix
Organizational Unit Name (eg, section) []:Engineering
Common Name (e.g. server FQDN or YOUR name) []:<device IP address>
Email Address []:.

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:<secret>

An optional company name []:

4. Remove the passphrase from the key.
$ cp server.key server.key.org

$ openssl rsa -in server.key.org -out server.key
Enter pass phrase for server.key.org:
writing RSA key

5. Generate a self-signed certificate.
$ openssl x509 -req -days 365 -in server.csr -signkey server.key -out server.pem
Signature ok
subject=/C=US/ST=CA/L=Irvine/O=Lantronix/OU=Engineering/CN=<device IP
address>
Getting Private key

STEP 2. Configure the xPico 200 series device via Web Manager or CLI
1. Create a new TLS Credential.

2. Set the Private Key to the contents of server.key, which can be opened with a
text editor such as Notepad. Include both the beginning and ending lines as well:
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<Your base64 encoded private key will be in here.>

3. Set the Certificate to the contents of server.pem, which can be opened with a
text editor such as Notepad. Include both the beginning and ending lines as well:

STEP 3. Register the X.509 self-signed certificates to your loT Hub

1. Log in to https://portal.azure.com.

2. Click Home if you are not already at the home page.
3. Click your loT Hub.

B0 Search rescurces, services, and docs (G+)) 0 @B ) rcazure @lantronie.con 6
= LANTRONEC

Azure services

] — —
—E— <] N K l @ —
[ (LT cJ == QL
Create a RESOUNCE All resources Subscriptions Azure Cosmod Virtual APp Services Storage SOL databases
e Frowps o2 machines ascounts

=

Recent resources

Type Last Viewed
10T Hub 2dago
Resource group 1wk ago
loT Hub 1wk ago
Subscnption 3mo ago

4. Click Certificates on the left.

O Search (Ctrl+)) | «

e

Settings
Shared access policies
C‘, Pricing and scale
= IP Filter
A Certificates
& Built-in endpoints
“« Failover
== Properties
1 Locks

Bl Export template
Explorers

B query explorer

. -
W AT Havicac
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5. Click Add at the top.

= Microsoft Azure £ Search resources, services, and docs (G+/)

Home > LtrxDevice - Certificates

LtrxDevice - Certificates
loT Hub

il c
|/’3 Search (Ctrl+/) | «© @ Refresh

6. Enter a certificate name, select your server.pem file, and click Save.
Add Certificate O x

Learn more about certificates.

Certificate Name * (D)
| LantronixTest

Certificate .pem or .cer file. * (@

| "server.pem"

(=

7. Click the certificate you created to open Certificate Details on the right.
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8. Under Verification Code, click Generate Verification Code to generate a
Verification Code.

Certificate Details X
LantronixTest

i Delete

R - -
Thumbprint @

| 691D139AA61AB64F6DEGE4530AS... |E

Created (O
[ sat, 22 Feb 2020 04:39:46 GMT | E
Updated @
| sat, 22 Feb 2020 04:39:46 GMT | E

Verification Code @

‘f""'-_-___-___-"‘\.
|(Generate Verification Code)
Verl i ifi - or .cer file. * (

| Select a file |

Verify

9. Next to the Verification Code, click the blue copy button to copy the code.

Certificate Details X
LantronixTest

i Delete

R —— =y =
Thumbprint &

| 691D139AA61A264F6DEBE4520A5... |

Created @
[ sat, 22 Feb 2020 04:39:46 GMT |
Updated ©
[ sat, 22 Feb 2020 04:39:46 GMT |

Verification Code (@ L
| BESTRAFTSC42E924288700FCO4E2. |
.

[ Generate Verification Code ||

Verification Certificate .pem or .cer file. *

| Select a file |

Verify
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10. In a Linux, CygWin, or MinGW terminal, create the verification key.
$ openssl genrsa -out verification.key 2048
11. Create the verification certificate using the verification key.
$ openssl req -new -key verification.key -out verification.csr
12. Specify the verification code copied previously when prompted.
13. Create the proof of possession certificate using the verification certificate.
$ openssl x509 -req -in verification.csr -CA server.pem -CAkey server.key -
CAcreateserial -out verificationCert.pem -days 1024 -sha256
14. In the Certificate Details panel in Azure Portal, upload verificationCert.pem and

click Verify.
Certificate Details *
i Delete
B T
Thumbprint @

| 691D139AA61A864F6DEGE45I0AS... |E

Created (@
| sat, 22 Feb 2020 04:39:46 GMT | E
Updated @
| sat, 22 Feb 2020 04:39:46 GMT | E

Verification Code (@
| BESTFAF75CA2ES92A2BBFO0FCO4E2... |E

| Generate Verification Code |
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15. Click the certificate you created. In Certificate Details, click the blue copy button

next to Thumbprint to copy the thumbprint.

Certificate Details X

LantronixTest

f Delete

S r——

Thumbprint (& o

| 691D139AA61A864F6DEGB4590A]... |@
\__‘__

Created (@

| sat, 22 Feb 2020 04:39:46 GMT | E

Updated @

| sat, 22 Feb 2020 04:39:46 GMT | E

Verification Code (@

| Generate Verification Code |

Verification Certificate .pem or .cer file. * (I

| Select a file |

Verify

STEP 4. Create a device in your loT Hub
1. Click Home if you are not already at the home page.
2. Click your loT Hub.

P Search resources, senvices, and docs (G+/)

Azure services

Incazure@lantroniccom @

LanTRon: S

T — =
1 ] —
+ @ T B ® = B
Criate & RELoUrce All resources Subseriptions Azure Cosmed Virtual App Services Storage SOL databases
groups ] machines accounts
Recent resources
T Type Last Viewed
0 s -
= RESOUCE Group 1wk 3go
s
2 Itneict-hub IoT Hub 1wk ago
Subscription 3mo ago
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3. On the left, click loT devices.

|,O Search (Ctrl+/) | “
B3 Export template -
Explorers

B Query explorer
1 10T devices
Automatic Device Management
£ 10T Edge
2 19T device configuration
Messaging
| File upload
. Message routing
Security

M Nuarsiaw

4. Click New at the top.

_ Microsoft Azure X2 Search resources, services, and docs (G+/)

Home > LtrxDevice - loT devices

LtrxDevice - loT devices
loT Hukb

|/-’3' Search (Ctrl+/) ‘ «@ Refresh ] Delete
[ —

EJ Export template
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5. Enter a unique name for the device in Device ID. Under Authentication type,
select X.509 Self-Signed. Paste the thumbprint you copied earlier under
Primary Thumbprint and Secondary Thumbprint. Leave Connect this device
to an loT hub set to Enable. Click Save.

Home > LtrxDevice - loT devices » Create a device

,9,;‘ Create a device O X
[ 5

o Find Certified for Azure loT devices in the Device Catalog

‘Qeuiee-l-a_’:.._rl
QantronixTest )
-

Authentication type—&
X.509 Self-Signed
Wlbplllll o o —

@ 6910139461486476DE684590A5228166FD22850 AP |
— I—

horint (3]
Sef_gﬁ_m_ﬂlum.,.,.‘. i —_—
d'sg'|D139AA51A864=SDE654590A5228165F32238-ﬂ) |
—_— ——

s device to an loT hub @

'Z:: Symmetric ke .509 CA Signed :ﬁ'

sable :ﬁ-
Parent device @
No parent device

(=

STEP 5. Configure the xPico 200 series device via Web Manager or CLI
1. Create a new TLS Credential.

2. Set the Private Key to the contents of server.key, which can be opened with a
text editor such as Notepad.

3. Set the Certificate to the contents of server.pem, which can be opened with a
text editor such as Notepad.

4. Set Trusted Authority 1 to the contents of D-TRUST.PEM, Trusted Authority 2
to the contents of DigiCert.pem, and Trusted Authority 3 to the contents of
baltimore-ca.pem.

5. Set the Line 1 protocol to Azure loT.

Set the Azure Configuration as follows:

State: Enabled

Hub Name: The name of the loT Hub in Azure

Device ID: The Device ID set in Azure when the device was created
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Security: X.509
Credential Name: <the name of the TLS credential>
MQTT Local Port: <Random>

STEP 6. Obtain the connection string
1. In Azure Portal, click Home.
2. Click your loT Hub.

3. Click Shared access policies on the left.

[ £ search (Ctri+)) | «

e

Settings

Pricing and scale

o

1Ll
1

IP Filter

Certificates
Built-in endpoints
"« Failover

== Properties

Locks

= Export template

Explorers

B qQuery explorer

R -
W 1~AT Aavicae

4. Under Policy, click iothubowner.

|/’_j Search to filter items...
Policy Permissions
G@ registry write, service connect, device connect
se_r:zice service connect
device device connect
registryRead registry read
registryReadWrite registry write
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5. On the right, click the copy button next to Connection string — primary key

iothubowner X

':,:.' Regenerate keys i Delete

Permissions

Registry write (O
Service connect (O
Device connect ()

Shared access keys
Primary key @

Secondary key (O

Connection string—primary key & {73

Connection string—secondary key (@

STEP 7. Test the integration

1. Using TeraTerm, connect to the xPico 200 series device via serial connection on

line 1.
2. Click Setup > Terminal.
Under New-line, set Receive and Transmit to LF and click OK.

4. Open Device Explorer.
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5. Under loT Hub Connection String, paste the connection string you obtained
earlier and click Update.

a5 Device Explorer Twin _ O w

Configuration Management Data Messages To Device Call Method on Device

Connection Information

loT Hub Connection String: ?
HostName=LtxDevice.azure-
devices.netSharedAccessKeyName=iothubowner.SharedAccessKey=aJboFnMBHRv T TPrLiifiuvVmZ
Z5+d9WBXcruWiOFPD8=

Protocol Gateway HostName:

e D

Shared Access Signature

Key Name jothubowner
Key Value |z JboFnMBHRvT TPrLiifiuVmZZ5+Id9W8XcruWiOFPD8=
Target |LixDevice azure-devices.net

TTL (Days) 365 = Generate SAS
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6. Inthe Data tab, select your device next to Device ID and click Monitor.

8= Device Explorer Twin - O X
Configuration Management Data Messages To Device Call Method on Device
Monitoring
Event Hub: |LixDevice
Device ID: | LantronixTest ~
Start Time: | 02/21/2020 192043 B~ |
Consumer Group:  $Default ] Enable
C@ Cancel [] Show system properties
EventHub Data
7. In TeraTerm, type some characters and hit Enter. The data will appear under
Event Hub Data in Device Explorer.
Event Hub Data
Receiving events...
2(21/2020 7:27:06 PM> Device: [LantronixT est]. Data:[hello world]
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8.

Adding a device using a CA-signed X.509 certificate

In the Messages To Device tab, select your device next to Device ID, type

some characters next to Message, and click Send. The data will appear in

TeraTerm.

85 Device Explorer Twin
Configuration Management Data

Send Message to Device:

Messages To Device Call Method on Device

O

loT Hub: |LtrxDevice

Device ID:¢” | LantronixTest >

Message:C_IHello on:I])

[] Add Time Stamp
Properties  System Properties

Key

<>

Output

[] Monitor Feedback Endpaoint

Value

Clear

bes

To add a device:

STEP 1. Generate the root and intermediate certificates
1.

1.

Download all files from https://github.com/Azure/azure-iot-sdk-

c/tree/master/tools/CACertificates.

Open a Linux, CygWin, or MinGW terminal.

Go to the directory storing the files that you downloaded.

Set certGen.sh as an executable.

chmod +x certGen.sh

Create the root and intermediate certificates using the following command:
JcertGen.sh create_root_and_intermediate

STEP 2. Register the certificates to your loT Hub

Log in to https://portal.azure.com.
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2. Click Home if you are not already at the home page.
3. Click your loT Hub.

- Microsoft Azure P Search resources, services, and docs (G+/) B & 0O 2 hmn.lruﬁllanl!?‘r:'xmm &

Azure services

(1T ) n — —
() HHH 0 < & —_ ]
RESOUTCE All resources Subscriptions Azure Coimod Virtusl App Services Storage SOL databases
groups ] machines accounts

Recent resources

SEL Type Last Viewed
0 15T Hub 2dago
L RESOUSE Group 1wk ago
oA, Inict-hub

T Hub 1 wk ago

u-Go Subscription 3mo ago

4. Click Certificates on the left.

|P Search (Ctrl+/) | &

e

Settings
Shared access policies
@ Pricing and scale
=~ IPFilter
A Certificates
@ Built-in endpoints
-"« Failover
> Properties
fa}

1 Locks

B3 Export template

Explorers

B Query explorer

W AT Havicac

5. Click Add at the top.

= Microsoft Azure /' Search resources, services, and docs (G+/)

Home > LtrxDevice - Certificates

LtrxDevice - Certificates
laT Hub

|P Search (Ctrl+/) | « -+ Add Refresh

Application Note: Integrating xPico 200 Series with Microsoft Azure 30



6. Enter a certificate name, select your azure-iot-test-only.root.ca.cert.pem file,
and click Save.
Add Certificate O X
Learn more about certificates.

Certificate Mame * ()

| LantronixTest y |

Certificate .pem or .cer file. * @

| "azure-iot-test-only.root.ca.cert.pem” |ﬁ

7. Click the certificate you created to open Certificate Details on the right.
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8. Under Verification Code, click Generate Verification Code to generate a
Verification Code.

Certificate Details X
LantronixTest

i Delete

R - -
Thumbprint @

| 691D139AA61AB64F6DEGE4530AS... |E

Created (O
[ sat, 22 Feb 2020 04:39:46 GMT | E
Updated @
| sat, 22 Feb 2020 04:39:46 GMT | E

Verification Code @

‘f""'-_-___-___-"‘\.
|(Generate Verification Code)
Verl i ifi - or .cer file. * (

| Select a file |

Verify

9. Next to the Verification Code, click the blue copy button to copy the code.

Certificate Details X
LantronixTest

i Delete

R —— =y =
Thumbprint &

| 691D139AA61A264F6DEBE4520A5... |

Created @
[ sat, 22 Feb 2020 04:39:46 GMT |
Updated ©
[ sat, 22 Feb 2020 04:39:46 GMT |

Verification Code (@ L
| BESTRAFTSC42E924288700FCO4E2. |
.

[ Generate Verification Code ||

Verification Certificate .pem or .cer file. *

| Select a file |

Verify

Application Note: Integrating xPico 200 Series with Microsoft Azure



10. From the terminal used earlier, generate the verification certificate.
JcertGen.sh create verification_certificate <Verification Code copied in the
previous step>

11. In the Certificate Details panel in Azure Portal, upload verification-
code.cert.pem and click Verify.
Certificate Details X

LantronixTest

[ Delete

SUMJELL WL

[ enG |@

Expiry @
| Fri, 16 Oct 2020 19:25:58 GMT | E

Thumbprint @
| 691D139AA61AB64F6DEGB590A5... |E

Created (@

| sat, 22 Feb 2020 04:39:46 GMT | E
Updated @

[ sat, 22 Feb 2020 04:41:44 GMT | E

Verification Code @

| Generate Verification Code |

Verification-€ertificatepam.or .cer file. * (
(;:Tion-code.cert.pem") |E
—-—--F'!

=)

STEP 3. Create a device in your loT Hub

1. Click Home if you are not already at the home page.
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2. Click your loT Hub.

= . m B o 3 hnazure@lantroniccom @
Microsoft Azure B Search resources, senvices, and docs (G+/] o 7 ) ; .
-

Azure services

(11} - w— o
+ & & : T B @ = B
Create a Resource All regoutces Subseriptions  Azure Casmes WVirtual App Seraces Sterage SOL databases
nesource groups =] machines accounts

Recent resources

Type Last Viewed
16T Hub 2dago
Risouree group ¥wk ago
IoT Hub 1wk 390
Sulbscription 3mo ago

3. On the left, click loT devices.

|P Search (Ctrl+/) | “
B3 Export template -
Explorers

B query explorer
10T devices
Automatic Device Management
£ 0T Edge
# 10T device configuration
Messaging
| File upload
. Message routing
Security
M Nuarvicur

4. Click New at the top.

_ Microsoft Azure £ Search resources, services, and docs [(G+/)

Home > LtrxDevice - loT devices

LtrxDevice - loT devices

loT Hub
|}3' Search (Ctrl+/) ‘ «@ Refresh [l Delete
R ——
EX Export template -
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5. Enter a unique name for the device in Device ID. Under Authentication type,
select X.509 CA Signed. Click Save.
,_:.:' Create a device O X
L

0 Find Certified for Azure |oT devices in the Device Catalog

Deui 5
( LantronixTest )
— —_
Authentication type @

'Z:: Symmetric key  X.509 Self-Signed (& R@ TN

Connect this device to an loT hub @ -
(@ viszble )

Parent device (O

Ne parent device

(=

6. From the terminal used earlier, generate the device certificate (new-
device.key.pem and device.cert.pem).
JcertGen.sh create_device_certificate <Device ID>

STEP 4. Configure the xPico 200 series device via Web Manager or CLI
1. Create a new TLS Credential.

2. Set the Private Key to the contents of new-device.key.pem, which can be
opened with a text editor such as Notepad.

3. Set the Certificate to the contents of new-device.cert.pem, which can be opened
with a text editor such as Notepad.

Set Higher Authority 1 to the contents of azure-iot-test-only.root.ca.cert.pem.

5. Set Trusted Authority 1 to the contents of D-TRUST.PEM, Trusted Authority 2
to the contents of DigiCert.pem, and Trusted Authority 3 to the contents of
baltimore-ca.pem.

6. Setthe Line 1 protocol to Azure loT.

7. Set the Azure Configuration as follows:
State: Enabled
Hub Name: The name of the loT Hub in Azure
Device ID: The Device ID set in Azure when the device was created
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Security: X.509
Credential Name: <the name of the TLS credential>
MQTT Local Port: <Random>

STEP 5. Obtain the connection string
1. In Azure Portal, click Home.
2. Click your loT Hub.

3. Click Shared access policies on the left.

[ £ search (Ctri+)) | «

-

Settings

Pricing and scale

(o]

Y}
1

IP Filter

Certificates
Built-in endpoints
"« Failover

== Properties

Locks

= Export template

Explorers
B qQuery explorer

- -
W AT Aovicac

4. Under Policy, click iothubowner.

|;) Search to filter items...

Policy Permissions

iothubowner registry write, service connect, device connect
se_r_vice service connect

device device connect

registryRead registry read

registryReadWrite registry write
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5. On the right, click the copy button next to Connection string — primary key

iothubowner X

':,:.' Regenerate keys i Delete

Permissions

Registry write (@
Service connect (O
Device connect ()

Shared access keys
Primary key @

Secondary key (O

Connection string—primary key & 4{7)

Connection string—secondary key (@

STEP 6. Test the integration

1. Using TeraTerm, connect to the xPico 200 series device via serial connection on

line 1.
Click Setup > Terminal.
Under New-line, set Receive and Transmit to LF and click OK.

Open Device Explorer.
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5. Under loT Hub Connection String, paste the connection string you obtained
earlier and click Update.

a5 Device Explorer Twin _ O w

Configuration Management Data Messages To Device Call Method on Device

Connection Information

loT Hub Connection String: ?
HostName=LtxDevice.azure-
devices.netSharedAccessKeyName=iothubowner.SharedAccessKey=aJboFnMBHRv T TPrLiifiuvVmZ
Z5+d9WBXcruWiOFPD8=

Protocol Gateway HostName:

e D

Shared Access Signature

Key Name jothubowner
Key Value |z JboFnMBHRvT TPrLiifiuVmZZ5+Id9W8XcruWiOFPD8=
Target |LixDevice azure-devices.net

TTL (Days) 365 = Generate SAS
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6. Inthe Data tab, select your device next to Device ID and click Monitor.

8= Device Explorer Twin - O X
Configuration Management Data Messages To Device Call Method on Device
Monitoring
Event Hub: |LixDevice
Device ID: | LantronixTest ~
Start Time: | 02/21/2020 192043 B~ |
Consumer Group:  $Default ] Enable
C@ Cancel [] Show system properties
EventHub Data
7. In TeraTerm, type some characters and hit Enter. The data will appear under
Event Hub Data in Device Explorer.
Event Hub Data
Receiving events...
2(21/2020 7:27:06 PM> Device: [LantronixT est]. Data:[hello world]
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8. Inthe Messages To Device tab, select your device next to Device ID, type
some characters next to Message, and click Send. The data will appear in
TeraTerm.

85 Device Explorer Twin = O x
Configuration Management Data Messages To Device Call Method on Device

Send Message to Device:

loT Hub: |LtrxDevice |

Device ID:¢” | LantronixTest > s
Message:(_[HeIIoworld > |

[] Add Time Stamp [] Monitor Feedback Endpaoint

Properties  System Properties

Key Value

@ Clear

Output

Application Note: Integrating xPico 200 Series with Microsoft Azure 40



4 Calling Methods on an xPico 200 Series
Device

You can call the following methods directly in Device Explorer. The line protocol on the
device does not need to be set to Azure |oT to call methods.

e ltrx_import_xml_config — imports XML configuration or performs action

o ltrx_trusted_import_xml_config — imports XML configuration or performs action.
Compared to ltrx_import_xml_config, Itrx_trused_import_xml_config is intended
for programmers who have already tested their XML. The XML header must be
left out. It has less error checking than Itrx_import_xml_config and eliminates
multiple passes. It does not need to cache the XML in flash memory and is
faster. While Itrx_import_xml_config saves the configuration if successful,
Itrx_trused_import_xml_config does not, like a CLI command.

e ltrx_read_xml_status — reads XML status
e ltrx_read_xml_config — reads XML configuration

The following examples show how to use these methods. In all examples, the device
must be added to an loT Hub in Microsoft Azure, and Azure State must be Up.

Examples

Itrx_import_xml_config
Description: Import XML (configgroup: SPI)
1. Open Device Explorer and click the Call Method on Device tab.
2. Select your device next to Device ID.
3. Type ltrx_import_xml_config next to Method name.
4

Next to Method payload, copy and paste the below XML and then click Call

Method.

{ "param" . ALl

<?xml version=\"1.0\" standalone=\"yes\"?>
<!-- Automatically generated XML -->

<!DOCTYPE configrecord [
<!ELEMENT configrecord (configgroup+)>
<!ELEMENT configgroup (configitem+)>
<!ELEMENT configitem (valuet)>
<!ELEMENT value (#PCDATA)>
<!ATTLIST configrecord version CDATA #IMPLIED>
<!ATTLIST configgroup name CDATA #IMPLIED>
<!ATTLIST configgroup instance CDATA #IMPLIED>
<!ATTLIST configitem name CDATA #IMPLIED>
<!ATTLIST configitem instance CDATA #IMPLIED>
<!ATTLIST value name CDATA #IMPLIED>
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1>

<configrecord version = \"0.1.0.1\">
<configgroup name = \"SPI\" instance = \"1\">
<configitem name = \"State\">
<value>disabled</value>
</configitem>
</configgroup>
</configrecord>
"}

5. Verify that the SPI configuration settings have imported successfully.

8 Device Explorer Twin — *
Configuration Management Data Messages To Device Call Method on Device
Call Method on Device
loT Hub: |LtrxDevice
Device ID: LantronixT est
Method name: |Itrx_impcr1_xm|_conﬁg
Method payload: | <ATTLIST value name CDATA #IMPLIED>
1>
<configrecord version = \"0.1.0.1\">
<configgroup name =\"SPI\" instance =\"1\">
<configitem name =\"State\">
<value>disabled</value>
<[configitem>
<jconfiggroup=
<[configrecord>
"
Timeout(seconds): |60 = Call Method Cancel
Return status: |2{}(]I
Return payload:  |[{"messages":[{"severity":"informational","message""XML import completed."}]}
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Itrx_trusted_import_xml_config
Description: Trusted import XML (configgroup: SPI)
1. Open Device Explorer and click the Call Method on Device tab.
2. Select your device next to Device ID.
3. Type Itrx_trusted_import_xml_config next to Method name.
4

Next to Method payload, copy and paste the below XML and then click Call

Method.
{"param":"
<configrecord version = \"0.1.0.1\">
<configgroup name = \"SPI\" instance = \"1\">
<configitem name = \"State\">
<value>disabled</value>
</configitem>
</configgroup>
</configrecord>
" }
5. Verify that the SPI configuration settings have imported successfully.
al Device Explorer Twin — O

Configuration Management Data Messages ToDevice Call Method onDevice

Call Method on Device

loT Hub: |LtxDevice
Device ID: LantronixT est e
Method name: |Itrx_trusted_import_xml_conﬁg

Method payload:  |rparam™"

<configrecord version =\"0.1.0.1\">
<configgroup name =\"SPI" instance =\"1\">
<configitem name =\"State\">
<valuezdisabled</value>
<jconfigitem>
</configgroup>
<[configrecord>

"}

Timeout(seconds): |60 = Call Method Cancel

Return status: |20'D

Return payload:  |{"messages":[{"severity":"informational"."message""XML import completed."}]}
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Itrx_read_xml_status

Description: Read XML status

1.

2
3.
4

Open Device Explorer and click the Call Method on Device tab.
Select your device next to Device ID.
Type Itrx_read_xml_status next to Method name.

Next to Method payload, copy and paste the below XML and then click Call
Method.
{"param" :"Access Point;Line"}

Verify that the Access Point and Line status have been returned successfully.

8= Device Explorer Twin — O
Configuration Management Data Messages To Device Call Method on Device

Call Method on Device

loT Hub: |LtrxDevice

Device ID: LantronixTest i

Method name: |Itrx_read_xm|_status

Method payload:

Return status:

Return payload:

{"param":"Access PointLine"}

Timeout (seconds): |60 = Call Method Cancel

oo

{"response™"<?xml version=\"1.0\" standalone=\"yes\"?>\n<!-- Automatically generated XML —>

\n<IDOCTYPE statusrecord \n <IELEMENT statusrecord (statusgroup+)=\n <IELEMENT
statusgroup (statusitem+ statusgroup®)=\n <IELEMENT statusitem (value+)\n <IELEMENT value
(#PCDATA)=\n <IATTLIST statusrecord version CDATA #MPLIED=\n <IATTLIST statusgroup
name CDATA#IMPLIED=\n <IATTLIST statusgroup instance CDATA#IMPLIED>\n <IATTLIST
statusitem name CDATA#IMPLIED=\n <IATTLIST statusitemn instance CDATA #MPLIED=\n <!
ATTLIST value name CDATA #MPLIED=\n]>\n<statusrecord version =\"0.1.0.1\">\n <statusgroup
name =\"Access Point\" instance = \"ap0\">\n  <statusitem name =\"State\">\n
<value>Up</value>\n  <[statusitem=\n  <statusitem name =\"BSSID\">\n
<value>02:80:a3:b7:87:d0</value>\n < statusitem>\n <statusitemn name =\"SSID\">\n
<value>xPico240 B787CF<fvaluex\n  <[statusitem>\n  <statusitem name =\"Encryption\"=\n

*
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Itrx_read_xml_config

Description: Read XML configuration

1.

2
3.
4

Open Device Explorer and click the Call Method on Device tab.

Select your device next to Device ID.

Type Itrx_read_xml_config next to Method name.

Next to Method payload, copy and paste the below XML and then click Call

Method.

{"param" :"Access Point;Line"}

Verify that the Access Point and Line configuration have been returned

successfully.

5 Device Explorer Twin

loT Hub:
Device ID:

Method name:

Return status:

Return payload:

Method payload:

Configuration Management Data Messages To Device Call Method onDevice

Call Method on Device

|LtrxDevice

LantronixT est ~

|Itrx_read_xm|_c0nﬁg

{"param""Access PointLine"}

Timeout(seconds): |60 = Call Method Cancel

oo

{"response™"<?xml version=\"1.0\" standalone=\"yes\"?>\n<-- Automatically generated XML >
\n<IDOCTYPE configrecord [\n <IELEMENT configrecord (configgroup+)=\n <IELEMENT
configgroup (configitem+)=\n <IELEMENT configitem (value+)=\n <IELEMEMT wvalue
(#PCDATA)=\n <IATTLIST configrecord version COATA #IMPLIED>\n <IATTLIST configgroup
name CDATA #IMPLIED=>\n <IATTLIST configgroup instance CDATA #IMPLIED>\n <IATTLIST
configitem name COATA #IMPLIED>\n <IATTLIST configitem instance CDATA #MPLIED>\n <!
ATTLIST value name CDATA #IMPLIED=\n]>\n<configrecord version =\"0.1.0.1\">\n <configgroup
name =\"Access Point\" instance = \"ap0\"*\n  <configitem name =1"SSID\">\n
<value><jvalue>\n </configitem=\n  <configitem name =\"Guest\">\n
<value>Enabled<fvalue>\n </configitem>\n  <configitem name ="Channel\"=\n
<value=8ltAutodat<fvaluez\n  </configitem=\n  <configitem name =\"Auto Channel Scan
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Itrx_trusted_import_xml_config

Description: Status Action

1.

2
3.
4

Open Device Explorer and click the Call Method on Device tab.
Select your device next to Device ID.
Type Itrx_trusted_import_xml_config next to Method name.

Next to Method payload, copy and paste the below XML and then click Call
Method.

{ "param" . "

<configrecord version = \"0.1.0.1\">
<configgroup name = \"xml import control\">
<configitem name = \"action\">
<value name = \"group\">interface</value>
<value name = \"optional group
instance\">wlan0</value>
<value name = \"optional item\"></value>
<value name = \"optional item instance\"></value>
<value name = \"name\">renew</value>
</configitem>
</configgroup>
</configrecord>

"}

5. Verify that the DHCP IP address has been renewed successfully.

! Device Explorer Twin - m] ¥
Configuration Management Data Messages To Device CallMethod on Device

Call Method on Device

loT Hub |LtrxDeV|ce |
Device ID LantronixTest -
Method name: |Ilrx_trusted_impcrt_xml_conﬁg |
Method payload <value name =\"group\"=interface</value>

<value name = \"optional group instance\">wlanl<fvalue>
<value name =\"optional item\"><fvalue>
<value name =\"optional item instance\"></value>
<value name = \"name\">renews</value>
</configitem>
<jeonfiggroup>
</configrecord>
"

}

Timeout(seconds). 60 = Call Method Cancel

Return status: HZD'D

Return payload {"messages"[{"seventy""informational","message"."Requesting DHCP lease renewal."},
{"severity""informational"."message":"XML import completed."}]}
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