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1. Introduction

Product Overview

Lantronix’ ION x3100 is an SFP-to-SFP fiber repeater with two SFP ports for direct physical connection
back to back. The x3100 performs signal reamplify (1R) signal regeneration. The x3100 also supports:
e CWDM Wavelength transponder, general wavelength to specific wavelength.
e Connections between different types of fiber, such as SM-to-MM.
° Fiber repeater; MM-to-MM or SM-to-SM.

The x3100 can be used in telecom and enterprise applications where 100Mb - 2.5Gb links require fiber
extension or where 100Mb - 2.5Gb links require an interface between two fiber networks.

The x3100 performs a variety of protocol transparent services; it supports virtually any protocol from
100Mbps to 2.5Gbps. The x3100 can inter-connect with another x3100 and can support:

e 100Mb (FE/FDDI)

e 1.25Gb (GE)

e 150Mb (ION x6120 and 6010)

e 200Mb (ESCON/SBCON)

e 155/622Mb (OC-3/12)

e 2488Mb (OC-48)

e 2.500Gb (2.5 InfiniBand/PCI-E)

e 1.06/2.12 (2/1 GFC)

The x3100 is an “any rate” to “same rate” converter with no rate conversions. The x3100 is protocol in-
dependent. Rate configuration is not required. LPT is always enabled.

Model Numbers
The €3100-4040 is an ION chassis slide-in-card.
The $3100-4040 is an ION stand-alone device.

The S3100 is used as remote device and can be managed by remote management protocol. Lantronix’
SFP+ modules are fully comply with Multi-Sourcing Agreement (MSA). For more SFP information go to
the Lantronix SFP webpage.

Manageable C3100 features are available when used in an ION Platform chassis along with an ION
Management Module (IONMM). The x3100 is delivered with a default configuration. You can change the
configuration via the Web Ul and the CLI.

These devices can be managed via Command Line Interface (CLI), Web interface, or Telnet. Access is
through the IONMM (ION Management Module), also installed in the ION chassis. See the related x3100
Install Guide or locate it on the C3100 or S3100 product page.

Document Overview

The purpose of this manual is to provide the user with an understanding of the Lantronix x3100 Ethernet
media converter.


https://www.lantronix.com/products-class/sfps/
https://www.lantronix.com/products/c3100-4040-2/
https://www.lantronix.com/products/s3100-4040-2/
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Related Manuals and Online Helps

A printed Documentation Postcard is shipped with each x3100. Context-sensitive Help screens, as well
as cursor-over-help (COH) facilities are built into the Web interface.

For Lantronix Drivers, Firmware, Manuals, Product Notifications, Warranty Policy & Procedures, etc. go
to the Lantronix Technical Resource Center. For SFP manuals see Lantronix SFP webpage.

The ION system and related device manuals are listed below.
1. Product Documentation Postcard, 33504
C3100 Install Guide, 33580
S3100 Install Guide, 33581
x3100 Web User Guide, 33582 (this manual)
x3100 CLI Reference, 33583
ION Management Module (IONMM) User Guide, 33457

SFP manuals (product specific)

©® N o v kA wN

Release Notes (software version specific)

This manual may provide links to third party web sites for which Lantronix is not responsible.
Information in this document is subject to change without notice. All information was deemed accurate
and complete at the time of publication. This manual documents the latest software/firmware version.
While all screen examples may not display the latest version number, all of the descriptions and
procedures reflect the latest software/firmware version, noted in the Revision History on page 2.
Transition Networks is now Lantronix. Some products/firmware items are still in process of being re-
branded and may still reflect the Transition Networks name/logo.

Cautions and Warnings

Definitions

Cautions indicate that there is the possibility of poor equipment performance or potential damage to
the equipment. Warnings indicate that there is the possibility of injury to person.

Cautions and Warnings appear here and may appear throughout this manual where appropriate.
Failure to read and understand the information identified by this symbol could result in poor equipment
performance, damage to the equipment, or injury to persons. See the related x3100 Install Guide man-
ual for Cautions and Warnings in multiple languages.

33582 Rev. D https://www.lantronix.com/ Page 6 of 98
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Documentation Conventions

The conventions used within this manual for commands/input entries are described in the table below.

Table 1: Documentation Conventions

Convention

Meaning

Boldface text

Indicates the entry must be made as shown. For example:
ipaddr=<addr>
In the above, only ipaddr= must be entered exactly as you see it, including the equal

sign (=).

<>

Arrow brackets indicate a value that must be supplied by you. Do not enter the
symbols < >. For example:

ipaddr=<addr>
In place of <addr>you must enter a valid IP address.

[]

Indicates an optional keyword or parameter. For example:
g0 [s=<xx>]
In the above, go must be entered, but s= does not have to be.

{1

Indicates that a choice must be made between the items shown in the braces. The
choices are separated by the | symbol. For example:

state={enable | disable}
Enter state=enable or state=disable.

an

Indicates that the parameter must be entered in quotes. For example:
time=<“value”>
Enter time="20100115 13:15:00".

Indicates a selection string. For example:
Select File > Save.
This means to first select/click File then select/click Save.

33582 Rev. D

https://www.lantronix.com/ Page 7 of 98
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2. Management Methods

General
The C3100 is managed through the IONMM, using one of the following methods:

* Telnet session — uses a command line interface (CLI) to access and control the IONMM through
the network.

* Universal Serial Bus (USB) — uses a CLI to access and control the IONMM through a locally
connected workstation.

* Web-browser — access and control the IONMM using a standard web browser and a graphical
user interface (GUI).

The x3100 cannot be remotely managed directly (i.e., not through IONMM).

Management Support

Management of the C3100-4040 is available using the Web Ul on a desktop or laptop with Windows OS
or Linux distro or Command Line Interface (CLI) via the console port on the IONMM or SSH when
installed in an ION chassis. The C3100 and S3100 do not support remote management when they are
deployed as remote stand-alone converters. The x3100 devices do not support remote in-band
management over fiber, even when the remote unit is linked back to a local unit installed in a managed
ION chassis.

Managing C3100 Slide-In Modules Using CLI Commands

Management of modules other than the IONMM can be accomplished by entering CLI commands
through either the local USB serial interface or a remote Telnet session. CLI commands can operate on
the device level or port level. This is indicated by the status of the command prompt’s prefix.

For more information see the x3100 CLI Reference manual.

33582 Rev. D https://www.lantronix.com/ Page 8 of 98
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Managing via the IONMM Web Interface

1. Access the C3100 through the Web interface (see “Starting the Web Interface” on page 45).

2. Click the plus sign [+] next to ION Stack to unfold the "ION Stack" node in the left tree view if not

already done.

3. Click the plus sign [+] next to Chassis and click the plus sign [+] next to a module.

T
JRANSITION

System >  View~¥ Help~

ION System =] . MAIM

=

System Configuration

_"DN Stacl.( Model Information
—"(?hasms | Serial Murmber 1/ Model 1| Software Revision—— Hardware Revision———
'?‘"[01]|ONMM ||unknown ||||CS100 ||||1.2.0 |Hunknown ||
+-[02]C3100 -
Bootloader Ri
 [22]I0NPSA i|0-010-003 er ewsmn—'i

| System MName—————1System Up Time—— | Configuration Mode———/Number of Pots —————

[lz3100 |||[0-0-17-36.00 |||[software

|2 |

|MAC Address————————
|[00-co-F2-22-16F1 I

[Uptime Reset|(System Reboot][Resat To Factory Config|

|Device Description

Link Pass Through{LPT}

|Link Pass Through—
|Enabled I

Help)

Getting values finished

Version: 1.3.11

4. Click on the module or port to be managed (e.g., the C3100 above).

5. Select the various tabs to perform the applicable operations.

33582 Rev. D https://www.lantronix.com/
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Menu System Descriptions

The table below describes the ION Web interface in terms of its system-level pane, dropdowns, tabs
and sub-tabs. Note that menus and tabs vary slightly by model.

Table 2: System-Level Menu Description

Dropdown / Tab Description

ION Stack - consists of one chassis or one standalone device.

The Stack Members table lists the Stack's chassis and its type.

Chassis - the ION System family of products; the Chassis View shows a
summary view of one such chassis. Model Information includes:

* Serial Number - The serial number of the chassis itself. Individual x3100s
also have their own serial numbers.

* Model Name - The exact model name of this device (e.g., ION219). When
contacting Technical Support, please be sure to give this name rather than
the less specific Catalog number.

* Software Revision, Hardware Revision, and Bootloader Revision.

* Chassis Members table - lists local physical components in slots 1 to 19.
Device — provides tabs and sub-tabs for the IONMM and x3100s in the ION
system.

Port - provides tabs and sub-tabs for a selected x3100 port.

ION System pane

System dropdown Sign out.

View dropdown Refresh.

Help dropdown Online Help, ION Product Home Page, About ION System Web Interface.

Sections: Model Information, System Configuration, Device Description,
and Link Pass Through (LPT) sections.

Buttons: Uptime Reset, System Reboot, Reset To Factory Config buttons.
Refresh, Save, and Help buttons.

MAIN tab

33582 Rev. D https://www.lantronix.com/ Page 10 of 98
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The table below describes the ION Web interface in terms of its port-level tabs and sub-tabs.

Table 3: Port-Level Menu Description

Tab Description

Sections: Circuit ID and Port Configuration.
MAIN tab

Buttons: Refresh, Save, Start, Stop and Help.

Sections: Interface Characteristics, Diagnostic Monitoring, Supported
Media Length.

The DMI (Diagnostic Maintenance Interface) function displays x3100
diagnostic and maintenance information such as interface
characteristics, diagnostic monitoring parameters, and supported
DMI tab media lengths. See “DMI (Diagnostic Maintenance Interface)
Parameters” for more information.

Note: not all x3100 and SFP models support DMI.
If you click the DMI tab on a x3100 model that does not support DMI,
the message “The DM feature is not supported on current port.”

Buttons: Refresh, Save, and Help.

33582 Rev. D https://www.lantronix.com/ Page 11 of 98
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Reboot, Reset, and Power Off Function Notes

Certain functions such as a System Reboot, Reset to Factory Configuration, Reset Power to a Slot, and
Power Off a Slot) cause the system to delete certain stored files. Caution: In some circumstances, these
stored files are lost unless you first perform a System Backup. See the “Backup and Restore Operations”
section starting on page 59 for information on how to save the stored files from deletion.

For more information on how the Reboot, Reset, and Power Off functions impact stored files, see the
IONMM User Guide manual.

Doing a reboot, restart or upgrade of the IONMM, a power restart of the chassis, or a reset
to factory removes temporary files (e.g. configuration backup files, Syslog file). A Factory Reset also
removes the permanent settings (e.g. configuration files, HTTPS certification file, SSH key).

System Reboot

Clicking the System Reboot button resets all system states and reinitializes the system; all configuration
data is saved during a restart.

ION System =] | MAIN E

—--IE]M Stack IModel Information
—"(:lhasms | Serial Number 7 Model | Software Revision Hardware Revision
+ [01]IONIMI |!L|nkn0wn || 1€3100 | |!1.2_U | |lunknown |

Bootloader Revision—— Message from webpage
[o10 |

~Paort 1

:.f) System will be rebooted, are you sure to proceed?

-;---[22]IONPS-A System Configuration

System Name™——— 1|5
23100 II|ic

MAC Address
[o0-co-F2-22-16-F

[Uptime Resgt]:

Mumber of Pots———
Lok [ Cancel 12 |

i eset To Factory Config

Press the Cancel button if you are not sure you want a system reboot to occur.
Press the OK button to clear the webpage message and begin the reboot process.

The message “Loading, please wait... displays.

Note that a System Reboot can take several minutes.

33582 Rev. D https://www.lantronix.com/ Page 12 of 98
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Reset To Factory Config

Clicking the Reset To Factory Config button resets the entire system configuration to the state it was in
when it shipped from the factory. This permanently removes all current configuration details and loads
the factory default settings. The message “A factory reset will wipe out all current configuration and load
the factory defaults along with a system reboot; are you sure to proceed?” displays.

10N System <] MAIN [i<]
—"IE]N Stack Model Information
—"(?hasms | Serial Number 1(Madel 1|Software Revision—— ] |Hardware Revision—
s OTJIONMI ||unkn0wn ||||CS1UU ||||1_2_[] ||||unkn0wn ||

Message from webpage

\:.\,/ A Factory reset will wipe out all current configuration and load the factory defaults slong with a system reboot, are you sure to proceed?

oK ] [ Cancel

AL Adaress T
|l00-co-F2-22-16-F1 I

[U ptime Reset][System Reb

1Nevice Neserintinn 1
You should only click OK if you wish to reboot. Otherwise, click Cancel if you are not sure you want a
factory reset / reboot to occur.

Reset Power to a Slot

At the Chassis > MAIN tab, you can click the Reset button to reset power for the selected slot in the
chassis. The message “Are you sure to power reset this slot?” displays.

v NETWORKS»
System~>  View~v Help~ |
ION System [<] ~ <]
—"IONVStacP ...‘ 5 Oceupied ION BPC Media Conversion Card C3210-1013 on (o l
—-Chassis
+- T
[Q1IONRI €y Are you sure to power reset this slot?
+:[02]C2110-1013 \_f/ { After power resst, it will kaks a \_Nhlle to see Card Chanage in this slot, please foldfunfold the Chassis node in left tree panel to check the progress, IF the card infarmation changes on the Tree,
+1[031C2210-1013 then click the refresh button in this pags )
T X
[05]C3110-1013 TT TTUpTET TITPTTTTT T T e seT
+1-[06]C3210-1013
+[07)C3220-1040 || Occupied I0N BPC Media Conversion Card C6010-3040 on [0f]
+/[08]C3221-1040 1 Occupied 10N BPC Media Conversion Card $6120-1013 on [of
+/-[09]C3230-1040
14 Empty On Reset
+/[10]C3231-1040 = @
+/-[12]C6010-3040 15 Occupied 10M BPC Media Conversion Card C6210-3040 On @
+H[13]56120-1013 15 EEy on oAl
+1-[15]C6210-3040
=) [8)C4120-1040 17 Empty On m Reset
Port 1 18 Occupied 10M BPC Media Conversion Card C4120-1040 On @1 Hesef

After power reset it will take a while to see card change in this slot; fold/unfold the Chassis node in the
tree panel to check the progress. If the card information changes on the Tree, then click the Refresh
button on this page.

If you are not sure that you want to reset this chassis, click the Cancel button to clear the message and
return to normal operations without resetting power to this slot.

33582 Rev. D https://www.lantronix.com/ Page 13 of 98


https://www.lantronix.com/

Lantronix

x3100 Web User Guide

Power Off a Slot

At the Chassis > MAIN tab, you can click the Off button to remove power to a selected slot in the

chassis. The message “Are you sure to power off this slot?” displays.

T—
TRaNSITION

| System ¥ View~¥  Help v

ION System ] . "

o - = 6 Qccupied 10N BPC Media Conversion Card C3210-1013

1 7 Qccupied 10N BPC Media Conversion Card C3220-1040
HHOTIONMM Occupied 10N BPC Media Conversion Card C3221-1040
+H]] 040

Are you sure ko power off this slat?
\-/ { After power off, it will take a while ko see Card Disappear in this slok, please foldfunfold the Chassis node in left tree panel to che

the refresh button in this page )

El

on 68 e
on 68 sl
on (68 e

eck the progress, If the card disappears on the Tree, then click

: <=1 L JLLUpTEU TOTT DT V0T O vE =TT waT] Sw 120 10 1 T w MESEL
+[09]C3230-1040

; 14 Empty on [of] [Reset
+ [10]C3231-1040 — n [of
+[12]C6010-3040 15 Occupied ION BPC Media Conversion Card C6210-3040 on [of
+ [13]56120-1013 15 — on (o8
+ [15]C6210-3040 _ —

: o rEfRessy

ION BPC Media Conversion Card C4120-1040 Gn (35 LI

If you are not sure that you want to power off this slot, click the Cancel button to clear the message and

return to normal operations without resetting power to this slot.

After power off, it will take a while for the card to disappear from this slot; fold/unfold the Chassis node
in the left tree panel to check the progress. If the card information changes on the Tree, then click the

Refresh button on this page.

33582 Rev. D https://www.lantronix.com/
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3. Configuration

General

After the x3100 has been installed and access has been established, the device and its ports must be
configured to operate within your network. The configuration establishes operating characteristics of
the device and the ports associated with the x3100.

Configurations can be done either by entering CLI commands (USB / Telnet) or through a Web interface.
For complete descriptions of all CLI commands, see the x3100 CLI Reference manual.

The operating characteristics that can be defined for the x3100are:
e System setup

* Features
— Link pass through (LPT)

— Device Description

* Portsetup
— Circuit ID
— Admin Status

Note: Lantronix recommends as a “best practice” to back up each SIC card’s configuration after it is fully
configured so that in the event of an error or hardware failure, the configuration can be easily and
rapidly restored.
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System Configuration

The system configuration defines:
* aname for the C3100

* adevice description (optional)

The entry for the system name must be a text string with no spaces between characters. Note that
numbers, upper/lower case characters, and special characters (~!@#5$%"&*()_+") are allowed.

1. Access the x3100 through the Web interface (see “Starting the Web Interface” on page 45).

2. Atthe device’s MAIN tab, locate the System Configuration section.

=
TRaNSITION

System ¥ | View~  Help ¥

ION System <] MAIM

—-ION Stack

adel Infarmation

=

System Configuration

—--Qhassis |Serial Number 1(Madel 1(Software Revision—— Hardware Revision————
; QMM [unknown ||{lc3100 [|{[120 | |unknown I
+-[02]C3100 —

- Bootloader Revi
T ZIOTPsA i|0-o1o-noa er Revision———

|System Name———|System Up Time—— | Configuration Mode—— |Number of Ports

[c3100 ||/[0:1:53:08.00 || [software

—

|2

\MAC Address—————
N -C0-F2-22-16-F1

Uptime Reset||System Re

|Device Description

Link Pass Through(LFT)

\Link Pass Through—
[Enabled |

3. Inthe System Name field, enter the name and for the x3100. The name can be alphabetic,
numeric or a combination, but cannot contain any spaces between the characters.

4. Scroll to the bottom and click Save.
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Device Description Configuration
The x3100 supports a Device Description at the device level and a Circuit ID at the port level.

The Device Description provides the option to configure an ASCII text string up to 63 bytes and override
the default information, which is vlan-module-port in binary format.

The Device Description can be configured in the x3100 using either the CLI or Web method.
1. Access the x3100 through the Web interface (see “Starting the Web Interface” on page 45).
2. Atthe x3100 MAIN tab, locate the Device Description section.

3. Enter the Device Description of up to 64 bytes for the device.

System > View~ Help~

10N System =] . MAIN

—H0N Stack .
: ) Model Information
—"(?hasms 1 Serial Mumber 1(Madel 1| Software Revision— 7 Hardware Revision——
[[1100 |||[c3100-4040 [|[1-2.0 [||[r.0-0 I

}--[021c31004040

|Bootloader Revision———

Y 0.1.0 |

+-[22]I0MPS-A

-;---[23]IONF'S-AL System Configuration
1System Name————/System Up Time— 7 Configuration Mode———|Number of Pots————
[c3100 ||{[0-0-15-59.00 |||[Hardware HE I

I |MAC Address
|[00-co-F2-22-16-EE I

Uptime Reset [System Rehoot][Reset To Factory Conﬁg]
<'an

[ —__D

Link Pass TromgimR+

\Link Pass Through—
|[Enabled I

Refresh Help|

4. Scroll to the bottom and click the Save button.

If you enter more than 64 characters for the Device Description and then click Save, the characters en-
tered display in red, and the message “Invalid input found!” displays in the lower left corner of the Web
interface. To recover:

a) Click Refresh, and re-enter a Device Description of 64 or fewer characters and click Save.

b) The message “Setting values succeeded” displays in the lower left corner of the Web interface.
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Circuit ID Configuration

The x3100 supports a Device Description at the device level and a Circuit ID at the port level.

The Circuit ID provides the option to configure an ASCII text string up to 63 bytes and override the
default information, which is vlan-module-port in binary format.

1. Access the x3100 via the Web interface (see “Starting the Web Interface” on page 45).

2. Select the appropriate port and locate the Circuit ID field.

3. Enter the Circuit ID of up to 64 bytes for the port. The default is blank.

ION System DI
—“10N Stack
. Chassis Circuit 1D
+-[01]IONMM
: 2]C3100 Port Configuration
~Port 1 Link Status Speed Duplex
-Port 2 Down 100Mbps Full Duplex
+[22]I0MPS-A Refresh Help

4. Click Save to update screen information.

5. Repeat steps 2 -4 for each port as required.

6. Click Save when done.

If you enter more than 64 characters for the Circuit ID and then click Save, the characters entered

display in red, and the message “Invalid input found!” displays in the lower left corner of the Web
interface. To recover:

a) Click Refresh, and re-enter a Circuit ID of 64 or fewer characters and click Save.
b) The message “Setting values succeeded” displays in the lower left corner of the Web interface.
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Link Pass Through (LPT) Configuration

The x3100 supports Transparent Link Pass Through (TLPT) at the device level. Link Pass Through (LPT) is
a troubleshooting feature that allows the media converter to monitor both the fiber and copper RX
ports for loss of signal. TLPT (Transparent Link Pass Through) will notify an end device of a link failure
just like Link Pass Through; however, it uses a different method for “passing through” this information.
Transparent Link Pass Through sends a link loss signal over the fiber, instructing the remote converter to
shut down the copper port thus notifying the end device, while maintaining the fiber link between the
two converters. With TLPT, an end device automatically notified of link loss, and the Fiber link remains
up as it carries a link loss signal.

Link Pass Through will notify an end device of a link failure. The Link Pass-Through feature allows the
x3100 to monitor the Fiber RX (receive) ports for loss of signal and instruct the remote converter to shut
down its port. For example, when the Fiber #1 link on the near end device is lost, the local Device turns
off the fiber transmit on Fiber #2, thus, “passing through” the link loss. The remote x3100 disables the
Fiber #1 link to the far-end device, which prevents the loss of valuable data unknowingly transmitted
over an invalid link. Note that although the link from local fiber #2-Tx to remote #2-Rx is disabled, the
link from remote #2-Tx to local #2-Rx is still alive.

The LPT function is always enabled.
1. Access the x3100 through the Web interface (see “Starting the Web Interface” on page 45).
2. At the MAIN tab, locate the Link Pass Through(LPT) section.

\—r NETWORKS=
System > View> Help~ |
10N System
—"IFJN Staclﬁ 1 Model Information
—"(?hasms | Serial Mumber 1(Model 1(Software Revision— 7 |Hardware Revision——
+ [01]IONMI [[1100 ||{/c3100-2040 ||{l12.0 ||{[1.0.0 I
Bootloader Revision———
+ [03]C4110-4848 i|0_1_0 : ”
+L[22]0NPS-A
+ [23]I0NPS-AL System Configuration
|System Name—— 1| System Up Time—— 7 Configuration Mode—— | MNumber of Pots———
[z3100 ||/[0-:0-15:59.00 || |[Hardware II[2 I
[ |MAC Address————————
|[o0-co-F2-22-16-EE I
[Uptime Reset][System Rehoot][Reset To Factory Conﬁg]
|Device Description 1
|
Link Pass Through{LPT)
(Link Pass Through—
|Enabled
I Fefresh||Save|[Help
< I
Getting values finished Version: 1.3.11

3. Note that the status is always Enabled (read only).
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Check Ethernet Port Configuration

A port’s Ethernet port speed and mode can be verified in the x3100 using either the CLI or Web method.
Use this procedure to define the transmission speed and Duplex mode to be used on the Ethernet port.
Access the x3100 through the Web interface (see “Starting the Web Interface” on page 45).

1. Select the appropriate port.

2. Locate the Port Configuration section on the port’s MAIN tab.

\-—r NETWORKS»
System > | View~ | Help~ |
ION System <] DI E
—ION Stack
Z1 Chassis |Sircuit 1D 1
+1[01]ICNMM | |
%--[02]03100 Part Canfiguration
--Part 1 |Link Status—————— Speed Duplex
Part 2 [Down || [100MBps | [Full Duplex |
+[22]I0NPS-A Refresh][Save][Help)

3. Check the Link Status, Speed, Duplex, and Port Mode parameter values (read only).

Link Status: Up or Down.
Speed: Displays the interface speed (e.g., 1000Mbps).

Duplex: Displays the interface duplex mode (always ‘Full Duplex’).
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4. Operation

General

This section describes the non-configuration operations that can be performed for the x3100.

Backup and Restore Operations (Provisioning)

Using the Web interface you can back up and restore the configuration information for the IONMM and
any or all of the x3100s in the ION system.

A Backup is used to get the SIC card running configuration, convert it to CLI commands, and save those
CLI commands into the backup file. The backup file is stored in the IONMM.

Note: Lantronix recommends as a “best practice” to back up each SIC card’s configuration after it is fully
configured, so that in the event of an error or hardware failure, the configuration can be easily and
rapidly restored.

A Restore is used to send the CLI commands in the configuration file to a SIC after removing the current
SIC running configuration. If a problem causes the SIC card configuration restoration to stop (e.g., due to
a lost network connection between the PC host and Agent card) the SIC card will use the previous
configuration to run the traffic. If the IONMM card is downloading the restore configuration data to the
SIC card, and the SIC card is physically removed from the chassis, the SIC card will use the factory default
configuration setting when it is re-inserted into the chassis.

Lantronix recommends that you to enter a “show card info” CLI command to view the SIC card’s current
configuration before a backup/restore operation to verify the desired configuration settings. There are
several CLI show commands that allow you to display (show) information about a SIC card’s
configuration. For a complete description of these and other CLI commands see the x3100 CLI Reference
Manual.

Displaying Information

There are several CLI commands that allow you to display (show) information about the x3100
configuration. For a complete description of these and other CLI commands see the x3100 CLI Reference
Manual.
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Reset to Factory Defaults

If need be, you can reset all configurations in the IONMM back to their original factory defaults.

IMPORTANT

A This operation deletes all configuration information that was saved in the IONMM,
including the IP address you assigned to the IONMM.

Caution: This operation deletes all configuration information that was saved in the x3100, including the
IP address you assigned to the x3100.

1. Access the x3100 through the Web interface (see “Starting the Web Interface” on page 45).
2. Select the MAIN tab.
3. Locate the System Configuration section.
10N System | MAIN
—--IE]N Stack IModel Information
—"(?hasms | Serial Mumber 1(Model 1|Software Revision—|Hardware Revision——
AL [OTNIONIM {[unknown ||/[c3100 l1-2.0 ||[unknowm I

—[02]C3100

Message from webpage

\_‘.:/ A Factory reset will wipe out all current configuration and load the Factory defaults slong with a system reboat, are you sure to proceed?

+-[22]I0MPS-A

Ok ] [ Cancel

AL Adaress T
([00-Co-F2-22-16-F1 I

[Uptime Reset|[System Reb

1Nevice Nasrrintinn 1

4. Click the Reset to Factory Config button. The message “A factory reset will wipe out all current

5.

configuration and load the factory defaults along with a system reboot; are you sure to proceed?”
displays.

Click Cancel if you are sure you want to proceed with the Reboot. Click OK only if you wish to
reboot.

=

All configuration parameters will be reset to their factory values. For a list of all factory defaults, see

“Appendix B: Factory Defaults”).

Note: Your Web session will be discontinued.

6. Set the IP configuration (see “Doing the Initial System Setup” on page 48).
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File Status after Reset to Factory Defaults

The table below shows the status of x3100 files after a system re-boot.

Table 4: File Status after a Reset to Factory Defaults

Status after Restore

File Type Filename File Description Stored Directory to Factory Default
Provisioning eg These files are only
backup files “1-1-IONMM.config’ used by provisioning [tftpboot Lost

Restore
Net-SNMP This file is a configu- Restored to facto
configuration snmpd.conf ration file for Net- /agent3/conf/snmp confiquration ry
file SNMP 9
HTTPS con- . This file is a configu- . Restored to factory
figuration file lighttpd-ssl.conf ration file for HTTPS fagent3/confllighttpd configuration
HTTPS. certifi- server.pem HTTPS certificate /agent3/conf/lighttpd Restored Fo factory
cation file configuration

SSH host key

dropbear_rsa_host_key
dropbear_dss_host_key

SSH host key files

/agent3/conf/lighttpd

Restored to factory
configuration

SSH user key

Currently we have
one ‘root’ user; this

Restored to factory

file authorized_keys file is the user key file froot/.ssh configuration (lost)
for ‘root’
The syslog file for

Syslog file sys.log IONMM [tftpboot Lost

) e.g., ) .
MIB configura- | . The MIB configuration Restored to factory
tion files haggnt?:.co,nf’ files for SNMP setting fagent3/conf configuration (lost)
ifMib.conf
33582 Rev. D https://www.lantronix.com/ Page 23 of 98



https://www.lantronix.com/

Lantronix

x3100 Web User Guide

Resetting Uptime

The x3100 system uptime field displays the amount of time that the x3100 has been in operation.

The System Up Time is displayed in the format days:hours:minutes:seconds.milliseconds. For example, a
System Up Time field display of 9:8:15:18.26 indicates the ION system has been running for 9 days, 8

hours, 15 minutes, 18 seconds, and 26 milliseconds.

1. Access the x3100 through the Web interface (see “Starting the Web Interface” on page 26).

2. At the MAIN tab, locate the System Configuration section.

\_’ NETWORKS»
System > | View~ Help~
10N System <] . MAIN E
—"IE]N Staclﬁ Madel Information
_"(?haSSIS | Serial Murmber 1(Model 1|Software Revision——— 7 Hardware Revision——
1100 ||/[c3100-4040 ||l[12.0 I
+
: [02]C3100-4040 |Bootloader Revision———
+:[03]C4110-4848 [010
+1[22]I0MPS-A
F! [23]I0NPS-AL System Configuration
| System Name 1System Up Time—7Cwpfiguration Mode———— | Number of Pots———
lc3100 L |//jo:0-15:59.00 || |[Hafdware I I
[ (MAC Address—————
|l00-Co-F2-22-16-EE I
[Uptime Reset][System Rehoot][Reset To Factory Conﬁg]
1Device Description
3. |If desired, observe and record the System Up Time field count.
4. Click the Uptime Reset button.
10N System ] . MAIN E

'"'QN Stack Maodel Information

—"E:Zhasms | Serial Number 1(Model 1(Software Revision——|Hardware Revision———
{[unknown ||/[c3100 ||][12:0 I
i|§010téoader Revision—— Message from webpage

+ [22]I0NPS-A System Configuration \T/ Uptime will be reset, are you sure to proceed?
System Name Sy
i |th | . [ ok | [ Cancel
|MAC Address 1
-E2-22-16-F1 I
(| [OeimeRese {|[$hstem Reboot|[Resat To Factary Config|

Nevire Nearrintinn

At the “Uptime reset, are you sure” window, click OK to reset the system up time.

The message “Setting values succeeded” displays at the bottom left of the screen when the up time

reset is done.

7. Click the Refresh button at the bottom of the screen. The System Up Time field resets to zero, and

immediately begins to increment.
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Reboot

At times you may have to reboot (restart) the ION system.

Note: this operation can take several minutes. The amount of time for the reboot to complete depends
on the ION system configuration. When the reboot is finished, some devices (usually remote devices)
will show the error condition of a "red box" around items like IP address, Trap Manager IP addresses,
and/or DNS Entries. The ‘red box’ condition occurs while the devices are resetting; this condition can
continue several minutes after the reboot.

See Table 5 in this section for file content and location after a System Reboot.

Doing a system reboot, restart, upgrade, or a reset to factory settings will cause all
configuration backup files, HTTPS certification file, SSH key file, and Syslog file to be deleted.

Caution: Doing a system reboot will cause all configuration backup files, HTTPS certification file, SSH key
file, and Syslog file to be lost.

Note: If you have a USB or Telnet session established, terminate the session before doing the reboot.

1. Access the x3100 through the Web interface (see “Starting the Web Interface” on page 45).
2. Select the device’s MAIN tab.

3. Locate the System Configuration section.

ION System | MAIN E
—"IF)N Smdﬁ IModel Information
— '(::haSSIS | Serial Mumber 7 Model |Software Revision Hardware Revision
o i |lunknown ‘ [c3100 120 | lunknown |

-Part 1 .Bﬂzo-%;o—a-ge—rﬂ%-s—'g'—]———-i Message from webpage E|
. Paort2 : -
: Syst Confi ti ?/ System will be rebooted, are you sure to proceed?
+-[22]I0NPS-A ystem Configuration "

System Name miE HNumber of Parts -
‘icamo Ln ok [ cancel k2 |

MAC Address
[00-co-F2-22-16F1

i||Riesat To Factory Config

4. Click the System Reboot button. The confirmation message “System will be rebooted, are you sure
to proceed?” displays.

5. At the confirmation window, click the OK button to start the reboot, or click Cancel to quit the
reboot.

The x3100 will restart and will be available for operations after about one minute.
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Reboot File Content and Location

The table below shows file content and location resulting from a system re-boot.

Table 5: File Content and Location after a System Reboot

Lost after
File Type Filename File Description Stored Directory Reboot?
(Y/N)
Provisioning backup | e.g. These files are on'ly
files “1-1-IONMM.config’ used by provisioning Re- | /tftpboot Yes
store
Net-SNMP configu- This file is a configura-
ration file snmpd.conf tion file for Net-SNMP | /2gentd/conf/snmp | No
HTTPS configura- . This file is a configura- .
tion file lighttpd-ssl.conf tion file for HTTPS /agent3/conf/lighttpd | No
HZTPS certification server.pem HTTPS certificate /agent3/conf/lighttpd | No
SSH host key dropbear_rsa_host Key | gqy 1, key files Jagent3/conf/lighttpd | No
dropbear_dss_host_key
Currently we have one
SSH user key file authorized_keys ‘root’ user,; this file is the | /root/.ssh No
user key file for ‘root’
The syslog file for
Syslog file sys.log IONMM /tftpboot No
) . e.g., ) .
MIB configuration . The MIB configuration
files .;ﬁﬂ?gtgéch),nf files for SNMP setting fagent3/conf No
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Upgrade the IONMM and/or x3100 Firmware

Occasionally changes must be made to the firmware version that is currently stored in IONMM or x3100
memory. This could occur because of features, fixes or enhancements being added.

Note: Lantronix recommends that before completing any steps on an install that you verify that the
management module has the latest firmware version installed and running. The latest firmware version
is at https://www.lantronix.com/products/s3100-4040-2/#product-resources.

Ideally, all the cards in a chassis will be upgraded to the latest versions at the same time; running devices
with a mix of old and new firmware can cause a “red box” condition. See the IONMM User Guide for
details.

Note: You cannot upgrade a module with multiple BIN files.

C3100 Firmware Upgrade

You can upgrade the C3100 to a specific revision via the IONMM (either upgrade to a newer revision
firmware or downgrade to an older revision firmware). An upgrade may fail because:

e The communication path between C3100 and IONMM is corrupted, which causes an upgrade
protocol timeout.

e There is no valid firmware file stored in the IONMM (e.g., no specific revision C3100 firmware) or
you selected a corrupted firmware file. It is recommended to update the C3100 firmware prior to
the IONMM firmware.

e  Programming the internal FLASH fails.

If the C3100 bootloader cannot detect a valid firmware installed after it is powered up or rebooted, it
will enter upgrade mode automatically to request a valid firmware from the IONMM. When the C3100
finishes upgrading successfully, it will reboot itself and let the bootloader check the firmware again; if it
passes, the C3100 will load the new firmware and enter normal operating mode. If it fails, the C3100 will
continue entering the upgrade mode.

There are two methods to do the firmware upgrade operation:
e (3100 Web GUI

e (3100 CLI command

e Focal Point 3.0

See the related manual for more firmware upgrade information.
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5. Troubleshooting

General

This section provides basic and specific problem determination processes, and a description of problem
conditions that may occur or messages that may be displayed. This section also documents ION system
tests and x3100 jumpers, and describes where and how to get technical support.

IMPORTANT

For each procedure described in this section, do each step sequentially as indicated. If the result of a
step causes the problem to be corrected, do not continue with the other steps in the procedure.

Basic ION System Troubleshooting

This basic process is intended to provide some high-level techniques that have been found useful in iso-
lating ION problems. This process is not a comprehensive guide to troubleshooting the ION system. The
intent here is to 1) avoid missing any important information, 2) simplify analysis of captured infor-
mation, and 3) improve accuracy in finding and explaining problem causes and solutions.

This basic process applies to these ION system and related components:

e |ON Chassis

e |ON x3100s (SICs, or slide-in-cards)

e |ONMM

e |ON software (ION System Web Interface or ION command line interface - CLI).

ION power supply

e |ON options (ION SFPs, ION LG Kit, etc.)

e Data cables, electrical cables, and electrical outlets

e Third party network equipment (circuit protection equipment, battery backup, 3" party
client or server software — RADIUS or TFTP, etc.)

When troubleshooting an ION system / network problem on site:

1. Document the operation taking place when the failure occurred.

2. Capture as much information as possible surrounding the failure (the date and time,
current configuration, the operation in process at the time the problem occurred, the step you
were on in the process, etc.).

3. Start a log of your ideas and actions, and record where you were in the overall scheme of the
system process (i.e., initial installation, initial configuration, operation, re-configuration, upgrad-
ing, enabling or disabling a major feature or function, etc.).

4. Write down the error indication (message, LED indicator, etc.). Take a screen capture if the
problem displayed in software.

5. Start with the simplest and work towards the more complex possible problem causes (e.g.,
check the network cables and connections, check the device LEDs, verify the x3100s are seated
properly, view the CLI show command output, verify IP addresses and Gateway IP address,
check Windows Event Viewer, ping the interface, run the various tests if functional, etc.).
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10.

11.

12.

13.

14.

15.

16.

Write down your initial 2-3 guesses as to the cause of the problem.

Verify that the TN product supports the function you are attempting to perform. Your particular
TN product or firmware version may not support all the features documented for this module.
For the latest feature information and caveats, see the release notes for your particular de-
vice/system and firmware release.

Use the Web interface or command line interface (CLI) to obtain all possible operating status
information (log files, test results, show command outputs, counters, etc.)

Use the ION system manual procedure to retry the failed function or operation.

For the failed function or operation, verify that you entered valid parameters using the cursor-
over-help (COH) and/or the ION system manual.

Based on the symptoms recorded, work back through each step in the process or operation to
recall a point at which the problem occurred, and examine for a possible failure point and fix for
each.

Document each suspected problem and attempted resolution; eliminate as many potential
causes as possible.

Isolate on the 1-2 most likely root causes of what went wrong, and gain as much information as
you can to prove the suspected cause(s).

If you find a sequence of actions that causes the problem to recur, replicate the full sequence
several times and document it if possible.

Review your logged information and add any other comments that occur to you about what has
taken place in terms of system behavior and suspected problem causes and solutions.

Review the “Recording Model Information and System Information” section on page 92 before
calling TN for support.

Error Indications and Recovery Procedures

The types of indications or messages reported include:

LED Fault and Activity Displays (page 30)
Problem Conditions (page 31)

CLI Messages (page 33)

Web Interface Messages (page 38)

Windows Event Viewer Messages (page 48)
Config Error Log (config.err) File (page 50)
Webpage Messages (page 54)

Third Party Troubleshooting Messages (page 57)

These message types and their recommended recovery procedures are covered in the following
subsections.
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LED Fault and Activity Displays
Refer to this section if the LEDs indicate a problem. For any LED problem indication:

1. Check the power cord connections and power outlet.

Check the data cables for obvious problems, incorrect cable type, incorrect wiring, etc.

Make sure the USB cable is properly connected.

Check the power supply voltages (see related documentation).

Verify that the ION system devices have the latest firmware versions. Download the latest firm-
ware version and upgrade as necessary.

6. Check if other network devices are working properly.

vk wnN

Power (PWR) LED is off (not lit):

1. Check for a loose power cord.

Check for a power supply failure. Replace power supply if failed.

Make sure all circuit protection and connection equipment and devices are working.

Verify that the ION system power supply is within operating range.

Remove the card from the chassis and re-insert it. Replace if failed.

Make sure the mode displayed matches the hardware setting on the device. See the “Jumper
Settings” section.

ounkwnN

L/A SFP+ LED off (not lit):

1. Check the data cables for obvious problems, incorrect type, incorrect wiring, etc.

See if the administrator has manually disabled the console device (PC) via the Web interface.

Check if other network devices are working properly.

Remove the suspect card from the chassis and re-insert it.

Check Auto-Negotiation setting.

See if the port transmission mode / speed (full or half-duplex, etc.) match those of the

attached device.

7. Verify that the ION system devices have the latest firmware versions (see “Upgrade the Firm-
ware” in the IONMM User Guide).

8. Download the latest firmware version and upgrade as necessary.

oukwn
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Problem Conditions

Cannot access the IONMM via Telnet

Cannot access the IONMM via the Web

Cannot access the IONMM via USB port

Management Module does not power on

Telnet connection is lost after a CLI command is executed
Upgrade fails

Upload fails

USB connection resets after a CLI command is executed

1. Verify that the default password has not been changed.
2. Check with your IT department that the network is up and running.

3. Refer to the IONMM User Guide for details.

Cannot access the x3100 via the Web Interface

1. Canyou access the IONMM?

Yes No
Continue with Step 2. See “Cannot access the IONMM via the Web”
on page 72.

2. Power cycle the x3100.

3. If the problem persists, see Contact Us below.

Cannot upgrade modules

See Upgrade fails on page 77.

Cannot upload upgrade files

See Upgrade fails on page 77.
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Configuration Mode Mismatch

On the device MAIN tab, in the System Configuration section in the Configuration Mode box, the mode
displayed does not match the hardware setting on the device.

The device may have a jumper or switch that disables software management of the device. When
Configuration Mode is hardware, the devices take some of the configurations from DIP switches or
jumpers on the device. In software mode, configuration is controlled by management.

1. Referto the “Jumper Settings” section of the Install Guide manual for details on hardware mode
configuration.

2. Contact Lantronix for more information. Contact Technical Support in the US/Canada at 1-800-260-
1312, or International at 00-1-952-941-7600.

Ethernet connection works, but at a very low speed

1. Check if the Auto Negotiate feature is enabled.

2. If Auto Negotiate is enabled, check if one device is using full duplex while the other one is using half-
duplex (a duplex mismatch condition). The usual effect of this mismatch is that the connection
works but at a very low speed.

3. Change Ethernet connection settings; see "Configuring Auto Negotiation" on page 77.

loading, please wait ... Displays continuously

| Loading, please wait... ]

Wait for one or more minutes for the operation to complete.
Click the XI icon to close the message.
Check the parameter entries and retry the operation.

Click the Refresh button and try the operation again.

A A

If the problem persists, see Contact Us below.
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Parameter Boxes Outlined in Red / Cannot Enter Parameters

=
JRANSITION

System > | View~w  Help v

PowonN e

ION System _ ADVANCED | COUNTERS | LOAM
S 10N Stack Port Configuration
e Link Status; Admin Status————— Speed Duplex
-~ [0B]IONMI ‘ ‘H'UF <\ il
=H[11]C2110-1013 T
~Port 1 T
Port 2
—[16]C3220-1040 Auto Negatiation Settings
Port 1 e
J— | Enabled
= [8]C2220-1014 Capabiliies Advertised
Port 1 Port Farward Management
Pond Source Pot———|Forward Setting:
“ | |EPort 1 to Port 2 [CIManagement via Port 1 ‘
Loopback Management
Lo pRiECk e —fflduplack Scatlise[lgnore Fiaphiack Reqidety
[Atemate v |||[Enabled v!—‘
I —— = =

Check if the device is physically connected and powered on.
Verify the x3100 DIP switch settings and HW/SW Jumper setting.
Refresh the IONMM or x3100 by clicking the Refresh button.

left tree view) to refresh.

o

Cycle power for the module in question.

6. Upgrade the devices to the latest software version.

Collapse and then expand the ION System tree (i.e., fold and then unfold the "ION Stack" node in the

7. Reboot the device by clicking the Reboot key. Check if the parameter boxes are again outlined in
black and that you can enter parameters.

8. If the problem persists, see Contact Us below.

33582 Rev. D

https://www.lantronix.com/

Page 33 of 98


https://www.lantronix.com/

Lantronix x3100 Web User Guide

Red box Condition after Reboot

When the reboot is finished, some devices will show the error condition of a "red box". The ‘red box’
condition occurs while the devices are resetting; this condition can continue several minutes after the
reboot. Until the system is ready to be fully managed, certain fields may display within "red boxes".
The "red boxes" will disappear when the system is ready to be fully managed.

1. Wait a couple of minutes for the current operation to complete, and then continue operation.

2. Check the devices’ firmware versions. For example, a C2220 has only certain items ‘red boxed’.
The IONMM in this case is at latest version and shows certain new functions on the GUI, while the
x3100 is at an older version and shows the newer functions as ‘red boxed’. Since the older version of
x3100 does not have knowledge of the new features, it will not respond to the IONMM for the new
items, and the IONMM shows those items as ‘red boxed’. Upgrade the devices to the latest software
version. Upgrade ION cards first, then upgrade IONMM.

3. Reboot the system. See the “Reboot” section on page 115 for more information.

4, Contact Lantronix for more information; see Contact Us below

TFTP Server Address is empty or invalid!

1. On adevice MAIN tab, in the TFTP Settings section, you clicked the Save Server Address button with
no TFTP Server Address entered, or with an invalid TFTP Server Address entered.

2. Enter avalid TFTP Server Address and click the Save Server Address button.

Windows XP Cannot Find Drivers For My Device

This error can occur if the information programmed into the device EEPROM do not match those listed
in the INF files for the driver. If they do not match, the driver cannot be installed for that device without
either reprogramming the device EEPROM or modifying the INF files.

1. Contact Lantronix for more information; see Contact Us below.
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Problem: Windows XP Forces a Reboot after Installing a Device

This problem can occur if an application is accessing a file while the New Hardware Wizard is trying to
copy it. This usually occurs with the FTD2XX.DLL file.

1. Select not to restart the computer and then unplug and re-plug the device. This may allow the
device to function properly without restarting.

2. Restart the computer to allow the device to work correctly.

3. Contact Lantronix for more information; see Contact Us below.

Driver Installation Fails and Windows XP Gives Error Code 10

Windows error code 10 indicates a hardware error or failed driver installation. This error may appear if a
device has insufficient power to operate correctly (e.g. plugged into a bus powered hub with other
devices), or may indicate a more serious hardware problem. Also, it may be indicative of USB root hub
drivers being incorrectly installed.

1. Contact Lantronix for more information; see Contact Us below.

Problem: Windows XP Displays an Error and then Terminates Installation

If the following screen is displayed with this message, Windows XP has been configured to block the
installation of any drivers that are not WHQL certified.

Hardware Installation

@ The software you are instaling for this hardware:

USE Serial Converter

has not passed Windows Logo testing to verify its compatibility
with this version of \Windows. [Tell me why this testing is important]

This hardware will not be installed. Contact your system
administrator.

To successfully install the device, you must change the driver signing options to either warn or ignore in
order to allow the installation to complete.

1. To change the current driver signing setting, in Windows XP, go to "Control Panel\System", click
on the "Hardware" tab and then click "Driver Signing".
2. Select the desired signing option.

For other USB Driver / OS Messages (Win2K, Vista, Windows 7, Linux, Mac) refer to the separate
document with Driver / OS install, uninstall and troubleshooting information.
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Problem: Little indication of an IONPS-D Power Supply failure in Web interface

Meaning: If a power supply is powered down or loses input power, the only indication on the web inter-
face is a Power reading of 0.0. The "Power Status OK" means that the Power Sensor is operating nor-
mally, not that the input power is OK.

Recovery: To check the loss of power, check at IONPS-A > MAIN tab > Sensor and Fan(s) section >
Power value field.

User Public-Key Missing after Upgrade from v1.0.3 to v0.5.12

Meaning: In ION v1.0.3, the user-public key is binding with the Linux root user and is stored in the root
file system (/root/.ssh/). This file system will be replaced after this version upgrade, so this key will be
lost.

Recovery: This missing key problem will occur only if you upgrade from 0.5.14 to a later release. In ION
versions after 0.5.14, the user-public key is saved after an upgrade. You can still log in through SSH, but
you must upload the public key again in order to use it. In v 0.5.14, the stored key was moved from the
root file system to the application flash area (/agent3/conf).

Problem: "Unknown command." message displays when entering system name/contact/location.
Problem: The System Name can not be restored when the system name contains special character
"space" in the middle.

Meaning: The "Unknown command." message displays when the system name/contact/location con-
tains a "space" character within the text using the CLI command "set system name" or "set system con-
tact" or "set system location" is entered. The entry for the system contact, system location, and system
name must be a text string with no spaces between characters. Note that numbers, upper/lower case
characters, and special characters (! @#5%"&*()_+") are allowed.

Recovery: From the Web interface, at the device’s MAIN tab in the System Configuration section, re-
enter the "System Name" or "System Contact" or "System Location", making sure there are no spaces
between the text characters.

From the CLI, re-enter the "set system name" or "set system contact" or "set system location" CLI com-
mand, making sure there are no spaces between the text characters.

Problem: Bandwidth Ingress fault

Meaning: With rate set at 100Mbps with Full Duplex and Frame Size = 9216 a bandwidth Ingress fault
occurs. When Ingress rate limiting is set at or below 512Kbps, the $322x will pass approximately 1 Mbps
of traffic. At 768kbps and above rate limiting is working. This problem only happens on Ingress (not
Egress) and only happens when connected at 100Mbps Full Duplex. Packets of 1518k or less work fine.
This is a known hardware component limitation that only occurs when using very large Jumbo Frame
(>5k) and very low bandwidth (<512k).

Recovery: Change the rate, duplex mode, frame size, packet size, or Ingress Rate Limit. See the related
section of this manual for details.
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Web Interface Messages

IMPORTANT

For each procedure described below, do each step sequentially as indicated. If the result of a step
causes the problem to be corrected, do not continue with the other steps in the procedure.

Cannot Ping IONMM Device
1. With the "Egress Rate Limit" set to "Unlimited", the PC can ping the device (e.g., $2220-1013).

2. After reducing the "Egress Rate Limit" to "80m", the ping fails. The return traffic to the PCis non-
mgmt packet and is subjected to Egress rate-limiting, hence these packets are getting dropped.

3. Increase the port 1 "Egress Rate Limit" to "900m" or "800m" to reserve some Egress bandwidth for
user management traffic. The PC can then ping to the S2220-1013 again, and the WEB Ul can be
managed again.

4. If the problem persists, see Contact Us below.
Cannot Ping IONMM Device

1. With the "Management VLAN” state set to "enabled", the PC can not ping the IONMM device.
The reason is enabling the Management VLAN function gives management control to the
Management VLAN that you enabled.

2. Enter the CLI command set mgmt vlan state disable and press Enter. The PC can ping to S2220-1013
success again, and the Web interface can be managed again.

3. If the problem persists, see Contact Us below.

Getting values failed (snmp operation timeout)

This message indicates that you entered an invalid parameter value.

1. Click the Refresh button to clear the message.

2. Verify the recent parameter entries. Refer to the related CoH (cursor-over-help) and revise
parameter entries as needed.

3. Retry the operation.

4. |If the problem persists, see Contact Us below.
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Failed to start Virtual Cable Test.

This message indicates that the VCT test could not be started.

1. Check the following:

* Module has power.

* Cable is properly connected to the port.
2. Retry the operation.

3. If the problem persists, see Contact Us below.

Firmware DB operation failed, unzip failed.

This message indicates that the upload of the upgrade file failed.

1. Check that the db.zip file (Windows XP) or db file (Windows 7) file was specified in the Database File

Name field.
2. Retry the operation.

3. If the problem persists, see Contact Us below.

invalid input file

This message displays in the “Upload Result Reason” field at IONMM > Upgrade tab> Firmware
database sub-tab if the “Firmware File Name” entered had an incorrect filename format.

1. Verify the parameter value entered; see “Upgrading IONMM Firmware — Web Method” on page 120

for valid input information.

2. Retry the operation with a valid firmware file name (e.g., IONMM.bin.0.5.4, or x222x /

x32xx.bin.0.5.4).

3. If the problem persists, see Contact Us below.
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Invalid input found!

This message indicates that you entered a parameter outside the valid range (e.g., VLAN ID = 0).
1. Verify the parameter value to be entered; check the online Help for valid input information.
2. Retry the operation.

3. If the problem persists, see Contact Us below.

Invalid password!

This message indicates that the password entered during sign on is not valid.

1. Signin using the correct password. The default password is private.
Note: the password is case sensitive.

2. If the problem persists, see Contact Us below.

Failed to retrieve DMI info on current port.

You clicked the Device port’s DMI tab, but the device does not support DMI. Not all NID models support
DMI. The NIDs that support DMI have a “D” at the end of the model number.

1. Verify that the x3100 supports DMI.

2. See “DMI (Diagnostic Maintenance Interface) Parameters” on page 118 for more information.
3. Retry the operation.

4. |If the problem persists, see Contact Us below.

Admin Status: Down (or Testing)

In the device’s port, at the MAIN tab in the Port Configuration section, the Admin Status field displays
“Down”. Typically, if 'Admin Status' is Down, then 'Link Status' is also Down.

The status here is the desired state of the interface. The “Testing” status indicates that no operational
packets can be passed. When a managed system initializes, all interfaces start with 'Admin Status' in the
Down state. As a result of either explicit management action or per configuration information retained
by the managed system, 'Admin Status' is then changed to either the Up or Testing states, or remains in
the Down state.

Verify the initialization process; see “Section 2: Installation and System Setup” on page 40.

2. Verify the attempted operation procedure in the related section of this manual.
3. Retry the operation. Wait several minutes for initialization to take place.
4. 1If the problem persists, see Contact Us below.

33582 Rev. D https://www.lantronix.com/ Page 39 of 98



https://www.lantronix.com/

Lantronix x3100 Web User Guide

Link Status: Down (or Testing or Dormant, or NotPresent)

This is the current operational state of the interface.

The 'Link Status' Testing state indicates that no operational packets can be passed.

If '"Admin Status' is Down then 'Link Status' likely will be Down.

If '"Admin Status' is changed to Up, then 'Link Status' should change to Up if the interface is ready to
transmit and receive network traffic.

'Link Status' should change to Dormant if the interface is waiting for external actions (such as a serial
line waiting for an incoming connection);

'Link Status' should remain in the Down state if and only if there is a fault that prevents it from going to
the Up state;

'Link Status' should remain in the NotPresent state if the interface has missing (typically, hardware)

components.

Link Status: Down: The ION system interface is not ready to transmit and receive network traffic due a
fault.

1. Review any specific fault and its recommended recovery procedure.

2. Verify the initialization process; see “Section 2: Installation and System Setup” on page 40.

3. Verify the attempted operation procedure in the related section of this manual.

4. Retry the operation. Wait several minutes for initialization to take place.

5. If the problem persists, see Contact Us below.

Link Status: Dormant: The ION system interface is waiting for external actions (such as a serial line
waiting for an incoming connection).

1.
2.

Wait several minutes for initialization to take place, and then retry the operation.
If the problem persists, see Contact Us below.

Link Status: NotPresent: the interface has missing components (typically hardware).

1.
2.
3.

Verify the ION system installation; see “Section 2: Installation and System Setup” on page 40.
Wait several minutes for initialization to take place, and then retry the operation.
If the problem persists, see Contact Us below.
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Link Status: Testing: The ION system interface can not pass operational packets.

1. Verify that diagnostic tests were run properly and completed successfully.
2. Wait several minutes for initialization to take place, and then retry the operation.

3. If the problem persists, see Contact Us below.

Message: Setting values failed (http server error)

This message indicates a configuration entry error (e.g., https).
1. Enter avalid value. Refer to the Help screen for more information.
2. Retry the operation. See “Configuring HTTPS” on page 208.

3. If the problem persists, see Contact Us below.

Message: Setting values failed (snmp operation error)

This message indicates that the SNMP Configuration entered had an invalid SNMP entry (e.g., an
unrecognized Trap Manager address entry).

1. Enter avalid value. Refer to the Help screen for more information.
2. Tryanother operation.

3. If the problem persists, see Contact Us below.

Message: TFTP file transferring failed!

This message indicates that a TFTP operation could not be completed.

TFTP for Backup download operation:
1. Verify that:

a. The correct module(s) has been selected.
b. The IP address of the TFTP server is correct.

c. The TFTP server is online and available.

2. Perform a backup of the module(s) for which the download operation was intended. Make sure that
the status of the backup operation for each module is “Success”.

3. Retry the operation.

4. |If the problem persists, see Contact Us below.
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TFTP for Restore upload operation:

1. Check:

* The IP address of the TFTP server is correct.
* The TFTP server in online and available.
* The file to be uploaded is in the default directory on the server.

* The correct module(s) has been selected.
2. Retry the operation.

3. If the problem persists, see Contact Us below.

Message: TFTP operation failed!

This message indicates that the upload portion of an upgrade operation failed.

1. Check:

* The IP address of the TFTP server is correct.
* The TFTP server in online and available.
* The correct file name (db.zip in Windows XP or just “db” in Windows 7) is specified.

* The db.zip (or db) file is in the default directory on the TFTP server.

2. If the problem persists, see Contact Us below.

Message: There is a problem with this website's security certificate.
This message indicates that the security certificate presented by this website was changed.
1. Click the Continue to this website... selection.

2. See the “Configuring HTTPS” section on page 92.
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Message: Web Ul Management connection Lost
1. With the "Egress Rate Limit" set to "Unlimited", the PC can ping the device (e.g., $2220-1013).

2. After reducing the "Egress Rate Limit" to "80m", the ping fails.
The return traffic to the PCis non-mgmt packet and is subjected to Egress rate-limiting, hence these
packets are getting dropped.

3. Increase the port 1 "Egress Rate Limit" to "900m" or "800m" to reserve some Egress bandwidth for
user management traffic.
The PC can ping to $2220-1013 again, and the WEB Ul can be managed again.

4. If the problem persists, see Contact Us below.
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Message: “Setting values in progress ...” displays continuously

The message “Setting values in progress ...” displays for over 10 minutes after you set up a VLAN 100,
then set Management VLAN to Enabled and clicked Save.

2 10 System Wik Interiace - Windows Inteene! Cxplarer

[ T o Y} G T rCT—(
T E5 ven_faotes Tob b
— = i s ) [ERVp——] - e
8 o svenen ek reetace Bi- B O @ - Pane Sty ke @ T
VNEFWDRKS;
SSEM ™ ViEWT  Hew |
on spnem ) [N e | s s aeous [ o |_provsomie | waeoe &
= o ek
il ot ctware Rt Hardvars o
= percazonmo ionies s s
o .
Pon 2
TOTIONVR
= [02]C3231-1040
e e
i o |
e Fy— umber o Eor
* [H]C22 11013 |Enzolec ~ 2 00-00-F2-20DE-0E
110401 e Sywiem Rebeat|Reset To Factery o)
* [1E]C3220-1040 P "

= [iEc2zE0

P —
i ]

3 |

) OHS

i
[pasa |

[— o isnagr 2 g tnager
03 Jle5sa Jle35s |
Trap Manager 4- 1 Trap Manager & 1(Trap Managar & 1
(] |[Faaa J|[Faza 1|

oo P i toms taus
I s |

el e e
v o]

[ Seting vloes i progess

§irme. . [E)wann,

Getting values failed (http server error) then displays.

lays:

Loading Template agent_main_view.htm failed disp
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MAIN tab displayed is blank after you close the Loading ... dialog box.

Meaning: These messages display after you turn on the Management VLAN function either via the ION
Web interface or the CLI. (The CLI command is set mgmt vlan state=enable, and the Web interface is
from the IONMM MAIN screen in the Management VLAN Configuration section, where the Status field
is set to Enabled. In both cases, management control is given to the Management VLAN that you ena-
bled.
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The recovery (re-gaining control from the CLI or Web interface) is to turn off Management VLAN via the
CLI (set mgmt vlan state=enable) or via the Web interface (IONMM MAIN > Management VLAN Config-
uration > Status > Enabled).

Message: Loading Template agent_main_view.htm failed

Loading htm files failed

Loading htm file succeeded

Loading JavaScript file failed

Loading Template Config file failed

Meaning: The status displays at the lower left corner during Port 1 page loading.

Recovery: 1.Wait for the Loading, please wait... message to clear. This may take 1 minute or more.
2. See the Loading, please wait... message for details. 2. If the problem persists, see Contact Us below.

Message: The DMI feature is not supported on current port

Meaning: Not all x3100 models support DMI. Lantronix x3100s that support DMI have a “D” at the end
of the model number. If you click the DMI tab on a x3100 model that does not support DMI, the
message “The DM feature is not supported on current port.”

The DMI (Diagnostic Maintenance Interface) function displays x3100 diagnostic and maintenance
information such as interface characteristics, diagnostic monitoring parameters, and supported media
lengths.

Recovery: 1. Verify that the device and port support DMI. See “DMI (Diagnostic Maintenance Interface)
Parameters” on page 248 for more information.

Message: Loading Template agent_main_view.htm failed

Message: Loading htm files failed

Meaning: The status displays at the lower left corner during Port 1 page loading.

Recovery: 1.Wait for the Loading, please wait... message to clear. This may take 1 minute or more. 2.
See the Loading, please wait... message for details. 2. If the problem persists, see Contact Us below.
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Message: Online Help is not available until a specific configuration is entered.

Message from webpage &l

! E Online Help is not available until a specific configuration tab is entered.
L]

Meaning: You clicked on Online Help from the Help dropdown without first selecting a device.

| System >  View~v | Help~

10N System Cnline Help
—|I0M Stack 1M Praduct Home Page
=" Chassis About 10N System Web Interface
+-[01]IONMM

+[03]C3230-1040
+}[05]C3230-1040
+-[10]C3231-1040
+[12]c2110-1013
+ [14]02210-1013
+[16]C2220-1014
+}[18]C3220-1040

+-[22]I0NPS A
+-[23]I0MPS-D
Message from webpage
! ‘: Onling Help is not available until a specific configuration tab is entered,
I
Recovery:

1. Click the OK button to close the webpage message.
2. Select an ION device.
3. Click on Help > Online Help again.
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Message: Trap manager settings changed and a system reboot is required for the changes to take effect.
— Do you want to reboot the system right now?

ION System L<JVNERY sute | HrTPs | ssH | Rapus || AcL | Backup-RESTORE || UPGRADE
= DN staek Mods! Information
= Chassis

Serial Number ‘.U lodel ‘Hﬁnﬁware Revision ‘HHardware Rewsmn‘i
Sh-agent-001 [Nt 065 001 ]
+-[03]C3230-1040 “; JL

Bootloader Revision
+ [04]1C6010-3040 20

+:[05]C3230-1040

+[07IC3Z10-1013 System Configuration

) (08]C3221-1040 |System Name————— System Up Time————System Contact 1| System Location
(121021101013 |ionman m J||[0:0:42.37 61 |||Transition Metworks techs]| hmanu Red Circle Drive \|
141022101043 |Console Access— jhlumber of Ports—— MAC Address—————

L [161C2220-1014 |[Enabled |2 ]| ‘lnn-cn-Fz-zn-DE-QE I

+[18]C3220-1040 [Uptime Reset][System Reboot)[Reset To Factory Config]

+ [22]IONPS-A IP Configuration

+ [23]0NPS-D DHCP Client

[Disabled v
o  essage from webpage 3
I — ' 2) Trapmanagersetingshve besn changed anc aspse eboot & rauired o thechinges otk efec. D0 you wan s ebock thesyste gk row2
(0000
T E—

[0.0.00

IManagement VLAN Configuration
[VLAN ID | Statu | Mermber Ports
|2 || isabiea | [DFor 1 Dpon 2

SNIMP Configuration

SNMP Version
" v
s
Trap Manager 1 Trap Manager Trap Manager |
[132.168.1.30 J||[o.0a4 M@uuu |
I [TEEJ’_Z.E‘.LE.HEN ]
|

Trap Manager Trap Manager
‘ﬂﬂﬂﬂ MEﬂﬂﬂ Ulﬁ,uun |

Meaning: Information only. At IONMM > MAIN > SNMP Configuration > Trap Manager x you entered
an IP address for a trap server.

Recovery:

1. Click the OK button to clear the webpage message.

2. Verify the Trap Manager setting and continue operation.

3. If a problem persists, see Contact Us below.
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Message: File has been successfully transferred via TFTP.” but the Prov. status column displays failure

[...].

ION System

— 10N Stack
—-Chassis

+-[01]IONMM
+1[03]C3230-1040
+-[04]CE010-3040
+1[05]C3230-1040
+[07]C3210-1013
+1[08]C3221-1040
+[12]C2110-1013
+1[14]C2210-1013
+ [16]C2220-1014
+1[18]C3220-1040
+[22]0NPS-A
+-[23]ONPS-D

MAIN || SNTP | HTTPS | SSH | RADIUS | ACL [ReRIEOESCHs iy UPGRADE

|TFTP Server Address— | Status—————————

|192.168.1.30

i|”Nu Action ”

Restaore ]

Select Modules to Back Up {Download config files after backing up is done)

Select | Index Module Config File (Click to Modify) Prov Status TFTP Action
1 [01]IONMM 1-1-ONIIM config success

2 [03]C3230-1040 1-3-C3230-1040.config failure [

3 [04]C6010-3040 1-4-C6010-3040.config SUCCESS

4 [05]C3230-1040 1-6-C3230-1040 config success
O 5 [07]C3210-1013 1-7-C3210-1013.config
O 5 [0B]C3221-1040 1-8-03221-1040 config
O 7 [12]52110-1013 1-12-02110-1013 config sad
O 5 [14]C2210-1013 jBERe S [IBly Message from webpage

O ] [16]22220-1014 1-16-C2220-10 A S e T
O 10 [18]23220-1040 1-18-03220-10

O i [22]IONPS-A 1-2210NPS-A

O 12 [23]IONPS-D 1-23-I0NPS-D.config Download| |

Refresh||Back Up) [@]

Meaning: At IONMM > BACKUP-RESTORE > Backup you selected a module to back up, the “successful

transfer” message displays, but the Prov. Status column displays failure [...].

Recovery:

oukwWwNE

Click the OK button to clear the webpage message.
Click the [...] box after the word “failure” in the Prov Status column.
Open the config.ERR file at C:\TFTP-Root.
Fix any config commands and then retry the operation.
Verify the Backup and continue operation.

If a problem persists, see Contact Us below.
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In IE8 or IE9, at C3220 > FDB, the ‘Refresh’, ‘Add’, ‘Edit’, ‘Delete’, ‘Help’ buttons of FDB do not display.

system > | view~ | Help v

ION System L[ wam || apvancep || st | Hries || ssH || mabws || ace [WESER vian
="I0N Stack e N ) ) . B
L
Cliagsls [ FoB D IMAG Address Port Priority Entry Type |
+ [02]I0HM
) | o 03-60-03-6A-81-01 1 3 staticPA \
+ [06]C6121-1040

+-[11]C6010-1040
—[13]C3220-1040

FDB D MAC Address Part Priorit
Port 1 o Nl | [Part1 ¥ [o v
Port 2
+[15]CE120-1013 3 |
+/[19]C6010-1013 Flush FDBs
+ [22]I0MPS-A I | Flush Operation Flush Status Failure R,asnn
[Flush All =M I | |

|H5 - @ 10F Systen ¥eb Inte... X | B New Ticket - Chassis

TRANSITION I
|

v NETWORKS=

‘ System v  View~ Help v

+
10N System Al || apvancep | swtp | HTies || ssH | Rapug || ace ([l vian
= I0N Stack T,

= Chassis

FDB I MAC Address Port Priority Entry Type
+{02JI0HMM
03-60-03-6A-81-01
+[06]CE121-1040
+[11]CE010-1040 > o
~ [13]C3220-1040

FDBID MAC Address Por Priority
Port 1 ] | b3-60-03-64-61-01 | [Pod 1 ~ [3 v
Por2 Entry Type —
+H[15]C6120-1013 [staticPA ~|
IO D |
+![22]l0NPS-A Il
Flush FDBs
Flush Operation Flush Status Failure Reason
[Flush Al - | I

1. Select IE8 Tools > Compatibility Mode to use the IE8 ‘Compatibility View’. The message “Compatibil-
ity View - 192.168.1.10 is now running in Compatibility View.” displays.

TRANSITION F ]

V NETWORKS. 92,168,110 is now running in Compatibilicy View,

Sign in to ION System Web Interface

User Name: | \

Password: | |

2. Log in to the ION system again.
3. Select the FDB tab.

4. Select at least one table of FDB, and then click the web page; the button will display normally.
4. Click one existing MAC address in the MAC address list.
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Website displays incorrectly in Internet Explorer 8 or 9

Websites that were designed for earlier versions of Internet Explorer might not display correctly in the
current version. However, you can often improve how a website will look in Internet Explorer by using
the ‘Compatibility View’ feature. When you turn on Compatibility View, the webpage displayed (and any
other webpages within the website's domain) will display as if you were using an earlier version of Inter-
net Explorer.

1. In IES, click the Stop button on the right side of the Address bar.
2. If the page has stopped loading, click the Refresh button to try again.
3. Click the Tools button, and then click Compatibility View.

ﬂvcs(ﬁhxl

If Internet Explorer recognizes a webpage that is not compatible, the Compatibility View button displays
on the Address bar. To turn Compatibility View on, click the Compatibility View button. From now on,
whenever you visit this website, it will be displayed in Compatibility View. However, if the website re-
ceives updates to display correctly in the current version of Internet Explorer, Compatibility View will
automatically turn off. Note that not all website display problems are caused by browser incompatibility.
Interrupted Internet connections, heavy traffic, or website bugs can also affect how a webpage is dis-
played. To go back to browsing with Internet Explorer 8 on that site, click the Compatibility View button
again.

4. Check your ION firmware version and upgrade to the latest if outdated. See the “Upgrade” section.

5. Check the Microsoft Support Online website http://support.microsoft.com/ph/807/en-us/#tab0 for
more information.

6. See also: http://msdn.microsoft.com/en-us/library/dd567845%28v=vs.85%29.aspx
http://support.microsoft.com/kb/960321
http://blogs.msdn.com/b/ie/archive/2008/08/27/introducing-compatibility-view.aspx

7. In 1E9, click the Compatibility View toolbar button on the Address bar to display the website as if you
were using an earlier version of Internet Explorer. See the Microsoft Support website Article ID: 956197
at http://support.microsoft.com/kb/956197.
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Script error message received.

Stop running this script? A script on this page is causing Internet Explorer to run slowly. If it continues,

your computer might become unresponsive. Yes / No
Error: Object doesn't support this property or method.
A Runtime Error has occurred. Do you wish to Debug?
Done, but with errors on page.

| static __v:l

Windows Internet Explorer

1 Stop running this script?
LAY

unresponsive.

53240 System MAIN || ADVANCED | sNTP || HTTPS | sSH | RADIUS || AcL VLAM || SOAM | BACKUP-RESTORE
=Sl MACs
Har VLAN ID MAC Address Port Priority Entry Type
Port 2
2 1 00-04-75-BD-4F-BC 5 7 staticPA
Port 3 e =
Port 4 (SFP) 1 00-04-75-BD-9C-36 ‘| 0 dynamic
Port & (SFP) 1 00-04-75-BD-9C-38 1 0 static
VLAN ID ~ MAC Address | Port - Priority.
i I | |[Port 1 o [
Entry Type

A script on this page i causing Inkernet Explorer to run slowly.
IF it conkinues to un, your computer might became

. Click the Yes button to stop the script.
. Click Show Details to display error details.
. Disable script debugging.

. Remove all the temporary Internet-related files.

oONOUL A WN B

port.microsoft.com/kb/308260.

. Install the latest Internet Explorer service pack and software updates.
. For more advanced troubleshooting, see the Microsoft Support Article ID 308260 at http://sup-

. Test a Web page from another user account, another browser, and another computer.
. Verify that Active Scripting, ActiveX, and Java are not being blocked by Internet Explorer.
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Message: Getting card hardware mode failed
Meaning: The x3100 is in Hardware mode and you tried to perform a Software operation.

£~ 10N System Web Interface - Windows Internet Explorer,

@;v &) 152.168.1.10 )[4 [x] | IE3E
{3 Favorites | (& 10N System Web Interface

v NETWORKS»

System > view~¥ Help~¥ ‘
ION System ] E
_“|=ON Stack Maodel Information

—i-Chassis
+-[01JIONMI

+-[021c4110
+-[06]C2110-1013

+ [22]I0NPS-A System Configuration
+-[23]I0NPS-AL

Link Pass ThroughiLPT)

Getting card hardware mode failed

Recovery:
1. Change the mode to Software mode.

2. See the “Field-configurable DIP Switch (SW1) and Jumper (J9)” section of the C3100 Install Guide
manual.
3. Contact TN Technical Support.

Message: Note: Port speed is NOT accurate. Its value is ranging from 1Gbps to 2.5Gbps.

TR
TeanSITion

System >  Viewr Helpr

ION System <] DMI
—“ION Stack
= Chassis Part Configuration
+ [01]IONMM Mote: Port speed is NOT accurate. Its value is ranging from 1Gbps to 2 5Ghps

—L[02]C3100-4040

+ [I;;]C4110-184B
Meaning: The x3100 port speed displayed may not be reliable.

Recovery:
1. Change the port selection.

2. See the Troubleshooting section of the C3100 Install Guide manual.
3. Contact TN Technical Support.
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Windows Event Viewer Messages
A sample Event Log file is shown below.

Windows Event Viewer - Event Log 1:

I Windows Event Viewer - Event Log 1 - Notepad @E|
File Edit Format View Help

Type Date Time Source  Category Event  User computer A
Information 6,/25/2010 10:34:34 am service Control Manager None 7036 M/ A SCHIERMAN g
Information 6/25,/2010 10:22:35 amM Service Control Manager Mone TO36 M8 SCHIERMAR
Information 6,/25/2010 10:32:35 AM service Control Manager Mone 7035 jeffs SCHIERMAN
Information 6,/25/2010 Fi37:19 am service Control Manager None 7036 M/ A SCHIERMAN
Information 5,/25,/2010 Fi37:12 Am service Control Manager Mone 7036 M8 SCHIERMAR
Information 6,/25/2010 Fi37:12 am service Control Manager Mone 7035 SYSTEM  SCHIERMAN
Error 6,/24 /2010 10:27:33 PM W32Time Mone 29 MAA SCHIERMAN

warning 6/24,/2010 10:27:32 PM W32Time Mone 14 M A SCHIERMAN

Error 6,424 /2010 4:12:51 PM windows Update agent software Sync 16 M A SCHIERMAN
Information 6,/24 /2010 Fi40:55 AM service Control Manager None 7036 M A SCHIERMAN
Information 6,/24 /2010 F:40:49 am service Control Manager Mone TO36 M8 SCHIERMAR
Information 6,/24 /2010 Fi140:49 amM service Control Manager Mone 7035 SYSTEM  SCHIERMAN
Error 6,/24 /2010 G:27:31 AM W32Time Mone 29 M A SCHIERMAN

warning 6/24,/2010 G:27:31 Am W32Time Mone 14 [N SCHIERMAN

Error 6/23 /2010 10:27:29 PM W32Time Mone 29 MAA SCHIERMAN

warning 6,/23/2010 10:27:29 PM W32Time Mone 14 M A SCHIERMAN

Errar 6,/23,/2010 G:27:28 PM W32Time Mone 29 [ SCHIERMAN

warning 6/23,/2010 G:27:28 PM W32Time Mone 14 M A SCHIERMAN

Error 6,/23/2010 4:27:27 PM W32Time Mone 29 M A SCHIERMAN

warning 6/23/2010 4127127 PM W32Time Mone 14 [ SCHIERMAN

Error 6/23 /2010 3:127:27 PM W32Time Mone 29 M A SCHIERMAN

warning 6/23/2010 3127127 PM W32Time Mone 14 M A SCHIERMAN

Errar 6,/23,/2010 2:157:26 PM W32Time Mone 29 [N SCHIERMAN

warning 6,/23,/2010 2:57:26 PM W32Time Mone 14 MAA SCHIERMAN

Error 6/23 /2010 2:42:26 PM W32Time Mone 29 M A SCHIERMAN

warning 6/23,/2010 2:42:26 PM W32Time Mone 14 [ SCHIERMAN

Error 6,/23 /2010 2:42:11 PM W32Time Mone 29 M A SCHIERMAN

warning 6,/23/2010 2:42:11 PM W32Time Mone 14 M A SCHIERMAN

Information 6/23,/2010 2:42:01 PM Tepip Mone 4201 M A SCHIERMAN

Information 6,/23/2010 2:41:56 PM Erowser MNone 8033 MA SCHIERMARN B

Message: Information 6/25/2010 7:37:12 AM Service Control Manager None 7035 SYSTEM
Meaning: Information message regarding SCM.

Recovery: No action required.

Message: Error 6/24/2010 10:27:33PM  W32Time None 29 N/A  SYSTEM
Meaning: Error level message regarding W32Time.

Recovery: Open the file, examine the number of messages like this, and the potential problem level.

Message: Warning 6/24/2010 10:27:33PM  W32Time None 14 N/A  SYSTEM
Meaning: Warning level message regarding W32Time.

Recovery: Check the other system logs for related messages. If the problem persists, see Contact Us
below.
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The Config Error Log (config.err) File

The error log file (.ERR file) is downloaded to the TFTP server address specified, in TFTP-Root with a
filename such as 1-11-C2210-1013.config. You can open the file in WordPad or a text editor.

A sample portion of an error log file (.ERR file) is shown below.

Fil= Edit View Insert Format Help

D & # By

AGENT FM ERRCE: CLI command remove vlan all failed

AGENT PM ERECR: CLI command remove fwddbh all failed

AGENT PM ERROR: CLI command set ip-momwt state=enable failed

AGENT PM ERROR: CLI cormand set dhop state=disshle failed

AGENT PM ERROR: CLI command set ip type=ipwvwd addr=192.1658.0.10 subnet-mask=255.255.255.0 failed
AGENT PM ERROR: CLI command set gateway type=ipvd addr=192.165.0.1 failed

AGENT PM ERROR: CLI command set dns-svr sve=1 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set dns-svr svr=:Z type=dns addr=0.0.0.0 failed
AGENT PM ERROE: CLI command set dns-svr svr=3 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI cormmand set dns-svr avr=4 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLT cormand set dns-svr sve=5 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set dns-svr svr=6 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set snmp traphost svr=1 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set snmp traphost svr=:2 type=dns addr=0.0.0.0 Zfailed
AGENT PM ERROE: CLI command set snmp traphost svr=3 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set snmp traphost svr=4 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLT command set smmp traphost svr=5 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set snwp traphost svr=6 type=dns addr=0.0.0.0 failed

AGENT PM ERROR: CLI command set sntp state=disable failed

AGENT PM ERROR: CLI command set sntp dst-state=disable failed

AGENT PM ERROE: CLI command set sntp timezone=5 failed

AGENT PM ERROR: CLI command set sntp dst-start="199 1231 15:00:007" failed
AGENT PM ERROR: CLI cormmand set sntp dst-end="1969 1231 15:00:00" failed
AGENT PM ERROR: CLI command set sntp dst-offset=0 failed

AGENT PM ERROR: CLI command set sntp-svr svr=1 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command sSet sntp-svr svr=:Z type=dns addr=0.0.0.0 failed

These messages show a translation of failed web interface functions that were attempted, translated
into CLI commands.

The config.err files are saved in the TFTP server location specified (typically C:\TFTP-Root) with a file
name something like: 1-2-2-C3220-1040_20100608.config.err.

The first word in the message (e.g., add, set, remove) shows the type of action attempted.

The second word or phrase in the message (e.g., dhcp state, fwddb, gateway type, vlan-db vid, etc.) lists
the general function attempted. This is the part of the message immediately preceding the = sign.

The next word or phrase in the message is the specific function attempted that immediately follows the
=sign or the second word of the message (e.g., all, =enable, =disable, =8, =dns
addr=0.0.0.0, etc.). This part of the error message may include several segments with = signs
(e.g., =0.0.0.0 retry=3 timeout=30

The final word in the message line is the word “failed”.

config.err Messages

Sample config.err file information is provided below.
1-2-2-C3220-1040_20100608.config.err

Line

1 AGENT PM ERROR: CLI command remove vlan all failed
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2 AGENT PM ERROR: CLI command remove fwddb all failed
3 AGENT PM ERROR: CLI command add fwddb mac=01:00:00:00:00:10 conn-port=1 priority=1

type=staticNRL failed

4 AGENT PM ERROR: CLI command remove vlan all failed
5 AGENT PM ERROR: CLI command remove fwddb all failed
6 AGENT PM ERROR: CLI command add fwddb mac=01:00:00:00:00:02 conn-port=1 priority=1

type=staticNRL failed

7 AGENT PM ERROR: CLI command add fwddb mac=01:00:00:00:00:03 conn-port=1 priority=1

type=staticNRL failed

8 AGENT PM ERROR: CLI command add fwddb mac=01:00:00:00:00:04 conn-port=1 priority=1

type=staticNRL failed

9 AGENT PM ERROR: CLI command add fwddb mac=01:00:00:00:00:05 conn-port=1 priority=1

type=staticNRL failed

10 AGENT PM ERROR: CLI command add fwddb mac=01:00:00:00:00:06 conn-port=1 priority=1

type=staticNRL failed

11 AGENT PM ERROR: CLI command add fwddb mac=01:00:00:00:00:07 conn-port=1 priority=1

type=staticNRL failed

12 AGENT PM ERROR: CLI command add fwddb mac=01:00:00:00:00:08 conn-port=1 priority=1

type=staticNRL failed

13 AGENT PM ERROR: CLI command add fwddb mac=01:00:00:00:00:09 conn-port=1 priority=1

type=staticNRL failed

14 AGENT PM ERROR: CLI command add fwddb mac=01:00:00:00:00:10 conn-port=1 priority=1

type=staticNRL failed

15 AGENT PM ERROR: CLI command remove vlan all failed
16 AGENT PM ERROR: CLI command remove fwddb all failed
17 AGENT PM ERROR: CLI command add fwddb mac=01:00:00:00:00:02 conn-port=1 priority=1

type=staticNRL failed

18 AGENT PM ERROR: CLI command add fwddb mac=01:00:00:00:00:03 conn-port=1 priority=1

type=staticNRL failed

19 AGENT PM ERROR: CLI command add fwddb mac=01:00:00:00:00:04 conn-port=1 priority=1

type=staticNRL failed
20 AGENT PM ERROR
type=staticNRL failed
21 AGENT PM ERROR
type=staticNRL failed
22 AGENT PM ERROR
type=staticNRL failed
23 AGENT PM ERROR
type=staticNRL failed

24 AGENT PM ERROR
type=staticNRL failed

: CLI command add fwddb mac=01:00:00:00:00:05 conn-port=1 priority=1

: CLI command add fwddb mac=01:00:00:00:00:06 conn-port=1 priority=1

: CLI command add fwddb mac=01:00:00:00:00:07 conn-port=1 priority=1

: CLI command add fwddb mac=01:00:00:00:00:08 conn-port=1 priority=1

: CLI command add fwddb mac=01:00:00:00:00:09 conn-port=1 priority=1
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25 AGENT PM ERROR: CLI command add fwddb mac=01:00:00:00:00:10 conn-port=1 priority=1
type=staticNRL failed

26 AGENT PM ERROR: CLI command remove vlan all failed
27 AGENT PM ERROR: CLI command remove fwddb all failed

28 AGENT PM ERROR: CLI command add fwddb mac=01:00:00:00:00:10 conn-port=1 priority=1
type=staticNRL failed

config.err Message Responses

Some typical error log file messages and the recommended responses are provided below (without the
prefix of “AGENT PM ERROR: CLI command”).
Message: remove vlan all failed

Response: 1. Check if this is a recurring problem. 2. Verify the VLAN operation in the related section of
this manual. Retry the VLAN operation. 3. See the related VLAN command in the x3100 CLI/ Reference
Manual, 33497. 4. If the problem persists, see Contact Us below.
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Message: remove fwddb all failed

Response: 1. Check if this command is supported. 2. If the problem persists, see Contact Us below.

Message: set ip-mgmt state=enable failed

Response: 1. Check if this command is supported. 2. If the problem persists, see Contact Us below.

Message: set dhcp state=disable failed

Response: 1. Check if this command is supported. 2. If the problem persists, see Contact Us below.

Message: set ip type=ipv4 addr=192.168.0.10 subnet-mask=255.255.255.0 failed

Response: 1. Check if this is a recurring problem. 2. Verify the operation in the related section of this
manual. Retry the operation. 3. See the related command in the x3100 CLI Reference Manual, 33497. 4.
If the problem persists, see Contact Us below.

Message: set gateway type=ipv4 addr=192.168.0.1 failed

Response: 1. Check if this is a recurring problem. 2. Verify the operation in the related section of this
manual. Retry the operation. 3. See the related command in the x3100 CLI Reference Manual, 33497. 4.
If the problem persists, contact Technical Support; see Contact Us below.

Message: set dns-svr svr=1 type=dns addr=0.0.0.0 failed

Response: 1. Check if this command is supported. 2. If the problem persists, see Contact Us below.

Message: set snmp traphost svr=1 type=dns addr=0.0.0.0 failed

Response: 1. Check if this command is supported. 2. If the problem persists, see Contact Us below.

Message: set sntp state=disable failed

Response: 1. Check if this command is supported. 2. If the problem persists, see Contact Us below.

Message: set sntp dst-state=disable failed

Response: 1. Check if this command is supported. 2. If the problem persists, see Contact Us below.

Message: set sntp timezone=8 failed

Response: 1. Check if this command is supported. 2. If the problem persists, see Contact Us below.

Message: 1. Check if this command is supported. 2. If the problem persists, see Contact Us below.

Message: set sntp dst-end="1969 1231 18:00:00" failed
Response: 1. Check if this command is supported. 2. If the problem persists, see Contact Us below.
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Message: set sntp dst-offset=0 failed

Response: 1. Check if this command is supported. 2. If the problem persists, see Contact Us below.

Message: set sntp-svr svr=1 type=dns addr=0.0.0.0 failed

Response: 1. Check if this command is supported. 2. If the problem persists, see Contact Us below.

Message: set radius client state=disable failed

Response: 1. Check if this command is supported. 2. If the problem persists, see Contact Us below.

Message: set radius svr=1 type=dns addr=0.0.0.0 retry=3 timeout=30 failed

Response: 1. Check if this command is supported. 2. If the problem persists, see Contact Us below.

Message: add vlan-db vid=100 priority=0 pri-override=disable failed

Response: 1. Check if this command is supported. 2. If the problem persists, see Contact Us below.

Message: add vlan-db vid=200 priority=0 pri-override=disable failed

Response: 1. Check if this command is supported. 2. If the problem persists, c see Contact Us below.

Message: set acl state=disable failed

Response: 1. Check if this command is supported. 2. If the problem persists, see Contact Us below.

Message: set acl table=filter chain=input policy=accept failed

Response: 1. Check if this command is supported. 2. If the problem persists, see Contact Us below.

Message: set dotldbridge ip-priority-index=0 remap-priority=0 failed
Response: 1. Check if this command is supported. 2. If the problem persists, see Contact Us below.

Message: AGENT PM ERROR: CLI command show dotldbridge ip-tc priority remapping failed

Response: 1. Check if this command is supported. 2. If the problem persists, see Contact Us below.

33582 Rev. D https://www.lantronix.com/ Page 58 of 98



https://www.lantronix.com/

Lantronix x3100 Web User Guide

Webpage Messages

Certain menu operations will display a webpage verification message to verify that you want to proceed.
These messages also provide information on the effect that the operation will have if you continue.
These messages display for operations such as Reset to Factory Config, Reboot the System, or other
operational confirmation messages.

See “Menu System Descriptions” on page 44.

Message: System will be rebooted, are you sure to proceed?

Message from webpage

\_y Syskem will be rebooted, are you sure ko proceed?

[ o4 H Cancel ]

Response: Click OK only if you wish to reboot. Otherwise click Cancel.

Message: A factory reset will wipe out all current configuration and load the factory defaults along with
a system reboot; are you sure to proceed?

Message from webpage

\ ? J  Afactory reset will wipe out all current configuration and load the Factory defaults slong with a system reboak, are you sure to proceed?

[ oK, ” Cancel ]

Response: Click OK only if you wish to reboot. Otherwise click Cancel.
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Message: The firmware upgrade failed!

Message from webpage E|

) 'E The Firrweare upgrade Failed!
L

The MAIN tab > TFTP Settings section Status area displays “TFTP Failure”.

Meaning: While performing a Firmware Upgrade from the MAIN tab > TFTP Settings section, a problem
was detected. See the “Upgrade the IONMM and/or x3100 Firmware” section on page 109.

Recovery:
1. Click OK to clear the webpage message.

2. Make sure you are using a TFTP Server package (not an FTP package). You will not be able to
connect to the TFTP Server with an FTP client.

Make sure that you downloaded the correct IONMM firmware file from the Lantronix web site.

4. Verify the TFTP Server Address entry. It should be the IP address of your TFTP Server (e.g.,
192.168.1.30).

5. Verify the Firmware File Name that you entered is the one you intended, and that it is in the proper
filename format (e.g., IONMM.bin.0.5.3).

6. Check the log status in the TFTP Server package; when successful, it should show something like
“Sent IONMM.bin.0.5.3 to (192.168.1.30), 9876543 bytes”. The TFTP Settings section Status area
should display “Success” when done.

Make sure that the Management VLAN function is disabled.
Reset the IONMM card. The TFTP Settings section Status area should display “Success” when done.

9. If the problem persists, contact Technical Support.
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Message: Failed to Transfer the Firmware Database File!

Message from webpage

L ] E Failed to transfer the Firmware Database Filel
L]

Meaning: A problem was detected while performing a Firmware Upgrade from the x3100 MAIN tab >
TFTP Settings section or from the IONMM UPGRADE tab. See “Upgrade the IONMM and/or x3100
Firmware” on page 109.

Recovery:
1. Click OK.

2. Make sure you are using a TFTP Server package (not an FTP package). You will not be able to
connect to the TFTP Server with an FTP client.

Make sure that you downloaded the correct IONMM firmware file from the Lantronix web site.
Make sure the TFTP server is running and correctly configured.

Verify the TFTP Server Address entry. It should be the IP address of your TFTP Server (e.g.,
192.168.1.30).

6. Verify the Firmware File Name that you entered is the one you intended, and that it is in the proper
filename format (e.g., IONMM.bin.0.5.3). Include the filename extension if you have not done so.

7. Check the log status in the TFTP Server package; when successful, it should show something like
“Sent IONMM.bin.0.5.3 to (192.168.1.30), 9876543 bytes”. The TFTP Settings section Status area
should display “Success” when done.

8. Reset the IONMM card. The TFTP Settings section Status area should display “Success” when done.

9. If the problem persists, contact Technical Support.
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Message: Are you sure to power reset this slot? (After power reset, it will take a while to see card
change in this slot; please fold/unfold the Chassis node in the left tree panel to check the progress. If the
card information changes on the Tree, then click the Refresh button on this page.)

+[03]C3230-1040
+[05]C3230-1040
-~ [OT)IONKM

+110]C3231-1040
+112]C2110-1013
+[13]C2210-1013
+ [16]C2220-1014
+[18]C3220-1040
+ [22]O0NPS-A

ION System MAIN
=HONStack Made! Information
= Chassis

|§aj\a\ Number

Model Name
lorers

| Software Revision || Hardware Revision———
J[ito fixx !

[s2s5.

Chassis Members

Slot Slot Status Description Power Status
il Empty On @
2 Empty On @
3 Occupied 10N BPC Media Conversion Card C3230-1040 On
4 Empty On @
5 Occupied ION BPC Media Conversion Card C3230-1040 on [of
5 Eoe——
Message from webpage
7
9 Are you sure to power resst this slot?
8 q \- / { After power reset, it wil take a while to see Card Change in this slot, please Foldfunfold the Chassis node in left tree panel o check the progress. IF the card information changes on the Tree,
then click the refresh button in this page )
9 g
oK Cancel
- Lo |

Meaning: A caution message generated at the Chassis > MAIN tab. You clicked the Reset button for a

particular slot.
Recovery:
1.

If you are not sure that you want to reset this slot, click the Cancel button to clear the message and

return to normal operations without resetting power to this slot.

2. If you are sure that you want to reset this chassis, click the OK button to clear the message and reset
power to the slot.

3. At the Chassis > MAIN tab, fold/unfold the Chassis node in the tree panel to check the progress.

4. If the card information changes on the Tree, then click the Refresh button on this page.

5. See “Menu System Descriptions” on page 44.

6. If the problem persists, contact Technical Support.
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Message: Are you sure you want to power off this slot? (After power off, it will take a while to see Card
Disappear in this slot; please fold/unfold the Chassis node in the left tree panel to check the progress. If

the card information changes on the Tree, then click the Refresh button on this page.)

10N System

~ ION Stack
=\ Chassis

+[031C3230-1040
++[05]C3230-1040
L [07)IONMM
H[10]C32311040
+[12]C2110-1013
+ [13]C2210-1013
+[16]C2220-1014
++[18]C3220-1040
+:[22]IONPS-A

Model Hame
[EXEE 1

Software Revision -
(104 |

Hardware Revision
o0 |

Description Power Status

ION BPC Media Conversion Card C3230-1040 O [GF [Reset

ION BPC Media Conversion Card C3230-1040 on [of]
e

Message from webpage

On [Of] Reset
On [Of] Reset]

On [Of] Resed

Are you sure to power off this slot?
"/ (After power off, It il taks a whilsto see Card Disappsar n tis st pleass Fold{urfold the Chassis nods in left tres panel to check the progress. IF the card disappears on the Tres, then click

the refresh butten in this page )

Meaning: A caution message generated at the Chassis > MAIN tab. You clicked the Off button for a

particular slot.

1. Recovery: If you are not sure that you want to power off this slot, click the Cancel button to clear

the message and return to normal operations without resetting power to this slot.

2. If you are sure that you want to power off this slot, click the OK button to clear the message and
remove power to the slot.

3. At the Chassis > MAIN tab, fold/unfold the Chassis node in the tree panel to check the progress.
4. |If the card information changes on the Tree, then click the Refresh button on this page.

5. See “Menu System Descriptions” on page 44.

6. If the problem persists, contact Technical Support.
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Message: The Connection was Reset

The connection was reset

-

The connection to the server was reset while the page was loading.

The site could be temporarily unavailable or too busy. Try again in a few
moments,

If you are unable to load any pages, check your computer's network
connection,

If your computer or network is protected by a firewal or prowy, make sure that
Firefioy is permitted to access the weh,

Meaning: The FireFox web browser connection failed to load the page.
Recovery:

1. Verify the URL (e.g., http:// versus https://).

2. Check if the applicable server is running (TFTP, Syslog, HTTPS server) in the expected location.
3. Click the Try again button to retry the operation.

Message: This Connection is Untrusted

0= | This Connection is Untrusted

v AI ¥ou have asked Firefox to connect securely to 192.168.1.10, but we can't confirm that your
! connection is secure,

Mormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place, However, this site's identity can't be verified,

what Should I Do?

If you usually connect to this sike without problems, this error could mean that someone is trying ko
impersonate the site, and wou shouldn't conkinue,

Get me out of here!

Technical Details

I Understand the Risks

Meaning: You tried to connect via FireFox to a URL, but the FireFox web browser did not find a trusted
certificate for that site.

Recovery: Click Technical Details for details, or click | Understand the Risks to continue operation.
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Message: Static Non Rate Limit entry must have a multiple cast MAC address!

NETWORKS
System~v  View~™ Help~
10N System C["wan [ apvancep || sute | res [ ssh | rapius | act |JEURe| vien || soal
10N Stack o
= Chaseis [ FoB D MAC Address Conn Port Priority Entry Type |
=/ 03]63230-1040
| No records found |
Port 1
Port2
(070N FDB ID MAC Address Conn Port Priority
= -[09]¢3231-1040 o | [oo.coF242008A | [Port 1 A
| |
B Entry Type _
Port 2 [staticNRL 5
“Fon
+[11]C2210-1013
+[13]62110-1013
+1[16]C3220-1040 Message from webpage
+[18]C2220-1014
! E Skatic Mon Rate Limit entry must have a multiple cast MAC address!
I
Adding MAG Taled (snmp operation error]

Meaning: When setting up MAC filtering, you entered a unicast MAC address and selected a Static NRL
(Non Rate Limit) Entry Type.

Recovery:
1. Click OK to clear the message.

2. Either enter a multicast MAC Address, or select another Entry Type.

Message: Local Area Connection x — A network cable is unplugged

"

jr} Local Area Connection 2 | #

& netwark, cable is unplugged.

Meaning: You unplugged the USB cable at the x3100 or IONMM, or the x3100 or IONMM was unplugged

from the ION chassis, or you pressed the Reset button on the IONMM.

Recovery:

1. If you pressed the Reset button on the IONMM, wait a few moments for the message to clear.

2. Plug the USB cable back into the IONMM’s USB-DEVICE connector, or plug the USB cable back into
the x3100’s USB connector.

3. Try the operation again.

4. If the problem persists contact Technical Support.
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Message: Problem loading page — Mozilla Firefox

©) Problem loading page - Mozilla Firefox

File Edit ‘Wiew Higtory Bookmarks  Tools  Help

@ = O h L. http:/i192.1638.1,10/login,html

IEI Mlast Yisibed |j Getking Started 5 Lakest Headlines |j TN Syskem Web Inte..

! Problem loading page

Meaning: You tried to log in to the ION system from the Mozilla Firefox browser, but the login failed.
Recovery:

Make sure the web browser you are using is supported. See “Web Browsers Supported” on page 72.
Verify the URL entered. See “Initial Setup with a Static IP Address via the CLI” on page 59.

Verify x3100 access. See “Accessing the x3100” on page 60.

Verify the IP address setting. See “Setting the IP Addressing” on page 89.

Verify the URL (e.g., http:// versus https://).

Try to log in to the ION system again.

If the problem persists, contact Technical Support.

NoukwneE

Message: Internet Explorer cannot display webpage

= Internet Explorer cannot display the webpage - Windows Internet Explorer

@.‘L—__;,.v Ig, D192 168,110

File Edit Miew Favorites Tools Help

”,I Favorites | @@ Internet Explorer cannot display the webpage

Q Internet Explorer cannot display the webpage

Meaning: You tried to log in to the ION system from IE, but the login failed.

Recovery:

Make sure the web browser you are using is supported. See “Web Browsers Supported” on page 42.
Verify the URL entered. See “Initial Setup with a Static IP Address via the CLI” on page 49.

Verify NID access. See “Accessing the x3100” on page 50.

Verify the IP address setting. See “Setting the IP Addressing” on page 69.

Verify the URL (e.g., http:// versus https://).

Try to log in to the ION system again.

If the problem persists, contact Technical Support.

Nouhswne
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Message: Upgrade following modules: [15]x3100, are you sure to proceed?

IO System
="ION Stack
=i Chassis
+1[03]C3230-1040
+[05]C3230-1040
[08]IONIMM
+[12]C2110-1013
+1[13]C2210-1013
—L[15]C3210
Port 1
~Part 2
+/[16]C2220-1014
+1[18]C3220-1040
+ [22I0MPS A

Meaning: Verification message that you indeed want to upgrade the x3100 firmware.

Recovery:

MAIN || SNTP || HTTPS || SSH | RADIUS || ACL || BACKUP-RESTORE UPGRADE

Firmware Database Firmware Upgrade

Select Target Modules ta Upgrade

Ifthe card list showed in the table is not correct. please fold/unfold "ION g

Select Index Module

O 1 [03]C3230-1040

O 2 [05]C3230-1040

O 3 [0B]IONIIM

O 4 [12]C2110-1013

O 5 [13]C2210-1013

6 [15]C3210

O 7 [16]C2220-1014

O 8 [18]C3220-1040

o 5 [22JORS A Message from webpage
El 10 Chassis(ION219 Upgrade following madules:
Select All ] \?/ [15]c3210,

are you sure to proceed?

1. If you are not sure you want to upgrade the x3100 firmware, click Cancel and continue operation.
2. If you are sure you want to upgrade the x3100 firmware, click OK. The upgrade process will continue.

See “Upgrade the IONMM and/or x3100 Firmware” in the IONMM User Guide.
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DMI (Diagnostic Maintenance Interface)

The DMI (Diagnostic Maintenance Interface) function displays x3100 diagnostic / maintenance
information such as fiber interface characteristics, diagnostic monitoring parameters, and supported
fiber media lengths. Note: Lantronix SFPs that support DMI have a “-D” at the end of the model number.

1. Access the x3100 through the Web interface (see “Starting the Web Interface” 5).
2. Select the desired device and port.

3. Select the DMI tab.

ION System L | mam |m (]
—"IE]N Stack Interface Characteristics
= (?hasms |DMIID 1(Connector Type————— 1 Mominal Bit Rate (Mbps)—————
+ forjonta |srp = iz ||
—-[02]C3100
[ ] |Fiber Interface Wavelength (nm)—
H Port 1 ”1310
[ Flm-t 2
-EI-"[22]IONF'S-A Diagnostic Menitoring
|Receive Power (pW)——— Receive Power (dBM) |Receive Power Alarm———————
lo i | |Low Atam |
|Rx Power Intrusion Threshold (pWW)q
" lo
| Temperature (*C)—————— Temperature (°F) | Temperature Alarm—————————]
348 || 248 | {[Mormal I
| Transmit Bias Current (pA)—Transmit Bias Alairm—————————
||64 ||||L0w Alarm ||
| Transmit Power (W)~ Transmit Power (dBM) | Transmit Power Alarm——————
lo i | |Low Atam |
Supported Media Length
191250 Singlemode Fiber (m)—50/125u Multimede Fiber {m)—62.5/125u Multimode Fiber (m)—
([rara [||lz000 [||lz000
|Copperim)————————————
(A |
Refresh Help|
< e
Getting values finished Version: 1.3.11 |

The Interface Characteristics, Diagnostic Monitoring, and Supported Media Length information fields
display. See the table below for parameter descriptions.
4. You can click the Refresh button to update the information displayed.

The DMI tab parameters are described in the table below.

Table 6: DMI Parameters
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Parameter sl Description
Parameters
Specifies the physical device from SFF-8472 Rev 9.5 Stand-
ard:
Unknown, GBIC, 00h Unknown or unspecified
soldered to mother- 01h GBIC
DMIID board, SFP, Re- 02h Module/connector soldered to motherboard
served, vendor-spe- 03h SFP
cific 04-7Fh Reserved
80-FFh Vendor specific
The external optical or electrical cable connector provided as
the interface.
* MT-RJ: Media Termination - Recommended Jack for Duplex
multimode connections.
Connector ;?. MI4R5J \I;|(:3:4S5C, * LC: Lucent Connector or Local Connector for High-density
Tvoe or ’ ' ' connections, SFP transceivers.
yp unknown * SC: Subscriber Connector for Datacomm and Telecomm.
* ST: BFOC Straight Tip / Bayonet Fiber Optic Connector for
Multimode - rarely Singlemode (APC not possible).
* VF-45: Snap connector for Datacom uses.
See the “Connector Types” section below.
Nominal Bit (measured rate) Bitrate in units of 100Mbps (the sample screen above shows
Rate 1300, or 1.3 Gbps).

Fiber Interface
Wavelength

(measured wave-
length)

The Nominal transmitter output wavelength at room tempera-
ture. The unit of measure is nanometers (the sample screen
above shows 850 nm).

Receive Power
(uw)

(measured power
measurement)

Receive power on local fiber measured in microwatts (the
sample screen above shows 11 uW).

Receive Power

(measured signal

Receive power on local fiber measured in dBM (decibels rela-
tive to one milliwatt) which defines signal strength. The sample

(uW)

(dBM) strength) screen above shows -19.586 dBM.
Normal -1,
Not Supported - 2,
Receive Power | Low Warn - 3, Alarm status for receive power on local fiber
Alarm High Warn - 4, P ’
Low Alarm - 6
High Alarm - 7
Rx Power Intru- A preset level for Rx Power on the Fiber port. If the DMI read
sion Threshold | 0-10 value falls below the preset value, an intrusion is detected,

and a trap is generated.

Temperature Temperature of fiber transceiver in tenths of degrees C (Cel-
(measured temp.)
(°C) P- sius). The sample screen above shows 40.1°C.
Temperature Temperature of fiber transceiver in tenths of degrees F (Fahr-
(measured temp.)
(°F) P- enheit). The sample screen above shows 104.2 °F.
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Temperature
Alarm

Normal -1,

Not Supported - 2,
Low Warn - 3,
High Warn - 4,
Low Alarm - 6
High Alarm - 7

Alarm status for temperature of fiber transceiver.
An ionDMITemperatureEvt event is sent when there is a warn-
ing or alarm on DMI temperature

Transmit Bias
Current (UA)

(measured current)

Transmit bias current on local fiber interface, in uA (microam-
peres). The sample screen above shows 14768 uA (micro-
amps).

Transmit Bias
Alarm

Normal -1,

Not Supported - 2,
Low Warn - 3,
High Warn - 4,
Low Alarm - 6
High Alarm - 7

Alarm status for transmit bias current on local fiber interface.

Media Length

Transmit (measured power) Transmit power on local fiber measured in microwatts.
Power (uW) The sample screen above shows 240 uW (microwatts).
T . Transmit power on local fiber measured in dBM (decibels rela-
ransmit . . . . .
Power (dBM) (measured power) | tive to one milliwatt) which defines signal strength.
The sample screen above shows -6.126 dBM.
Normal -1,
Not Supported - 2,
Transmit Low Warn - 3, Alarm status for transmit power on local fiber
Power Alarm High Warn - 4, '
Low Alarm - 6
High Alarm - 7
Specifies the link length that is supported by the transceiver
Supported 9/125u Singlemode | while operating in single mode (SM) fiber. The unit of measure

Fiber (m)

is meters (m). The sample screen above shows N/A, indicating
the media is not applicable.

Supported
Media Length

50/125u Multimode
Fiber (m)

Specifies the link length that is supported by the transceiver
while operating in 50 micron Multimode (MM)

fiber. The value is in meters. The sample screen above shows
500 meters as the supported media length.

Supported
Media Length

62.5/125u MM Fiber
(m)

Specifies the link length that is supported by the transceiver
while operating in 62.5 micron Multimode (MM) fiber. The
value is in meters. The sample screen above shows 300 me-
ters as the supported media length.

Supported
Media Length

Copper (m)

Specifies the link length that is supported by the transceiver
while operating in copper cable. The value is in meters.

The sample screen above shows N/A, indicating the media is
not applicable.
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Third Party Troubleshooting Tools

This section provides information on third party troubleshooting tools for Windows, Linux, etc. Note
that this section may provide links to third party web sites. Lantronix is not responsible for any third
party web site content or application. The web site information was accurate at the time of publication,
but may have changed in the interim.

e Ipconfig and ifconfig

e Windows Network Connections

e Ping

e Telnet

e PuTTY

e Tracert (Traceroute)
e Netstat

e  Winipcfg

e Nslookup
e Dr. Watson

Note: IETF RFC 2151 is a good source for information on Internet and TCP/IP tools at
ftp://ftp.rfc-editor.org/in-notes/rfc2151.txt.

Ipconfig

Ipconfig (Windows Vista): Use the procedure below to find your IP address, MAC (hardware) address,
DHCP server, DNS server and other useful information under Windows Vista.

1. Go to the start menu and type command in the box.

2. Right-click on Command Prompt and click Run as administrator. If a User Account Control window
pops up, click Continue.

3. At the C:\> prompt type ipconfig and press Enter. Your IP address, subnet mask and default gateway
display. If your IP address is 192.168.x.x, 10.x.x.x, or 172.16.x.x, then you are receiving an internal IP
address from a router or other device.

4. For more detailed information, type ipconfig /all at the prompt. Here you can get the same infor-
mation as ipconfig plus your MAC (hardware) address, DNS and DHCP server addresses, IP lease in-
formation, etc.

Note: If you are receiving a 169.254.x.x address, this is a Windows address that generally means your
network connection is not working properly.

33582 Rev. D https://www.lantronix.com/ Page 71 of 98



https://www.lantronix.com/
ftp://ftp.rfc-editor.org/in-notes/rfc2151.txt

Lantronix

x3100 Web User Guide

Ipconfig (Windows XP): ipconfig (Internet Protocol Configuration) in Windows is a console application
that displays all current TCP/IP network configuration values and refreshes Dynamic Host Configuration

Protocol DHCP and Domain Name System DNS settings.

Use the ipconfig command to quickly obtain the TCP/IP configuration of a computer.

1. Opena Command Prompt. Click Start, point to Programs, point to Accessories, and then click

Command Prompt.

2. Type ipconfig and press Enter. The Windows IP Configuration displays:

Command Prompt

Microzsoft Windows XP [Uersion 5.1.26081
(C> Copyright 1985-2801 Microsoft Corp.

C:“Documents and Settings“jschiermanX>ipconfig

Hindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . = astrocorp.com
IP fiddves=. . . . . . . . - . . . = 192_.168_.1.92
Subnet Mask = 255.255.255.8
Default Gateway : 192.168.1.38

C:“Documents and Settings™jschiermani_

3. Make sure that the network adapter for the TCP/IP configuration you are testing is not in a Me-

dia disconnected state.

4. For more information, use the /all parameter (type ipconfig /all and press Enter).

The ipconfig command is the command-line equivalent to the winipcfg command, which is available in
Windows ME, Windows 98, and Windows 95. Windows XP does not include a graphical equivalent to the
winipcfg command; however, you can get the equivalent functionality for viewing and renewing an IP

address using Windows’ Network Connections (see below).
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ifconfig

1. Verify that the machine's interfaces are up and have an IP address using the ifconfig command:

[root@sleipnir root]# ifconfig
eth0  Link encap:Ethernet HWaddr 00:0C:6E:0A:3D:26
inet addr:192.168.168.11 Bcast:192.168.168.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:13647 errors:0 dropped:0 overruns:0 frame:0
TX packets:12020 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:7513605 (7.1 Mb) TX bytes:1535512 (1.4 Mb)
Interrupt:10

The above machine is running normally. The first line of output shows that the Ethernet interface ethO
has a layer 2 (MAC or hardware) address of 00:0C:6E:0A:3D:26. This confirms that the device driver is
able to connect to the card, as it has read the Ethernet address burned into the network card's ROM.
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Windows Network Connections

In Windows XP you can view and renew an IP address using Windows Network Connections.

1. Open Network Connections from Start - Settings -> Network Connections.

Fle Edt Wiew Favorites Tools Advanced Help

Qe - @ - (B | Oserrch [ rokers | [T

Atvess [ @) Network Comnections v e
A Hame Type Status Device Name Phone # or Host Address | Owner
Network Tasks LAN or High-Speed Internet

[E] cresteansw
connection

@ Change Windows
Firewall settings

LAN or High-Speed Internet  Connected, Firewalled  Broadcom 440x 10/100 Inteqr... System

See Also

J Network,
Troubleshooter

% Network Connections |:HEEI
w

2. Right-click a network connection.
3. Click Status.
4. Click the Support tab. Your connection status information displays.

L Local Area Connection Status

| General | Suppart |

Connection statug

Address Type: Aszszigned by DHCP
=k IP Address: 192.168.1.92
Subret Mask: 255.255.255.0
Default Gateway: 192.168.1.30

‘windows did not detect problems with this
connection. If you cannot connect, click

Repair.

Cloze

5. Click the Details button to display the Physical Address, IP Address, Subnet Mask, Default Gateway,

DHCP Server, Lease Obtained, Lease Expires, and DNS Server addresses.
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Ping

Use the ping command to test a TCP/IP configuration by using the ping command (in Windows XP Pro-
fessional in this example). Used without parameters, ipconfig displays the IP address, subnet mask, and
default gateway for all adapters.

1. Opena Command Prompt. To open a command prompt, click Start, point to Programs, point to Ac-
cessories, and then click Command Prompt.
2. At the command prompt, ping the C3100 by typing ping 127.0.0.1.

Command Prompt

C:~Documents and Settings“jschiermanrping 127.8.8.1
Pinging 127.8.8.1 with 32 bytes of data:

Reply from 127.8.8.1: bytes=32 time<ims TTL=128
Reply from 127_.B.8.1: bytes=32 time<ims TTL=128
Reply from 127.8.8.1: bytes=32 time<ims TTL=128
Reply from 127 _B.8.1: bytes=32 time<imsz TTL=128

Ping statistics for 127_.8.8.1:
Packets: Sent = 4, Received = 4, Lost
Approximate round trip times in milli-—second
Minimum = Bms,. Maximum = Bms. Average

C:~Documents and Settingssjschierman_

3. Pingthe IP address of the computer.

4. Ping the IP address of the default gateway. If the ping command fails, verify that the default gate-
way IP address is correct and that the gateway (router) is operational.

5. Pingthe IP address of a remote host (a host on a different subnet). If the ping command fails, verify
that the remote host IP address is correct, that the remote host is operational, and that all of the
gateways (routers) between this computer and the remote host are operational.

6. Pingthe IP address of the DNS server. If the ping command fails, verify that the DNS server IP ad-
dress is correct, that the DNS server is operational, and that all of the gateways (routers) between
this computer and the DNS server are operational.

If the ping command is not found or the command fails, you can use Event Viewer to check the System
Log and look for problems reported by Setup or the Internet Protocol (TCP/IP) service.

The ping command uses Internet Control Message Protocol (ICMP) Echo Request and Echo Reply mes-
sages. Packet filtering policies on routers, firewalls, or other types of security gateways might prevent
the forwarding of this traffic.
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Telnet

Telnet is a simple text-based program that lets you connect to another computer via the Internet. If
you've been granted the right to connect to that computer by that computer's owner or administrator,
Telnet will let you enter commands used to access programs and services that are on the remote
computer, as if you were sitting right in front of it.

The Telnet command prompt tool is included with the Windows Server 2003 and Windows XP operating
systems. See the related OS documentation and helps for more information. Note that if you are only
using computers running Windows, it may be easier to use the Windows Remote Desktop feature. For
more information about Remote Desktop, see the related OS documentation and helps.

Telnet Client

By default, Telnet is not installed with Windows Vista or Windows 7, but you can install it by following
the steps below.

To install Telnet Client:

1. Click the Start button, click Control Panel, click Programs, and then select Turn Windows features
on or off. If prompted for an administrator password or confirmation, type the password or provide
confirmation.

2. Inthe Windows Features dialog box, check the Telnet Client checkbox.

3. Click OK. The installation might take several minutes.

After Telnet Client is installed, open it by following the steps below.

To open the Telnet Client:

1. Clicking the Start button, type Telnet in the Search box, and then click OK.

2. To see the available telnet commands, type a question mark (?) and then press Enter.

Telnet Server

In Windows Server 2003 for most Telnet Server functions, you do not need to configure Telnet Server
options to connect a Telnet client to the Windows Server 2003-based Telnet Server. However, in
Windows Server 2003 you must configure Telnet Server options to be able to do certain functions.

For example, the following command uses the credentials of the user who is currently logged on to the
client to create a Telnet connection on port 23 with a host named server01.
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The following example creates the same Telnet connection and enables client-side logging to a log file
named c:\telnet_logfile.

telnet -f c:\telnet_logfile server01

The connection with the host remains active until you exit the Telnet session (by using the Exit
command), or you use the Telnet Server administration tool to terminate the Telnet session on the host.

For more information, see the Windows Server TechCenter at http://technet.microsoft.com/en-
us/library/cc787407(WS.10).aspx.

1. Ifyoutry to enable and install Telnet in Windows 7, and the message “An error has occurred. Not all
of the features were successfully changed” displays, one workaround is to use a third party Telnet
client, such as PuTTY, which also supports recommended SSH client.

PuTTY

PuTTY is a simple, free, but excellent SSH and Telnet replacement for Windows 95/98/NT.

The PUTTY SSH and telnet client was developed originally by Simon Tatham for the Windows platform.
PUTTY is open source software that is developed and supported by a group of volunteers. PUTTY has
been ported to various other operating systems. Official versions exist for some Unix-like platforms, with
on-going ports to Mac OS and Mac OS X.

The PUTTY terminal emulator application also works as a client for the SSH, Telnet, rlogin, and raw TCP
computing protocols.

Note:

1) When the user-public key is loaded into the IONMM successfully, the key will take effect
immediately; you do not need to restart the SSH server.

2) The ION system supports SSH2 keys only; SSH1 keys are not supported. When generating using
puttyGen.exe, do not select the SSH1 keys.

3) The ION system currently supports one user named 'root’ with public key authentication.

Enter the password for the

The login name is “root’, not ~ION . corresponding key.

0100517

ION

on 1.00).
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Tracert (Traceroute)

Traceroute is a computer network tool used to determine the route taken by packets across an IP net-
work. 'Tracert" (pronounced "traceroute") sends a test network message from a computer to a desig-
nated remote host and tracks the path taken by that message.

Tracert is a Windows based tool that allows you to help test your network infrastructure. In this article
we will look at how to use tracert while trying to troubleshoot real world problems. This will help to re-
inforce the tool's usefulness and show you ways in which to use it when working on your own networks.

The traceroute tool is available on practically all Unix-like operating systems. Variants with similar func-
tionality are also available, such as tracepath on modern Linux installations and tracert on Microsoft
Windows operating systems. Windows NT-based operating systems also provide pathping, which pro-
vides similar functionality.

The tracert TCP/IP utility allows you to determine the route packets take through a network to reach a
particular host that you specify. Tracert works by increasing the "time to live" (TTL) value of each succes-
sive packet sent. When a packet passes through a host, the host decrements the TTL value by one and
forwards the packet to the next host. When a packet with a TTL of one reaches a host, the host discards
the packet and sends an ICMP time exceeded. Tracert, if used properly, can help you find points in your
network that are either routed incorrectly or are not existent at all.

The Tracert Windows based command-line tool lets you trace the path that an IP packet takes to its des-
tination from a source. Tracert determines the path taken to a destination by sending ICMP (Internet
Control Message Protocol) Echo Request messages to the destination. When sending traffic to the desti-
nation, it incrementally increases the TTL (Time to Live) field values to help find the path taken to that
destination address.

Tracert options include:

-? which displays help at the command prompt.

-d which prevents tracert from attempting to resolve the IP addresses of intermediate routers to their
names (this speeds up the display of tracert results). Using the —d option helps when you want to re-
move DNS resolution. Name servers are helpful, but if not available, incorrectly set, or if you just want
the IP address of the host, use the —d option.
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Netstat

Netstat (network statistics) is a command-line tool that displays network connections (both incoming
and outgoing), routing tables, and a number of network interface statistics. It is available on UNIX, Unix-
like, and Windows NT-based operating systems.

The netstat tool is used for finding network problems and determining the amount of traffic on the net-
work as a performance measurement. It displays active TCP connections, ports on which the computer is
listening, Ethernet statistics, the IP routing table, IPv4 statistics (for the IP, ICMP, TCP, and UDP proto-
cols), and IPv6 statistics (for the IPv6, ICMPv6, TCP over IPv6, and UDP over IPv6 protocols). When used
without parameters, netstat displays active TCP connections.

Note: parameters used with this command must be prefixed with a hyphen (-) and NOT a slash (/):

-a Displays all active TCP connections and the TCP and UDP ports on which the computer is listening.
-b Displays the binary (executable) program's name involved in creating each connection or listening
port. (Windows XP, 2003 Server only - not Microsoft Windows 2000 or other non-Windows operating
systems).

-e Displays Ethernet statistics, such as the number of bytes and packets sent and received.

-f Displays fully qualified domain names (FQDN) for foreign addresses.(not available under Windows)
-i Displays network interfaces and their statistics (not available under Windows).

-0 Displays active TCP connections and includes the process ID (PID) for each connection. You can find
the application based on the PID on the Processes tab in Windows Task Manager. This parameter is
available on Windows XP, 2003 Server (but not on Windows 2000).

-p (Windows): Protocol : Shows connections for the protocol specified by Protocol. In this case, the Pro-
tocol can be tcp, udp, tcpv6, or udpvé. If this parameter is used with -s to display statistics by protocol,
Protocol can be tcp, udp, icmp, ip, tcpvé, udpv6, icmpv6, or ipv6.

-p (Linux) Process : Show which processes are using which sockets (you must be root to do this).

33582 Rev. D https://www.lantronix.com/ Page 79 of 98



https://www.lantronix.com/

Lantronix x3100 Web User Guide

Winipcfg

The winipcfg command is available in Windows ME, Windows 98, and Windows 95 to review your
current TCP/IP network protocol settings. Follow these steps to view your current TCP/IP settings using
winipcfg:

1. Click the Start button and then click Run.

2. Type winipcfg in the Open box, and then click OK. Your current TCP/IP settings are displayed.

3. To view additional information, click More Info.

Note: The Winipcfg display is not updated dynamically. To view changes, quit winipcfg and then run it
again. If your IP address was dynamically allocated by a DHCP server, you can use the Release and
Renew buttons to release and renew the IP address.

The following information is displayed by the winipcfg tool.

Adapter Address: This string of hexadecimal numbers represents the hard-coded identification number
assigned to the network adapter when it was manufactured. When you are viewing the IP configuration
for a PPP connection using Dial-Up Networking, the number is set to a default, meaningless value
(because modems are not hard-coded with this type of address).

IP Address: This is the actual IP networking address that the computer is set to. It is either dynamically
assigned to the computer upon connection to the network, or a static value that is manually entered in
TCP/IP properties.

Subnet Mask: The subnet mask is used to "mask" a portion of an IP address so that TCP/IP can
determine whether any given IP address is on a local or remote network. Each computer configured with
TCP/IP must have a subnet mask defined.

Default Gateway: This specifies the IP address of the host on the local subnet that provides the physical
connection to remote networks, and is used by default when TCP/IP needs to communicate with
computers on other subnets.

Click More Info to display the following settings:

DHCP Server: This specifies the IP address of the DHCP server. The DHCP server provides the computer
with a dynamically assigned IP address upon connection to the network. Clicking the Release and Renew
buttons releases the IP address to the DHCP server and requests a new IP address from the DHCP server.

Primary and Secondary WINS Server: These settings specify the IP address of the Primary and
Secondary WINS servers (if available on the network). WINS servers provide a service translating
NetBIOS names (the alphanumeric computer names seen in the user interface) to their corresponding IP
address.

Lease Obtained and Lease Expires: These values show when the current IP address was obtained, and
when the current IP address is due to expire. You can use the Release and Renew buttons to release and
renew the current IP address, but this is not necessary because the DHCP client automatically attempts
to renew the lease when 50 % of the lease time has expired.

Nslookup

nslookup is a computer program used in Windows and Unix to query DNS (Domain Name System)
servers to find DNS details, including IP addresses of a particular computer, MX records for a domain
and the NS servers of a domain. The name nslookup means "name server lookup". A common version of
the program is included as part of the BIND package.
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Microsoft Windows 2000 Server, Windows 2000 Advanced Server, and Windows NT Server 4.0 Standard
Edition provide the nslookup tool.

Windows’ nslookup.exe is a command-line administrative tool for testing and troubleshooting DNS
servers. This tool is installed along with the TCP/IP protocol through the Control Panel.

Nslookup.exe can be run in two modes: interactive and noninteractive. Noninteractive mode is used
when just a single piece of data is needed.

1. The syntax for noninteractive mode is:

nslookup [-option] [hostname] [server]

2. To start Nslookup.exe in interactive mode, simply type "nslookup" at the command prompt:
C:\> nslookup

Default Server: nameserverl.domain.com

Address: 10.0.0.1

>

3. Type "help" or "?" at the command prompt to generate a list of available commands.

Notes

e The TCP/IP protocol must be installed on the computer running Nslookup.exe.

e At least one DNS server must be specified when you run the IPCONFIG /ALL command from a
command prompt.

e Nslookup will always devolve the name from the current context. If you fail to fully qualify a name
query (i.e., use a trailing dot), the query will be appended to the current context. For example, if the
current DNS settings are att.com and a query is performed on www.microsoft.com; the first query
will go out as www.microsoft.com.att.com because of the query being unqualified. This behavior
may be inconsistent with other vendor's versions of Nslookup.

Dr. Watson

Dr. Watson detects information about Windows system and program failures and records the infor-
mation in a log file. Dr. Watson starts automatically at the event of a program error. To start Dr. Watson,
click Start, click Run, and then type drwtsn32. To start Dr. Watson from a command prompt, change to
the root directory, and then type drwtsn32.

When a program error occurs, Dr. Watson creates a log file (Drwtsn32.log) which contains:
o The line Application exception occurred:.
e Program error information.
System information about the user and the computer on which the program error occurred.
The list of tasks that were running on the system at the time that the program error occurred.
The list of modules that the program loaded.
e The state dump for the thread ID that is listed.
e The state dump’s register dump.
e The state dump’s instruction disassembly.
e The state dump’s stack back trace.
e The state dump’s raw stack dump.
e The symbol table.
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The default log file path is:
C:\Documents and Settings\All Users\Application Data\Microsoft\Dr Watson.

The default Crash Dump path is:
C:\Documents and Settings\All Users\Application Data\Microsoft\Dr Watson\user.dmp.
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Third Party Tool Messages

This section discusses messages generated by HyperTerminal, Ping, and Telnet during ION system
installation, operation and configuration.

HyperTerminal Messages

Message: Windows has reported a TAPI error. Use the Phone and Modem Options icon in the Control
Panel to ensure a modem is installed. Then restart HyperTerminal.

Hyper Terminal

.
\1) Windows has reporked a TAPL error, Use the Phone and Modem Options icon in the control panel to ensure that a modem is installed, Then restart HyperTerminal.

Response:
1. Verify your computer’s Ports (COM & LPT) setting. See “Configuring HyperTerminal” 3.

2. Use the Computer Management > Device Manager > Troubleshooter button located on the General
tab in Properties.

3. Unplug and re-plug the USB connector on the IONMM card.

4. If the problem persists, see Contact Us below.

Message: Unable to open COM x. Please check your port settings.

HyperTerminal

L
- | } Unable to open COMS, Please check vour port setkings

Response:
1. Verify your computer’s Ports (COM & LPT) setting. See “Configuring HyperTerminal”.

2. Use the Computer Management > Device Manager > Troubleshooter button located on the General
tab in Properties.

3. Unplug and re-plug the USB connector on the IONMM card.

4. If the problem persists, contact Technical Support.

33582 Rev. D https://www.lantronix.com/ Page 83 of 98



https://www.lantronix.com/

Lantronix x3100 Web User Guide

Problem: HT Overtyping Problem - You tried to edit a typo in a CLI command, the new data is stored, but
the old data is appended to it.

Meaning: HyperTerminal (HT) is a terminal emulation program developed by Hillgraeve, Inc. for
Microsoft and supplied with some Windows OSes. In HyperTerminal, use the Enter key to drop to a new
line, if required, and use the keyboard's Backspace key or the directional arrows to navigate within a
text entry. Overtyping an entry should automatically replace the previous characters. This is a
HyperTerminal problem that the ION CLI stack cannot resolve.

Response:

1. Upgrade to the latest version (a free download from www.hilgreave.com). The more current product
seems to run more smoothly and has text editing features not found in earlier versions.

2. In HT, turn off local echo - refer to the HT helps and documentation for the command to use.

3. Make sure the keyboard Insert mode is turned off.

4. Download and use PuTTY or TeraTerm to use as a replacement for HT.
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Ping Command Messages

Message: Request timed out.

Command Prompt

Microsoft Windows EP [Version 5.1.26801
CC» Copyright 1785-2881 Microsoft Corp.

C:%Documents and Settingssjeffskping 172.168.1.18

192.168.1.18 with 32 bhytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 192.168.1.18:
Packets: Sent = 4. Received = B, Lost = 4 {188x loss)>.

Meaning: The Ping command failed.

Recovery:
1. Verify the connection, verify correct IP address entry, and retry the operation.
2. Verify if the default IP address has changed using the Ipconfig (or similar) command.

Telnet Messages

Message: Could not open connection to the host, on port 23: Connect failed.
Command Prompt

C:“Documents and Settings-jeffz>telnet 172_168.168.1
Connecting To 192.168.18.1...Could not open connection to the host,. on port 23:
Connect failed

C:~Documents and Settingssjeffs>_

Meaning: The attempted Telnet connection failed.

Recovery:

1. Verify the physical connection, verify correct IP address entry, and retry the operation.
2. Check if the default IP address has changed using the Ipconfig (or similar) command.
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Message: Invalid location parameters, cannot find the physical entity!
CLISYIL1AP3 IL2D>go c=1 == llap=3 1Zap=3 13d
cannot find the physical entity?

Invalid location parameters.
Meaning: The go command you entered includes a location that does not exist or that you
entered incorrectly.
Recovery:

1. Run the stat command to verify your configuration.

2. Click the plus sign [+] next to ION Stack to unfold the "ION Stack" node in the left tree view to
refresh device status.

3. Click the plus sign [+] next to Chassis to unfold the chassis devices.
[~ Tolnet to2.t8.000

Lol
181 !LiD>stat Bi
10N statck it
Chassis — BPC {AEsE3TI040

[ 11 I10NHH Port 1

Port 1 -~Port 2

Port 2
©2220-1013
Port 1
Port 2
G2220-1014
Port 1
Port 2
©3231-1048
Port 1
Port 2
Port 3

=-Port 3
—FREM:C3221-1040
Port 1
—+Port 2
= REM:C3230-1040

Port 1

~Port 2
Port 3

REM levell: C3221-16480
Port 1
Port 2
Port 3
REM level2: C32308-1840
Port 1
Port 2

€3220-1048

C1 181 1L1D>go e=1 s=7 13ap=1 1did

=7 11d
=7 llap=3 12d

C11571L1AP3 | L2D>g0 c=1 s=7 llap=3 12ap=3 13d

Invalid location es. cannot find the physical entity?

p=3 12ap=3 13d

annot find the physical entity?
C1 187 1L1AP3 IL2D>go c=1 s=7 llap=3 12ap=2 13d
(C1iS7iL1AP3 IL2AP2 iL3D>

Compare the stat command results to the Web interface tree view configuration information.
Re-run the stat command with the correct location parameters.
Ping the device in question.

Unplug and re-plug the USB connector on the IONMM card.

© N v A

If the problem persists, contact Technical Support.

Message: Unknown command!
C1i81iLiD>go c=1 ==7 1Zap=1 1id

Unknown command?

Meaning: The command you entered is not supported, or you entered the wrong command
format / syntax.

Recovery:

1. Verify the CLI command syntax.

2. For acomplete list of the available commands, see the x3100 CLI Reference, 33497.
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TFTP Server Messages

Messages like the ones below may display during TFTP Server operation, depending on the TFTP Server
package that you selected.
Message: File does not exist

= TFTP Server

File Tools

Help

&= SolarWinds.Net TFTP Server

I_.'I..'I |_| rEu I_JEE:E:tIr'u] ||_|r'-] H r-.-1.|:||r|_|_l_5 Z FI|E |:||:|E'r||:|fE'|f

P Erar from 15

CATFTP-Roaot 1592.168.1.30 y

Meaning: A TFTP Server error - the TFTP Server Address that you specified does not contain the Firm-
ware File Name specified.

Recovery: 1) Verify the TFTP server’s correct file location (e.g., local disk at C:\TFTP-Root). 2) Make sure
of the filename / extension. 3) Check the TFTP Server’s online helps for suggestions.

Message: File too large for TFTP Protocol

Y= TFTP Server
File Tools Help

& SolarWinds.Net TFTP Server

- Sent [0MMM,bin0.5.9 o [192.168.1,100, 9926448 butes

Sent wEesy wizzebin 0590 (192168.7.10], 11416380 bytes

Sent #3232 bin 059 o [192.168.1.10). 11416980 bytes

Sent »323x.bin0.5.9 ta [192.168.1.10]. 11416930 bytes

Sent #3232 bin 0590 [192168.1.10). 11416980 bytes

Sent 2323 bin0.5.9 to [192.168.1.10). 11416950 bytes

TFTP Emor from 132.168.1.10 requesting |[OMkM.bin. 0.5 zip : File too large for TFTP Protocol
TFTP Ermor from 192.162.1.10 requeszting |QMNMB. bin.0.5.zip : File too large for TFTP Protocol
Sent #222%_w322 bin 059t [192168.1.10), 11415980 bytes

CATFTP-Roat 192.168.1.30

Meaning: A TFTP Server error - you tried to upload a file e.g., (IONMM.bin.0.5 — 50Mb) but the TFTP
server failed. The file you tried to upload via the TFTP server exceeded the file size capability.

Recovery: 1) Check if some extra files ended up in the zip folder — some repeated — 6 FW files total.

2) Remove some of the files from the zip folder and try the upload again. 3) Send the remaining files in a
separate file. 4) Check the TFTP Server’s online helps for suggestions.
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PuTTY Messages

Messages like the ones below may display during PuTTY (or similar package) operation, depending on
the package that you selected.

Message: Server refused key

Meaning: You can connect to a secure telnet session using password authentication, but when you try
to connect using public key authentication, you receive a "Server refused our key" message on the client
(PuTTy) session. For example, you generated a public/private key (using Puttygen) and saved them,
loaded the client public key into the IONMM via TFTP, and enabled SSH. The PuTTY SSH Authentication
pointed to the saved private key. You set the auto-log on user name to root as suggested, but when you
activated PuTTY, after 20-30 seconds, the refusal message displayed and PuTTY reverted back to pass-
word authentication (the default).

Recovery:

1. When generating using puttyGen.exe, select the SSH2 keys - do not select the SSH1 keys.

2. Lloginto PuTTy as 'root' with the public key authentication.

3. Use the online helps and documentation to set up Putty as suggested.

4. See the “PuTTY” section notes.

33582 Rev. D https://www.lantronix.com/ Page 88 of 98



https://www.lantronix.com/

Lantronix x3100 Web User Guide

Recording Model Information and System Information

After performing the troubleshooting procedures, and before calling or emailing Technical Support,
please record as much information as possible in order to help the Lantronix Technical Support
Engineer.

1. Select the ION system MAIN tab. (From the CLI, use the commands needed to gather the
information requested below. This could include commands such as show card info, show slot info,
show system information, show ether config, show ip-mgmt config, or others as request by the
Support Specialist.

N\ NETWORKS s
System * | View ¥ Help+ |
10N System <] E
_"|=ON Stack Model Information
= C:Zhassws | Serial Number 1(Maodel 1(Software Revision—|Hardware Revision——
*+701]C2110-1040 {[unknawn ||/[c3100 ||/j0-8.24 || lunknown I
*+106]C3230-1013 Bootloader Revision——
¥/ [08]C3100 i|0.1.0 -
+1[13]x4110
';'"[15]|ON|"J'||'¢"| System Configuration
-;---[22]IONF'S-A |System Mame———— | System Up Time——— | Configuration Mode——|Number of Pots——————
+ [23ONPS AL lc3100 ||/[0-9-25-14.00 |||[software |12 I
(MAC Address——————
(loo-co-F2-22-16-F9 I
[Uptime Reset][System Reboot][Reset To Factory Conﬂg]
|Device Description 1
||Elen H
Link Pass Through{LPT)
|Link Pass Through——
|Enabled I
Refrash Help|
Getting values finished Version: U.B.E

2. Record the Model Information for your system.
Serial Number: Model:

Software Revision: Hardware Revision:

Bootloader Revision:

3. Record the System Configuration information for your system.

System Up Time: Configuration Mode:
Number of Ports: MAC Address:
LED Status:
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4. Provide additional Model and System information to your Technical Support Specialist. See “Basic
ION System Troubleshooting”.

Your Lantronix service contract number:

A description of the failure:

A description of any action(s) already taken to resolve the problem (e.g., changing switch mode,
rebooting, etc.):

The serial and revision numbers of all involved Lantronix products in the network:

A description of your network environment (layout, cable type, etc.):

Network load and frame size at the time of trouble (if known):

The device history (i.e., have you returned the device before, is this a recurring problem, etc.):

Any previous Return Material Authorization (RMA) numbers:
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Appendix A. SNMP MIBs and Traps Support

This appendix provides information on SNMP traps supported on the IONMM, including when a trap is
generated and what information is in each trap.

All ION system critical events are reported via SNMP Traps. The ION system uses only SNMPv2 traps,
with the definition of NOTIFICTION-TYPE in the MIB (Management Information Base).

Traps are generated when a condition has been met on the SNMP agent. These conditions are defined in
the Management Information Base (MIB). The administrator then defines thresholds, or limits to the
conditions, that are to generate a trap. Conditions range from preset thresholds to a restart.

All of the values that SNMP reports are dynamic. The information needed to get the specified values
that SNMP reports is stored in the MIB. This information includes Object IDs (OIDs), Protocol Data Units
(PDUs), etc. The MIBs must be located at both the agent and the manager to work effectively.

Supported MIBs

The x3100 implements the following Management Information Bases (MIBs).
ionDevSysCfgTable

ifTable

ifXTable

ionDMIInfoTable

ionEthInterfaceTable

ionDevSysLPTTable

ifMauAutoNegTable

The C3100 will expand three options of TNEthPhyMode structure for new PHY mode:

TNEthPhyMode ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION
"The different Ethernet PHY interfaces supported.”
SYNTAX INTEGER/{
unknown(0)
phy10-100BaseT(1)
phy100BaseFX(2)
phy1000BaseX(3)
phy10-100-1000BaseT(4)
phySGMII(5)
phy10GBase-LRM(6)
phy10GBase-SR(7)
phy10GBase-LR(8)
phy10GBase-ER(9)
phy10GBase-ZR(10)
phy10GBase-T(11)
phy10GBase-auto(12)
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An example of a private MIB objects tree is shown in the figure below.

& MG-SOFT MIB Browser Professional SNMPv3 Edition

Fil= Edit Wiew SWMP  Action Tools ‘Window Help
SO RO iEBQ R e @ @
Query IMIB '| Pirg !
Bemate SHMF agent Split
[132.168.144.13 ~| (= [ Vertical
- MIB tree Luery resulks
i 107 directory ~
[# D rngrit T
107 experimental
207 private
=7 enterprises
=] % cizco
] =) milan
=457 transition
-7 productld
=177 products
E!-frj repeater
B0 ring
|j 177 bridge
D 107 chassis
SR il DN Prod
L_I I3 tnlonChassisMIB
[ @ trlonBkPlanetd|B
LI @ trlonbd gmitkd B
- 1T tnlonh gmit otifications
=07 tlonMgmtObjects
i ) onDevidamt
-] ioninterfaceMagmt
07 ionlnterfaceDiaghgmt
f 1 ionlfACS ecuritybd gmt
E R A trlontgmiConformance
EI-@ trlonlantoSkgmtt|B
- ®-E) tnlonvlanBoSMamtM otifications
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[#-17] ionD ewSysPrioritybd gt
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¢ BT ionFIDDBMgmt
7 teleelant QoS gmtConfomance
LI @ tnProvEridgeMIB
(- ionEntityS ensorIB
H -E tnlonLDAME <MIB
i 1 security
BT snmph2 L3
2]
CID 1,3.6.1.4.1,868.2.5 & SHMPyl o0 &

Figure 1: Private MIB Objects
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Downloading, Compiling and Integrating MIBs

You can download industry standard MIBs from http://www.ietf.org. To download ION system private

MIBs:
1.

2
3.
4

Go to the TN software downloads page and locate the Management MIB section.
Click the link in the far right column (e.g., Download mcc16.zip).
At the File Download window, click Save.

At the Save As dialog box, verify the filename and Save in location (e.g., C:\TFTP-Root) and click
Save.

At the Download complete dialog click Close. The downloaded file is saved to the specified
folder location.

If you plan to integrate the ION system with an SNMP-based management application, then you
must also compile the MIBs for that platform. For example, if you are running HP OpenView, you
must compile the ION system MIBs with the HP OpenView NMS (Network Management
System). See the NMS documentation for compiler instructions.
While working with MIBs, be aware that:
Mismatches on datatype definitions can cause compiler errors or warning messages.
b. The MIB datatype definitions are not mismatched; however, some standard RFC MIBs do
mismatch.

c. If your MIB compiler treats a mismatch as an error, or if you want to delete the warning
message, see the “Technical Support” section.

Set up your ION system SNMP configuration via the command line interface (CLI). Refer to “Configuring
SNMP”. For a complete list of the available commands, see the x3100 CLI Reference, 33497.
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Trap Service and Functions
All ION system SNMP Trap messages conform to SNMPv2 MIB RFC-2573.

See the “Supported MIBs” section for information on the x3100s support for public (standard) and pri-
vate MIBs. For information on “Configuring SNMP”. See the ION Management Module (IONMM) User
Guide manual for SNMP traps supported on the IONMM.

A sample SNMP Message sequence is shown below.

SNMP Message Seguence
SNMP PDU {GetRequest, Setrequest, etc.)

Varbind List (Sequence)

SNMP e
araan Community Request ID Error Error Warbind (Sequence)
String Index
(Integer) i (Integer) (Integer) ; = Value
{Octat String) (Integer) DbjarE}JIIdDe;-mfuer (Intager. Ociat Shing: 81

Figure 2: SNMP Message Sequence

The ION x3100 supports a Trap function to report the status as follows:
1) Ports link status change:
e (3100 will send link up trap only once if port link status changes from link down to up;
e (3100 will send link down trap only once if port link status changes from link up to down.
2) DMl trap:
e An jonDMIRxIntrusionEvt event is sent if the ionDMIRxPowerLevel falls below the
ionDMIRxPwrLvlPreset indicating an intrusion on the fiber
e jonDMIRxPowerEvt event is sent when there is a warning or alarm on Rx Power
e ionDMITxPowerEvt event is sent when there is a warning or alarm on Tx Power
e jonDMITxBiasEvt event is sent when there is a warning or alarm on Tx Bias current
e jonDMITemperatureEvt event is sent when there is a warning or alarm on DMI tempera-
ture.
e (3100 will keep sending DMI traps until it becomes normal. Like the other ION SICS, the
C3100 will periodically send out the specific trap every 3 seconds until the trap event condi-
tion doesn’t meet.
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Only the IONMM SNMP management tool integrates the trap service function. You can launch the Trap
function when needed.

The Trap message includes the following content:

Date/Time SourcelP | Generic Trap | Specific Trap Enterprise | Variable Bindings
The display format in FP will be as following (example):

Date/Time SourcelP Generic Trap | Specific Trap Enterprise | Variable Bindings

'1:?:2‘3'0:%5 2010 | 1721663 | Notification | Linkup

T & 2010 | 1721663 | Notification | Linkdown

Trap MIBs are listed below:

IF-MIB:
linkDown
linkup

TN-ION-MGMT-MIB.smi :
ionDMIRxIntrusionEvt

ionDMIRxPowerEvt
ionDMITxPowerEvt
ionDMITxBiasEvt

ionDMITemperatureEvt
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Trap Server Log
The Trap Server log file contains information presented to the trap server by ION devices.

A sample part of a trap server log file is shown below.

Line

1

2

3 E=

4 Ebig=

51P=192.251.144.220

6 com=trap

7 GT=Notification

8 ST=

9 TS=Thu May 13 10:06:37 2010

10 VB-Count=3

11 Vars=is0.3.6.1.2.1.1.3.0 = Timeticks: (2822266290) 326 days, 15:37:42.90 | is0.3.6.1.6.3.1.1.4.1.0 =
is0.3.6.1.2.1.47.2.0.1 | is0.3.6.1.6.3.1.1.4.3.0 = is0.3.6.1.2.1.47.2

12

13 E=

14 Ebig=

151P=192.251.144.220

16 com=trap

17 GT=Notification

18 ST=

19 TS=Thu May 13 10:06:42 2010

20 VB-Count=3

21 Vars=is0.3.6.1.2.1.1.3.0 = Timeticks: (2822266790) 326 days, 15:37:47.90 | is0.3.6.1.6.3.1.1.4.1.0 =
is0.3.6.1.2.1.47.2.0.1 | is0.3.6.1.6.3.1.1.4.3.0 = is0.3.6.1.2.1.47.2

22

23 E=

24 Ebig=

251P=192.251.144.220

26 com=trap

27 GT=Notification

28 ST=

29 TS=Thu May 13 10:10:17 2010

30 VB-Count=3

31 Vars=is0.3.6.1.2.1.1.3.0 = Timeticks: (2822288348) 326 days, 15:41:23.48 | is0.3.6.1.6.3.1.1.4.1.0 =
i50.3.6.1.2.1.47.2.0.1 | is0.3.6.1.6.3.1.1.4.3.0 = is0.3.6.1.2.1.47.2

32

33 E=

34 Ebig=

351P=192.251.144.220

36 com=trap

37 GT=Notification

38 ST=

39 TS=Thu May 13 10:10:18 2010

40 VB-Count=5

41 Vars=is0.3.6.1.2.1.1.3.0 = Timeticks: (2822288428) 326 days, 15:41:24.28 | is0.3.6.1.6.3.1.1.4.1.0 =
i50.3.6.1.4.1.868.2.5.2.0.1 | is0.3.6.1.2.1.47.1.1.1.1.1.134217728 = 134217728 |
i50.3.6.1.4.1.868.2.5.2.1.1.1.1.134217728.6 = 6 | is0.3.6.1.4.1.868.2.5.2.1.1.1.2.134217728.6 = 1
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The trap server log file lines are described below.

3 E=

4 Ebig=

51P=192.251.144.220

6 com=trap

7 GT=Noatification

8 ST=

9 TS=Thu May 13 10:06:37 2010

10 VB-Count=3

11 Vars=is0.3.6.1.2.1.1.3.0 = Timeticks: (2822266290) 326 days, 15:37:42.90 | is0.3.6.1.6.3.1.1.4.1.0 =

Table 7: Trap Server Log File Description

Category Example Meaning

E= Endian

Ebig= bugEndian

IP= 192.251.144.220 IP address

com= trap

GT= Notification

ST=

TS= Thu May 13 10:06:37 2010 Timestamp — the log date that
the file was recorded

VB-Count= 3

Vars= is0.3.6.1.2.1.1.3.0 = Varbinds (Variable bindings) -
the variable number of values
that are included in an SNMP
packet. Each varbind has an
OID, type, and value (the value
for/from that Object ID).

Timeticks: (2822266290) 326 days, 15:37:42.90

i50.3.6.1.6.3.1.1.4.1.0 = | is0.3.6.1.2.1.47.2.0.1
i50.3.6.1.6.3.1.1.4.3.0 = | is0.3.6.1.2.1.47.2

For Additional SNMP MIB Trap Information

For information on Network Management for Microsoft Networks Using SNMP, see http://technet.mi-
crosoft.com/en-us/library/cc723469.aspx or the MSDN Library.

The notification MIB is described in section 4.2 and section 7.2 of RFC 2573, available from the IETF web
site at http://www.ietf.org/rfc/rfc2573.txt.
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48 Discovery, Suite 250

Irvine, CA 92618, USA

Toll Free: 800-526-8766

Phone: 949-453-3990

Fax: 949-453-3995

Technical Support
Online: https://www.lantronix.com/technical-support/

Sales Offices
For a current list of our domestic and international sales offices, go to the Lantronix web site at www.lant-
ronix.com/about/contact.
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