LANTRONIX

«+ Telnet 192.168.1.10

Hello, this is 53248 command line <version 1.883.
Copyright 28108 Transition Metworks.

£3248>show ether config

Error: this command should he executed on a port?
£3248>go 1ip=1
Port 1>show ether config

Link operation status: up
Admin status: up
Speed: 16M
Duplex: half
Autocross: auto

-0
Rt o ol k
TR -\

PHY mode change cap:
PHY operation mode:

AutoMeg admin state:

false
phyl 8-180-1880BaseT

dizahle

—

1-25880004/004/0¢

Dot3 pause admin mode: dizabled
Dot3 pause oper mode: disabled
Dot3 ctrl func supported: none
Port 1>

ION System C3210 Series

10/100/1000BASE-T to 1000BASE-SX/LX

Media and Rate Converter Module

Command Line Interface (CLI)

Reference Manual

Part Number 33497
Revision E August 2023



Lantronix C3210 CLI Reference

Intellectual Property

© 2023 Lantronix, Inc. All rights reserved. No part of the contents of this publication may be transmitted or
reproduced in any form or by any means without the written permission of Lantronix.

Lantronix is a registered trademark of Lantronix, Inc. in the United States and other countries. All other
trademarks and trade names are the property of their respective holders.

Patented: https://www.lantronix.com/legal/patents/; additional patents pending.

Warranty
For details on the Lantronix warranty policy, go to http://www.lantronix.com/support/warranty.

Contacts

Lantronix Corporate Headquarters
48 Discovery, Suite 250

Irvine, CA 92618, USA

Toll Free: 800-526-8766

Phone: 949-453-3990

Fax: 949-453-3995

Technical Support
Online: https://www.lantronix.com/technical-support/

Sales Offices
For a current list of our domestic and international sales offices, go to www.lantronix.com/about/contact.

Disclaimer

All information contained herein is provided “AS IS.” Lantronix undertakes no obligation to update the in-
formation in this publication. Lantronix does not make, and specifically disclaims, all warranties of any
kind (express, implied or otherwise) regarding title, non-infringement, fitness, quality, accuracy, complete-
ness, usefulness, suitability or performance of the information provided herein. Lantronix shall have no
liability whatsoever to any user for any damages, losses and causes of action (whether in contract or in
tort or otherwise) in connection with the user’s access or usage of any of the information or content con-
tained herein. The information and specifications

contained in this document are subject to change without notice.

Revision History

05/04/11 A Released for firmware version 1.0.4. New features include Circuit ID support,

5 SNMP v1/v2c setting, Web Interface enhancements, and updated Help files.

05/16/11 B Revised for ION Rel. 1.1.0. New features include 1) ION x6010 T1/E1 support, 2)

5 Reset Counters, 3) Connector Type display, and 4) Updated Help files.

09/09/11 C Revised for ION Rel. 1.2.0 with: 1) Increased Rate Limiting options. 2) DHCP,
Static, and BootP Address Modes. 3) WRR or Strict Egress Queue Modes.
4) Serial File Transfer (X/Y/Zmodem) commands. 5) IONMM System Name

04/05/12 | D displays in CLI prompt. 6) Password can be changed using the community write
string, and any login or password that is not fixed. 7) Fixed MEF-related bugs. 8)
Added MEF certifications.

8/28/23 E Initial Lantronix rebrand. Remove Glossary and Index. FW v 2.0.0.

33497 Rev. E https://www.lantronix.com Page 2 of 111



https://www.lantronix.com/
https://www.lantronix.com/legal/patents/
http://www.lantronix.com/support/warranty
https://www.lantronix.com/technical-support/
http://www.lantronix.com/about/contact

Lantronix C3210 CLI Reference

Contents
L oo 18 o D T=TTor o 1o o IS 5
Documentation CONVENTIONS .......oii et e e e e e et e e e e e e e et ee e e e e e e e e s nesaeeeaaaeaaannnnneeeaens 6
L= = (o 1Y =T o U= S 7
Reboot and Reset Command NOES ........cooii e e e e e e e e e e eeeeeeas 8
1070) 00T aaF=Ta ol BT TSN =T 111 oo [P SOTRRP 9
Display Similar COMMEANGAS.......c.coiiiiiiiiieie et e e e e e e e e e e e e e e e s e s beeeeaaeeesasnsnreeeaeeeeaannsrsneeeaens 9
Partial KEYWOId LOOKUP ...ttt et s bt e e e e e e e nbe e e e e nnes 9
(= Toz= | I @7'o] o a1 g F= T Lo £ S 9
KeyStroke COMMENGS ....cooiiiiiiii ittt s et e e e bt e e e e b bt e e s aabr e e e e abee e e e nanee 10
L0701 0 F= T To Y/ =1 (b 11
SYSIEM COMMEANGS ...ttt et e e e bttt e e e s b et e e e ab et e s aan b e e e e e st e e e e enbeeeeenres 17
S F= T a1V To 11 I o] g3 g o F=T Lo £SO 35
Dot1bridge COMMANGS .......vviiiiiie i e et e e e e e e e e e e e e e setraaeeeaaesssaanssrareeaeesesnsnrenneaaenns 40
Ethernet Port COMMENGS. ... ...ooiiiiiiieiiiie ettt e sttt e e sttt e s eaee e e e s enet e e e s nsteeesanseeeesnnaeeesnneeeas 41
Forwarding Database COMMANGS .........cooiiiiiiiiiiiiieie e e e e e e e e e e e e e s s e ae e e e e e e s e annnraaeeeaeeas 55
[ I o 3 o 4 =T T £ RS 56
PerformanCe/RMON STAtISTICS ......uueiiiiiiiie ettt e e st e e s e e e snae e e e s neneeesnneeeas 58
L@ 0TS I 70T 41T 4= Vo L= PSS SPRURI 60
Serial File Transfer Protocol (X/Y/Zmodem) COMMAaNAS ..........coeiiiiiiiiiiiiee e 64
TFTP Transfer / Upgrade COMMAaNAS .........ooiiiiiiiiiiiiiie ittt e st e et e e e be e e e e aabeeeeen 67
RV V@70 o1 .4 F= 1 o USSR 70
VLAN PoOrt-Level COMMEANGS. ..... ... e e e e et e e e e e e e et ee e e e e e e e e s nneeeeeeaaeeaaannnneeeaaaaean 70
Recording Model Information and System Information.............cooeiiii e 74
Appendix A: CLI Command SUMMAIY ......ooiiiiiiieei et e e e e e e et e e e e e e e e e nnee e e e e e e e e e s annnneeeeaaeean 76
ION CLI Commands via the help Command (C1|S8ILID>?) .......uiiiiiiiiiiiiiiee e 76
ION CLI Commands via the list Command (C1[S8ILAD>/ISt) ........cccoiiuieiiiiiiiiiiiiee e 77
Appendix B: Web Interface vs. CLI COMMANGAS ......oooiiieiii et e e e 79
Appendix C: CLI Messages and RECOVEIY ........ocuuiiiiiiiiiie ettt e e 81
TETP SErVEr IMESSAQES ......eeiiiitiiee ittt ettt ettt e e e bt e e e et e e e ea b et e e e aabe e e e e anbee e e enreas 106
AppendixX D: LINUX COMMANAS. ... ...t e e e e e e e e e e e e e e s neeee e e e e e e e s s nseeeeeaaeeeaannnneeeaaaeean 107
(o= 18 @7 ] .4 4 =T o Lo SRS 107
(oo [ @70 o1 1 4= T Lo SRR 107
25307 .41 0 =T o SR 108
70T = 3K @7 o] 431 4= o 1SR 110
o3 o B @7 41 o 4= o o SO 110
2o I ©70) 1 010 1T-1 o 1R USSR 110

33497 Rev. E https://www.lantronix.com Page 3 of 111


https://www.lantronix.com/

Lantronix C3210 CLI Reference

Tables

Table 1: Documentation CONVENTIONS ...........i e e et e e et e e e e e e e e et e e e esaa e e enaanaeeees 6
Table 2: Editing COMMANGS..........ooiiiiiiiiie ettt e e e e abbe e e s abae e e e eanee 10
Table 3: CLI Command MatriX ..........coooeeiiiiiiie 11
Table 4: Ethernet Port Feature CompatiDility ...........cccuuviiiirii i e 41

33497 Rev. E https://www.lantronix.com Page 4 of 111



https://www.lantronix.com/

Lantronix C3210 CLI Reference

Product Description

This manual describes the USB and Telnet command line interface (CLI) commands available for ION
C3210 operation in an ION System chassis. This manual is for experienced network administrators who
are responsible for configuring and maintaining the ION system.

CLI offers the most comprehensive set of management features. CLI is used during the initial setup,
configuration, and troubleshooting, but can also be used for day-to-day management (device
management, firmware upgrades, managing security features, etc.).

This manual documents the following models:

Part # Description

10/100/1000Base-T (RJ-45) [100 m] to 1000Base-SX 850nm multimode (SC) [62.5/125
um fiber: 220 m/722 ft.] [50/125 pm fiber: 550 m/1804 ft.] Link Budget: 8.5 dB

C3210-1013

10/100/1000Base-T (RJ-45) [100 m/328 ft.] to 1000Base-SX 850nm multimode (LC) via
C3210-1039 | SFP [62.5/125 um fiber: 220 m/722 ft [50/125 pym fiber: 550 m/1804 ft.] Link Budget: 8.0
dB

10/100/1000Base-T (RJ-45) [100 m] to 1000Base-LX 1310nm single mode (SC)[10

©3210-1014 1 /6.2 mi.] Link Budget: 10.5 dB

C3210-1040 | 10/100/1000Base-T (RJ-45) [100 m] to 1000Base-X SFP Slot (empty)

CLI commands are case sensitive. Enter the CLI commands as shown in this document.

In order to execute the commands described in this manual, you must press the Enter key after the com-
mand has been entered.
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Documentation Conventions

The conventions used within this manual for commands/input entries are described in the table below.

Table 1: Documentation Conventions

Convention Meaning

Indicates the entry must be made as shown. For example:
Boldface text ipaddr=<addr>
In the above, only ipaddr= must be entered exactly as you see it, including the
equal sign (=).

Arrow brackets indicate a value that must be supplied by you. Do not enter the
symbols < >. For example:
<> ipaddr=<addr>

In place of <addr> you must enter a valid IP address.

Indicates an optional keyword or parameter. For example:
[] go [s=<xx>]

In the above, go must be entered, but s= does not have to be.

Indicates that a choice must be made between the items shown in the braces. The
choices are separated by the | symbol. For example:

{}1 state={enable | disable}

Enter state=enable or state=disable.

Indicates that the parameter must be entered in quotes. For example:

[13R 1)

time=<“value”>
Enter time="20100115 13:15:00”.

Indicates a selection string. For example:
> Select File>Save.

This means to first select/click File then select/click Save.
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Related Manuals

The ION system and related manuals are listed below.

® N o g s~ w D=

9.

C3210 User Guide, 33496

ION Management Module (IONMM) User Guide, 33457
ION219-x 19-Slot Chassis Installation Guide, 33412
IONDCR-R1 Kit Install Guide, 33483

IONPS-A-R1 AC Power Supply Install Guide, 33614
IONPS-D-R1 DC Power Supply Install Guide, 33707

ION ADP PointSystem Card Adapter for ION Chassis 33413
E-MCR-05 Media Converter Rack User’s Guide, 33392

SFP manuals (product specific)

10. Release Notes (software version specific)
11. Product Documentation Postcard, 33504

Note: This manual may provide links to third part web sites for which Lantronix is not responsible. Infor-
mation in this document is subject to change without notice. All information was deemed accurate and
complete at the time of publication. This manual documents the latest software/firmware version. While all
screen examples may not display the latest version number, the descriptions and procedures reflect the
latest software/firmware version, noted in the Revision History on page 2. Note: Some Documentation
may have Transition Networks named or pictured. Transition Networks was acquired by Lantronix in Au-
gust 2021.
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Reboot and Reset Command Notes

IMPORTANT

Certain CLI commands affect important stored files. Doing a reboot, restart or upgrade of
the IONMM, a power restart of the chassis, or a reset to factory removes temporary files (e.g.
configuration backup files, Syslog file). A Factory Reset also removes the permanent settings (e.g.
configuration files, HTTPS certification file, SSH key).

These CLI commands cause a loss of files:
reboot - cold start the C3210
reset - reset to factory configuration

See the specific command description for additional information.
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Command Line Editing

This section describes how to enter CLI commands.

A CLI command is a series of keywords and arguments. Keywords identify a command, and arguments
specify configuration parameters.

Display Similar Commands

e
At the command line, you can use the Tab 5 key or the ? key to show available commands in a
category of commands after entering a part of the command.

For example, use the key to enter part of the command (show ether in this example) to display all
of the available commands that start with show ether. The commands display in a single row.

Cl|s7|L1D>show ether <tab key>
config loopback security statistics tdr

Use the ? key after a partial CLI command entry to display all of the available commands that start with
show ether, but in a single column:

Cl|S7|L1D>show ether ?
config
loopback
security
statistics
tdr

Partial Keyword Lookup

If you terminate a partial keyword with a question mark, alternatives that match the initial letters are
provided. (Remember to not leave a space between the command and question mark.) For example “s?”
shows all the keywords starting with “s.”

Recall Commands

To recall recently entered commands from the command history, perform one of the optional actions
below:

Ctrl-P or Up arrow (1) key: Recall commands in the history buffer, beginning with the most recent
command. Repeat the key sequence to recall successively older commands.

Ctrl-N or Down arrow (/) key: Return to more recent commands in the history buffer after recalling
commands with Ctrl-P or the Up arrow key. Repeat the key sequence to recall successively more recent
commands.
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Keystroke Commands

The table below shows the optional keystrokes available to edit command lines (*indicates HyperTerm
support, ** indicates command prompt support, *** indicates both HT and command prompt support by

this keystroke).
Table 2: Editing Commands
Capability Keystroke Purpose
Move the command line around to | Ctrl-B *** or
: ok Move the cursor back one character
make changes or corrections left («) arrow key
Ctrl-F *** or Move the cursor forward one

right (—) arrow key ***

character

Move the cursor to the beginning of

Ctri-A the command line
e Move the cursor to the end of the
Ctrl-E .
command line
Recall commands from the buffer Recall the most recent entry in the
and paste them in the command Ctrl-Y *** y
. buffer
line
Transpose the character to the left
Ctrl-T ** of the cursor with the character
located at the cursor
Ctrl-Y ** Recall the most recent entry in the

buffer

Delete entries (if you make a
mistake or change your mind)

Delete key *** or
Backspace key ***

Erase the character to the left of the
cursor

sends a message to your screen

Ctrl-D *** Delete the character at the cursor
Cirl-K *** Delete all characters from the cursor
to the end of the command line
o Delete all characters from the cursor
Ctrl-U or to the beginning of the command
Ctrl-X ** . 9inning
line
Chrl-W *** Delete the word to the left of the
cursor
- Delete from the cursor to the end of
Esc D
the word
I Change case from capital to lower-
Capitalize or lowercase words or . X
L Esc C case (or lower-case to capital) at the
capitalize a set of letters
cursor
Red!splay th? current command Ctrl-L *** Redisplay the current command line
line if the switch unexpectedly - 4
or Ctrl-R (reverse-i-search)

33497 Rev. E
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Command Matrix

The table below lists all of the CLI commands and categories, and indicates if the command applies to the
IONMM, other C3210s, or both.

Note: CLI commands are case sensitive. Enter the CLI commands as shown.

Table 3: CLI Command Matrix

System Commands IONMM C3210

Login Password for Access X X
Log Out (Quit) X X
Clear the Screen X X
Go Back to IONMM X X
Go to Another Location X X
Help (?) X X
List X X
Ping X

Reboot X X
Reset Factory Configuration X X
Reset System Uptime X X
Set Debug Level X X
Set Power Relay State (PS) (PS)
Set PS Sensor Notification / Relation / Severity / Value (PS) (PS)
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System Commands IONMM C3210
Set System Name X X
Show Card Information X X
Show Card Type X X
Show Chassis Information X X
Bandwidth Commands IONMM C3210
Set Bandwidth Rate Limiting Mode X X
Set Bandwidth Rate Limit X X
Dot1bridge / Dot1dbridge Commands IONMM C3210
Show Dot1bridge Aging Time X
Set SNMP Read Community X X
Set SNMP Write Community X X
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Ethernet Port Commands IONMM C3210
Clear Ethernet Port Counters X
Reset All Ports Counters X
Set Ethernet Port Admin Status X
Set Ethernet Port Advertisement Capability X
Set Ethernet Port AutoCross X
Set Ethernet Port Auto-Negotiation Status X
Set Ethernet Port Duplex X
Set Ethernet Port Pause Frames X
Set Ethernet Port Source MAC Address Lock X
Set Ethernet Port Source MAC Address Lock Action X
Set Ethernet Port Speed X
Show Ethernet Port Configuration X
Show Ethernet Port Security Configuration X
Show Ethernet Port TDR Test Configuration X
Show Ethernet Port TDR Test Result X
Start Ethernet Port TDR Test X
Show Ethernet Statistics X

33497 Rev. E https://www.lantronix.com
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Set Circuit ID X
Show Circuit ID X
Firmware Upgrade Commands IONMM C3210
Show Firmware Database Update Results X
Show Firmware Upgrade Results X
Show Upgrade File Name X
Update Firmware Database X
Upgrade Device Firmware X
Forwarding Database Commands IONMM C3210
Show Forwarding Database Ports X
LPT Commands IONMM C3210
Set Link Pass Through Monitoring Port X
Set Link Pass Through Status X
Show Link Pass Through Configurations X
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Performance/RMON Statistics IONMM C3210
Show RMON Statistics X X

QoS Commands IONMM C3210
Set Default Priority for a Port X
Set Frame Priority: Destination MAC Address is Used X
Set Frame Priority: IEEE Tag is Used X
Set Frame Priority: IP Tag is Used X
Set Frame Priority: Source MAC Address is Used X
Set Frame Priority: VLAN ID is Used X
Set IEEE Priority Remapping X
Set Ingress Priority Remapping X
Set IP Traffic Class Priority Remapping X
Set Priority Type X
Show Priority Remapping X
Show QoS Configuration of a Port X
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Serial File Transfer Protocol (X/Y/Zmodem) Commands IONMM C3210
Serial Get Protocol X
Serial Put Protocol X
Serial Upgrade Protocol X
TFTP Transfer / Upgrade Commands IONMM C3210
TFTP Get X X
TFTP Put X X
TFTP Upgrade X X
VLAN Port-Level Commands IONMM C3210

Set Ethernet Type When VLAN Tagging Mode Is Provider

Set Force Port To Use Default VID

Set VLAN Network Tagging Mode

Set VLAN Port Admin State

Set VLAN Port Default VID

Set VLAN Port Discard Tagged Non-Management Frames

Set VLAN Port Discard Untagged Non-Management Frames

Set VLAN Port Tag Mode
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System Commands

The following are basic system level commands. These commands are used to show configuration /
mode, show help, reboot the system, reset the configuration, and other basic functions.

Password for Login / Access

Syntax: Password: private
Description: The default device CLI password. CLI entry requires a successful password entry.

Example: Password:
Login incorrect
login: ION
Password:private

Hello, this is ION command line (version 1.00).
Copyright 2009 Transition Networks.

AgentIII C1|S1|L1D>

In order to control the NIDs via a USB interface, the command line prompt must be showing the location
of the module to be managed. Use the procedure below to access the NID and login via USB connection.

1. Start the terminal emulator program (e.g., HyperTerminal).

2. When the emulator screen displays, press Enter. The login prompt displays. If your system uses a
security protocol (e.g., RADIUS, SSH, etc.), you must enter the login and password required by that
protocol.

3. Type ION (all upper case) and press Enter. The password prompt displays. If a “Login incorrect”
message displays, ignore it.

4. Type your password. The default is private (all lower case).
5. Press Enter. The HyperTerminal command line prompt displays (C1|S3|L1D>).

6. Enter CLI commands to set up, configure, operate, and maintain the NID.

Log Out (Quit)

Syntax : q(uit)

Description: Exit the current mode and return to the previous mode (i.e., the CLI command line
prompt).

Example : Cl|S3|L1D>q
login:

Note: The NID does not automatically log out upon exit or after a timeout period, which could leave it
vulnerable if left unattended. Follow your organizational policy on when to log out.
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Clear the Screen

Syntax: cls

Description: Clears the screen.

Go Back to IONMM

Syntax: home
Description:  Sets the command prompt back to the location of the IONMM.

Example: If the IONMM card is in chassis 1/slot 1 and the following command was entered.

C1l|S13|LOAP1|L1P2|L2D>home
The new command line prompt would be

Cl|S1|L1D/>
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Go to Another Location

Syntax: go [c=<vv>] [s=<ww>] [l1ap=<xx>] [RRap=<yy>] <zz>

Description: Defines the location (card or port) where subsequent commands are destined for. This
information will appear on the command prompt line as the location where the command
will be executed.

where:

vv = optional; number (1-16) of the chassis where the card/port is located

ww = optional; number (1-32) of the slot in the chassis where the card/port is located.
Note: if the chassis parameter (c=) is specified you must specify a slot number.

XX = optional; port number (1-16) on a level 1 device that is used to attach to a level 1
device.

yy = optional; port number (1-16) on a level 2 device that is used to attach to a level 2
device.

zz = mandatory; specifies the port or device where subsequent commands are destined

for. Valid choice are:

¢ 11d - indicates the level 1 device
* llp=<port#> — port number (1-16) on a level 1 device
* 12d — indicates the level 2 device
* 12p=<port#> — port number (1-16) on a level 2 device
* 13d — indicates the level 3 device

* 13p=<port#> — port number (1-16) on a level 3device

Usage: go [c=GHASSIS] [s=SIOT] [l1ap=PCRT] [123p=PORT] (L1p=PCRT|12p=PORT|13p=FCRT|11d|12d|13d)

Example I:  The following command would cause all subsequent commands to be executed for the
device in slot 5 of chassis 1.

Cl|S1|L1D>go s=5 11d
The new command prompt would be:

Cl|S5|L1D>
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Example 2: The following would cause all subsequent commands to be executed for port 2 on
the device in slot 5.

Cl|S5|L1D>go 1llp=2
The new command prompt would be:
Cl|S5|L1P2>

Example 3:  The following would cause all subsequent commands to be executed for a remote
device connected to port 2 of a chassis-resident module in slot 5.

Cl|S5|L1D>go llap=2 12d

The new command prompt would be:

Cl|S5|L1AP2|L2D>
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Help

Syntax: ?

Description: Display help for CLI commands by typing a question mark (?). Typing a ? at the
command line prompt displays a list of base commands (show, set, etc.).
To display a list of the options for a particular command or parameter, type the
command/parameter then a space then ?. See “Appendix A” for a complete list command
listing.

Examples:

The following will display a list of all base commands.
Cl|S2|L1D>?

uln

While the following will display a list of all the entries for the set commands that start with the letter

Cl|S15|L1Pl>set 1 ?
12cp
loam
lpt

The following displays a list of all the entries for the set Ipt commands:

Cl|s1l5|L1Pl1>set 1lpt ?
monitor-port
state

The following displays a list of the valid values for the set Ipt state command:

Cl|S15|L1P1>set 1lpt state ?
disable
enable
notSupported

Cl|S15|L1P1>

By typing a ? after each parameter in a command string you can see what are the options, either for what
the next parameter is or for what options must be specified following an equal sign.
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List

Syntax: list
Description: Displays all available command line commands.

Example (partial list):

Cl|S7|L1D>1list

cat [OPTION] [FILE]

cd [DIR]

clear ether all counters

cls

go [c=CHASSIS] [s=SLOT] [1llap=PORT] [12ap=PORT]
(11p=PORT | 12p=PORT | 13p=PORT |11d|12d]|13d)

home

list

show rmon statistics

show timezone

show upgrade firmware file (IONMM command)
start ether tdr test

stat

upgrade module

Cl|S5|L1D>

Note: See Appendix A on page 139 for a complete list command listing.
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Ping

Syntax: ping

Description:  Sends an ICMP ECHO-REQUEST to a network host and displays ping statistics (e.g.,

4 packets received,
received 100% packet loss if unsuccessful).

Example:

C1/s7|L1D>ping 192.168.1.10
PING 192.168.1.10

64 bytes from
64 bytes from
64 bytes from
64 bytes from

192.
192.
192.
192.

(192.168
168.1.10:
168.1.10:
168.1.10:
168.1.10:

.1.10): 56 data bytes

icmp seqg=0
icmp seqg=1
icmp seqg=2
icmp seqg=3

---192.168.1.10 ping statistics ---

4 packets transmitted,
round-trip min/avg/max

Options:

ttl=64
ttl=64
ttl=64
ttl=64

4 packets received, 0%

= 0.8/1.1/2.3 ms

C1|S7|L1D>ping [OPTION]...

where:

host

-c CNT Send only CNT pings

-s SIZE Send SIZE data bytes in packets

- TP Use IP as source address

-gq Quiet mode,

Note: the Ping command can only be entered from the IONMM.

time=2.
time=0.
time=0.
time=0.

packet

ms

ms

ms

oo 0O 0O W

ms

loss

(default=56)

0% packet lossifsuccessfulor 0 packets

only displays output at start and when finished
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Process Snapshot

Syntax: ps

Description:

Displays a snapshot of the current memory processes. For example:

C1/S16|L1P1>ps

PID Uid
1 root
root
root
root
root
6 root
36 root
39 root
52 root
53 root
54 root
55 root
650 root
680 root
693 root
698 root
699 root
715 root
719 root
729 root
730 root
735 root
738 root
740 root
741 root
742 root
743 root
747 root
748 root
749 root
750 root
751 root
754 root
769 root
778 root
796 root
805 root
809 root
812 root
813 root
814 root
815 root
816 root
1401 root
3136 root
3137 root
3138 root
4600 root
4601 root
Cl|Sl6|L1P1>

g w N

VmSize
308

272
328
15968
240
240
1092
2448
1960
244
324
216
1960
1960
2448
2448
2448
344
280
1020
172
228
2448
2448
2448
2448
2448
2068
324
324

308
288

Stat Command

S
SWN
SW
SW<
SW<
SW<
SW<
SW<
SW
SW
SW<
SW<
SW
SW<
SWN
SWN
SWN

W NNONNNNnNNnNRNnNnRNnNnRNnNNnNnNnNnNnnNnnonnon n n nwn

init
[ksoftirgd/0]
[watchdog/0]
[events/0]
[khelper]
[kthread]
[kblockd/0]
[khubd]
[pdflush]
[pdflush]
[kswapdO]
[aio/0]
[mtdblockd]

[spi gpio.O0]
[Jffs2 gcd mtd4]
[Jffs2 gcd mtd7]
[Jffs2 gcd mtd8]

syslogd -m 0 -L -0 /var/log/sys.log -1 6 -s 200 -b 3

upgradeManager -d -1 1
snmpd -Lsd -c /agent3/conf/snmp/snmpd.conf
bpd linux

pure-ftpd (SERVER)
entityManager -Lsd
subagent
upgradeSubAgent

xxdp

agent pm

init

upgradeSubAgent
upgradeSubAgent
subagent

subagent

subagent

radiuscd

sntpcd

lighttpd -f /etc/lighttpd.conf
telnetd -p 17800
telnetd -1 /usr/local/bin/a3cli
subagent

subagent

subagent

subagent

subagent
/usr/local/bin/a3cli -
agent pm

agent pm

[a3cli]

sh —-c ps

ps
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Show Current Directory

Syntax: pwd

Description: Displays the current directory.

Example: C11S7|L1D>pwd
/

Change Modes (Quit)

Syntax : quit

Description:  Exit the current mode and return to the previous mode (i.e., the CLI command line
prompt). Note that the C3210 does not automatically log out upon exit or after a timeout
period, which could leave it vulnerable if left unattended. Follow your organizational
policy on when to log out.

Example: C1/S7|L1D>quit
login:

Reboot

Syntax: reboot

Description: Performs a reboot (“Cold start the system”) of the device in the command line prompt.
After a C3210 reboot via CLI while connected via USB port, you must disconnect and
then reconnect USB cable for the console to become accessible again.

Example: C1/S7|L1D>reboot
Warning: this command will restart system, connection will be
lost and please login again!
Cl|S7|L1D>

A Warning: doing a reboot or restart of the C3210 may cause some configuration backup files to be
lost and the USB or Telnet session to drop. Doing a reboot, restart or upgrade of the IONMM, a power
restart of the chassis, or a reset to factory removes temporary files (e.g. configuration backup files, Syslog
file). A Factory Reset also removes the permanent settings (e.g. configuration files, HTTPS certification
file, SSH key).
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Reset Factory Configuration

Syntax: reset factory

Description: Resets a card to its factory default configuration.

Example: Cl|S7|L1D>reset factory
Warning: this command will restart the specified card, connection
will be lost!
Cl|S7|L1D>

& Warning: doing a C3210 reset to factory restarts the device and drops the Telnet or
HyperTerminal connection. Doing a reset to factory removes temporary files (e.g. configuration backup
files, Syslog file) and also removes the permanent settings (e.g. configuration files, HTTPS certification
file, SSH key).

Set Power Relay State

Syntax: set power relay state=[disable|enable]

Description: Enables or disables the Power Supply’s Power Relay
Example: C1|S22|L1D>set power relay state=enable

Note: This command must be executed on a relay.

Note: Use the stat command to view the chassis slot assignments. Use the show power config
command to view the existing power supply configuration.
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Set PS Sensor Notification / Relation / Severity / Value

Syntax:

Description:

set sensor stid=SENSORID notif=(enable|disable)

set sensor stid=SENSORID
relation=(lessThan|lessOrEqual|greaterThan|greaterOrEqualjequal TonotEqualTo)

set sensor stid=SENSORID severity=(other|minor|major|critical)

set sensor stid=SENSORID value=VALUE

Sets the Power Supply Sensor or Fan’s notification, relation, severity, or value, where:
SENSORID = { Temperature | Voltage | Power | Fan }

notif = {true enables sensor notification | false disables sensor notification }.
This variable controls generation of SensorThresholdNotification for this threshold.

relation={lessThan | lessOrEqual | greaterThan | greaterOrEqual | equalTo | notEqualTo }
This variable indicates the relation between sensor value (SensorValue) and threshold
value (SensorThresholdValue), required to trigger the alarm.

severity = {other | minor | major | critical} } This variable indicates the severity of this
threshold. Critical is the most severe, major is the next most severe, and minor is the
least severe.

value = VALUE. This variable indicates the value of the threshold.

Note: This command must be executed on a power sensor or fan.

Example:

The following commands set the power supply sensor notification, relation, severity, and
value for Sensor Transaction ID (stid) 9.

Cl|S22|L1D>set sensor stid=9 notif=true

Cl|S22|L1lD>set sensor stid=9 relation=lessThan

Cl|S22|L1D>set sensor stid=9 severity=major

Cl|S22|L1D>set sensor stid=9 value=9

Note: Use the show power config command to display sensor configuration.

33497 Rev. E

https://www.lantronix.com Page 27 of 111



https://www.lantronix.com/

Lantronix C3210 CLI Reference

Set System Name

Syntax: set system name=NAME
Description: Defines the identifying name of the device. The name can be alphabetic, numeric or
a combination, but with no space characters within the name text. Note that numbers,

upper/lower case characters, and special characters (~!@#$%"&*()_+") are allowed.
Example: C1|S16|L1D>set system name=<>)|

Cl|Sl6|L1D>show system information

system descr: The C2220-1014 of the Transition networks ION

(Chassis Generation III) platform products

system objectID: 1.3.6.1.4.1.868.2.5.1802661751
system uptime: 3 days, 03:41:07

system contact: 999999999999999999999

system name: <>) |

system location: Corporate

Cl|S16|L1D>

The CLI prompt (>) displays an editable name prefix based on the “System Name” field. You can add or
modify the System Name via the CLI. For example, if the name was “lab”, the IONMM “System Name” is
carried through to every prompt/card that you are logged into (e.g., lab C1|S3|L1D>, lab C1|S5|L1D>, lab
C1|S8|L1D>, etc.).

If you don’t enter a name in the “System Name” field, the CLI prompt default remains (e.g., C1|S3|L1D>,
C1|S5|L1D>, C1|S8|L1D>, etc.). So if you enter “Agent” in the System Name field, the CLI prompt would
display as Agent C1|S3|L1D>, Agent C1|S5|L1D>, Agent C1|S8|L1D>, etc., but the module name in the
Stack and other places in the ION Web interface would still show IONMM.

The system name default is C2220-1040 (case sensitive — all capitals). The show system information
command displays the system name and other system descriptive information.

Reset Device Uptime

Syntax: reset uptime
Description: Resets the C3210 Up Time counter to zero, and immediately begins to increment.
Example: C1|S13|L1P2>reset uptime

Cl|S13|L1P2>

Use the show card info command to display the current system uptime.

Note: the reset uptime command is not available for the Power Supply modules.
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Show Card Information

Syntax: show card info

Description: Displays the system information for the IONMM or slide-in module.

Example: (C3210 in slot 7):

AgentIII C1|S7|L1D>show card info

System name: C3210

Uptime: 5 days, 02:47:32
Port number: 2

Serial number: 4779272

Config mode: software
Software: 1.2.13
Bootloader: 0.1.0

Hardware: 1.0.0

AgentIII C1|S7|L1D>

Note: This command does not function for the Power Supply.

Show Card Type

Syntax: show cardtype

Description: Displays the device’s card type (model number).

Example I:  (C3210 in slot 8):

C1|S8|L1D>show cardtype
Card type: C3210-1013
Cl|S8|L1D>

Example 2:  (IONMM in slot 1):

Cl|S1|L1D>show cardtype
Card type: TONMM

Example 3:  (IONPS-A power supply in slot 22):

Cl|S22|L1D>show cardtype
Card type: IONPS-A
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Show Chassis Information

Syntax:

Description:

Example:

stat

Displays information about all slide-in modules installed in the chassis and all standalone
modules connected to the slide-in modules (remotes), and their ports.

AgentIII Cl|S1|L1D>stat
ION statck
Chassis —-- BPC
[ 1] TONMM
Port 1
Port 2
[ 3] C3230-1040
Port 1
Port 2
[ 4] C6010-3040
Port 1
Port 2
[ 5] C3230-1040
Port 1
Port 2
[ 7] C3210-1013
Port 1
Port 2
[ 8] (C3221-1040
Port 1
Port 2
Port 3
[ 12] C2110-1013
Port 1
Port 2
[ 14] C2210-1013
Port 1
Port 2
[ 16] C2220-1014
Port 1
Port 2
[ 18] €3220-1040
Port 1
Port 2
[ 22] IONPS-A
Temperature Sensor
Voltage Sensor
Power Sensor
Fan-1
Fan-2
[ 23] IONPS-D
Temperature Sensor
Voltage Sensor
Power Sensor
Fan-1
Fan-2
AgentIII C1|S1|L1D>
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Show Power Supply Configuration

Syntax: show power config

Description: Displays the current configuration of the specified ION system power supply.

Example:

C1|S22|L1D/>show power config

Power supply sensors information:

Temperature Sensor:
Type:
Scale:
Precision:
Value:

Operation status:

Units display:

Threshold information:

index severity
1 other
2 minor
3 major
4 critical

Voltage Sensor:
Type:
Scale:
Precision:
Value:

Operation status:

Units display:

Threshold information:

index severity
1 critical
2 minor
3 major
4 critical

Power Sensor:
Type:
Scale:
Precision:
Value:

Operation status:

Units display:

Threshold information:
index severity

celsius

units

0

30

ok

The data units displayed is degrees

relation value evaluation notifEnable
greaterThan 80 false false
greaterThan 60 false false
greaterOrEqual 65 false false
greaterOrEqual 70 false true

voltsAC

millivolts

2

12684

ok

The data units displayed for volts is mV

relation value evaluation notifEnable
lessThan 11220 false true
greaterThan 13000 false false
greaterOrEqual 14000 false false
greaterOrEqual 14673 false true

watts

units

2

19

ok

The data units displayed for watts is units

relation value evaluation notifEnable

33497 Rev. E

https://www.lantronix.com

Page 31 of 111



https://www.lantronix.com/

Lantronix C3210 CLI Reference
1 critical lessOrEqual 10 false true
2 minor greaterThan 225 false false
3 major greaterOrEqual 250 false false
4 critical greaterOrEqual 275 false true
Relay

Type: other

Scale: units

Precision: 0

Value: 2

Operation status: ok

Units display: The data units displayed for Relay is units

Installed: false

State: disable

Module type: acModule

Oper mode: master
Fan-1:

Type: rpm

Scale: units

Precision: 2

Value: 3015

Operation status: ok

Units display:

Threshold information:

The data units for

Fan 1 in RPM is in units

index severity relation value evaluation notifEnable
1 critical equalTo 0 false true
2 minor greaterThan 9000 false false
3 major greaterOrEqual 9500 false false
4 critical greaterOrEqual 9900 false true
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Set Circuit ID

Syntax: set circuit-ID=<xx>

Description: Lets you define an ASCII text string up to 63 bytes and override the default Circuit ID,
which is vlan-module-port in binary format, for a device and/or device ports. Use the
show circuit-ID command to display the Circuit ID information for a device or port.

Example: Cl|S16|L1D>set circuit XX/YYYY/000000/111/CC/SEG
Cl|S16|L1D>show circuit-ID
Circuit-ID: XX/YYYY/000000/111/CC/SEG

Cl|S16|L1D>

Note: the dash (“-) is required, and the letters “ID”” must be upper-case. The C3210 supports the Circuit
ID, a company-specific identifier assigned by the user to identify the converter and individual ports in any
manner the user chooses. In the ION system, the Circuit ID port identifier is based on the agent-local
identifier of the circuit (defined in RFC 3046), detected by the agent and associated with a particular port.

Show Circuit ID

Syntax: show circuit-1D

Description: Displays the current Circuit ID for the device or port. Use the show circuit-ID command
to display the current Circuit ID information defined for a device or port.

Example: Cl|S5|L1D>set circuit-ID=xx
Cl|S5|L1D>show circuit-ID
Circuit-ID: XX
C1l|S5|L1D>

Note: the dash (“-) is required, and the letters “ID”” must be upper-case (in capital letters).

33497 Rev. E https://www.lantronix.com Page 33 of 111



https://www.lantronix.com/

Lantronix C3210 CLI Reference

Set Debug Level
Syntax: set dbg level=<0-2>
where:

0 = debug Severity level 0 (Emergency: system is unusable — e.g., serious hardware
failure or imminent power failure).

1 = debug Severity level 1 (Alert: action must be taken immediately).

2 = debug Severity level 2 (Critical condition).

Description:  Defines the system debug level.

Example: Cl|S5|L1D>set dbg level 0
Cl|S5|L1D>set dbg level 1
Cl|S5|L1D>set dbg level 2
Cl|S5|L1D>
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Bandwidth Commands

The following commands are used to set bandwidth limiting rates.

Note: These commands can only be entered at the port level - when the last part of the command line

prompt indicates the location is a port (e.g., L1P1>).

Set Bandwidth Rate Limiting Mode

Syntax:

Description:

set bw alloc-type={countAllLayer1 | countAllLayer2 | countAllLayer3}

Defines which transmission layer is to be counted when determining the rate limit.
Note: this command is not supported on all models.

e Counts All Layer 1: (the default): in determining the rate limit, this selection counts
the following bytes in a frame: Preamble (8 Bytes) + DA to CRC + Inter Frame Gap
(12 bytes).

e Counts All Layer 2: in determining the rate limit, this selection counts the bytes in a
frame from the DA to the CRC in determining the rate limit.

e Counts All Layer 3: in determining the rate limit, this selection counts the following
bytes in a frame:

o from the DA (Destination MAC Address) to the CRC (18 bytes if untagged)
o from the DA (Destination MAC Address) to the CRC (22 bytes if tagged)

Note: The Counts All Layer 3 selection will skip the Ethernet header, the CRC, and
Tags (if any tags exist).

| Preamble

T EifisrType CRCT 802.1 Ethernet
|Dest|nat|onMACl Source MAC I Al | Payload | P }—m,ner T Frame

JOZIT [EWerType CRCT 802.1Q Tagged
Tag | Soar| Petemd [ T rerrmmos——

| Destination MAC l Source MAC

| Preamble

Frame (VLANs)
P JOZIT F0ZTT [EerType CROT
| Destination MAG [ souceMAC | oot | onerTa | i | Payload | AR i_m ?529';2: Eguﬂ::::

Example:

(Q-in-Q1)

Cl|S5|L1P1>set bw alloc-type=countAllLayer2
Cl|S5|L1P1>show bandwidth allocation

Bandwidth allocation type: countAllLayer?2
Ingress rate: unLimit
Egress rate: unLimit

Cl|s5|L1P1>

33497 Rev. E

https://www.lantronix.com Page 35 of 111



https://www.lantronix.com/

Lantronix C3210 CLI Reference

Set Bandwidth Rate Limit

Syntax: set irate=<xx> erate=<yy>

Description: Defines the ingress and egress rate limits of a port. Note that you must set the irate or
erate to a rate lower than the port speed.

where:
xx= In-rate: Ingress rate in kbps

yy = Egress-rate: Egress rate in kbps
The valid selections for irate (ingress) and egress-rate (erate) are:

On 1000M port: Unlimited, 1M, 2M, 3M, 4M, 6M, 8M, 10M, 20M, 30M, 40M, 50M, 60M, 70M, 80M,
100M, 200M, 300M, 400M, 500M, 600M, 700M, 800M, and 900M bps.

On 100M port. Unlimited, 1M, 2M, 3M, 4M, 6M, 8M, 10M, 20M, 30M, 40M, 50M, 60M, 70M, and 80M
bps.

The default Egress and Ingress Rate Limit are "Unlimited" for both copper ports and fiber

ports.

Example: Cl1|S5|L1P1l>set irate ratelM erate ratelM
Cl|S5|L1P1>show bandwidth allocation
Bandwidth allocation type: countAllLayer?2
Ingress rate: ratelM
Egress rate: ratelM

Cl|S5|L1P1>set irate=unLimit erate=unLimit
Cl|S5|L1P1>show bandwidth allocation

Bandwidth allocation type: countAllLayer?2
Ingress rate: unLimit
Egress rate: unLimit

Cl|s5|L1P1>

Note: The rate parameters are case-sensitive.
If you set the irate or erate to a rate higher than the port speed, an informational message displays:

Agent IITI Cl|S1|LlPl>set irate rate900M erate ratelM
Cannot set irate because irate 1is bigger than port speed!
Agent IIT Cl|S1|LlPl>set irate ratelM erate rate900M
Cannot set erate because erate 1is bigger than port speed!
Agent III C1|S1|L1P1>
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Show Bandwidth Allocation Configuration

Syntax: show bandwidth allocation

Description:  Shows the bandwidth allocation type and ingress and egress rates for a port.

Ekanqﬂe: Cl|S5|L1P1>set bw alloc-type countAllLayer2
Cl|S5|L1P1>show bandwidth allocation
Bandwidth allocation type: countAllLayer?
Ingress rate: unLimit
Egress rate: unLimit
Cl|S5|L1P1>

Note: this command is not supported on all models.
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DMI Commands

The following commands are used for Diagnostic Monitoring Interface (DMI) operations.

Note: These commands can only be entered for a fiber port that supports DMI. Not all C3210 models or
SFP models support DMI. If you enter a DMI command on a C3210 model that does not support DMI,
the message “The DMI feature is not supported on current port.” displays.

Show DMI Configuration

Syntax: show dmi info

Description: Displays the configuration of the Diagnostic Monitoring Interface (DMI).

Example: C1|S13|LOAP1|L1P2/>show dmi info
Diagnostic monitoring interface information:
DMI connect type: LC
DMI bit rate: 13*100Mbps
DMI link length(single mode fiber, 100m): 100*100m
DMI link length (50 micron multi-mode fiber, 10m): 50*10m
DMI link length(62.5 micron multi-mode fiber, 10m) : 50*10m
DMI link length (copper cable, m): N/A
DMI indentifier: S
DMI laser wavelength: 1310*nm
DMI temperature: 47.3*C
DMI temperature alarm setting: normal
DMI bias current: 20912*uA
DMI bias current alarm setting: normal
DMI Tx power: 249*uwW
DMI Tx power: normal
DMI Rx power: O*uw
DMI Rx power: normal
DMI Rx power preset level: 0*uwW
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Set DMI Receive Power Preset Level

Syntax: set dmi rx—power—preset—level=<xx>

Description: Defines the lowAlarm threshold for RxPowerAlarm. If a non-zero value (in microwatts)
is specified, the module will stop passing traffic when the receive power drops below the
new threshold. This feature is sometimes referred to as Intrusion Detection, since tapping
into a fiber to intercept traffic leads to a reduction in receive power.

Sets the Diagnostic Monitoring Interface (DMI) receive preset power level.

where:

xx = Pwr-val: A preset level for Rx Power on the Fiber port (1-100).

Example:

Cl|S3|L1P2>set dmi rx-power-preset-level=110
Cl|S3|L1P2>show dmi info
Diagnostic monitoring interface information:

DMI connect type:
DMI bit rate:
DMI link length
DMI link length
DMI link length
DMI link length
DMI indentifier:

DMI laser wavelength:

DMI temperature:

DMI temperature alarm setting:
DMI bias current:

DMI bias current alarm setting:
DMI Tx power:

DMI Tx power:

DMI Rx power:

DMI Rx power:

DMI Rx power preset level:
Cl|S3|L1P2>

single mode fiber, 100m) :
50 micron multi-mode fiber, 10m) :

ENNENEN

copper cable, m):

62.5 micron multi-mode fiber, 10m):

LC
13*100Mbps
N/A
50*10m
30*10m
N/A

SEFP
850*nm
40.9*C
normal
4752*uA
normal
254*uwW
normal
0*uw
normal
110*uw
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Dot1bridge Commands

The following dot1bridge commands are used to add, remove, set, and show dot1bridge functions (refer-
ence RFC 1493, “Definitions of Managed Objects for Bridges”).

Note: These commands can only be entered at the device level - when the last part of the command line
prompt indicates the location is a device (e.g., L1D>).

Set Dotlbridge Aging Time

Syntax:

Description:

set dotlbridge aging—time=<xx>
Defines the aging time of a bridge.

The aging time is the number of seconds a MAC address will be kept in the forwarding
database after having received a packet from this MAC address. The entries in the
forwarding database are periodically timed out to ensure they do not stay around forever.

where:

xx = Aging Time for how long (from 0-3825 seconds) entries are to remain in the
forwarding database (FDB) of the switch, in 15 second increments (e.g., 15, 45,
300 seconds, etc.). The default is 300 seconds. The valid range is 0— 3825
seconds (0 - 63.75 minutes).

Setting too short an aging time can cause addresses to be prematurely removed from the
table. Then when the switch receives a packet for an unknown destination, it floods the
packet to all ports in the same VLAN as the receiving port. This unnecessary flooding
can impact performance. Setting too long an aging time can cause the address table to be
filled with unused addresses, which prevents new addresses from being learned.

While the C3210 can learn up to 8192 entries, there is a limit of 1000 entries that it can
manage via the Web/CLI/FP interfaces. So even if the C3210 learns more than 1000 en-
tries, only 1000 entries (include static entries) can be displayed/managed though the
C3210 interface (as limited by C3210 memory space and CPU capability).

Show Dotlbridge Aging Time

Syntax: show dotlbridge aging-time
Description: Displays the aging time for a dot1bridge.
Example: C1]S13]10d/>show dotlbridge aging-time
Dotlbridge aging time: 60
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Ethernet Port Commands

The following commands are used for Ethernet port operations. The functions of some of the Ethernet
port commands below depend on the type of port, as shown in the