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Cautions and Warnings

Definitions
Cautions indicate that there is the possibility of poor equipment performance or potential damage to
the equipment. Warnings indicate that there is the possibility of injury to person.

Cautions and Warnings appear here and may appear throughout this manual where appropriate. Failure
to read and understand the information identified by this symbol could result in poor equipment
performance, damage to the equipment, or injury to persons.

ACautions

Do not ship or store devices near strong electrostatic, electromagnetic, magnetic, or

radioactive fields.

Caution: When handling chassis cards, observe electrostatic discharge precautions. This requires proper
grounding (i.e., wear a wrist strap).

Caution: Copper based media ports, e.g., Twisted Pair (TP) Ethernet, USB, RS232, RS422, RS485, DS1,
DS3, Video Coax, etc., are intended to be connected to intra-building (inside plant) link segments that
are not subject to lightening transients or power faults. They are not to be connected to inter-building
(outside plant) link segments that are subject to lightening.

Caution: Do not install the C3210 in areas where strong electromagnetic fields (EMF) exist. Failure to
observe this caution could result in poor C3210 performance.

Caution: Read the installation instructions before connecting the chassis to a power source. Failure to
observe this caution could result in poor performance or damage to the equipment.

Caution: Only trained and qualified personnel should install or perform maintenance on the ION219-A
chassis. Failure to observe this caution could result in poor performance or damage to the equipment.

Caution: Do not let optical fibers come into physical contact with any bare part of the body since they are fragile,
and difficult to detect and remove from the body.

Caution: Do not bend any part of an optical fiber/cable to a diameter that is smaller than the minimum permitted
according to the manufacturer’s specification (usually about 65 mm or 2.5 in)!
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Warning: Use of controls, adjustments or the performance of procedures other than those specified
herein may result in hazardous radiation exposure.

Warning: Visible and invisible laser radiation when open. Do not stare into the beam or view the beam
directly with optical instruments. Failure to observe this warning could result in an eye injury or
blindness.

Warnings

Warning: DO NOT connect the power supply module to external power before installing it into the
chassis. Failure to observe this warning could result in an electrical shock or death.

Warning: Select mounting bracket locations on the chassis that will keep the chassis balanced when
mounted in the rack. Failure to observe this warning could allow the chassis to fall, resulting in
equipment damage and/or possible injury to persons.

Warning: Do not work on the chassis, connect, or disconnect cables during a storm with lightning. Failure to
observe this warning could result in an electrical shock or death.

See Appendix A for Electrical Safety Warnings translated into multiple languages.
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1. Introduction

Document Overview
The purpose of this manual is to provide the user with an understanding of the C3210 Ethernet media
converter. This manual documents the following models:

e (€3210-1013:10/100/1000Base-T (RJ-45) [100 m] to 1000Base-SX 850nm multimode (SC)
[62.5/125 um fiber: 220 m/722 ft.] [50/125 um fiber: 550 m/1804 ft.] Link Budget: 8.5 dB

e (€3210-1039: 10/100/1000Base-T (RJ-45) [100 m/328 ft.] to 1000Base-SX 850nm multimode (LC)
via SFP [62.5/125 pm fiber: 220 m/722 ft [50/125 um fiber: 550 m/1804 ft.] Link Budget: 8.0 dB

e (€3210-1014:10/100/1000Base-T (RJ-45) [100 m] to 1000Base-LX 1310nm single mode (SC)[10
km/6.2 mi.] Link Budget: 10.5 dB

e (C3210-1040: 10/100/1000Base-T (RJ-45) [100 m] to 1000Base-X SFP Slot (empty)

Product Overview

The C3210 is a group of Ethernet media converters that are designed as slide-in modules that install in
an ION system chassis. The C3210 can be managed when installed in a managed ION chassis. If the
C3210 s linked over fiber to a stand-alone device, it will be the Point System SGFEB10xx-120 (the
SGFEBs are un-managed devices).

The ION C3210 media converters are 2- port Ethernet devices capable of media conversion between
copper and fiber ports. These are chassis managed devices designed as slide-in-cards (SICs) for
installation in an ION system chassis. A stand-alone equivalent can be found in the Point System product
family, SGFEB10xx-120.

These devices can be managed via Command Line Interface (CLI), Web interface, or Telnet. Access is
through the IONMM (ION Management Module), also installed in the ION chassis. Note: Some
Documentation may have Transition Networks named or pictured. Transition Networks was acquired by
Lantronix in August 2021.
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C3210 Series Features
The C3210 supports the following features.

The ION C3210 device provides an interface between 10/100/1000Base-T ports and 1000Base-SX/LX
ports allowing users to integrated fiber optic cabling into 10/100/1000Base-T copper environments.
The overall benefits include:

e Integrate fiber into copper based networking environments

e Can be used in any ION Platform Chassis

e Bridging legacy 10/100 devices into a Gigabit Backbone

e Secure Uni-directional transmission

e Standards based, will link with any standard 10/100/1000Base-T and any standard 1000Base-SX
or LX ports

The following manageable features are available when used in an ION Platform chassis along with an
ION Management Module (IONMM):

e 10K Jumbo Frame Support

e Copper and Fiber Auto-Negotiation

e Switch Selectable Speeds

e AutoCross”

e Link Pass Through

e Remote Fault Detect

e Pause

e Automatic Link Restoration

e MAC filtering for network access control (authentication and authorization)
e Backward compatibility / Point System support

e |EEE 802.1P QoS, IPv4 TOS/Diffserv, IPv6 traffic class
e |EEE 802.1q Port VLAN, tagging and doubling tagging (Q-in-Q)
e VLAN Forwarding and VLAN Tag Management

e Field Upgradeable Firmware

e Virtual Cable Test on UTP port

e Uni-directional data transmission

e Bandwidth Allocation

e DMI digital diagnostics per SFF-8472

e RMON counters for each port

e Circuit ID and Device Description

e Serial File Transfer (X/Y/Zmodem) commands

These features are discussed in the following sections.

10K Jumbo Frame Support

The C3210 devices support jumbo frames. The MTU (Maximum Transmission Unit) frames size can be
10240 bytes (not configurable). Note: If the C3210 is linked to a SGFEB, then the maximum supported
frame size is limited to the capability of the SGFEB (1623 bytes).
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Auto-Negotiation (802.3u)

This feature allows two devices to configure to achieve the best possible mode of operation over a
copper link, automatically. The C3210 broadcasts its speed and duplex (full or half) capabilities to the
connected device and negotiates the best mode of operation. Auto-Negotiation allows quick
connections because the optimal link between the devices is established automatically.

In a scenario where the C3210 links to a non-negotiating device, disable Auto-Negotiation. In this
instance, the mode of operation will drop to the lowest common denominator between the two devices
(e.g., 10 Mbps at half-duplex).

Disabling this feature allows forcing the connection to the desired speed and duplex mode of operation.

Pause

Pause is used to suspend data transmission temporarily to relieve buffer congestion. If an Ethernet
device needs some time to clear network congestion, it will send a pause signal to the Ethernet device at
the other end, then that device will wait a predetermined amount of time before re-transmitting its
data.

This feature reduces data bottlenecks and allows efficient use of network devices, preventing data
losses.
The pause feature is set using the SNMP interface to one of four settings:

* Disable (no pause)

* Symmetrical pause

* Asymmetric Tx (transmit) pause

* Asymmetric Rx (receive) pause

Enable the Pause feature, if available, on all Ethernet network devices attached to the C3210, otherwise
disable this feature. Note that all Ethernet devices support this in full duplex mode.

AutoCross (10/100/1000Base-T)

When active, the AutoCross™ feature allows the use of a straight-through (MDI) or crossover (MDIX)
copper cable when connecting to 10/100Base-T or 10/100/1000Base-T converters. AutoCross
determines the characteristics of the connection and configures the copper port to link up
automatically. This occurs regardless of the cable configuration (MDI or MDI-X).

Note: Lantronix recommends leaving AutoCross in default mode (Auto).

Bandwidth Profiling

A Bandwidth Profile is a method of characterizing Service Frames for the purpose of rate enforcement or
policing. The C3210 devices support bandwidth profiling at the per-port level. Each port has an ingress
bandwidth profile used to control the ingress traffic and an egress bandwidth profile for regulating
traffic leaving the port. This feature provides TX and RX rate limiting from a pre-defined list of values in
order to accommodate bursty traffic.
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Configuration Backup and Restore

The firmware uses Trivial File Transfer Protocol (TFTP) to upload its present configuration onto a TFTP
server, and can also download the configuration from the TFTP server and update its settings. This is
useful when you want to program more than one unit to the same configuration. One unit can be
programmed and that configuration can be used to populate the other units. Care should be taken on
some settings such as IP address and virtual LAN (VLAN) settings.

Note: Lantronix recommends as a “best practice” to backup SIC card configuration after it is fully
configured so that in the event of an error or hardware failure, the configuration can be easily and
rapidly restored.

For more information see “Backup and Restore Operations” on page 82.

DMI Optical Management
Devices with Diagnostic Monitoring Interface (DMI) support allow diagnosing problems within the
network. DMI devices have four functions:

e Transmit power

e Receive power

e Transmit bias current

e Temperature

Within each function, the DMI device will send a trap whenever a high or low warning event or high or
low alarm event occurs (for a total of 16 traps).

Optical SFP transceivers support digital diagnostics monitoring (DDM) functions per industry-standard
SFF-8472.

Backwards Compatibility / Point System Support

The ION Platform offers backwards compatibility with Lantronix’ Point System family of media
converters. Not only can an ION module be linked to a Point System Module over fiber, but Point System
modules can be installed in the ION chassis through the use of an ION system adapter card.

The backplane in the ION chassis will power the Point System modules, allowing the module to perform
its copper-to-fiber media converter functions. Full read/write management of Point System modules is
also available in the ION chassis. This requires the use of a Point System Management Module along
with the ION system adapter card.

By supporting management modules from both the ION Platform and the Point System, users are able
to re-deploy and fully manage their Point System devices, easing their migration to the ION Platform.
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Management Access Methods
Management of the C3210, and subsequently the other slide-in modules, is accomplished through one
of the following methods.

* Universal Serial Bus (USB) — uses a command line interface (CLI) to access and control the C3210
through a locally connected workstation.

* Telnet session — uses the CLI to access and control the C3210 through the network.

* Simple Network Management Protocol (SNMP) — both public and private Management
Information Bases (MIBs) allowing for a user to easily integrate and manage the ION platform
with an SNMP based network management system (NMS).

TFTP (Trivial File Transfer Protocol)

The TFTP client provides uploading and downloading of files out of the device’s file system. Typical
applications for this protocol on this device include backup of configuration, restore known
configuration from a file, firmware image upgrade/downgrade, log files backup, certificate download for
SSH, SSL applications, etc.

Link Pass Through

Link Pass Through is a troubleshooting feature that allows the media converter to monitor both the fiber
and copper RX ports for loss of signal. In the event of a loss of RX signal on one media port, the
converter will automatically disable the TX signal of the other media port, thus "passing through" the
link loss. The end device is automatically notified of link loss which prevents loss of valuable data
unknowingly transmitted over an invalid link.

(3)
(2) Media Converier B

Media Converter A . p
disables fiber TX loges fiber RX link
™ e | RX
RX [ —| ™
Media s Media
Converter A :| 1| ConverterB
4

(4)
Media Converter B |
disahles copper TX %
link nntil','ina end

1) device of link loss
r Media Converter A E
——1 loses copper RX fink

Mear End with end device End Device

IP Access
Any management of the system via IP can be locked at the system level, or only on certain ports. For

example, management can occur via web/SNMP only on Port 1, so that access via other ports can be
blocked.

MAC Filtering

When enabled on a port, stops learning all MAC addresses. To allow any frame with a MAC address not
in the Static MAC database access, you must add the new address or it will be discarded. This allows
filtering any unauthorized access to the network by unknown MAC addresses.
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MAC Addresses Blocking

The MAC address can be added to the static MAC address database with the ‘connected port’ as zero.
This will cause any frames from that MAC address database to cause an ATU-member violation on that
port, resulting in sending a trap. This could cause excessive traps (overload the Central Processing Unit
(CPU) with interrupts) depending on the traffic generated by that MAC. You can disable MAC violations
by setting the Ignore SA Violation on the port that is receiving the MAC address via the Web interface at
Port > Advanced > MAC Security > SA Lock. The SA Lock enabled feature will detect if the device
connected to this port has been changed, and when an unknown MAC address ingresses this port.

Applicable Standards

* |EEE 802.1p QoS packet classification
* |EEE 802.1g VLAN and double VLAN tagging
* |EEE 802.1 Port-based Network Access Control

IEEE 802.1p QoS Packet Classification

Quality of Service (QoS) is a mechanism that lets service providers offer different levels of services to
customers. The QoS varies between customers based on the Service Level Agreement (SLA) they chose
for the kind of service they want. The priorities of the customer traffic are assigned based on their SLAs.

The C3210 provides QoS at the Layer 2 level using CoS bits per IEEE 802.1p. The priority bits in the
802.3ac tag can be remapped as frames ingress the device based on Ingress port, Source MAC address,
Destination MAC address, or VLAN ID in the 802.1q tag, or on the basis of remapping to a user-defined
priority on a per port basis.

The C3210 also provides QoS based on DSCP/ToS bits in the IP header. The C3210 supports four output
queues. Based on a frame’s priority bits (layer 2 or layer 3), frames are assigned the egress output
queues. The C3210 offers weighted round robin (WRR) 8-4-2-1 scheduling on the output queues to
minimize frame latencies and starvation of lower priority queues.

Device Description / Circuit ID

The x323x supports the Circuit ID, a company-specific identifier assigned by a provider to a data or voice
network between two locations. This circuit is then leased to a customer by that ID. If a subscriber has a
problem with the circuit, the subscriber contacts the telecom provider with this Circuit ID to initiate
service action on the specified circuit. The ION Circuit ID port identifier is based on the agent-local
identifier of the circuit (defined in RFC 3046), detected by the agent and associated with a particular
port. The x323x supports the Circuit ID, a company-specific identifier assigned by the user to identify the
converter and individual ports in any manner desired. At the device level, the x323x supports a ‘Device
Description’ character string entry of up to 64 bytes.

RFC 2544 Benchmarking

The C3210 supports IETF RFC 2544 (Benchmarking Methodology for Network Interconnect Devices). RFC
2544 defines several tests that can be used to describe the performance characteristics of a network in-
terconnecting device, as well as specific formats for reporting the results of the tests (e.g., throughput,
latency, frame loss rate, system recovery). The following RFC2544 testing reports are available for the
C3210: Back-to-Back Test Report, Frame Loss Test Report, Latency Test Report, and Throughput Test Re-
port.
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Serial File Transfer (X/Y/Zmodem)

The C3210 supports serial get, put, and upgrade CLI commands using the Xmodem, Xmodem-1k,
Ymodem, and Zmodem protocols. These commands function similar to the TFTP download function;
technical support can download configuration files and firmware files through the C3210 USB port by
entering the corresponding CLI commands.

Supported MIBs

The C3210 supports public (standard) and private Management Information Bases (MIBs). The C3210
provides complete management through the SNMP interface. It supports standard MIBs for
management using SNMPv1/v2 as shown in the table below.

Table 1: Supported MIBs

RFC #
# MIB or Description
Private
1 BRIDGE-MIB RFC4188 Bridge MIB module for managing devices that support IEEE 802.1D
2 ENTITY-MIB RFC 4133 MIB module for representing multiple logical entities supported by a sin-
gle SNMP agent
3 ENTITY-SENSOR-MIB RFC 3433 Defines Entity MIB extensions for physical sensors
4 EtherLike-MIB RFC3635 Describe generic objects for Ethernet-like network interfaces
Defines dot3MauType OBJECT-IDENTITIES and IANAifMauListBits,
5 IANA-MAU-MIB RFC 4836 IANAifMauMediaAvailable, IANAifMauAutoNegCapBits, and IANAifJack-
Type
6 IEEE8021-CFM-MIB RFC Connectivity Fault Management module for managing IEEE 802.1ag
7 |EEE8021-TC-MIB RFC Ilee);tual conventions used throughout the various IEEE 802.1 MIB mod-
8 IF-MIB RFC 2863 Describes generic objects for network interface sub-layers
9 MAU-MIB RFC 4836 Management information for 802.3 MAUs
10 P-BRIDGE-MIB RFC 4363 Module for managing Priority and Multicast Filtering
11 Q-BRIDGE-MIB RFC 4363 Module for managing Virtual Bridged LANs
Defines the second version of the Management Information Base (MIB-
12 RFC1213-MIB (MIB-11) RFC 1213 I) for use with network management protocols in TCP/IP-based internets
13 RMON-MIB RFC 1757 Def|r_193 objects for managing remote network monitoring devices (i.e.,
monitors or probes)
14 TRANSITION-SMI Private Lantronix Enterprlse Structure of Management Information; assigns ION
platform module identities
15 TRANSITION-TC Private L_antromx Ir_10 MIB Textggl Conventl_ons module; defines textual conven-
tions used in the Transition enterprise MIBs
16 TN-ION-BPC-MIB Private Lantronix, Inc. Enterprise MIB for Chassis Management.
17 TN-ION-CHASSIS-MIB Private Lantronix, Inc. Enterprise MIB for Chassis Management
18 TN-ION-MGMT-MIB Private Lantronix, Inc. Enterprise MIB for basic management of the ION Platform
i . : . Lantronix, Inc. Enterprise MIB for IEEE Bridge provisioning, i.e., IEEE
19 | TN-PROV-BRIDGE-MIB Private MAC/VLAN bridges
20 | TN-ION-VLAN-MGMT-MIB Private Lantronix, Inc. Enterprise module for managing VLAN and QoS in ION
platform products
21 TN-ION-ENTITY-SENSOR-MIB Private tlaer;t)romx, Inc. module for managing all ION power supply and fan mod-
22 ION-DEV-SYS-SNMPMGMT-MIB Private Lantronix Enterprise MIB for ION device SNMP management feature
23 ION-DEV-SYS-STATE-MIB Private Lantronix Enterprise MIB for ION device state
24 ION-DEV-SYS-TFTP-MIB Private Lantronix Enterprise MIB for ION device TFTP feature
25 ION-DEV-SYS-UPGRADER-MIB Private Lantronix Enterprise MIB for ION device upgrader feature
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An example of a private MIB objects tree is shown in the figure below.
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Figure 1: Private MIB Objects
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Downloading, Compiling and Integrating MIBs

You can download industry standard MIBs from http://www.ietf.org. To download ION system private

MIBs:
1.

Go to the software downloads page at
https://Itrxdev.atlassian.net/wiki/spaces/LTRXTS/pages/1844314274/Latest+firmware+for+the+
C3210+Series and locate the Management MIB section.

Click the link in the far right column (e.g., Download mcc16.zip).
At the File Download window, click Save.

At the Save As dialog box, verify the filename and Save in location (e.g., C:\TFTP-Root) and click
Save.

At the Download complete dialog click Close. The downloaded file is saved to the specified
folder location.

If you plan to integrate the ION system with an SNMP-based management application, then you
must also compile the MIBs for that platform. For example, if you are running HP OpenView, you
must compile the ION system MIBs with the HP OpenView NMS (Network Management
System). See the NMS documentation for compiler instructions.

While working with MIBs, be aware that:

a. Mismatches on datatype definitions can cause compiler errors or warning messages.

b. The MIB datatype definitions are not mismatched; however, some standard RFC MIBs do
mismatch.

c. If your MIB compiler treats a mismatch as an error, or if you want to delete the warning
message, refer to the “Technical Support” section.

Set up your ION system SNMP configuration via the command line interface (CLI). Refer to “Configuring
SNMP”. For a complete list of the available commands, see the C3210 CLI Reference Manual, 33497.
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C3210 Models
The C3210 models are described below.

Duplex Fiber Models and Simplex Fiber Models

C3210 products are available as chassis models. The models can include both standard and single-fiber
models. Single fiber technology offers a 50% savings in fiber utilization. It is an attractive solution to
maximize the usage of a limited number of fiber runs. In a traditional optical link, a fiber pair consists of
two uni-directional strands. The single fiber technology multiplexes two optical wavelengths into a
single strand fiber, so these devices are usually used in pairs. *It is recommended these Single Fiber
Models be used in pairs.

Chassis Models (Cxxxx)

The ION Chassis models (also called slide-in-cards or SICs, or slide-in-modules) and managed devices
have specific features and functions that are controlled via the ION Management Module. A network
administrator can configure, monitor and troubleshoot ION slide-in-modules remotely via the ION
Management Module.

An end-to-end fiber integration solution can be achieve by pairing the modules in a high density ION
chassis with the modules in another ION chassis, or a Lantronix’ Point System™ stand-alone media
converter.
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Physical Specifications
The physical specifications for the chassis slide-in modules are described in the table below.

Table 3: C3210 Model Specifications

Dimensions 3.4” x0.86” x 6.5” (86 mm x 22 mm x 165 mm)
MAC Filtering 1K MAC addresses
Power Input Standalone: 12VDC @ 375mA
SIC: Powered by the Chassis
Environment 0 to 50°C (32 to 122°F) operating;

5% - 95% humidity (non-condensing)
0 to 10,000 ft. altitude

Storage Temp -40 to 85°C (-40 to 185°F)

Standards IEEE 802.3, IEEE Std. 802.3ab, IEEE 802.3u, IEEE
802.3z, IEEE 802.3p, IEEE 802.3q

Data Rate 10/100/1000Mbps; Layer-2

Max Frame Size 10,240 Bytes (jumbo frame support)

DIP Switches SW1: TP Auto-Negotiation. SW2: TP Speed
SW3: TP Duplex SW4: Link Pass Through
SW5: Fiber Duplex SW6: Unused

HW/SW Jumpers Hardware/Software mode, AutoCross™

Status LEDs PWR (Power): ON = Connection to powered backplane

LACT (Fiber Link): ON = Fiber link, Blinking = activity
UTP Duplex/Link: Orange = half duplex link, Blinking = half duplex activity,
Green = Full duplex link, Blinking =Full duplex activity.

Speed: Off = 10MBps operation (or no link), Orange = 100 Mbps operation,
Green = 1000Mbps operation.

Power Consumption 3.6 Watts, 300mA @ 112VDC
Shipping Weight 11b. [.45 kg]
Regulatory Compliance CISPR/EN55022 Class A, EN55024, EN61000, FCC Class A, CE Mark
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Documentation Conventions
The conventions used within this manual for commands/input entries are described in the table below.

Table 4: Documentation Conventions

Convention Meaning

Indicates the entry must be made as shown. For example:
Boldface text ipaddr=<addr>
In the above, only ipaddr= must be entered exactly as you see it, including the equal sign (=).

Arrow brackets indicate a value that must be supplied by you. Do not enter the symbols < >.
For example:

ipaddr=<addr>
In place of <addr> you must enter a valid IP address.

<>

Indicates an optional keyword or parameter. For example:
[] go [s=<xx>]
In the above, go must be entered, but s= does not have to be.

Indicates that a choice must be made between the items shown in the braces. The choices
are separated by the | symbol. For example:

state={enable | disable}
Enter state=enable or state=disable.

{31

Indicates that the parameter must be entered in quotes. For example:
“n time=<“value”>
Enter time="20100115 13:15:00”.

Indicates a selection string. For example:
> Select File > Save.
This means to first select/click File then select/click Save.
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Related Manuals and Online Helps

A printed Documentation Postcard is shipped with each C3210. Context-sensitive Help screens, as well
as cursor-over-help (COH) facilities are built into the Web interface. For Lantronix Drivers, Firmware,
Manuals, Product Notifications, Warranty Policy & Procedures, etc. go to the Lantronix Technical
Resource Center.

The ION system and related device manuals are listed below.

C3210 Systems CLI Reference Manual, 33497

ION Management Module (IONMM) User Guide, 33457
ION219-A 19-Slot Chassis Installation Guide, 33412

ION Dry Contact Relay (DCR) Kit Install Guide, 33422

1.
2
3
4
5. IONPS-A AC Power Supply Install Guide, 33423

6. IONPS-D DC Power Supply Install Guide, 33424

7. IONADP Kit Install Guide (Point System Card Adapter for ION Chassis) 33413

8. E-MCR-05 Media Converter Rack User’s Guide, 33392

9. ION NID Manuals (model specific)

10. SFP manuals (product specific)

11. Release Notes (software version specific)

12. Product Documentation Postcard, 33504
This manual may provide links to third part web sites for which Lantronix is not responsible. Information
in this document is subject to change without notice. All information was deemed accurate and
complete at the time of publication. This manual documents the latest software/firmware version.

While all screen examples may not display the latest version number, all of the descriptions and
procedures reflect the latest software/firmware version, noted in the Revision History on page 2.
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2. Installation and System Setup

General

This section describes how to install the C3210 and the procedures to access and initially set up the
device through either a local serial interface (USB) or a remote Ethernet connection (Telnet session or
Web interface).

Installing the C3210 in the ION Chassis

The C3210 is a slide-in module that can only be installed in a Lantronix ION chassis (ION00O1, ION0O2,
ION206, and ION219). For a complete list of ION platform products, go to the Lantronics Technical
Resource Center.

The following describes how to install the C3210 in the ION chassis.

A

Caution: Failure to wear a grounding device and observe electrostatic discharge precautions when
installing the C3210 could result in damage or failure of the module.

| _f

—__|ON Chassls

Figure 2: Chassis Installation
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IMPORTANT

The C3210 slide-in cards are “hot swappable” devices, and can be installed with chassis power on.

Locate an empty slot in the ION System chassis.
Grasp the edges of the C3210 by its front panel.
Align the card with the upper and lower slot guides, and carefully insert the C3210 into the slot.

Firmly seat the C3210 against the chassis back panel.

A S S

Push in and rotate clockwise the panel fastener screw to secure the C3210 to the chassis (see
Figure 8: Chassis Installation on the previous page).

6. Note that the card’s Power LED lights. See Accessing the C3210.

Installing SFPs

Some models allow you to install a Small Form-Factor Pluggable (SFP) device of your choice in order to
make a fiber connection. The C3210-1040 has a single SFP port. See the SFP manual for important
cautions and warnings. See Lantronix full line of SFP transceivers on Lantronix SFP webpage.

T

C3210-1040
f slide-in module

SFP device

Figure 3: SFP Installation
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To install an SFP in the C3210:

Position the SFP device at either installation slot, with the label facing up.
Carefully slide the SFP device into the slot, aligning it with the internal installation guides.

Ensure that the SFP device is firmly seated against the internal mating connector.

W N

Connect the fiber cable to the fiber port connector of the SFP device.

Connections and LEDs

The connections and LEDs resident on the various models are described below.

The C3210 connectors and LEDs are shown and described below.

=
o
=4
=
=)
2
=
-
=3
=3
@
o
>
2
y

Figure 4: Model C3210 Connectors and LEDs
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The C3210-10xx connectors and LEDs are described in the table below.

Table 5: Model C3210-10xx Connectors and LED Descriptions

Connector/LED Description

Lets you install a Small Form-Factor Pluggable (SFP) device of your
1000Base-X choice in order to make a fiber connection.

SFP port connector | ysed to connect the C3210 via fiber to another device (switch, router,
media converter, etc.).

10/100/1000 One connector for Ethernet 10/100Base-T. The RJ-45 connectors allow
the network administrator to manage the chassis through a remote
computer using either a remote Telnet session or the Web interface.

(Copper port)
Network connectors

PWR (Power) LED When lit, indicates that there is power to the C3210.

LACT (Link active) | Yellow —operation is 10 MBps, 10Base-T.
LED Green — operation is 100 MBps, 100Base-T.

When lit, indicates duplex mode:

* Yellow — half-duplex
DUP (Duplex) LED
* Green — full duplex

Blinking indicates link activity.

Connecting the C3210 to the Standalone SGFEB10xx-120

Connect the C3210 to the unmanaged Point System SGFEB10xx-120 using fiber ports. If two fiber lines
are supported, connect the local and remote device’s primary lines together, and connect the secondary
lines together. The C3210 can be managed when installed in a managed ION chassis.
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Accessing the C3210

The C3210 can be accessed through either a local serial interface via a USB connection or through an
Ethernet network connection. The network connection can be done via a Telnet session or a Web
graphical user interface (GUI).

Access via Local Serial Interface (USB)

The C3210 can be connected to a local management station (PC) through a serial interface using a USB
connection. The C3210 is controlled by entering command line interface (CLI) commands at the local
management station. To use the serial interface (USB) the following is required:

* Personal computer (PC)

* USB cable (type A male connector on one end and type B male connector on the other)
* Terminal emulator program (e.g., HyperTerminal) on the PC

* USB driver installed on the PC

* Configured COM port

IMPORTANT

In order to control the chassis slide-in module through a USB serial interface, the command line prompt
must be showing the location of the module to be managed.

Operating Systems Supported

The ION USB drivers are available at on the Product Support webpage (no logon required).

Windows® 7 Windows 7 x64 Windows XP® 32 bit
Windows 10 Windows 2003 32 bit Windows Vista®
Windows Vista x64 Windows XP 64 bit Windows 8

Virtual COM port (VCP) drivers make the USB device appear as another COM port available to the PC.
Application software can access the USB device in the same way as it would access a standard COM
port.

The x222x/x32xx provides a USB Type B connector that can be used as a virtual COM port for accessing
the x222x/x32xx command line interface (CLI).
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Installing the USB Driver (Windows XP)

IMPORTANT

The following driver installation instructions are for the Windows XP operating system only. Installing the
USB driver using another operating system is similar, but not necessarily identical to the following
procedure.

To install the USB driver on a computer running Windows XP, do the following.

1. Extract the driver (from the provided CD or from the website) and place it in an accessible folder on
the local drive of the PC.

2. Connect the C3210 to the USB port on the PC.

Note: for slide-in modules installed in an ION Chassis, the USB connection will be made to the ION
Management Module (IONMM) if one is installed in the ION chassis.

The Welcome to the Found New Hardware Wizard window displays.
Select No, not this time.

Click Next. The installation options window displays.

Select Install from a list or specific location (Advanced).

Click Next. The driver search installation options window displays.
Click Browse.

Locate and select the USB driver downloaded in step 1 above.

W ©® N O Uun kW

Click Next. Driver installation begins.
10. When the finished installing screen displays, click Finish.
The USB driver installation is complete. You must now configure access the C3210 via an Ethernet

network.

Access via an Ethernet Network

The C3210 can be managed remotely through the Ethernet network via either a Telnet session or the
Web interface. Before this is possible, you must set up the IP configuration for the C3210.

IMPORTANT

It is recommended that you initially set up the IP configuration through the serial interface (USB
connection). See “Performing Initial System Setup” 6.

Otherwise, in order to communicate with the C3210 across the network for the first time, you must change
the network settings (IP address, subnet mask and default gateway address) of your PC to coincide with
the defaults of the C3210 (see “Appendix B: Factory Defaults”). Make note of the original settings for the
PC as you will need to reset them after setting the IP configuration for the C3210.
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Starting a Telnet Session

The C3210 can be controlled from a remote management station via a Telnet session over an Ethernet
connection. The C3210 is controlled and configured through CLI commands. Use the following
procedure to connect to and access the C3210 via a Telnet session.

1. Click Start.
2. Select All Programs > Accessories.
3. Click Command Prompt. The command prompt window displays.

4. Atthe command line type: telnet <xx> where:
xx = IP address of the C3210

5. Press Enter. The login prompt displays.

Note: If your systems uses a security protocol (e.g., RADIUS, SSH, etc.), enter the login and password
required by that protocol.

6. Type your login (the default is ION). Note: the login is case sensitive.

7. Press Enter. The password prompt displays.

8. Type your password (the default is private). Note: the password is case sensitive.
9

Press Enter. The command line prompt displays.

e Telpet 192.168.1.10

login: IOMN
Pazzword:

Hello,. this iz ION command line <version 1.6@>.
Copuyright 2009 Transition Metworks.

AgentIIl C1i51iL1D>_

10. Enter a go command to change the location for the command prompt. The go command format is:
g0 [c=CHASSIS] [s=SLOT] [I1ap=PORT] [12ap=PORT] (I1p=PORT|I12p=PORT|I3p=PORT|11d|I2d | 13d)

11. Enter commands to set up the various configurations for the C3210. For configuration information,
see Section 4: Configuration. For a description of all available CLI commands see the /ON Systems CLI
Reference Manual, 33473.

Note: If required by your organization’s security policies and procedures, use the CLI command set
community write=<xx> to change the default password. See the ION Systems CLI Reference Manual,
33473.

Terminating a Telnet Session

To terminate the Telnet session:

1. Type q(uit).

2. Pressthe Enter key.
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Web Browsers Supported
The ION system supports the latest version of most popular web browsers. inchuding:-

Firefox (Mozilla Firefox)
o InternetExplorer{IE}-
o Zeoegle-Chirerie-

Starting the Web Interface

The C3210 can be controlled and configured from a remote management station via a Web graphical
user interface (GUI) over an Ethernet connection. Information is entered into fields on the various
screens of the interface. Note: fields that have a grey background cannot be modified.

A Web session can be used to connect to and set up the C3210.

IMPORTANT

* Do not use the back button to navigate the screens. This will cause the connection to drop.
* Do not use the back space key in grayed out fields. This will cause the connection to drop.
* For DHCP operations, a DHCP server must be on the network and available.

To sign in to the C3210 via the Web:

1. Open a web browser.

(7 10N System Web Interface - Windows Internet Explorer

File Edit Wew History Bookmarks Tools  Help — TR e
@.\- y * | @] http:/[192.168.1,10{web.htmi

@ - c i {ai |_] http:ff192. 168, 1. 10login. html

= = = File Edit Wiew Favorites Tools  Help
18] Mast Yisited |_"] Getting Started |51 | Latest Headlines d ICM System Web Inke...

¢ Favorites (&8 10N Syskem Web Inkerface
ﬁ ION System Web Interface Mi ’é Yy

2. Inthe address (URL) block, type the IP address of the C3210 (the default address is 192.168.1.10).
3. Click Go or press Enter.

The ION System sign in screen displays.

—_— - - (2]l B ]
/ [ ION System Web Interfa. X ————

&« C | ® Motsecure | 192,168.0.10/login.html I

225 Apps 4% errorForbidden -G ﬂ MSN.com - Hotmail m Suggested Sites Imported From IE »
v NETWORKS »

Sign in to ION System Web Interface

User Name: || |

Password: | | i

Sign in

Note: If your systems uses a security protocol (e.g., RADIUS, SSH, etc.), you must enter the login and
password required by that protocol.
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1. Type the System name (the default is ION). Note: the System name is case sensitive - all upper case.

2. Type the password (the default is private). Note: the password is case sensitive - all lower case.

3. Click Sign in or press Enter. The opening screen displays.

1€ 10N System Web Interface

TRANSITION

\—’ NETWORKS»

System * | View v

Help =

10N System

=

+-10M Stack

4. Click the plus sign [+]
refresh device status.

5. Click the plus sign [+]

next to ION Stack. This unfolds "ION Stack" node in the left tree view and will

next to Chassis to unfold the chassis devices.

ION System

<]

—ION Stack
—“Chassiz

08]IOMMM

+

+1[03]C3230-1040
05]3230-1040

[
[
[10]C3231-1040
[12]C2110-1013
[13]C2210-1013
[15]C3210-1013

6. Select the appropriate model C3210. The MAIN screen displays for the selected C3210.

v NETWORKS s

TRANSITION

+-[03]C3221-1040
+1-[04]C4221-4848
+[05]C3220-1014
+/ [06]C6120-1040
+1-[08]C3220-1040
+1-[09]C6210-3040
+-[10]33230-1040
+1[11]C2110-1013
+ [12]C3210-1013
+1[13]C3100
+-[14]C4110-4848
+[15]C4120-1048
+[16]C3230-1040
+ [17]C3221-1040
+[22] ONPS-A
+-[23] ONPS-A

System~ View~ Help~
ION System m
=ION Stack Model Information
= Chassis [Serial Numbe [Model [Software Revision——— rHardware Revision———
+1-[02]/ONMM [4774302 || [c3210-1013 | {20 || [1-00 I

Bootloader Revision

System Configuration

System Name———— (System Up Time——— Configuration Mode—— rNumber of Ports————
|c3z210 || |[264:19:31:29.00 || [Software | [ I

MAC Address
00-CO-F2-01-5A-3A

|Uptime ResefSystem ReboofAll Counters ResefReset To Factory Config|

[Device Description 1
Link Pass Through(LPT)
Link Pass Through
Disabled v
Forwarding Learning
{FDB Aging Time (Enter in 15sec increments),

300

Refresh|SavelHelp|

Getting values finished

Version: 1.3.19

7. You can use the various tabs to configure the system, devices and ports. For configuration
information, see “Section 4: Configuration”.
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Note: If required, use the set community CLI command to change the default password according to

your organization’s security policies and procedures.

Terminating the Web Interface
To sign out from the Web interface, in the upper left corner of the ION System Web Interface:

"_',é TON System wWeb Interface

—
TRANSITION

System > | View¥  Helpr

ION System <]
+ 10N Stack

1. Click the System dropdown.

2. Click Sign out.

=
ToANSITION

System > | View™ | Help =

m_' ADVANCED |
_HI[DN Ak Madel Infarmation

The ION sign in screen displays.

Note: At IONMM FW v 1.3.14 and before, the ION System does not automatically log out upon exit or
after a timeout period, which could leave it vulnerable if left unattended. Follow your organizational

policy on when to sign out.
At IONMM FW v 1.3.15 and above, a 15 minute inactivity timeout was added. Also note that at login, a

timestamp displays while the page loads.
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3. Management Methods

General

The C3210s are managed either directly or through the IONMM. Whether the C3210 is managed
directly or indirectly, management is accomplished through one of the following methods.

* Telnet session — uses a command line interface (CLI) to access and control the IONMM through
the network.

* Universal Serial Bus (USB) — uses a CLI to access and control the IONMM through a locally
connected workstation.

* Web-browser — access and control the IONMM using a standard web browser and a graphical
user interface (GUI).

The C3210 can be remotely managed directly (i.e., not through IONMM). This enables administrators to
monitor and configure remote stand-alone C3210s straight from the Network Management Station
(NMS) without leaving the office.

IONMM Managed Devices

IONMM devices that are managed through the IONMM are either chassis resident (C3210) or
standalone modules (S32xx or media converters) that are connected as remotes to chassis resident
modules. Communications between the IONMM and remote devices is through the ION Chassis
backplane. See the IONMM User Guide for details.

Managing Slide-In and Remote Modules Using CLI Commands

Management of modules other than the IONMM can be accomplished by entering CLI commands
through either the local USB serial interface or a remote Telnet session. CLI commands can operate on
the device level or port level. This is indicated by the status of the command prompt’s preamble.

For example:
AgentIII C1|S7|L1D>
or just:

C1|s1|L1iD>

This prompt indicates that any subsequent commands entered are for the module located in chassis
1/slotl. In order to enter a command for a different device or port in the ION system, you must change
the location of the command prompt. The go command lets you change the hierarchical location of the
command prompt. Before using the command, a familiarity with the hierarchy structure in the ION
system is essential.
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A representation of the hierarchy is shown in the figure below.

CcLl cLl I
Talnat Use

LA {level one) D _E :1;_:,1_
| D E _{|_‘|.:I=E'

14P=2
LZP=1
L2AP=1
LD {level two) D E
> 2
0 L2P=2 :
L2ap=2
LaP=1
L3D {bevel thres) m EE IB B
~ ez

Figure 5: CLI Location Hierarchy

In the figure above, there are three levels of devices:

* L1D, or level one device, refers to devices (IONMM and other chassis-resident devices) that are
installed in the chassis.

* L2D, or level two device, refers to a device that is directly connected to a port in a NID in the
chassis and has other devices connected to it.

* L3D, or level three device, refers to a device that is directly connected to a port in a level one
device.

The ports on a device are divided into two categories: Device ports and Attachment ports.

* Device ports — These are ports on a specified device that are used as service ports for either
customer or network connections, and are typically attached to routers or switches. These ports
are labeled L1P=, L2P=and L3P=. The L1, L2, and L3 indicate the level of the device that the port
is on. Devices attached to a port with this designation can not be managed by the IONMM.

* Attachment port — These are also ports on a specified device; they are labeled LIAP=and L2AP=
and indicate an attachment point for another ION family device that can be managed by the
IONMM.

Physically these are the same port. That is, L1P1 and L1AP1 are both port one on a level one device.
However, it is how they are used that determines their syntax. For example, L1P1 indicates that the port
is used to connect to a service device that is not managed by the IONMM. L1AP1 indicates that the port
is used to connect to a level two device that can be managed by the IONMM.
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Example 1

In the CLI location hierarchy, to go to the first port (L3P1) on device L3D in the network topology shown
in Figure 19, you would enter the following command from the base prompt.

C1|S1|L1D>go s=5 llap=2 l2ap=1 13p=1
The resulting command line prompt would be:

C1|S5|L1AP2|L2AP1|L3P1>

Any CLI command appropriate for the port can now be entered.

Example 2

In the CLI location hierarchy, to go to device L2D in the network topology shown in Figure 5, you would
enter the following command from the base prompt.

C1|S1|L1D>go s=5 llap=2 l2d=1

The resulting command line prompt would be:
C1|S5|L1AP1|L2D>

Any CLI command appropriate for the device can now be entered.

The following describes the procedure for using CLI commands to manage the C3210s.

1. Access the C3210 through either a USB connection.

2. Use the go command to change the operational location to the device/port to be managed.
The go command format is:
go [c=CHASSIS] [s=SLOT] [11ap=PORT] [12ap=PORT] (11p=PORT|12p=PORT|13p=PORT|11d|12d|13d)

3. Configure the C3210 using the appropriate commands. For a complete list of the available
commands, see the C3210 CLI Reference Manual, 33497.

4. To return the location to the IONMM, type home and press Enter.
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Managing Slide-In and Remote Modules via the Web Interface

1. Access the C3210 through the Web interface (see “Starting the Web Interface”).

IOH System

[<]

~-10MN Stack
—:Chassis
- [03]IONMM

~}[08]C3220-1040

~Part 1

Chazsizs mounted

dewice (L1101

~ Port 2

—-REM:C3221-1040

Attachment port (L1ATP=2)

- Bemote stand-alone

dewice (L2100
Attachment port (L2ZAP=2)

— Eemote stand-alone

dewvice (L3100

2. Click on the slide-in module or port to be managed.

3. The operations that can be performed depend on the type of slide-in module. Refer to the product
documentation for the information. See the “Related Manuals” section.
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Direct Managed Devices

Direct management is for standalone devices that are not connected to a module that is managed
through the ION Management Module (IONMM). In direct management, the network and/or USB cable
is connected directly to the module to be managed.

Managing Standalone Modules Using CLI Commands

Management of standalone modules can be accomplished by entering CLI commands through either the
local USB serial interface or a remote Telnet session. CLI commands can operate on the device level or
port level. This is indicated by the status of the command prompt’s preamble.

For example:

AgentIII C1|S7]|L1D>
or just:

C1|S7|L1D>

This prompt indicates that any subsequent commands entered are for the device instead of a port. In
order to enter a command for a port, you must change the location of the command prompt. The go
command allows you to change the hierarchical location of the command prompt.

The go command format is:
go [c=CHASSIS] [s=SIOT] [1lap=PORT] [12ap=PORT] (11p=PORT|12p=PORT|13p=PORT|11d|12d|13d)

EXAMPLE

In the CLI location hierarchy, to go to port 1 on a device, you would enter the following command from
the base prompt:

C1|S7|L1D>go 11p=1
The resulting command line prompt would be:
C1|s7|L1P1>
Any CLI command appropriate for the port can now be entered.

Subsequently, to return to the device level, you would enter the following:

C1|S7|L1P1>go 11d
The resulting command line prompt would be:

C1|s7|L1D>
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Managing Standalone Modules via the IONMM Web Interface
1. Access the C3210 through the Web interface (see “Starting the Web Interface”).

2. Click the plus sign [+] next to ION Stack to unfold the "ION Stack" node in the left tree view if not
already done.

3. Click the plus sign [+] next to Chassis and click the plus sign [+] next to a module.

v NETWORKS »
Systemw  Viewv Helpv
ION System X] m E
_"|=0N Stack Model Information
= -CFhassws (Serial Number | (Model | rSoftware Revision——— Hardware Revision———
++[02]IONMM 4774302 || [c3210-1013 || 20 [l {100 I
+- [03]C3221-1040 cotloader Revision
+ [scazt i
+ [08]63220-1014 System Configuration
+ [06]CE120-1040 [System Name—————— [System Up Time————— (Configuration Mode———— rNumber of Ports————
+-(08]C3220-1040 [c3210 || [264:19:31.29.00 || [Software | 2 I
+ [09]CE210-3040 MAC Address
+-[10153230-1040 | [cocorzoisasa
T--[11]C21 10-1013 [Uptime ResefSystem RebooflAll Counters ReseflReset To Factory Config
+-[12]C3210-1013 e Descriot
+--[13]C31UD ﬁ:)ewce escription |i
+-[14]C4110-4848
= [15]C4120-1048 Llrjk Pass Through(LPT})
+ [16]C3230-1040 [')“k F;laS: Through
+[17]C3221-1040 sane
+ [22]IONPS-A Forwarding Learning
+ [23]IONPS-A DB Aging Time (Enter in 15sec increments)
300
RefreshjSave]Help
Getting values finished Version: 1.3.19

4. Click on the module or port to be managed (e.g., the C3210-1013 above).

5. Select the various tabs to perform the applicable operations.
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Menu System Descriptions

The table below describes the ION Web interface in terms of its system-level pane, dropdowns, tabs
and sub-tabs. Note that menus and tabs vary slightly by model.

Table 6: System-Level Menu Description

Dropdown / Tab Description

ION Stack - consists of one chassis or one standalone device.

The Stack Members table lists the Stack's chassis and its type.
Chassis - the ION System family of products; the Chassis View shows
a summary view of one such chassis. Model Information includes:

* Serial Number - The serial number of the chassis itself. Individual
C3210s also have their own serial numbers.

* Model Name - The exact model name of this device. When contacting
ION System pane | Technical Support, please be sure to give this name rather than the
less specific Catalog number.

* Software Revision, Hardware Revision, and Bootloader Revision.

* Chassis Members table - lists local physical components in slots 1 to

19.
Device — provides tabs and sub-tabs for the IONMM and C3210s in the
ION system.

Port - provides tabs and sub-tabs for a selected C3210 port.

System Dropdown | Sign out.

View Dropdown Refresh.

Online Help, ION Product Home Page, About ION System Web

Help Dropdown Interface.

Sections: Model Information, System Configuration, Device Description,
MAIN Tab Link Pass Through (LPT), and Forwarding Learning sections.
Buttons: Uptime Reset, System Reboot, All Counters Reset, and Reset
To Factory Config buttons. Refresh, Save, and Help buttons.
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The table below describes the ION Web interface in terms of its port-level tabs and sub-tabs.

Table 7: Port-Level Menu Description

Tab

Description

MAIN Tab

Sections: Circuit ID, Port Configuration, Auto Negotiation Settings,
Capabilities Advertised, Port Forward Management Port Forward
Management, and Virtual Cable Test (VCT).

Buttons: Virtual Cable Test, Refresh, Save, and Help.

ADVANCED Tab

Sections: Bandwidth Allocation, MAC Security, VLAN Forwarding
Rules, Priority Forwarding Rules, VLAN Tag Management, and User
Priority.

Buttons: Refresh, Save, and Help.

COUNTERS Tab

Sections: RMON Counters, Port Counter Received, Port Counters Sent,
and Dot3 Statistics.

Buttons: Reset Counters, Refresh, and Help.

DMI Tab
(Port 2 only)

Sections: Interface Characteristics, Diagnostic Monitoring, Supported
Media Length.

The DMI (Diagnostic Maintenance Interface) function displays C3210
diagnostic and maintenance information such as interface
characteristics, diagnostic monitoring parameters, and supported media
lengths. See “DMI (Diagnostic Maintenance Interface) Parameters” for
more information.

Note: not all C3210 and SFP models support DMI. Lantronix models
that support DMI have a “D” at the end of the model number.

If you click the DMI tab on a C3210 model that does not support DMI,
the message “The DMI feature is not supported on current port.”
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Reboot, Reset, and Power Off Function Notes

Certain functions such as a System Reboot, Reset to Factory Configuration, Reset Power to a Slot, and
Power Off a Slot) cause the system to delete certain stored files. Caution: In some circumstances, these
stored files are lost unless you first perform a System Backup. See the “Backup and Restore Operations”
section for information on how to save the stored files from deletion.

For more information on how the Reboot, Reset, and Power Off functions impact stored files, see:
e Table 15: Back Up and Restore File Content and Location
e Table 16: File Status after a Reset to Factory Defaults
e Table 17: File Content and Location after a System Reboot

e Table 18: File Content and Location after a Firmware Upgrade

& Doing a reboot, restart or upgrade of the IONMM, a power restart of the chassis, or a reset to
factory removes temporary files (e.g. configuration backup files, Syslog file). A Factory Reset also
removes the permanent settings (e.g. configuration files, HTTPS certification file, SSH key).

System Reboot
Clicking the System Reboot button resets all system states and reinitializes the system; all configuration
data is saved during a restart.

ION System <
'"'F”'l Stac'ﬁ IModel Information
e Serial Number— || Model - | Software Revision———— Hardware Revision———
+ [D1]IONMM 4179272 _|‘ [c3210-1013 ||l1-20 R 1

+1[02]C2210-1013
i [02] Bootloader Revision
T332 101073 010_‘4
++[06]C3221-7040 | — =
.?...[10103231_1040 Il System Configuration
+ [12]C2110-1013 System Name- p
[caz10 |
+1[13]C3230-1040
+! [16]C6010-1040 )
+[17]C6210-3040
+/[18]C6120-1013
T"[22]|O[\IPS_’&' Device Description
+-[23]IONPS-D |i

T e e

System Up Time—— Configuration Mode | Murnber of Parts ™
|0:10:13:62.00 |||[Software | ‘2 |

Message from webpage

‘:.:J Syskem will be rebooted, are you sure to proceed?

[ Ok H Cancel ]

Press the Cancel button if you are not sure you want a system reboot to occur.
Press the OK button to clear the webpage message and begin the reboot process.

The message “Loading, please wait... displays.

Note that a System Reboot can take several minutes.
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Reset To Factory Config

Clicking the Reset To Factory Config button resets the entire system configuration to the state it was in
when it shipped from the factory. This permanently removes all current configuration details and loads
the factory default settings. The message “A factory reset will wipe out all current configuration and load
the factory defaults along with a system reboot; are you sure to proceed?” displays.

ION System R A ~
B .‘E]N SIHEE Model Information
= (?hassua | Serial Number 1| Model | Software Revision—|Hardware Revision |
+ (01NN (l4778272 ||||c3210-1013 |‘|i1-2-0 ||||1_0.0 |
+1[02]C2210-1013
- Boaotloader Revision [
+-[04]C3210-1013 [a10
Sl
++[06]C3221-1040 |
;..[13103231_1040 l System Configuration |
+ [12]C2110-1013 System Mame——— | System Up Time—7 | Configuration Mode——— |Number of Pots————
: |}c32m || {[o=10:13:52.00 || ([software | [ |

+1[13]C3230-1040
+-[16]C6010-1040
+1[17]06210-3040 i PR |
.;...[15]0512[]_1013 [Uptime Reset][System Reboot|[All Counters Resdf]|Sesat To Factor Contg)
+[22]I0NPS-A
+[23]IONPS-D

[ |

2

Messape from webpage

Version: 1.2.1

Getting values finishad \?J A fackory reset wil wipe out all current configuration and load the factory defaults along with & system rebook, are you sure to proceed?

You should only click OK if you wish to reboot. Otherwise, click Cancel if you are not sure you want a
factory reset / reboot to occur.
Reset Power to a Slot

At the Chassis > MAIN tab, you can click the Reset button to reset power for the selected slot in the
chassis. The message “Are you sure to power reset this slot?” displays.

10N System B man [
— | O-St N
) Madel Information

Serial Humber 1 Model Name || Software Revision Hardware Revision
+-[01IONVIM 3245 ||‘!EN219 Il ||'1 04 ] ||1 00 ]
+ <

EICS R Bootloader Revision

+-[04]C5010-3040 [T
+-[05]C3230-1040 =
+[071C3240-4013 Chassis Members
+-[08]C3221-1040 Slot Slot Status Description Pouwer Status
+ [12IC2 1101013 1 Occupied I0N BPC Media Conversian Card IONMH On
+-[14]C2210-1013 2 Empty on [of]
+H[16]C2220-1014

3 Oceupied ION BPC Media Conversion Card G3230-1040 On [of] [Reset
+-[13]C3220-1040 £ )
+ [22]I0NPS-A 4 Occupied 10N BPC Madia Conversion Card C6010-3040 on [of
+[23]I0NPS-D 5 Occupied 10N BPC Media Conversion Card C3230-1040 on [of]

5 Empty on [of]

(
¥ ION BPC Media Conversion Card C3210-1013

Message from webpage

9P Are you sure to power reset this slot?
\_g/ { After power reset, it will bake a while to see Card Change in this siot, please Foldfunfold the Chassis node in left tree panel to check the progress. IF the card information changes on the Tree,
then click the refresh button in this page )

After power reset it will take a while to see card change in this slot; fold/unfold the Chassis node in the
tree panel to check the progress. If the card information changes on the Tree, then click the Refresh
button on this page.

If you are not sure that you want to reset this chassis, click the Cancel button to clear the message and
return to normal operations without resetting power to this slot.
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Power Off a Slot

At the Chassis > MAIN tab, you can click the Off button to remove power to a selected slot in the
chassis. The message “Are you sure to power off this slot?” displays.

ION System

— 10 St

&
+ [01]ICNMM
+[03]C3230-1040
+1[04]C6010-3040
+ [05]C3230-1040
+[07]C3210-1013
+[08]C3221-1040
+ [121C2110-1013
+[14]1C2210-1013
+ 16222010714
+[18]C3220-1040
+ [22]l0NPS-A
+ [23]l0NPS D

Message from webpage

et B

Model Information

|Serial Number————

Model Mame——— Software Revision——— | Hardware Revision————
3245 I

loni219 II|[1-04 |[/[00 |

EBootloader Revision

Chassis Members

Slot Slot Status Description Power Status
1 Occupied 10N BPC Media Conversion Card IOMMM On
2 Empty On @
3 Occupied 101 BPC WMedia Conversion Card C3230-1040 On @
4 Occupied 10N BPC Media Conversion Card C6010-3040 On @
5 Ocecupied 101 BPC Media Conversion Card C3230-1040 On @
[ Empty On @
o Occupied 10N BPC Media Conversion Card C3210-1013

Are you sure to power off this siok?
\_'/ { After power off, it will take a while to see Card Disappear in this slot, please foldfunfold the Chassis node in left tree panel to check the progress. If the card disappears on the Tree, then click
the refresh button in this page )

3

If you are not sure that you want to power off this slot, click the Cancel button to clear the message and
return to normal operations without resetting power to this slot.

After power off, it will take a while for the card to disappear from this slot; fold/unfold the Chassis node
in the left tree panel to check the progress. If the card information changes on the Tree, then click the
Refresh button on this page.
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4  Configuration

General

After the C3210 has been installed and access has been established, the device and its ports must be
configured to operate within your network. The configuration establishes operating characteristics of
the device and the ports associated with the C3210.

Configurations can be done either by entering CLI commands (USB / Telnet) or through a Web interface.
For complete descriptions of all CLI commands, see the C3210 CLI Reference Manual, 33497.

The operating characteristics that can be defined for the C3210 are:
¢ System setup

* Features

— Ethernet Interface (AutoCross, Auto negotiation / Capabilities Advertised, Bandwidth
allocation, Speed, Duplex mode)

— Flow control (Pause frames/back pressure)
— Forward Learning (FDB Aging)

— Port Forward Management

— IP/IEEE priority remapping

— Link pass through (LPT)

— Device ID / Circuit ID

— Virtual Cable Test

e Security
— Media access control (MAC) security

— VLAN Forwarding and VLAN Tag Management

Note: Lantronix recommends as a “best practice” to back up each SIC card’s configuration after it is fully
configured so that in the event of an error or hardware failure, the configuration can be easily and
rapidly restored.
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System Configuration
The system configuration defines:

* aname for the C3210

* adevice description (optional)

The entry for the system name must be a text string with no spaces between characters. Note that
numbers, upper/lower case characters, and special characters (~!@#5$%"&*()_+") are allowed.

The system configuration can be defined via the CLI or the Web interface.

System Configuration — CLI Method

The system information can be alphabetic, numeric or a combination.

1. Access the C3210 through either a USB connection.

2. Type set system name=NAME, where NAME is the new system name, and press Enter.
For example:
C1|S5|L1D>set system name=C3210-1013

3. Verify the new system definition. Type show card info and press Enter. For example:

Agent III C1|S6|L1D>show card info

System name: C3210

Uptime: 5 days, 20:02:25
MAC: 00-c0-f2-01-57-a8
Port number: 2

Serial number: 4779272

Config mode: software
Software: 1.2.0

Bootloader: 0.1.0

Hardware: 1.0.0

Agent III C1|S6|L1D>

Note: the show card info command does not work on a Power Supply module.
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System Configuration — Web Method

1. Access the C3210 through the Web interface.

2. Atthe device’s MAIN tab, locate the System Configuration section.

ION System @

—"IE]N e Maodel Infarmation
=rChassis

| Serial Number

4779272

1 Model | Software Revision—— 7 |Hardware Revision
||||c3210-1013 |||I1.2.0 |||\1.n.0 |

+[01]IONMM
[0 o

|Bootloader Revision———

-[04]C3210-1013

| System Name System Up Time | Configuration Mode———— |Mumber of Ports
|lc3z1o | ‘|n:10-13:52_00 |||[Software || 2 A

010
+T =140
a 1101032311040 Systemn Configuration
+[121C2110-1013
+[13]C3230-1040
.;..[15](:5010,1[]40 \MAC Address———
+1[17]C6210-3040 | [ooCoF20157A8 |
+1[18]C6120-1013

Uptifte-Resst System Reboot||All Counters Reset

Reset o Pactony Confic

3. Inthe System Name field, enter the name and for the C3210. The name can be alphabetic,
numeric or a combination, but can not contain any spaces between the characters.

4. Scroll to the bottom and click Save.
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Device Description Configuration
The x222x/x32xx supports a Device Description at the device level and a Circuit ID at the port level.

The Device Description provides the option to configure an ASCII text string up to 63 bytes and override
the default information, which is vlan-module-port in binary format.

The Device Description can be configured in the x222x/x32xx using either the CLI or Web method.

Device Description— CLI Method

1. Access the NID through either a USB connection.

2. At the device’s command prompt type: set device description=<xx> where:
xx = the Device Description to be used for this device or port.

3. Press Enter.

4. Verify the Device Description setting. Type show device description and press Enter. Note that the
dash (“-“) is required, and the letters “ID” must be upper-case. The Device Description information
displays. For example:

Agent III C1|S9|L1P1>set device description zzzzzzz
Error: this command should be executed on a device!

Agent III C1|S9|L1P1>go 11d

Agent III C1|S9|L1D>set device description zzzzzzz

Agent III C1|S9|L1D>show device description

Device description: zzzzzzz

Agent III C1|S9|L1D>
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Device Description Config — Web Method

1. Access the x222x/x32xx through the Web interface.

2. Atthe x222x/x32xx MAIN tab, locate the Device Description section.

ION System

K|

~ION Stack
=} Chassis
+1[01]I0MMM

+1[10]C3231-1040
+1[121C2110-1013
+1[13]C3230-1040
+1[16]C6010-1040
+1[17]C6210-3040
+/ [18]C6120-1013
+/ [22]I0NPS-A

+1[23]I0NPS-D

Madel Information

| Serial Mumber

1 Madel
4779272

|l/[c3210-1013

Bootloader Revision
1o

System Configuration

| System Name |System Up Time— | Configuration Mode——— |Mumber of Pots————
|[c3210 [|/[0:10:13:52.00 | [softwars | 2 I

MAC Address——
[00-CO-F2-01-57-A8

[Uptime Resel][Syslem Rehunt“}-\ll Counters Reset||Heset o Factory Confl

1 |_Soﬁware Revision—|Hardware Revision——
J|[1-20 |00 |

|Device Description

3. Enter the Device Description of up to 64 bytes for the device.

ION System

~1ON Stack

—-Chassis
+-[01]I0HMM
+1[02]C2210-1013
[06]C3221-1040
+[10]C3231-1040
12]C2110-1013
[13]C3230-1040
[16]C6010-1040
[17]C6210-3040
[18]C6120-1013

[22]I0HPS-A

;
+
-
+
+
+
*
i
+H[23]I0MPS

P

Model Information

| Serial Number
|la779272

Bootloader Revision
bro

System Configuration

|System Name———— System Up Time—— | Configuration Mode—— |Mumber of Pots————
[[c3210 [|{lo:10:13:52.00 | [softwars I 2 I

MAC Address
100-C0-F2-01-57-A8 |

Uptime Reset [Syslem Rehum][AII Counters Reset][Reset To Factory Cnnﬁg]

—— >

1(Software Revision— ) |Hardware Revision—
| 20 iz ||

1/ Model
|||lc3210-1013

|Device Description
|x<rryyyioo0000/111/CC/SEG

4. Scroll to the bottom and click the Save button.

If you enter more than 64 characters for the Circuit ID and then click Save, the characters entered dis-
play in red, and the message “Invalid input found!” displays in the lower left corner of the Web inter-

face.
To recover:

a) Click Refresh, and re-enter a Circuit ID of 64 or fewer characters and click Save.

b) The message “Setting values succeeded” displays in the lower left corner of the Web interface.
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Circuit ID Configuration

The x222x/x32xx supports a Device Description at the device level and a Circuit ID at the port level.

The Circuit ID provides the option to configure an ASCII text string up to 63 bytes and override the de-
fault information, which is vlan-module-port in binary format.

The Circuit ID can be configured in the x222x/x32xx using either the CLI or Web method.

Circuit ID Config — CLI Method

1.
2.

Access the NID through either a USB connection.
At the device’s command prompt type: set circuit-ID=<xx> where:
xx = the Circuit ID to be used for this device or port.

Press Enter.

“w u

Verify the Circuit ID setting. Type show circuit-ID and press Enter. Note that the dash (“-“) is
required, and the letters “ID” must be upper-case. The Circuit ID information displays. For example:

Cl|Ss16|L1D>set circuit XX/YYYY/000000/111/CC/SEG
C1|S16|L1D>show circuit-ID

Circuit-ID: XX/YYYY/000000/111/CC/SEG
Cl|si6|L1D>

At the each of the device port’s command prompts, enter the Circuit ID as in step 2 and 3.

At the each of the device port’s command prompts, verify the Circuit ID setting as in step 4.
For example:

C1|S16|L1D>go 11p=1

C1|S16|L1P1>set circuit-ID=xx/yyyy/000000/111/cc/seg
C1|S16|L1P1>show circuit-ID

Circuit-ID: xx/yyyy/000000/111/cc/seg
Cl|si6|L1P1>

C1|s16|L1P1>go 11p=2

C1|S16|L1P2>set circuit XX/YYYY/000000/111/CC/SEG
C1|S16|L1P2>show circuit-ID

Circuit-ID: XX/YYYY/000000/111/CC/SEG
Cl|si6|L1P2>
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Circuit ID Config — Web Method
1. Accessthe C3210 through the Web interface.

2. Select the appropriate port and locate the Circuit ID field.

ION System ;_ADVANCED || counters |
="ION Stack || e —————
=} Chassis < |Circuit 1D |
+L[O1TIONMM il | |
.;...[03](;323[]_1[]4[] Port Configuration
-:|- [04]CE010-3040 \Link Status———— 7 jAdmin Status— | Speed Duplex
5 |iDDWI’I ||‘\Up V|| [Negotiating | !Negmiatmg

|Port Mode——— | AutoCross Mode— | |Connector Type—————
[[10/100/1000BaseT || [Auta ~||[RJ45 I

Auto MNegotiation Settings

+-[08]C3221-1040

: Auto Negotiation
+[12]C2110-1013 |Enabled v|

3. Enter the Circuit ID of up to 64 bytes for the port. The default is blank.

10N Systom P ~ovaceo || couners |
= 10N Stack [m—— ———
e gesis |Circuit 1D
A odyyyy/000000/11 1/ cc/se
4 [01IoNMM < oy g |
+/[03]C3230-1040 mun

+ [04]CBO10-3040 Link Status———— 7 Admin Status—— ] Speed Duplex
;.[05103230_1040 ||Duwn HHUp ":| iNeguhaIing | |Negutiating

|Port Mede————|AutoCross Mode———|Connector Type————
[10/100/1000BaseT |||[Auta Vi||!RJ45 I

H Auto Megatiation Settings
+1[08]C3221-1040

+[12]C2110-1013

4. Click Refresh to update screen information.
5. Repeat steps 2 -4 for each port as required.
6. Click Save when done.

If you enter more than 64 characters for the Circuit ID and then click Save, the characters entered

display in red, and the message “Invalid input found!” displays in the lower left corner of the Web
interface.

To recover:
a) Click Refresh, and re-enter a Circuit ID of 64 or fewer characters and click Save.

b) The message “Setting values succeeded” displays in the lower left corner of the Web interface.
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Link Pass Through (LPT) Configuration

The C3210 supports LPT (Link Pass Through) at the device level.

The LPT feature can be configured in the C3210 using either the CLI or Web method.

Link Pass Through (LPT) Config — CLI Method
Access the C3210 through a USB connection.

Press the Enter key.

Press the Enter key.

AN A

C1|s8|L1D>show 1lpt config
Link pass through configuration:

Type set Ipt monitor-port=xx, where xx is the port that performs LPT monitoring.

Verify the LPT setting. Type show Ipt config and press Enter. For example:

At the device’s command prompt type: set Ipt state =xx, where xx= <enable or disable>.

Link pass through state:

Transparent link pass through state:
Selective link pass through state:
Link pass through monitor port:
Remote fault detect state:
C1|s8|L1D>

Link Pass Through (LPT) Config — Web Method
1. Accessthe C3210 through the Web interface.

2. At the MAIN tab, locate the Link Pass Through (LPT) section.

enable
notSupported

notSupported

3

notSupported

ION System ﬂ
= \QNﬁStack Model Information
= Chassis Serla\ Mumber Hocle\
+ [01]IONMM 4779272 [c3210-1013. 1.2.0

Sofiware Revision
j|2:2.

Hard ware Revision
1 0.0 |

+.[0 010

Boatloader Revision—
+-[04]C3210-1013 ‘U 10 —
+-[06]C3221-1040 =

+1[10)C3231-1040 System Configuration
S\ stem Name-

+r[12]C2110-1013
++[13]1C3230-1040

System Up Time———
| |Software

|J|o1027:31.00

Cunfgurat\on Mode“ |Humher of Pons“

++[16]CE010-1040

+-[17]C6210-3040 EUU_CU_FZ-M-S?-’&S

+1 [18]CB120-1013 IUptlme F‘.esel][System Rehoot][ﬁl\ Counters Resel][Reset To Factory Confg]

+[22]0NPS-A

Device Description’

+ [23]I0NPS-D

Link Pass Through(LPT)
Link Pass Through
| Disabled _V|

e

3. Select Enabled or Disabled. The default is Disabled. Click Save when done.
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Configuring AutoCross

Normally, twisted pair (copper) ports must be connected so that the Transmit pair on one end is
connected to the Receive pair on the other end, and vice versa. If the cabling is done so that Transmit on
one end is wired to Transmit on the other, and Receive is wired to Receive, the link will not come up.

Hubs and switches are deliberately wired opposite of the way end stations are wired, so that when a
hub or switch is connected to an end station, a straight through Ethernet cable can be used and the
pairs will match up properly. When two hubs/switches are connected to each other, or two end stations
are connected to each other, a crossover cable is used to make sure that the correct pairs are
connected.

The standard wiring for end stations is known as Media Dependent Interface (MDI), and the standard
wiring for hubs and switches is known as Media Dependent Interface with Crossover (MDIX).

On C3210 devices the AutoCross feature makes it possible for hardware to automatically correct errors
in cable selection, making the distinction between a straight through cable and a crossover cable
unimportant.

Note:

e This feature is defined on a port level; depending on the physical connector it is not applicable for all
ports.

e Lantronix recommends leaving AutoCross in default mode, Auto.

AutoCross Config — CLI Method
1. Accessthe C3210 through a USB connection.

2. At the device port’'s command line, type: set ether autocross=xx where:

XX = cable type. Valid choices are:

* Auto — hardware will automatically correct errors in cable selection.

* MDI - transmit pair on one end of the cable is connected to the receive pair on the
other end.

* MDIX — cross over cable is used.

3. Press Enter.
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AutoCross Config — Web Method
1. Access the C3210 through the Web interface.

2. Select the appropriate port’s MAIN tab.

3. Locate the Port Configuration section.

ION System

—-ION Stack
;"Chassis

+H[01]IONMM

+ [03]C3230-1040

+1[04]C6010-3040

+ [05]¢3230-1040

+-[08]C3221-1040
++[12]C2110-1013

FAATAAAAA Anan

QEERID rovaicen | counters |

| Circuit 1D 1

Port Configuration
|Link Status———————|Admin Status————— Speed Duplex

||Down ||||Up VH :Negotiatmg | |Negatiating

|Port Mode utoCross Mode Connector Type————

[10/100/10008aseT K] [[Auto v Lsbort-1 I

Aute Megotiation Settings

Auto Negotiation

4. Inthe AutoCross Mode field, select the mode to be used.

* Auto - ION System hardware will automatically correct errors in cable selection (default mode -

recommended).

* MDI - the transmit pair on one end of the cable is connected to the receive pair on the other

end.

* MDIX - a cross over cable is used.
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Configuring Auto Negotiation

The auto negotiate feature is defined on a port basis, letting you set the capabilities that will be
advertised for a device over a specific port.

Auto negotiation is a feature that can be used by devices that are capable of different transmission rates
(such as 10 Mbit/sec and 100 Mbit/sec), different duplex modes (half-duplex and full duplex), and/or
different standards at the same speed. Every device declares its possible modes of operation when
attempting to connect to another device. The two devices then choose the best possible modes of
operation that are shared by the two devices. These modes of operation include:

* speed

* duplex

* pause capability (whether Pause frames are supported)
When one device supports auto negotiation and the other does not, the device that has auto
negotiation abilities can determine the speed of the other device, and then select the same speed for
itself. However, this procedure can not determine the duplex setting of the other device, so half-duplex

is always assumed. If one device is using full duplex while the other one is using half-duplex, a duplex
mismatch occurs. The usual effect of this mismatch is that the connection works but at a very low speed.

Disabling the auto negotiate feature allows you to force the connection to the desired speed and duplex
mode of operation as long as both devices can support the operation.

Note: The auto negotiate feature is always enabled for gigabit devices/ports. The pause default value for
a copper port is “disabled”.

10/100/1000BaseT Port — CLI Method

1. Accessthe C3210 through a USB connection.

2. Atthe command line, type: set ether autoneg state=xx where:
xx = enable or disable

3. Press Enter.

4. If Auto negotiation is enabled, go to step 5.
If Auto negotiation is disabled, go to step 9
5. Set the advertised speed/duplex capabilities; type: set ether adv-cap where:

xx = advertised speed capability; valid choices are:

* 10TFD (TP port 10 Mbps full duplex)

* 10THD (TP port 10 Mbps half-duplex)

* 100TFD (TP port 100 Mbps full duplex)

* 100THD (TP port 100 Mbps half-duplex)

* 1000TFD (TP port 1000 Mbps full duplex)

* 1000THD (TP port 1000 Mbps half-duplex)

* 1000XFD (fiber port 1000 Mbps full duplex)
* 1000XHD (fiber port 1000 Mbps half-duplex)
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To specify more than one capability use a plus sign (+) between entries (e.g., adv-
cap=10TFD+100TFDI+1000THD)

6. Press Enter.
7. Set the advertised pause frame capability; type: set ether pause=xx where:
xx = advertised pause capability; valid choices are:

* nopause (the port will advertise that is has no pause capabilities)
* apause (asymmetric; the port will advertise that it can only transmit pause frames)

* bpause (asym/sym; the port will advertise that it supports both asymmetric and
symmetric capabilities (not supported on all models)

* pause (the port will advertise it has pause capability)

* spause (symmetric; the port will advertise that it can transmit and receive pause frames)
(not supported on all models)

8. Press Enter.
9. Setthe speed of this port; type: set ether speed=xx where:
xx = speed setting; valid choices are:
e 10M
* 100M
* 1000M

10. Press Enter.
11. Set the duplex of this port; type: set ether duplex=xx where:
xx = duplex setting; valid choices are:

e full
* half

12. Press Enter.
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13. Verify the configuration has been set. Type: show ether config and press Enter. The current

Ethernet configuration displays. For example:

Agent III C1|S6|L1P1>show ether config

Port-11013
TP port:

Link operation status:
Admin status:

Port mode:

PHY operation mode:
Speed:

Duplex:

Autocross:

PHY mode change cap:

AutoNeg admin state:
Advertisement:
Capability:

Pause:

Agent III C1|S6|L1P1>

Agent III C1|S6|L1P1>go 11p=2

RJ-45
phy10-100-1000BaseT
Negotiating
Negotiating

auto

false

enable

10THD+10TFD+100THD+100TFD+1000THD+1000TFD
nopause

Agent III C1|S6|L1P2>show ether config

Port-21013
FIBER port:

Link operation status:
Admin status:

Port mode:

PHY operation mode:
Speed:

Duplex:

PHY mode change cap:

AutoNeg admin state:
Advertisement:
Capability:

Pause:

Agent III C1|S6|L1P2>

up

SC Multimode Fiber
phy1000BaseX
Negotiating
Negotiating

false

enable

1000XHD+1000XFD
nopause
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10/100/1000BaseT Port — Web Method
1. Access the C3210 through the Web interface.

2. Select the appropriate port.

3.

Locate the Auto Negotiation Settings section on the MAIN tab.

10N System

—"|0N Stack

=+ Chassis
+-[01]IONMM
+1[03]C3230-1040
@--[04]%010.3040
+[05]C3230-1040
= [07]C3210-T078

b [0B]C3221-1040
+[121C2110-1013
+[14]C2210-1013
+1[16]C2220-1014

AMAAAAR Anan

(<N ADVANCED || COUNTERS |

| Circuit ID

Port Configuration

|Link Status—————— 7 /Admin Status———— Speed

Duplex

|iD0wn

[[[[up

VH [Negetiating

| !Negotiating

(Port Mode 7 ,AutoCross Mode—— Connector Type

[10/100/1000BaseT

|||[ Auto

v [R5 |

Auto Megcetiation Settings

|Aute Negotiation———

g

| Enabled

~

Capabilities Advertised
1100 - Half Duplex

Mlannnra LA Modae.

Save, and then select:

the port’s operating speed,

the port’s duplex mode of operation.

1108 - Full Duplex

Mlannnms Con Molae.

1100 - Half Duplex

the speed and duplex settings to be advertised to other devices

[#11000 - Full Duplex
7] [ ———

W - .

In the Auto Negotiation field, select whether this feature is enabled or disabled.

If Auto Negotiation is set to Enabled, in the Capabilities Advertised field, select:

the type of pause frames supported on this port (Pause and/or Asymmetric Pause)

If you want to manually force speed and duplex settings, set Auto Negotiation to Disabled, click

IOM System

E@ ADVANCED ||

—“10N Stack
—-Chaszis
+ [N
++[03]C3230-1040
+ [04]CAO10-3040
++[05]C3230-1040

+[08]C3221-1040
+[12]C2110-1013
+ [M]C2210-1013
+1[161C2220-1014
+4[18]C3220-1040
L I22NNMPSA

COUNTERS |

|Circuit 1D

Port Configuration
Link Status————————

Admin Status ] Speed

Duplex

HDown H

[Up

v | [100Mbps

| }Full Duplex

Port Mode————————

AutoCross Mode—— 7 Connector Type——————

[10100/1000BaseT I

| Auto

v [Ris |

Auto Megotiation Settings
|Auto MNegatiation

—

| Disabled

7| 100Mbps

Port Forward Management

Source Port
[1 |

’——_%;J_—HFNCE Duplex——————
~|||[Full Duplex ~|
LSS —————

Forward Settings
“Port 1to Part 2

7. Click Save when done.
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Set Ethernet Port Speed / Duplex Mode (Force Speed / Duplex Mode)

Disabling the auto negotiate feature lets you force the connection to the desired speed and duplex
mode of operation as long as both devices can support the operation.

Note: The Auto Negotiate feature is always enabled for gigabit devices/ports.
A port’s Ethernet port speed and Duplex mode can be configured in the C3210 using either the CLI or
Web method.

Set Ethernet Port Speed / Duplex Mode — CLI Method
Use this procedure to define the port’s Ethernet transmission speed and Duplex mode to be used on the
Ethernet port. The defaults are 10 Mbps and Full Duplex.

Note: This command is only applicable on a copper port.

1. Accessthe C3210 through either a USB connection or a Telnet session.
2. At the command line, type: set ether autoneg state disable and press Enter.
3. Set the speed of this port; type: set ether speed=xx where:

xx = speed setting; valid choices are:

e 10M
e 100M
* 1000M

4. Press Enter.
5. Set the Duplex mode for this port; type: set ether duplex=xx where:
xx = duplex setting; valid choices are:

e full
* half

6. Press Enter.
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7. Verify the configuration has been set. Type: show ether config and press Enter.
The Ethernet configuration displays. The first example below show a TP port, the second example
shows a Fiber Port:

Agent III C1|S6|L1P1>show ether config

Port-11013

TP port:

Link operation status: down

Admin status: up

Port mode: RJ-45

PHY operation mode: phy10-100-1000BaseT
Speed: Negotiating

Duplex: Negotiating
Autocross: auto

PHY mode change cap: false

AutoNeg admin state: enable
Advertisement:

Capability: 10THD+10TFD+100THD+100TFD+1000THD+1000TFD
Pause: nopause

Agent III C1|S6|L1P1>go 11p=2
Agent III C1|S6|L1P2>show ether config

Port-21013

FIBER port:

Link operation status: down

Admin status: up

Port mode: SC Multimode Fiber
PHY operation mode: phy1000BaseX
Speed: Negotiating
Duplex: Negotiating

PHY mode change cap: false

AutoNeg admin state: enable
Advertisement:

Capability: 1000XHD+1000XFD
Pause: nopause

Agent III C1|S6|L1P2>
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Set Ethernet Port Speed / Duplex Mode — Web Method

Use this procedure to define the transmission speed and Duplex mode to be used on the Ethernet port.

The defaults are 10 Mbps and Full Duplex.
Note: This command is only applicable on a copper port.
1. Access the C3210 through the Web interface.

2. Select the appropriate port.

3. Locate the Auto Negotiation Settings section on the port’s MAIN tab.

=TT07]C3210-107

ION System @ ADVANCED | COUNTERS |
— 10N Stack
= — | Circuit 1D
+-[01]ONMM |
;..[03103230_1040 Port Configuration
.§|...[(]4](;5010_3[]4[] Link Status———|Admin Status—— Speed
+ [05]C3230-1040 |ED°W” | U ~|| [100Mbps

(Port Mode—————AuteCross Mode———— ) Connector Type

10100110008 25eT | [Auto v [RJ-45

Auto MNegatiation Settings

)

+[14]C2210-1013

T"[UB]C3221'1040 [T |Auto Megotiation rorce Speed |Force Duplex
+4[12]C2110-1013 || Disabled S 100Mbps ~|||[Full Duplex
; el R AP

+--[16]C2220-1014 Part Forward Management

+[18]C3220-1040 |?19-LE3--P—°—”-7|

ALIINNNDR. A

8. Set Auto Negotiation to Disabled.

Forward Settings
MPort 1 to Port 2

9. Inthe Force Speed field, select the copper port’s Ethernet operating speed (10M | 100M). The

default is 10 Mbps.

10. In the Force Duplex field, select the port’s Duplex mode of operation (Half Duplex | Full Duplex). The

default is Full Duplex.
11. Click Save.
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Bandwidth Allocation / Rate Limiting

The C3210’s Bandwidth Allocation (Rate Limiting) can be configured to limit both Ingress bandwidth and
Egress bandwidth. If so configured, traffic at rates over this CIR (Committed Information Rate) is

discarded. Note that these limits cannot be set faster than the port speed.

Bandwidth Allocation / Rate Limiting can be configured in the C3210 using either the CLI or Web

method.

Set Bandwidth Allocation / Rate Limiting — CLI Method

1. Access the C3210 through either a USB connection or a Telnet session.

2. Atthe command line, define which transmission layer is to be counted when determining the rate
limit. Type set bw alloc-type={countAllLayerl | countAliLayer2 | countAllLayer3}. The default is

Count all Layer 1 bytes.

e Counts All Layer 1: (the default): in determining the rate limit, this selection counts the
following bytes in a frame: Preamble (8 Bytes) + DA to CRC + Inter Frame Gap (12 bytes).

e Counts All Layer 2: in determining the rate limit, this selection counts the bytes in a frame

from the DA to the CRC in determining the rate limit.

e Counts All Layer 3: in determining the rate limit, this selection counts these bytes in a

frame:

o from the DA (Destination MAC Address) to the CRC (18 bytes if untagged)
o from the DA (Destination MAC Address) to the CRC (22 bytes if tagged)

Note: The Counts All Layer 3 selection will skip the Ethernet header, the CRC, and Tags (if

any tags exist).

e EffiarType TRUT
| Preamble |Dest|nat|onMACl Source MAC I Size I Payload | FCS }—m,

l 1] EEI' EI’BI’I’IE EEE i

| Preamble | Destination MAC l Source MAC su]_ze.éq E‘ﬂmé_r ml Payload |
| Preamble | Destination MAC l SouceMAC | Sued IEE;;:’Q |E“ME”W°

802.1Q Tagged
Frame (VLANS)

| 802.1ad Double

3. Press Enter.

Tagged Frame
(Q-in-C1)

4. Define the ingress and egress rate limits of the port. Type set irate=<xx> erate=<yy> where:

xx = In-rate: Ingress rate in kbps

yy = Egress-rate: Egress rate in kbps
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The valid selections for irate (ingress) and egress-rate (erate) are:

On 1000M port: Unlimited, 1M, 2M, 3M, 4M, 6M, 8M, 10M, 20M, 30M, 40M, 50M, 60M, 70M,
80M, 100M, 200M, 300M, 400M, 500M, 600M, 700M, 800M, and 900M bps.

On 100M port: Unlimited, 1M, 2M, 3M, 4M, 6M, 8M, 10M, 20M, 30M, 40M, 50M, 60M, 70M, and
80M bps.
The default Egress and Ingress Rate Limit are "Unlimited" for both copper ports and fiber ports.
5. Press Enter.
6. Verify the bandwidth allocation for the port. Type show bandwidth allocation and press Enter.
Example:

C1|S15|L1P2>set bw alloc-type countAllLayer3
C1|S15|L1P2>set irate=ratelM erate=ratelM
C1|S15|L1P2>show bandwidth allocation

Bandwidth allocation type: countAlllLayer3
Ingress rate: ratelM
Egress rate: ratelM

c1|s15|L1P2>
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Set Bandwidth Allocation / Rate Limiting — Web Method
1. Accessthe C3210 through the Web interface.

2. Select the appropriate port’'s ADVANCED tab.
3. Locate the Bandwidth Allocation section.
10N System UNTERS
_".OMC?MCI_,‘ ~~Bandwidth Allacation
—-Chassis oA e
e (||| e e
+1-[03]C3230-1040 ——— _____,___--—-"
£ [04]C6010-3040 MAC Seclity
+[05]C3230-1040 Féllerhluwlilfﬂunn Unicast—] ‘ Fé\terhl‘h;l«nunﬂ I'Jlultlcast
T07]C3210-107 e e
—Port 1 VLAM Forwarding Rules
-Port 2 Discard Tagged Discard Untagged Default VLAN 1D
+[08]C3221-1040 | Enabled + ||| Disabled ~| |100
4. In the Rate Limiting Mode field, select which bytes in a frame are to be counted in determining the
rate limit:
e Counts All Layer 1: (the default): in determining the rate limit, this selection counts the
following bytes in a frame: Preamble (8 Bytes) + DA to CRC + Inter Frame Gap (12 bytes).
e Counts All Layer 2: in determining the rate limit, this selection counts the bytes in a frame
from the DA to the CRC in determining the rate limit.
e Counts All Layer 3: in determining the rate limit, this selection counts the following bytes in
a frame:
o from the DA (Destination MAC) to the CRC (18 bytes if untagged)
o from the DA (Destination MAC) to the CRC (22 bytes if tagged)
Note: The Counts All Layer 3 selection will skip the Ethernet header, the CRC, and Tags (if
any tags exist).
| Preambie | Destination MAG I Source MAC IE"S‘EE.' W"I Payload | i }—m' gaz ;mEnf:mer
| Preamble | Destination MAC I Source MAC auTzE;q Eﬁ! I Payload | o ll e || 2?5&113&3%&:)
I Il M 5 I e I I e AL
(Q-in-Ct)
5. Inthe Egress Rate Limit field, select the Egress bandwidth limit in bits per second. Traffic which goes

over this rate is discarded. See below for the rate limit selections and default.

In the Ingress Rate Limit field, select the Ingress bandwidth limit in bits per second. This is the
Committed Information Rate (CIR) on this interface for Ingress. Traffic above this rate is discarded.
See below for the rate limit selections and default. The valid selections for irate (ingress) and
egress-rate (erate) are:

On 1000M port: Unlimited, 1M, 2M, 3M, 4M, 6M, 8M, 10M, 20M, 30M, 40M, 50M, 60M, 70M,
80M, 100M, 200M, 300M, 400M, 500M, 600M, 700M, 800M, and 900M bps.
On 100M port: Unlimited, 1M, 2M, 3M, 4M, 6M, 8M, 10M, 20M, 30M, 40M, 50M, 60M, 70M, and

80M bps.

The default Egress and Ingress Rate Limit are "Unlimited" for both copper ports and fiber ports.

6. Click Save when done.
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Security Features

The following can be defined for the C3210:
* Media Access Control (MAC) addressing
* Virtual LANs (VLANSs)

Configuring MAC Address Blocking

The MAC address can be added to the static MAC address database with the ‘connected port’ as port
zero. This will cause any frames from that MAC address database to cause an ATU-member violation on
that port, resulting in sending a trap. This could cause excessive traps (overload the Central Processing
Unit (CPU) with interrupts) depending on the traffic generated by that MAC.

This feature remembers the Ethernet MAC address connected to the switch port and allows only that
MAC address to communicate on the port. If any other MAC address tries to communicate through the
port, port security will take the action specified by the Set Ethernet Port Source MAC Address Lock
Action command.

The ‘SA lock’ (Source Address Lock) function is used to detect if the device connected to this port is
changed. After the ‘SA lock’ is enabled, any new MAC is received will trigger the ‘SA lock action’. If the
MAC address is already learned by the device, ‘SA lock action’ won’t be triggered. Note that this feature
only blocks data traffic, not management traffic.

MAC Address Blocking can be configured for the C3210 port using either the CLI or Web method.

MAC Address Blocking — CLI Method
1. Accessthe C3210 through either a USB connection or a Telnet session.
2. Access the desired port.
3. Enable the Ethernet Source Address Lock. Type: set ether src-addr-lock true and press Enter.
4. Select the Ethernet Source Address Lock Action. Type: set ether src-addr-lock action=x
where: x = the SA lock action to perform = {all | discard | discardandnotify | shutdown }
The SA Lock Actions performed when encountering an unknown MAC address are:
discard: frames with unknown MAC addresses are discarded. This is the default value.
discard and notify: A trap is sent to notify the intrusion/SA change and the frame is discarded.
shutdown: This will shut down the interface on receiving the frame.

all: All of the above actions take place. The frame is discarded, a trap is sent and the port is
shutdown to prevent intrusion attack.
5. Press Enter.
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6. Verify the security configuration. Type show ether security config and press Enter.
The Ethernet Port Security configuration table displays. For example:

Agent III C1|S13|L1P1>set ether src-addr-lock true

Agent III C1|S13|L1P1>set ether src-addr-lock action discardandnotify
Agent III C1|S4|L1P1>show ether security config

Ethernet port security configuration:

Source MAC address lock: disable
Source MAC address lock action: discard
Filter unknown dest unicast: disable
Filter unknown dest multicast: enable

Agent III C1|S4|L1P1>go 11p=2
Agent III C1|S4|L1P2>show ether security config
Ethernet port security configuration:

Source MAC address lock: disable
Source MAC address lock action: discard
Filter unknown dest unicast: disable
Filter unknown dest multicast: disable

Agent III C1|S4|L1P2>
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MAC Address Blocking — Web Method
1. Accessthe C3210 through the Web interface.
2. Select the desired port.
3. Select the ADVANCED tab.

ION System L mand WESANE= COUNTERS
s |OH St5ck Bandwidth Allocation
Egress Rate Limit Ingress Rate Limit
| Unlimited | | Unlimited |

e Rate Limiting Mode
Filter Unknown !'rf'.t."t!!:.ﬂsl_“

+ [03]C3230-1040
+1[04]C6010-3040
+ 05163230 040
07]C3210-1013

MAC Security
Filter Unknown Unicast
| Enabled V—‘

VLAM Forwarding Rules

ek Discard Tagged-
+[08]C3221-1040 | Enabled Ml

+[12]C2110-1013 Priority Forwarding Rules

* (14122101013 Default PF‘@F@W“
[ Ava

+1[16]C2220-1014
4. Locate the MAC Security section.

"‘ [0T]IonMM | Counts All Layer2 ¥
Enabled ]|

Default VLAN ID-

[100 |

P Tfﬁfﬁc.q??ﬁ.“ F'[io.r.it.\f..F'.r.e.ce.d.ence.'—‘
Enabled *||[Use IP bl

D‘s.ca..rd.u.ﬂ.tag.gsdj
| Disabled |
IEEE Priqr‘ly'_gl.as.s_“
Enabled Ll

+LTRINAPPNANAN

5. Inthe SA Lock field, select Enabled. The SA Lock (Source Address Lock) when set to Enabled
monitors for any source MAC address change on this port. This feature is used to detect if the
device connected to this port has been changed, and is also useful for detecting intrusion when
an unknown MAC address ingress this port.

6. Inthe SA Lock Action (Source Address Lock Action) field, select Enabled. When SA Lock is set to
Enabled to monitor for any source MAC address change on this port, 'SA Lock Action' sets the
action to be taken when such an event is detected. This feature is useful to detect if the device
connected to this port has been changed and also for intrusion when unknown MAC address
ingress this port.

The SA Lock Actions performed on encountering an unknown MAC address are:
Discard: frames with unknown MAC addresses are discarded. This is the default value.

Discard and Notify: A trap is sent to notify the intrusion/SA change and the frame is
discarded.

Shutdown: This will shut down the interface on receiving the frame.

All: All the above actions take place. The frame is discarded, a trap is sent and the port is
shutdown to prevent intrusion attack.

7. In the Filter Unknown Unicast field, select Enabled to filter all unicast frames with an unknown
destination address from egressing this Port.

8. Inthe Filter Unknown Multicast field, select Enabled to filter all multicast frames with unknown
destination address from egressing this Port.

9. Locate the VLAN Forwarding Rules section.

10. At the Discard Tagged field, select Enabled or Disabled. At Discard Untagged select Enabled or
Disabled. At Force Default VLAN select Enabled or Disabled

11. Enter a Default VLAN ID in the range of 2-4093.
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12. Locate the Priority Forwarding Rules section.

13. In the Default Priority field, select the default priority (0-7, where 0 is the lowest priority) for
frames ingressing this port, if it doesn’t have any IEEE 802.3ac tag or any IP TOS/Diffserv traffic
class fields.

14. In the IEEE Priority Class field, select Enabled so that if the frame is IEEE tagged, and this mib
variable is set to 'true’, the 802.1p bits are used as the frame’s priority.

15. In the IP Traffic Class field, select Enabled so that if the frame has IP TOS/Diffserv traffic class
fields, and this mib variable is set to 'true’, the traffic class fields will be used as the frame's
priority.

16. In the Priority Precedence field, select Enabled so that if the frame has IP TOS/Diffserv traffic
class fields, and IEEE 802.3ac tagged, then 'Priority Precedence' decides which one is to be
considered as the frame's priority.

17. In the SA Priority Override field, select Enabled to let a frame's Source MAC address decide the
priority of the frame. The new priority value is assigned based on the priority assigned to that
MAC address in the MAC forwarding database.

18. In the DA Priority Override field, select Enabled to let a frame's Destination MAC address decide
the priority of the frame. The new priority value is assigned based on the priority assigned to
that MAC address in the MAC forwarding database.

19. In the VID Priority Override field, select Enabled to let a frame's VLAN ID (VID) decide the
priority of the frame. The new priority value is assigned based on the priority assigned to that
VLAN ID in the VLAN database.

20. Click the Save button at the bottom of the screen.
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Configuring Port Forward Management / IP Access Blocking

Any management of the system via IP can be locked at the system level, or only on certain ports. For
example, management can occur via web/SNMP only on Port 1, so that access via other ports can be
blocked. For each port, define the set of ports that frames ingressing this Source port can be forwarded
to, and define the port that will perform its management functions.

Port Forward Management / IP Access Blocking can be configured in the C3210 using either the CLI or
Web method.

Port Forward Management / IP Access Blocking — CLI Method
1. Access the C3210 through either a USB connection or a Telnet session.
2. Access the desired port.
3. Set the forwarding port list. Type: set fwd portlist=y
where: y = the port number{1 or 2} to be forwarded to

4. Press Enter.
5. Enable port management access. Type set port mgmtaccess=z

where: z=enable or disable
6. Press Enter.

7. View the port list. Type show fwd portlist and press Enter. The FWD Portlist table displays.
For example:

C1|S1|L1D>go s=13 lip=1

C1|S13|L1P1>set fwd portlist 2

C1|S13|L1P1>show fwd portlist

port-id fwd portlist mgmt access

1 2 disable

C1|S13|L1P1>set port mgmtaccess enable
C1|S13|L1P1>show fwd portlist
port-id fwd portlist mgmt access

1 2 enable

C1|S13|L1P1>set fwd portlist 2,3
C1|S13|L1P1>show fwd portlist
port-id fwd portlist mgmt access
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Port Forward Management / IP Access Blocking — Web Method

1. Access the C3210 through the Web interface.

2. Select the appropriate port.

3. Onthe port’s MAIN tab, locate the Port Forward Management section.

ION System
= ION Stack

L IQUNIRD ADVANCED | COUNTERS |

L Chassis |C|rctm D

+L[01]IONMI
+-[03]C3230-1040
+1[04]C6010-3040

Port Configuration

+-[05]C3230-1040

=1707]C3210-1073

+-[08]C3221-1040

l Auto Megotiation Settings

+-[12]C2110-1013 ||Disab|ed

Auto Negmialion—||FDrCQ Speed——— 7 |Force Duplex————————
\

100Mbps || |[Full Duplex v

|

+-[14]C2210-1013
++[16]C2220-1014
++[18]C3220-1040

o

Port Forward Management

1]

Forward Settings
FlPart 1 to Port 2

L [22IONFS A
4,

Source port can be forwarded to.
5.
6. Click Save.

Link Status Admin Status Speed Duplex
||ann [I{[up v [100Mbps | [Full Duplex
Port Mods AutoCross Mode Connector Type—————
[10/100/1000BaseT | hﬁn.uto v||[Ry4s I

Check the checkbox for the Management via Port x as required for this port.

In the Forward Settings fields, check the checkbox for the set of ports that frames ingressing this
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Configuring VLAN Features

A virtual LAN, commonly known as a VLAN, is a group of hosts with a common set of requirements that
communicate as if they were attached to the same wire, regardless of their physical location. A VLAN
has the same attributes as a physical LAN, but it allows for end stations to be grouped together even if
they are not located on the same LAN segment. Network reconfiguration can be done through software
instead of physically relocating devices.

A VLAN can be thought of as a broadcast domain that exists within a defined set of switches. Ports on a
switch can be grouped into VLANSs in order to limit traffic flooding since it is limited to ports belonging to
that VLAN and its trunk ports. Any switch port can belong to a VLAN. Packets are forwarded and flooded
only to stations in the same VLAN. Each VLAN is a logical network, and packets destined for stations that
do not belong to the same VLAN must be forwarded through a routing device. Each VLAN can also run a
separate instance of the spanning-tree protocol (STP).

VLANSs are created to provide the segmentation services traditionally provided by routers in LAN
configurations. VLANs address issues such as scalability, security, and network management. Routers in
VLAN topologies provide broadcast filtering, security, address summarization, and traffic flow
management. By definition, switches may not bridge IP traffic between VLANSs as it would violate the
integrity of the VLAN broadcast domain.

Virtual LANs are essentially Layer 2 constructs, whereas IP subnets are Layer 3 constructs. In a campus
LAN employing VLANSs, a one-to-one relationship often exists between VLANs and IP subnets, although it
is possible to have multiple subnets on one VLAN or have one subnet spread across multiple VLANSs.
Virtual LANs and IP subnets provide independent Layer 2 and Layer 3 constructs that map to one
another and this correspondence is useful during the network design process.

A virtual LAN (VLAN) is a collection of network nodes that share the same broadcast domain regardless
of their physical location or connection point in the network. A VLAN serves as a logical workgroup with
no physical barriers. This allows users to share information and resources as though located on the same
LAN. VLANSs also allow a single physical LAN to be divided into multiple logical LANs.

This section covers Port VLAN and VLAN tunneling configuration including:

Port VLAN Config — CLI Method on page 72 (Port VLAN Forwarding Rules and Tag Management)

Port VLAN Config — Web Method on page 73 (Port VLAN Forwarding Rules and Tag Management)

VLAN Tunneling Config on page 75
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Configuring Port VLAN Forwarding Rules and VLAN Tag Management

You can configure the C3210 copper port for VLAN Forwarding and VLAN Tag Management using either
the CLI or Web method.

Port VLAN Config —CLI Method

1.
2.

Access the NID through either a USB connection or a Telnet session.

Define the interface's VID. Type set port default-vid<1-4094> and press Enter. This VLAN ID is given
to untagged frames on ingress into the device.

Define discard tagged frame handling for this port. Type set port discard-tagged<false |true> and
press Enter. If you enter set port discard-tagged=true, then all tagged non-management frames

ingressing this port are filtered. All untagged and priority tagged frames are processed as normal
frames.

Define discard untagged frame handling for this port. Type set port discard-untagged<false |true>
and press Enter. If you enter set port discard-untagged=true, then - all untagged and priority tagged
non-management frames ingressing this port are filtered. All 802.1Q tagged frames are processed as
normal frames.

Select whether this port is to be forced to use the default VID. Type set port force-default-
vid<false |true> and press Enter. This forces all untagged and (802.1Q) tagged frames to take up the
interface's Default VLAN ID.

Define the port’s VLAN tagging/port type.
Type set port vlan tag mode<customer|network|provider> and press Enter.

This is the interface's tagging mode. The interface can be set as:

Network: This is the normal network mode. It can take untagged and 802.3ac tagged frames. In this
mode, 802.1q can be enabled on the interface. Frames with an Ethertype of 0x8100 are considered
as tagged.

Provider: In provider mode, frames are considered provider tagged if it matches the 'Provider Ether
Type'. Frames which are ingress with a provider tag are stripped of their provider tag on egressing
this interface. If the frame's ethertype doesn’t match the 'Provider Ether Type' it is as untagged.

Customer: The customer mode is a normal access port which is not 802.1Q-aware.

If you selected Provider in step 6 above, select the port’s VLAN tagging Provider EtherType.
Type set port vlan tag provider ethtype<x8100|x88a8|x9100> and press Enter.
Skip this step if you selected Customer or Network in step 5 above.

Verify the VLAN configuration. Type show vlan config and press Enter.
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9. For example:

C1|s8|L1P1>set port default-vid<2-4094>
C1|s8|L1P1>set port discard-tagged<false|true>
C1|S8|L1P1>set port discard-untagged<false|true>
C1|S8|L1P1>set port force-default-vid<false|true>

C1|s8|L1P1>set port vlan tag mode<customer|network|providers>
C1|S8|L1P1>set port vlan tag provider ethtype<x8100|x88a8|x9100>

C1|S3|L1D>show vlan config

vlan id vlan state vlan portlist
2 enable none
C1|s3|L1D>

Port VLAN Config —Web Method
1. Access the NID through the Web interface.

2. Select the appropriate port.

3. At the port’s ADVANCED tab, locate the VLAN Forwarding Rules section.

ION System L | mand 0 s=08b COUNTERS

'"'Q"' Staciﬁ Bandwidth Allocation
iy hoese Rate Limiting Mode— Egress Rate Limit— Ingress Rate Limit
o Courts Al Layer | | Unlmted %) | Unimited

+ [03]C3230-1040

+ [04]CE010-3040 x : ] )
I 1040 _FI\.tBF Unknown Unicast 7_H_F|I.ter Unknown 7[¢1L|It|cast7|
g Disabled w |l | Digahled v
_ [0?103210_101 > e S T .

MAC Security

POt 2
+ [08]C3221-1040

VLAMN Forwarding Rules
I| '|Discard Tagged | |Discard Untagged- E |Q‘?.tﬂt.'|.t...\"L’c"_'J..!D
| [Disbled 9] [Disavies ¥ |2

+ [12c2110-1013 Priorty Formar g RO

+ [141c2210-1013 Default Priarity 1 |IEEE Priority Class——
+ [16]C2220-1014 | b VH Enahled b || Enahledr

IP Trafiic Class: Priarity Precedence

¥

+[18]C3220-1040

L 122]I0NPSA VLAMN Tag Management
= ) Frame Tag Mode _| |Provider Ether Type Network Mode Tagging—
L i | |[Network g Add Tag

4. In the Discard Tagged field, select Enabled if tagged frames are to be discarded. The default is

Disabled (tagged frames are not discarded).

5. Inthe Discard Untagged field, select Enabled if untagged frames are to be discarded. The default is

Disabled (untagged frames are not discarded).

6. Inthe Default VLAN ID field, enter the associated VLAN ID number. The valid range is from 2-4094.
This sets the VLAN ID which is to be used for all management traffic to and from the device.
The management station that belongs to this VLAN is the only one able to manage the C3210.
When the value is not 0 or 1, the Management traffic is expected to be tagged with the

Management VLAN ID configured when 802.1Q is enabled.
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7. Locate the VLAN Tag Management section.

8. Inthe Frame Tag Mode field, select Network, Provider, or Customer as the frame tag mode for this
port. The default Status is Network. If you select Provider, the Provider Ether Type field activates. If
you select Network, the Network Mode Tagging field activates. If you select Customer, neither field
is active.

9. If you selected Provider in step 8 above, the Provider Ether Type field becomes active. Select either
X8100, X9100, or X88A8 as the Provider Ether Type for this port.

10. If you selected Network in step 8 above, the Network Mode Tagging field becomes active. Select
either Unmodified, Remove Tag, or Add Tag for Network Mode Tagging for this port.
The default is Add Tag.

11. Click the Save button when done.
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Configuring VLAN Tunneling (802.1q Tunneling)

Sending multiple VLANs across the service provider's Metro Ethernet network can be accomplished with
VLAN Tunneling, also known as 802.1q Tunneling. The original 802.1Q specification allows a single VLAN
header to be inserted into an Ethernet frame. Q-in-Q allows multiple VLAN headers to be inserted into a
single frame.

VLAN Tunneling is a mechanism that service providers can use to provide secure Ethernet VPN services
to their customers. Ethernet VPNs using VLAN Tunneling are possible because of the two-level VLAN tag
scheme used. The outer VLAN tag is referred to as the service provider VLAN tag (S-Tag) and uniquely
identifies a given customer within the network of the service provider. The inner VLAN tag is referred to
as the customer VLAN tag (C-Tag) because the customer assigns it. It is possible for multiple customer
VLANSs to be tagged using the same outer or service provider VLAN tag, thereby trunking multiple VLANs
among customer sites.

VLAN Tunneling lets service providers use a single VLAN to support multiple VLANs of customers, while
preserving customer VLAN IDs and keeping traffic in different customer VLANSs segregated. At the same
time, it significantly reduces the number of VLANs required to support the VPNs. VLAN Tunneling encap-
sulates enterprise customers’ VLANs into a VLAN of the service provider.

VLAN Tunneling accomplishes the following:

e Enterprise customers receive transparent Layer 2 links between sites within a metro area, such
as a link from a branch office to a main campus.

e Service providers can separate or group traffic on a per-customer basis using outer VLAN tags as
it traverses the common infrastructure so that the same infrastructure can provide service to
multiple customers.

e The VLAN ID of the enterprise and the VLAN ID of the service provider do not have to match.

e Customers can treat the switching infrastructure in a remote site as if it were part of the local
site. They can use the same VLAN space and run protocols such as STP across the provider infra-
structure through 802.1q.

The VLAN Tunneling model allows the customer edge switch on each side of the tunnel to view the ser-
vice provider infrastructure as nothing more than a transparent bridge.

How VLAN Tunneling Works

A tunnel port is a port that is configured to support 802.1q (VLAN) tunneling. Each customer comes in on
a dedicated customer-facing port on the service provider switch where a VLAN that is dedicated to tun-
neling is assigned. The service provider assigns each customer an outer VLAN tag or a service provider
VLAN tag that uniquely identifies him within the network. The service provider VLAN also keeps the cus-
tomer traffic isolated from other customer traffic that is traversing the same service provider network.
That service provider VLAN supports all the VLANs of the customer.

VLAN Tunneling refers to multiple tagging of dot1Q frames as they enter a service provider switch from
a client switch. VLAN Tunneling can tag or untag any frames that it receives from the customer tag.
VLAN Tunneling also has native VLAN frames that are untagged. The service provider switch adds the
outer VLAN tag.

Tagged and untagged customer traffic comes from a port on a customer device and enters the service-
provider edge switch through a tunnel port. Each customer edge port that is connected to a VLAN tunnel
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port is typically configured as a trunk port. The customer trunk port is unaware of the provider VLAN
tunnel and can communicate with all of its other trunk ports that are connected to the metro network
of the provider as if they were directly connected. This makes the process transparent to the enter-
prise’s switching network.

A hub customer edge might have connectivity to two remote spoke sites and have only half of the
VLANs from the hub site go to one site, and the remaining VLANs go to the second remote site. This is
possible using two service provider VLANSs for this enterprise customer when certain sites need to see
only some and not all of the VLAN traffic from the hub site.

Customer A
VLANs 1-100

Customer A
VLANs 1-100

Service

unnel Port
N, VLAN 30 Provider Tunnel Port

AN 30
Tunne! Port ~ ”’T‘runk \\E'r' ~
VLAN 30 ' Ports L’;‘,‘i';
P ~
/ Tunnel Port Tunriel Port ~
VLAN 40 VLAN 40

Trunk
Asymmetric Link

Customer B

1-
Customer B hAbEA=280

VLANS 1 -200

Figure 6: VLAN Tunneling Example

The link between the 802.1q trunk port on a customer device and the tunnel port is an “asymmetrical”
link. One end is designated an 802.1q trunk port, and the other end is configured as a tunnel port. The
tunnel port is configured with an access VLAN ID that is unique to a customer.

Using the VLAN tunneling feature, a service provider uses a single VLAN to support customers who have
multiple VLANs. Customer VLAN IDs are preserved, and traffic from various customers is segregated
within the service-provider infrastructure even when they appear to be on the same VLAN.

Thus VLAN tunneling expands VLAN space by using a ‘VLAN-in a-VLAN’ hierarchy, and by tagging the al-
ready-tagged packets. The port configured to support VLAN tunneling is called a tunnel port. When con-
figuring tunneling, a tunnel port is assigned to a VLAN that is dedicated to tunneling. Each customer re-
quires a separate VLAN, but that VLAN supports all of the customer's VLANSs.
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Summary

The original 802.1Q specification allows a single VLAN header to be inserted into an Ethernet frame. Q-
in-Q allows multiple VLAN headers to be inserted into a single frame, an essential capability for imple-
menting Metro Ethernet network topologies.

IEEE 802.1Q-in-Q is an Ethernet networking standard for Ethernet frame formats. 802.1Q-in-Q is an
amendment to IEEE 802.1Q, and not an independent specification of its own; but the amendment, a
non-trivial extension, acquired this alias. It is also known simply as "QinQ" or "Q-in-Q".

In a multiple VLAN header context, the term "VLAN tag" or just "tag" for short is often used in place of
"802.1Q VLAN header". Q-in-Q allows multiple VLAN tags in an Ethernet frame.

When used in the context of an Ethernet frame, a Q-in-Q frame is a frame that has two VLAN 802.1Q
headers (double-tagged).
Prerequisites for VLAN Tunneling Functions

1. Network topology and network administration have been reviewed.

2. Business and service policies have been established.

Restrictions for Configuring VLAN Tunneling Functions

The ION system supports static VLAN configuration. While VLAN Tunneling works well for Layer 2 packet
switching, there are incompatibilities with some Layer 2 features and with Layer 3 switching.

1. Atunnel port cannot be a routed port.

2. IP routing is not supported on a VLAN that includes 802.1Q ports.
3. Fallback bridging is not supported on tunnel ports.

4. Tunnel ports do not support IP access control lists (ACLs).

5

Layer 3 quality of service (QoS) ACLs and other QoS features related to Layer 3 information are
not supported on tunnel ports.

Cisco’s Dynamic Trunking Protocol (DTP) is not compatible with 802.1Q tunneling.
Loopback detection is supported on 802.1Q tunnel ports.

If management is required over a provider port, it must use Management VLAN.

L 0 N o

You can set up a VLAN without Management VLAN enabled. You can not set up a VLAN without
setting up VLAN Forwarding Rules, because then it would not validate any frames with no filter-
ing rules in the VLAN filtering database.

For specific procedures on configuring VLAN Tunneling via the CLI or Web method, see “VLAN Tunneling
Configuration Examples”.
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5. Operation

General

This section describes the non-configuration operations that can be performed for the C3210.

Backup and Restore Operations (Provisioning)

Through the Web interface you can back up and restore the configuration information for the IONMM
and any or all of the C3210s in the ION system.

A Backup is used to get the SIC card running configuration, convert it to CLI commands, and save those
CLI commands into the backup file. The backup file is stored in the IONMM.

Note: Lantronix recommends as a “best practice” to back up each SIC card’s configuration after it is fully
configured, so that in the event of an error or hardware failure, the configuration can be easily and
rapidly restored.

A Restore is used to send the CLI commands in the configuration file to a SIC after removing the current
SIC running configuration. If a problem causes the SIC card configuration restoration to stop (e.g., due to
a lost network connection between the PC host and Agent card) the SIC card will use the previous
configuration to run the traffic. If the IONMM card is downloading the restore configuration data to the
SIC card, and the SIC card is physically removed from the chassis, the SIC card will use the factory default
configuration setting when it is re-inserted into the chassis.

Lantronix recommends that you to enter a “show card info” CLI command to view the SIC card’s current
configuration before a backup/restore operation to verify the desired configuration settings. There are
several CLI show commands that allow you to display (show) information about a SIC card’s
configuration. For a complete description of these and other CLI commands see the C3210 CLI Reference
Manual, 33497.

Note: Disable the DHCP client for each device that you backup/restore.

IMPORTANT

A Doing a reboot, restart or upgrade of the IONMM, a power restart of the chassis, or a reset to
factory removes temporary files (e.g. configuration backup files, Syslog file). A Factory Reset also
removes the permanent settings (e.g. configuration files, HTTPS certification file, SSH key).

For more information on how the Reboot, Reset, and Power Off functions impact stored files, see:

e Table 15: Back Up and Restore File Content and Location

e Table 16: File Status after a Reset to Factory Defaults

e Table 17: File Content and Location after a System Reboot

e Table 18: File Content and Location after a Firmware Upgrade
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Backing Up Slide-In and Remote Modules

The following procedure describes how to back up the configuration of one or more slide-in or remote

modules in the ION system. The backup file is stored in the IONMM.
1. Access the IONMM through the Web interface.

2. Select the BACKUP-RESTORE tab. Select the Backup sub-tab if not already displayed.

= ION Stack

: TEIE, Sever Addrasa: S,iﬁlu,ﬂ,—‘i,,
_ 192168 1.30 | ‘jNu Action |
Backup DY

+ [02]C6210-3040 ssore |

ION System MAIN || SNTP | HTTPS | SSH | RADIUS | ACL || SNWMP | USERSCsEeUEsSsatesiSl Y UPGRADE

+[03]C3230-1040 Select Modules to Back Up (Download config files after backing up is done)
+1-[04]C3231-1040 Select  Index Module Config File (Click to Modify) Prov Status TFTP Action
+105]C3230-1040 [m] 1 [01)I0MMIM 1-1-IQNIM config
+-[06]C3220-1040
O 2 [021C6210-3040 1-2-C6210-3040.config Download
+4[07]C3210-1013
+1[08]C3221-1040 O 3 [03]C3230-1040 1-3-C3230-1040.config
+10]CE010-3040 0 4 [04]C3231-1040 1-4-03231-1040 config
+-[12]C2110-1013 i _
+ [14]C2210-1013 5 [05]C3230-1040 1-5-C3230-1040 config Download|
+ [16]02220-1014 O 5 [061C3220-1040 1-6-C3220-1040 config
ot [2ZJONPSA O 7 [05-L2JREN-S3230-1040 | 1-6-2-53230-1040 config
+ [23]I0NPS-D
m| 8 [07]C3210-1013 1-7-C3210-1013 config
[m] 9 [08]C3221-1040 1-8-C3221-1040 config
O 10 [10]C6010-3040 1-10-C6010-3040.config Download
O 1 [12]C2110-1013 1-12-C2110-1013.config
O 12 [14]C2210-1013 1-14-C2210-1013 config
O 13 [16]C2220-1014 1-16-C2220-1014 config Download
O 14 [22)I0NPS-A 1-22-10MPS-A. config
O 15 [23]I0MPS-D 1-23-10MPS-D.config

Refresh||Back Up

Getting values finished

Version- 073 |

3. Verify that the TFTP Server address shown is correct, that the TFTP Server is running and configured,
and that the file to be downloaded is located correctly (e.g., at C:\TFTP-Root).

4. Verify that the card list shown in the table is correct; if not correct, fold and then unfold the "ION

Stack" node in the left tree view to refresh.

5. Note the Prov Status field message (Wrong Firmware, No Action, etc.).

6. Inthe Select column, check the checkbox of each module to be backed up.

7. Do you want to rename the backup file?

Yes

No

a) In the Config File column, click the file name.

b) Type a new name for the backup file. Note: the file name
must be 1-63 characters long and must end with .config.

c) Continue with step 8 below.

Continue with step 9 below.
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8. Click the Download button. When completed, the message “File has successfully transferred via
TFTP” displays.

9. Click the OK button to clear the web page message.
10. Click the Back Up button.

11. At the confirmation message, click OK. The message “Backup is being processed ...” displays.
The Back Up operation can take several minutes.

12. When the confirmation window displays, click OK. The backup file is saved in the IONMM.

The Prov Status column displays the provision operation result (ongoing, success, or fail).

MAIN | SWTP || HTTPS | SSH IGIVERIPYEI  5ACKUP-RESTORE | UPGRADE
TFTP Server Address— _$.tat_t!9—‘._ r
|!19_2.1G_8_.1 30 |[|[Me Action |

; Restoring |
Select Modules to Back Up (Download config files after backing up is done)

| Select | Index Medule Config File (Click to Modify) Prov Status TFTR Action
1 [03]C3230-1040 1-3-C3230-1040 config SUCCESS Download
2 [0B]IONMM 1-8-I0MMIM _config SUCCESS Download

13. If the Back Up operation fails, go to step 15 below.
14. To send a copy of the backup file to the TFTP Server:
a. Make sure the TFTP Server is running and configured.
b. Inthe TFTP Server Address field, enter the IP address of the server.

Click the Download button. The message “File is being transferred” displays.

a o

When the successful completion message displays, click OK. The TFTP Server now contains an
emergency backup file for the module specified.

15. If the Backup operation fails, the Prov Status column displays ' ) _Click the box to download an
error log from the device.

TFTP Server Address Status
192.166.1.30 Mo Action

Restoring
Select Modules to Back Up (Download config files after backing up is done)

Select Index Module Config File (Click to Modify) Prov Status TFTP Action
1 [03]C3230-1040 1-3-C3230-1040 config

O 2 [0B]IONMIM 1-8-I0NMM.config success

3 [11]C2210-1013 1-11-C2210-1013 config failure ]

O 4 [13]C2110-1013 1-13-C2110-1013.config

O 5 [16]C3220-1040 1-16-C3220-1040.config

O 6 [18]C2220-1014 1-16-C2220-1014.config Download

[@ Back Up||Help

If the card list showed in the table is not correct. please fold/unfold "ION Stack” node in the left tree view to refresh

The error (.ERR) log file is downloaded to the TFTP server address specified, in TFTP-Root with a
filename such as 1-11-C2210-1013.config. You can open the file in WordPad. See “The Config Error Log
(config.err) File” section for error messages and possible recovery procedures.
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Backing Up Standalone Modules

The following procedure describes how to back up the configuration of a standalone module.

IMPORTANT

Doing a reboot, restart, an upgrade or a reset to factory settings may cause some configuration
backup files, HTTPS certification file, SSH key file, and Syslog file to be lost.

1. Access the IONMM module through the Web interface.
2. Select the BACKUP-RESTORE tab.

ION System MAIN || SNTP || HTTPS | SSH | RADIUS || ACL @REEICIGIRSIGlt UPGRADE
By s TETP Server Addiess | Status
=i Chassis Lz 166.1.30 | [No Action |
AT ..
+1[03]C3230-1040 EEEE |
+-[04]CBU10-3040 Select Modules to Back Up {Download config files after backing up is done)
fF [05]C3230-1040 Select  Index IModule Config File (Click to Modify) Prov Status TFETP Action
f--[0?103210-1013 O 1 [01]I0NMIA 1-1-I0NMM canfig Download
+1[08]C3221-1040
O 2 [03]C3230-1040 1-3-C3230-1040 config Download
+H[12]C2110-1013
+:[14]1C2210-1013 O 3 [04]C6010-3040 1-4-C6010-3040.config Download
+H[16]C2220-1014 i 4 [05]C3230-1040 1-5-C3230-1040 config Download
+H[18]C3220-1040 0 i . .
+ 2210NPS A 5 [07]C3210-1013 1-7-C3210-1013 config Download
+[23]OMPSD O 6 [08]C3221-1040 1-8-C3221-1040 config Ioad
O 7 [12]C2110-1013 1-12-C2110-1013.config
O 3 [14]C2210-1013 1-14-C2210-1013.config Download
O 9 [16]C2220-1014 1-16-C2220-1014 config Download
] 10 [18]C3220-1040 1-18-C3220-1040 config Download
O g | [22]IOMNPS-A 1-22-|0MPS-A config Download
O 12 [23]IONPS-D 1-23-10MPS-D.config Download
Refresh|(Back Up||Help
3. Inthe Select column, check the checkbox of the module to be backed up.
4. Do you want to rename the backup file?
Yes No
a) In the Config File column, click the file name. Continue with step 5.

b) Type a new name for the backup file. Note: the file name
must be from 1-63 characters in length and must end with
.config.

c¢) Continue with step 5.

5. Click the Download button. When completed, the message “File has successfully transferred via
TFTP” displays.

6. Click the OK button to clear the web page message.
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7. Click the Back Up button.

8. At the confirmation message, click OK. The message “Backup is being processed ...” displays.
The Back Up operation can take several minutes.

9. To send a copy of the backup file to the TFTP server:
a. Make sure the TFTP Server is running and configured.
b. In the TFTP Server Address field, enter the IP address of the TFTP server.
c¢. Click the Download button.

d. When the successful completion message displays, click OK.
When the Back Up is successfully completed, you can edit the Config file (optional) or continue with the
applicable Restore procedure:
e Editing the Config File (Optional)

e Restoring Slide-In and Remote Modules
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Editing the Config File (Optional)

In some circumstances you may need to edit the backup Config file before restoring it. For example, you
may want to globally change the VLAN IDs or other addressing.

The procedure below provides steps typically used in editing a Config file.

1. Complete the applicable Backup procedure from the previous section.

2. Open the Config file (in Notepad, WordPad, Word, OpenOffice Writer, etc.) from the TFTP server
location (e.g., C:\TFTP-Root\1-9-C3231-1040.config).

3. Edit the Config file sections. Each Config file contains a DEVICE LEVEL CONFIG section and two PORT

X CONFIG sections.

4. Save the edited Config file back to the TFTP server location (e.g., C:\TFTP-Root\1-9-C3210-

1040.config).

5. Continue with the applicable Restore procedure from the following section using the edited Config

file.

A sample portion of a typical Config file is shown below.

B 1-9-.€3231-1040 - WordPad

Dl &R #

Fle Edit View Insert Format Help

® ]

ll

X

[DEVICE LEVEL CONFIG]

remove vlan all
remove fuddh all
remove acl rule all

set dhep statesdisahle

set sntp state-disable
set sntp timezone=3

set sntp dst-end="1969
set sntp dst-offser=0

add fwddh mac=
add fuddh mac=
add fudds m
add fwddh mac=00:c0:£2:
add fwdds wac=00:c0:f2:

set dns-svr svr=S type=
set dns-svr svr=6 types
set smmp traphost svr=1 type=dns addr=192.188.1.30

set sntp-sve svr=1 type=dns addr=0.0.0.0
Set sntp-svr svr=z type=dns addr=0.0.0.0
set sntp-sve sve=3 type=dns addr=0.0.0.0
set sntp-svr svr=4 type=dns addr=0.0.0.0
Set sntp-svr svr=5 type=dns addr=0.0.0.0
set sntp-svr svr=f type=dns eddr=0.0.0.0
set radius client state=disable

set radius svr=1 type=dns addc=0.0.0.
set radius svr=z type=dns addr=0.0.0.
set radius svr=3 type=dns addr=0.0.0.0 retry=3 timeout=30

remove acl condition all

set ip-mgmt state=enable

set ip type=ipvd addr=192.168.0.10 subnet-wask=255.255.255.0
set gateway typesipvé addr=192.165.0.1
set dns-svr svr=1 type=dns addr=0.0.0.0
set dns-svr svr=2 type=dns addr=0.0.0.0
set dns-svr Svr=3 type=dns addr=0.0.0.0
set dns-svr svi=4 type=dns addr=0.0.0.0
0.0

dns addr=0.0.
dns addr=0.0.0.0

set smmp traphost Svr=z typesdns addr=0.0.0.0
set smmp traphost svr=3 type=dns addr=0.0.
set smp traphost svr=4 type=dns addr
set smmp traphost svr=5 type=dns addr=0.
set smmp traphost svr=6 type=dns addr=0.

s}
o.0.
0.0.
0.0

o
[:}
o
2}

set sntp dst-state=dissble

set sntp dst-start="1969 1231 18:00:00"

1231 18:00:007

retry=3 timeout=30

0
0 retry=3 timeout=30

set radius svr=4 type=dns addr=0.0.0.0 retry=3 timeout=30
set radius svr=5 type=dns addr=0.0.0.0 retry=3 timeout=30
set radius svr=6 type=dns addr=0.0.0.0 retry=3 timeout=30
add fuddh mac=00:cO:f2:
1e0:£2:
re0:f2:
reo:rf2:

00:72:da conn-port=1 prioricy=0 type=static
00:7e:1ld conn-port=1 prierity=0 type=static
00:7e:2c conn-port=1 prioricy=0 type=static
00:7e:49 conn-port=1 priority=0 type=static
00:98:1b conn-port=1 prierity=0 type=static
00:95:de conn-port=1 priority=0 type=static

For Help, press F1
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Restoring Slide-In and Remote Modules

The following procedure describes how to restore the configuration of one or more slide-in or remote
modules in the ION system. Note: these Restore procedures require that the TFTP server be running and
properly configured, and that the backup configuration file is named and located properly.

IMPORTANT

A restore operation can only be performed for a module that had its configuration file backed up (see
Backing Up Standalone Modules).

1. Access the IONMM through the Web interface.

2. Select the BACKUP-RESTORE tab and select the Restore sub-tab. The “Modules to Restore” table
displays.

ION System MAIN || SHTP || HTTPS || sSH | RaDIUS || Act (REEERIEETES LI UPGRADE
ZL 10N e ——
IDN: Stack TFTP Server Address |Status -
_ 192168130 ||/[No Action |

;-[OE]CSQSU-W(HD Eackup Restors W

+ [04]CE010-3040 Select Modules to Restore {Upload config files before restaring is started)

+ [05]C3230-1040 Select | Index Module Config File (Click to Modify] Prov Status TETR Action

+:[07]C3210-1013 (L] 1 [01]IONMIA 1-1-1OMMM config (Upload])

+-[08]C3221-1040 0

i 2 03]C3230-1040 1-3-C3230-1040 fi Upload

+[12]C2110-1013 L2 A

+[14]C2210-1013 O 3 [04]C6010-3040 1-4-C6010-3040._config Upload)

i [19]G2220-30 O 4 [05]C3230-1040 1-5-03230-1040.config Upload

+:[18]C3220-1040 - -

+ [22]I0NPS-4 I 5 [05:L2]REM:S3230-1040 1-5-2-33230-1040.config Upload

+-[23]IONPS-D O & [07]C3210-1013 1-7-C3210-1013.config Upload
O 7 [08]C3221-1040 1-8-03221-1040 config Uplaad)
O 8 21621101013 1-12-C2110-1013 config Uplaad)
.l 9 [14]C2210-1013 1-14-C2210-1013.config Upload|
O 10 [16]C2220-1014 1-16-C2220-1014 config Upload
O i [18]C3220-1040 1-18-C3220-1040 config Upload
O 12 [22]I0NPS-A 1-2210NPS-A canfig Upload
O 13 [23JIONPS-D 1-2310NPS-D canfig Uplaad)

Refresl_i Restore ﬂelp

3. Ifthe list of modules shown in the table is not correct, unfold the ION Stack in the left tree view, and
then refold it to refresh the table information.

4. Inthe Select column, check the checkbox of each module to be restored.
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5.

Is the configuration file to be restored different than the one shown in the Config File column?

Yes

No

a) In the Config File column, click the file name.

b) Type the name of the backup file to be restored.
Note: the file name must end with .config.

c¢) Continue with step 5.

Continue with step 5.

6. Does the configuration file need to be retrieved from the TFTP server?

Yes

No

a) In the TFTP Server Address field, enter the IP address of
the server.

b) Click Upload.
¢) When the successful transfer message displays, click OK.

d) Continue with step 6.

Continue with step 6.

7. Click the Upload button. The config file is uploaded via the TFTP server. When done, the message
“File has been successfully transferred via TFTP.”
8. Click the OK button to clear the Webpage message.
9. Click the Restore button.
10. When the confirmation window displays, click OK.
The configuration will be restored from the specified file. During the Restore operation the message
“Restoring is being processed ...” displays, and the Prov Status column displays “ongoing”.
When the Restore operation is successfully completed, success displays in the Prov Status column.
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11. If the Restore operation fails, the Prov Status column displays /U N _Click the box to download an
error log from the device.

ION System

[
H

—-10N Stack

02]C6210-3040
03]C3230-1040
[04]C3231-1040
+1[05]C3230-1040
[06]C:3220-1040
+[07]3210-1013
[08]C:3221-1040
+ [10]C6010-3040
[12]c2110-1013
+ [14]1C2210-1013
+ [16]C2220-1014
+ [22]ONPS-A

+[23]0NPS-D

MAIN || SNTP || HTTPS | SSH || RADIUS || ACL | SHMP UEi=Etid| BACKI (o =l UPGRADE

TE]E, Beaneradarsss
[192.168.1.30 ]

Status- ”
Mo Action

Select Modules to Back Up (Download config files after backing up is done)

[SECETD Restore

Select  Index Module Config File (Click to Modify) Prov Status TFTP Action
1 [01]IONMI 1-1-IONMM config Download

O 2 [02]C6210-3040 1-2-C6210-3040 _config

| 3 [03]1C3230-1040 1-3-C3230-1040.config

] 4 [04]C3231-1040 1-4-C3231-1040 config

] 5, [05]C3230-1040 1-5-C3230-1040.config

O 6 [06]C3220-1040 1-6-C3220-1040 config

| T [06:L2]REM S3230-1040 1-6-2-53230-1040 config

O 8 [071C3210-1013 1-7-C3210-1013.config

4] 2 [08]C3221-1040 1-8-C3221-1040 config

O 10 [10]C6010-3040 1-10-C6010-3040.config

O 14 [12]C2110-1013 1-12-C2110-1013 config

m} 12 [14]C2210-1013 1-14-C2210-1013 config

O 13 [16]C2220-1014 1-16-C2220-1014.canfig

[m] 14 [22]IONPS-A 1-22-ONPS-A canfig

O 15 [23]I0MPS-D 1-23-0MPS-D. config

Refresh||Back Up) M

Getting values finished

Version: 0.7.3 |

The error log file (.ERR file) is downloaded to the TFTP server address specified, at C:\TFTP-Root with a
filename such as 1-11-C2210-1013.config. You can open the file in WordPad or a text editor.

A sample portion of an error log file (.ERR file) is shown below.

230-1040.config - WordPad

File Edit Yiew Insert Format Help

Lz E &k # By

AGENT FM ERROR: CLI command remove vlan all failed

AGENT FM ERROR: CLI command remove fuwddbh all failed

ALGEMT PM ERROR: CLI command set ip-mogwt state=ensble failed

ALGEMT PM ERROR: CLT command set dhep state=disable failed

AGEWMT PM ERROR: CLI command set ip type=ipv4 addr=192.165.0.10 subnet-mask=255.255.255.0 failed
AGEWNT PM ERROR: CLI command set gateway type=ipvd4 addr=192.168.0.1 failed

AGEMT FM ERROR: CLI command set dns-svr svr=1 type=dns addr=0.0.0.0 failed

AGEMT FM ERROR: CLI command set dns-svr svr=Z2 type=dns addr=0.0.0.0 Zfailed

ALGEWMT FM ERROR: CLI command set dns-svr svr=3 type=dns addr=0.0.0.0 failed

AGEMT PM ERROR: CLI command set dns-svr svr=4 type=dns addr=0.0.0.0 failed

AGEMT PM ERROR: CLI command set dns-svr svr=5 type=dns addr=0.0.0.0 failed

AGEWMT PM ERROR: CLI command set dns-svr svr=6 type=dns addr=0.0.0.0 failed

AGEWNT PM ERROR: CLI command set snmp traphost svr=1 type=dns addr=0.0.0.0 failed
AGEWNT PM ERROR: CLI command set snmp traphost svr=:Z type=dns addr=0.0.0.0 failed
AGEMT PM ERROR: CLI command set snmp traphost svr=3 type=dns addr=0.0.0.0 failed
AGEMT FPM ERROR: CLI command set snmp traphost svr=4 type=dns addr=0.0.0.0 failed
ALGENT PM ERREOR: CLI command set snmp traphost svr=5 type=dns addr=0.0.0.0 failed
AGEMT PM ERROR: CLT command set shnmp traphost avr=6 type=dns addr=0.0.0.0 failed
ALGEMT PM ERROR: CLT command set sntp state=disable failed

AGEWMT PM ERROR: CLI command set sntp dst-state=disable failed

AGEWNT PM ERROR: CLI command set sntp tCimezone=8 failed

AGEMT FM ERROR: CLI command set sntp dst-start="1969 1231 15:00:00" failed

AGEMT PM ERROR: CLI command set sntp dst-end="1969 1231 15:00:00" failed

ALGENT PM ERROR: CLI command set sntp dst-offset=0 failed

AGEMT PM ERROR: CLTI command set sntp-svr svr=1 type=dns addr=0.0.0.0 failed
AGEMT PM ERROR: CLI command set sntp-svr svr=2 type=dns addr=0.0.0.0 failed

See “The Config Error Log (config.err) File” for message descriptions.
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Back Up and Restore File Content and Location

The IONMM card stores all configuration backup files, HTTPS certification file, SSH key file, and
Syslog file.

Note: Doing a reboot, restart, an upgrade or a reset to factory settings may cause some configuration
backup files, HTTPS certification file, SSH key file, and Syslog files to be lost.

The Back Up operation backs up all of the SNMP settings (the same as what can be set via the Web

interface / CLI) for one SIC into a file containing a list of CLI commands. This file can be downloaded from
IONMM. When restoring for one SIC, you can upload a provisioning backup file (this file must have been
made via the Backup operation and must be for the same SIC type) to the IONMM and do a Restore. See

the IONMM PROVISIONING tab description. Currently, the Backup content includes configuration files,
HTTPS certification file, SSH key file, the Syslog file, and certain other files; see the table below.

Table 8: Back Up and Restore File Content and Location

Changed
. . . .. . Backed up? after Re-
File Type Filename File Description Stored Directory (Y/N) store?
(Y/N)
T T biedivetl IO
backup files | ‘1-1-IONMM.config’ provisioning Re- P nng
Backup operation
store
No - not needed;
Net-SNMP This file is a con- the configurations
) ) o included in this file
configura- snmpd.conf figuration file for | /agent3/conf/snmp Yes
. are backed up by
tion file Net-SNMP
SNMP set opera-
tions.
No - not needed,;
HTTPS con- This file is a con- ine configurations
figuration lighttpd-ssl.conf figuration file for | /agent3/conf/lighttpd Yes
-~ are backed up by
file HTTPS
SNMP set opera-
tions
HTTPS cer- HTTPS certifi- ,
tification file | S€rver-pem cate /agent3/conf/lighttpd | No No
drop-
SS'j*hOSt bear_rsa_host_key S.SH host key /agent3/conf/lighttpd [ No (see Note 1) No
key drop- files
bear_dss_host_key
Currently we
SSH user have one ‘root’
e authorized_keys user; this file is /root/.ssh No (see Note 2) No
key file .
the user key file
for ‘root’
The syslog file Always
Syslog file sys.log for IONMM [tftpboot No changes
No - not needed,;
) the configurations
MIB configu- | &9 , The MIB configu- included in this file
g agent3.conf ration files for /agent3/conf ) Yes
ration files ifMib.conf’ SNMP settin will be backed up
) 9 by SNMP set op-
erations
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Back Up and Restore Notes:

1. The HTTPS certificate is stored in ‘/agent3/conf/lighttpd’, and is retained over power cycle and up-
grades. For SSH, the host keys (RSA and DSA) are stored in ‘/agent3/conf/dropbear’, and are also
retained over power cycle and upgrades.

2. For the SSH user key, there is a ‘root’ user and the user key for ‘root’ is stored in ‘/root/.ssh’. This
key is retained for power cycle but not upgrades. The Dropbear SSH2 server uses the Linux users as
the users and it maintains the user keys with the Linux users.
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Displaying Information

There are several CLI commands that allow you to display (show) information about the C3210
configuration. For a complete description of these and other CLI commands see the C3210 CL/ Reference
Manual, 33497.

Reset to Factory Defaults

If need be, you can reset all configurations in the IONMM back to their original factory defaults. This
operation can be accomplished through either the CLI or Web method.

IMPORTANT

A This operation deletes all configuration information that was saved in the IONMM, including the IP
address you assigned to the IONMM.

Resetting Defaults — CLI Method

1. Access the C3210 through either a USB connection or a Telnet session.

2. At the command prompt type: reset factory.

3. Press Enter. The following displays:
Warning: this command will restart the specified card, connection will be lost!
C1|S18|L1D>

All configuration parameters will be reset to their factory values. For a list of all factory defaults, see
“Appendix B: Factory Defaults”).

Note: Your USB and/or Telnet session will be disconnected.

4. Set the IP configuration (see “Doing the Initial System Setup”).
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Resetting Defaults — Web Method

Caution: This operation deletes all configuration information that was saved in the C3210, including the
IP address you assigned to the C3210.

1. Access the C3210 through the Web interface (see “Starting the Web Interface”).

2. Select the MAIN tab.

3. Locate the System Configuration section.

+/[02]C6210-3040
+[03]C6120-1013
+ [05]CE010-3040
+ [06]C3220-1040
+/ [08]C3221-1040
+ [09]C3230-1040
+[12]C2110-1013
+[14]C2210-1013
+ [16]C2220-1014
+1[18]C3230-1040

ION System mm)
=IO Stack Model Information
= (;hassws Serial Number |Maodel 1| Software Revision |Hardware Revision——
+[01]IONMM |\4779272 |‘|\032m-m13 Hho.?.z |/[100 |

Message from webpage

System Configura :.z_) A Factory reset wil wipe out all current: configuration and load the Fackory defults along vith a system reboot, are you sure to proceed?

System MName—]
o

MAC Addres:

|00-CO-F2-01-57-A8 |
[Uptime Reael][System Rehuul][AH Counters R

|Device Description

4. Click the Reset to Factory Config button. The message “A factory reset will wipe out all current
configuration and load the factory defaults along with a system reboot; are you sure to proceed?”

displays.

5. Click Cancel if you are sure you want to proceed with the Reboot. Click OK only if you wish to

reboot.

All configuration parameters will be reset to their factory values. For a list of all factory defaults, see
“Appendix B: Factory Defaults”).

Note: Your Web session will be discontinued.

6. Set the IP configuration (see “Doing the Initial System Setup”).
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File Status after Reset to Factory Defaults

The table below shows the status of C3210 files after a system re-boot.

Table 9: File Status after a Reset to Factory Defaults

Status after Re-

File Type Filename File Description Stored Directory store to Factory
Default
Provisioning eg These files are only
backup files 1-1-IONMM.config’ used by provisioning /tftpboot Lost
Restore
Net-SNMP e
) . This file is a configura- Restored to factory

;loenflguratlon snmpd.conf tion file for Net-SNMP /agent3/conf/snmp configuration
HTTPS con- . This file is a configura- . Restored to factory
figuration file lighttpd-ssl.conf tion file for HTTPS lagent3/confllighttpd configuration
HTTPS. certifi- server.pem HTTPS certificate /agent3/conf/lighttpd Restored Fo factory
cation file configuration

SSH host key

dropbear_rsa_host_key
drop-
bear_dss_host_key

SSH host key files

/agent3/conf/lighttpd

Restored to factory
configuration

SSH user key

Currently we have one
‘root’ user; this file is

Restored to factory

file authorized_keys the user key file for froot/.ssh configuration (lost)
‘root’
The syslog file for

Syslog file sys.log IONMM [tftpboot Lost

' e.g., . .
MIB configu- . , The MIB configuration Restored to factory
ration files ‘.age.ntS.conf files for SNMP setting fagents/cont configuration (lost)
ifMib.conf
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Resetting Uptime
The C3210 system uptime field displays the amount of time that the C3210 has been in operation.

The System Up Time is displayed in the format days:hours:minutes:seconds.milliseconds. For example, a
System Up Time field display of 9:8:15:18.26 indicates the ION system has been running for 9 days, 8
hours, 15 minutes, 18 seconds, and 26 milliseconds.

The ION System Up Time counter can be reset via the CLI method or Web method.

Reset System Uptime — CLI Method
1. Access the C3210 through either a USB connection or a Telnet session.

2. At the command prompt type: reset uptime and press Enter. The System Up Time field resets to
zero, and immediately begins to increment.
For example: C1|S7|L1P2>reset uptime
Error: this command should be executed on a device!
C1|s7|L1P2>go 1lid
C1|S7|L1D>reset uptime
C1|s7|L1D>

Use the show system information command to display the current system uptime.

Note: The reset uptime command is not available for the Power Supply modules.
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Reset System Uptime — Web Method
1. Access the C3210 through the Web interface.

2. Atthe MAIN tab, locate the System Configuration section.

ION System m MAIN &

- l?N Stacl».( Madel Infarmation
—--(?haasns Serial Number Madel 1| Software Revision Hardware Revision———
+-[01]IONMI (4779272 |H\c321n-1013 |[|11.0 | |i1.0.n I

+1[03]C3230-1040

: Buootloader Revision
o DNEE000 DU—

+-[05]C3230-1040

+-[07]03210-1013 System Configuration

+--[08103221-1040 |chés2t1e[\1n Mame Pt /” ‘(;m%ﬁg.uratinn Mnde‘d |r;umher annns‘d
+-[12]02110-1013 [ e oAt

+4[14]C2210-1013 |f'ﬂ_»ic_@ﬁs__

+ (16122201014 -—_[[]U-CU—F2-U1-5?-A8

;..[13103220,1040 FL_[Uptime ResetlBystem Rehuui]lAH Counters Reaet“Reset To Factory Cunﬁg]

X PANNARIRS A

3. If desired, observe and record the System Up Time field count.

4. Click the Uptime Reset button.

ION System ﬂm

= IQN Slack Model Infarmation
_"[.:haBSIS Serial Number IMaodel 1| Software Revision Hardware Revision——
HH01IOMMM l4779272 |H|03210-1013 [ | ‘im.o |

+4[03]C3230-1040

: Bootloader Revision
+1[04]C6010-3040 010

+-[05 0-1040
+-[07]C3210-1013 System Configuration

;-[08]03221-10-.10 System Name Configuration Mode Number of Ports

; ||c321u I 1| Software A |
+-[12]C2110-1013 !

+-[14]22210-1013 f‘ﬂﬂc_@ﬁs_—‘__

+[16]C2220-1014 [UU'CUH'M"EZ'AS

il

;..{15](;3220,1040 /stem Rehout][AH Counters Reset”Reset To Factory Conﬂg]

T"[QQHONPS_A Device Description O

+-[23]ONPS-D | i pag
Link Pass ThroughLPT) \?/‘ Uptime will be reset, are you sure to proceed?
Link Pass Through
EET—

5. At the “Uptime reset, are you sure” window, click OK to reset the system up time.

The message “Setting values succeeded” displays at the bottom left of the screen when the up time
reset is done.

6. Click the Refresh button at the bottom of the screen. The System Up Time field resets to zero, and
immediately begins to increment.
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Resetting Counters

Before running certain diagnostics / tests, you may want to reset (zero out) all or some C3210 device
and/or port counters.

The C3210 counters can be reset via the CLI method or Web method.

Reset All Ports Counters — CLI Method
This is a device-level command to reset all of the C3210 ports counters.
1. Access the C3210 through either a USB connection or a Telnet session.

2. At the command prompt type: reset all ports counters and press Enter. For example:

AgentIII C1|S7|L1D>show cardtype
Card type: C3220-1013
AgentIII C1|S7|L1D>reset ?

all

factory

uptime
AgentIII C1|S7|L1D>reset all ports counters
AgentIII C1|S7|L1D>

Use the show ether statistics command to display Port Counters Received, Port Counters Sent, and
related information.

The counters that are reset include all Port Counters, Port LOAM Counters, Port LOAM Event
Configuration, Port LOAM Event Log, and Port DMI.
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Reset Port Counters— Web Method

This is a port-level function used to reset all of a C3210 port’s counters.

1. Access the C3210 through the Web interface.

2. Select the desired C3210 port.

3. Select the COUNTERS tab.

+1-[02]C6210-3040

+1[03]C6120-1013 o 1o Ilo
+[05]C6010-3040

+-[08]C3221-1040
+1-[09]C3230-1040
+-[12]C2110-1013

ION System L] mam || ApvanceD @
i 107 Stack RMON Counters
= Chassis Total Octets |Packsts Received—|Broadcast Packets |Multicast Packets————
-+ [01]IONMI o Il ||||n J|[lo |

CRC Align Errors

J o

\Undersize Packets—Oversize Packets—‘ﬁragmems—\

|Jabbers 1/ Collisions 1\Drop Events————————
[0 |[[o J|[o |

64 Octets 165 to 127 Octets ——71128 to 255 Octets

o ||lo J[[o |
1256 to 511 Octets 1512 to 1023 Octets— 1024 to Max Octets

l Jls Ic ]

Paort Counters Received

+-[14]C2210-1013 Total Octets Unicast Packets— | Broadcast Packets \Multicast Packets——

+/-[16]C2220-1014 I o i | [[o —|‘||0 |

+-[18]C3230-1040 R Discards |Rx Errors 1|

+1[19]C3231-1040 [0 || [[o |

) [Z2JIONPS-A Port Counters Sent

& [23]I0NPS-D Total Octets \Unicast Packets——|Broadcast Packets {Multicast Packets———
G Jlo Jls —— o H
|Tx Discards 1/Tx Errars 1
[o ||[o |

Dot3 Statistics
(Alignment Errars 1|FCS Errors

1/SQE Test Errors— | Deferred Frames—————

[l |l J|[o J o

o [0 /[

Internal MAC Tx Errors—HImerna\ MAC Rx Errors— 7 Carrier Sense Ermrs—‘ 1Syrbol Errors———————
| |[lo

Single Collisions Multiple Collisions— 7 |Late Collisions Excessive Collisions—
C Jle Ic I H

Oversized Frames Duplex Status————

|[] | ”Unknnwn || |True

Rate Contral Ahility—‘ |Rate Cantrol Status——
| e

{_ |Reset Counters ;ﬁesh

4. If desired, click the Refresh button and observe and record the various counter field counts for later
comparison.

5. Click the Reset Counters button. The C3210 port-level counters are reset to zero and begin
incrementing immediately. The counters that are reset include:

RMON Counters

Port Counters Received
Port Counters Sent
Dot3 Statistics
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Clear All Ethernet Port Counters — CLI Method

This is a port-level command to reset all of a C3210 port’s Ethernet counters.
1. Access the C3210 via either a USB connection or a Telnet session.

2. Select the desired C3210 port.

3. At the command prompt type clear ether all counters and press Enter. For example:

Cl|S3|L1D>clear ether all counters

Error: this command should be executed on a port!
Cl|S3|L1D>go 1llp=1

Cl|S3|L1P1l>clear ether all counters

Cl|S3|L1P1>

The counters that are reset include all Port Counters, Port LOAM Counters, Port LOAM Event
Configuration, Port LOAM Event Log, and Port DMI.
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All Counters Reset — Web Method
This is a device-level function to reset all of the C3210 counters.
1. Access the C3210 through the Web interface.

At the MAIN tab, locate the System Configuration section.

2
3. If desired, observe and record the various counter field counts for later comparison.
4

Click the All Counters Reset button. The message “All counters will be reset, are you sure to
proceed?” displays.

+1[04]C3210-1013

+-[06]C322T-1040
+1[10]C3231-1040
+ [12]C2110-1013
+[13]C3230-1040

Boatloader Revision
10.1.0 |

l System Configuration

ION System m)
—--IF)N Stack Iadel Information
= (?hassus |Serial Number Model Software Revision Hardware Revision
+H{01]IONMM 4779272 |||{c3210-1013 |‘ 120 | ||1 0.0 |
+.]0 01013

Configuration Mode

System MName System Up Time
1C3210 |[[|0-10:13-52 00

—

Software

Mumber of Ports
e |

++[16]C6010-1040 1‘@9.&@.@.@5@.#‘ Message from webpage X
+L[17]C6210-3040 (e G O ot )

-;---[18]06 120-1013 Uptime Reset||System Rebodt & \?2 All counters will be reset, are you sure to proceed?
-?---[22]IOI\IF'S-A |Device Description

+-[23]OMPS-D I s

[ R P

[ ey

5. Click the OK button to proceed. The C3210 device counters are reset to zero and begin incrementing

immediately. These counters are reset:
e Port>COUNTERS
e Port>LOAM > Counters
e Port > LOAM > Event Configuration
e Port>LOAM > Event Log
e Port>DMI

33496 Rev. E https://www.lantronix.com/

Page 93 of 251


https://www.lantronix.com/

Lantronix ION C3210 Series User Guide

Reboot

At times you may have to reboot (restart) the ION system. This operation can be accomplished by either
the CLI or Web method.

Note: this operation can take several minutes. The amount of time for the reboot to complete depends
on the ION system configuration. When the reboot is finished, some devices (usually remote devices)
will show the error condition of a "red box" around items like IP address, Trap Manager IP addresses,
and/or DNS Entries. The ‘red box’ condition occurs while the devices are resetting; this condition can
continue several minutes after the reboot.

See Table 11 in this section for file content and location after a System Reboot.

A Doing a system reboot, restart, upgrade, or a reset to factory settings will cause all configuration
backup files, HTTPS certification file, SSH key file, and Syslog file to be deleted.

Rebooting — CLI Method

After a C3210 reboot via CLI while connected via USB port, you must disconnect and then reconnect USB
cable for the console to become accessible again.

1. Access the C3210 through either a USB connection or a Telnet session.

2. At the command prompt type: reboot and press Enter. A warning displays: this command will restart
system, connection will be lost and please login again! The ION system reboots the C3210. If this
operation is performed on a standalone module, the connection / session is terminated.

3. To reestablish the connection / session, wait about one minute, and then:

* For a USB connection
a) Select Call>Disconnect.
b) Select File>Exit.
c¢) Disconnect then reconnect one end of the USB cable.
d) Start a USB session.

* For aTelnet session
a) Press Enter.

b) Start a Telnet session.
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Rebooting — Web Method

Caution: Doing a system reboot will cause all configuration backup files, HTTPS certification file, SSH key
file, and Syslog file to be lost.

Note: If you have a USB or Telnet session established, terminate the session before doing the reboot.
1. Access the C3210 through the Web interface.
2. Select the MAIN tab.

3. Locate the System Configuration section.

ION System <
B le etk Model Information
= Chassis |Serial Mumber 1/Model 1|Software Revision—|Hardware Revision——
+ [DT]IONMM [a779272 ||||03210-1013 [H{EEX |||10.0 |

+-[02]C2210-1013
~[04]C3210-1013
+-[06]C3221-1040
+-[10]C3231-1040
+4[12]C2110-1013 |System Name—l||8\;stem Up Time—l| FIOHﬂguration Mode— \INleher of Pots———
S |I{[o-10-13-52 00 ||| software || |2 I
+-[16]C6010-1040
+-[17]C6210-3040
+-[18]C6120-1013
+-[22]I0MPS-A

+-[23]I0NPS-D [

S D e ey i

Message from webpage El

? ) System will be rebooted, are you sure ko proceed?

|Device Description

4. Click the System Reboot button. The confirmation message “System will be rebooted, are you sure
to proceed?” displays.

5. At the confirmation window, click the OK button to start the reboot, or click Cancel to quit the
reboot.

The C3210 will restart and will be available for operations after about one minute.
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Reboot File Content and Location

The table below shows file content and location resulting from a system re-boot.

Table 10: File Content and Location after a System Reboot

Lost after
File Type Filename File Description Stored Directory Reboot?
(Y/N)
Provisioning backup | e.g. These files are on_Iy
files “1-1-IONMM.config’ used by provisioning Re- | /tftpboot Yes
store
Net-SNMP configu- This file is a configura-
ration file snmpd.conf tion file for Net-SNMp | /2gent3/conf/snmp | No
HTTPS configura- . This file is a configura- .
tion file lighttpd-ssl.conf tion file for HTTPS /agent3/conf/lighttpd | No
HZTPS certification server.pem HTTPS certificate /agent3/conf/lighttpd | No
SSH host key dropbear_rsa_host key | gqp ot key files Jagent3/confllighttpd | No
dropbear_dss_host_key
Currently we have one
SSH user key file authorized_keys ‘root’ user; this file is the | /root/.ssh No
user key file for ‘root’
The syslog file for
Syslog file sys.log IONMM [tftpboot No
) . e.g., ) .
MIB configuration . The MIB configuration
files 2g0nt3.cont files for SNMP setting | /29ent3/conf No
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Upgrade the IONMM and/or C3210 Firmware

Occasionally changes must be made to the firmware version that is currently stored in IONMM or C3210
memory. This could occur because of features, fixes or enhancements being added.

Note: Lantronix recommends that before completing any steps on an install that you verify that the
management module has the latest firmware version installed and running. The latest firmware version
is at the Lantronix Firmware Downloads webpage. Ideally, all the cards in a chassis will be upgraded to
the latest versions at the same time; running devices with a mix of old and new firmware can cause a
“red box” condition. See “Section 5: Troubleshooting”.

Note: You cannot upgrade a module with multiple BIN files.

A Upgrading modules via the IONMM will cause all configuration backup files to be lost.

You can upgrade the IONMM or C3210 Firmware from the Command Line Interface (CLI) or via the Web
interface.
Upgrading IONMM and/or C3210 Firmware — CLI Method
Perform this procedure to upgrade the IONMM Firmware from the CLI.
1. Access the IONMM through either a USB connection or a Telnet session.
2. Display the current version of the IONMM firmware. Type show card info and press Enter.

3. Determine the current TFTP server address using the prov command and press Enter. For
example:

prov get tftp svr addr
prov set tftp svr type=(ipv4|dns) addr=ADDR

4. Go to the Lantronix Firmware Downloads webpage.

5. Locate the “Agent Firmware” section and click the link in the right hand column (e.g.,
“Download IONMM.bin.0.5.bin”).

6. Zip the downloaded file.

7. Retrieve the firmware database file using the tftp get command to get the file from the TFTP
Server, and then press Enter. For example:

tftp get iptype=(ipv4 |dns) ipaddr=ADDR remotefile=RFILE [localfile=LFILE]
tftp put iptype=(ipv4|dns) ipaddr=ADDR localfile=LFILE [remotefile=RFILE]

8. Unzip the file. Type update firmware-db file=FILENAME and press Enter.
9. Verify the Update results. Type show firmware-db update result and press Enter.
10. Upgrade the module. Type upgrade module and press Enter.

A table of available modules displays with upgrade instructions.

C1|S8|L1D>upgrade module
Available modules:

index module loc
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1 ION219 c=1 s=0 11d
2 C3230-1040 c=1 s=3 11d
3 C3230-1040 c=1 s=5 11d
4 IONMM c=1 s=8 11d
5 C3231-1040 c=1 s=10 1lid
6 C2110-1013 c=1 s=12 1lid
7 C2210-1013 c=1 s=13 1id
8 C3210-1013 c=1 s=15 1lid
9 C2220-1014 c=1 s=16 1lid
10 C3220-1040 c=1 s=18 1id
11 IONPS-A c=1 s=22 lid

Choose the module you want to upgrade: (eg. 1,3,16; at most 8 modules to upgrade

, press 'q' to exit upgrade) 1,2,3,4,5,6,10,11

8

It may take some time to finish the task, you can continue with other works, then use
"show firmware upgrade result" to check result.

11. Choose the module(s) to upgrade (# 8 in the example above) and press Enter.

12. Verify the Upgrade results. Type show firmware upgrade result and press Enter.
The firmware upgrade results are displayed in a table. If the firmware upgrade was successful, the
time started and time completed display. For example:

C1|S8|L1D>show firmware upgrade result

index module status reason time started time completed

1 (3210-1013 c=1 s=15 1id success 05:24:37 05:24:45

2 00:00:00 00:00:00

3 00:00:00 00:00:00

4 00:00:00 00:00:00

5 00:00:00 00:00:00

6 00:00:00 00:00:00

7 00:00:00 00:00:00
00:00:00 00:00:00

C1|s8|L1D>

If a module upgrade was unsuccessful, the reason for the failure displays in the “reason” column
of the table (e.g., invalid input file, protocol timeout). See “Section 5 — Troubleshooting” for error
messages and recovery procedures.
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Upgrading IONMM and/or C3210 Firmware — Web Method

The following describes the procedure for upgrading the firmware in the IONMM through the Web
Interface. If the IONMM is to be upgraded at the same time as other modules in the ION Chassis, see
Upgrading Slide-In and Remote Modules.

Note: Doing an IONMM / C3210 firmware upgrade will cause all configuration backup files to be lost.

The steps involved include A. Verify the current IONMM / C3210 Firmware version, B. Locate the current
IONMM / C3210 Firmware version, C. Run the TFTP Server, and D, either 1. Upgrade IONMM / C3210
Firmware from the MAIN tab, or 2. Upgrade IONMM / C3210 Firmware from the UPGRADE tab.

A. Verify the Current IONMM / C3210 Firmware Version

Perform this procedure to display the current version of the IONMM firmware via the web interface.
1. Access the IONMM via the Web interface.

2. Select the MAIN tab and locate the Software Revision area in the Model Information section.
(You can also use the Help dropdown and select About ION System Web Interface to determine
the current firmware version.)

3. Note the current version of the C3210 or IONMM firmware for use in steps D1 and D2 below.

B. Locate the New IONMM / C3210 Firmware Version
Perform this procedure to locate the IONMM Firmware version via the Web interface.
1. Go to the Lantronix Firmware Downloads webpage.

2. Locate the “Agent Firmware” section and examine the link in the right hand column (e.g.,
“Download x222x / x32xx_1.0.3_AP.bin").

3. Compare the IONMM / C3210 version displayed in the MAIN tab Software Revision area with
the version number on the web site, and continue if the web site version is newer than the
current (running) version.

4. Click the link located in step 1 above to download the new firmware file.

C. Run TFTP Server

This process requires a TFTP Server to load the new firmware. Note: A TFTP Server is not the same as an
FTP server; they use different protocols. You cannot connect to the TFTP Server with an FTP client.

1. |Install, run and configure the TFTP Server.

2. Copy the file downloaded in step 4 above to the required TFTP Server location.
Note: the upgrade file must be resident in the default directory on the TFTP server (normally
C:TFTP-Root).

3. Note the location of the downloaded file and its filename for use in steps D1 and D2 below.
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D. Upgrade the IONMM / C3210 Firmware

Perform this procedure to upgrade the IONMM / C3210 Firmware from either

the IONMM MAIN tab (step D1) or
the UPGRADE tab (step D2).

D1. Upgrade IONMM / C3210 Firmware from the MAIN Tab.

1.

Access the IONMM card through the Web interface (see “Starting the Web Interface” on page
45).

Select the MAIN tab.

Locate the TFTP Settings section at the bottom of the screen.

TFTP Settings
TFTP Semver Address - |Firmware File Nams | Status—— _
‘5_15'?_155.1_39 Ii | Mo Action |

[S ave Server Address][Upgrade Firmware][Refresh]

Enter the TFTP Server Address. This is the IP address of the TFTP Server from step C (“Run TFTP
Server”) above.

Enter the Firmware File Name. This is the name of the firmware file from step C sub-step 2
above.

TFTP Settings
TFTP Server Address— 1 Firmware File Name | Status”
‘:192.153 1.30 | [x323x_1.0.3_AP _ ‘Nu,&.ctinn

[S ave Server ﬁ.ddress][Upgrade Fir|'nv-fare][Refresh]
[Refresh][S ave][HeIp]

Click the Upgrade Firmware button.

The message “The specified firmware on the TFTP Server will be upgraded to the current module;
are you sure to proceed?” displays.

Click OK.
The file is downloaded and the C3210 and/or IONMM reboots. When the reboot is complete,
the message “[xx]IONMM rebooting finished” displays.

Click the Refresh button. The Software Revision area is updated from the old version number to
the new version number (e.g., from 1.0.1 to 1.0.3).

If you will be using the same TFTP Server Address for future upgrades, click the Save Server
Address button.
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D2. Upgrade IONMM / C3210 Firmware from the UPGRADE Tab
1. Access the IONMM card through the Web interface.
2. Select the UPGRADE tab.
3. Select the Firmware Database sub-tab if not already selected.
4

Locate the Firmware Database Upload section.

~"1ON Stack = - -
¢ : Firmware Database |[ElGRUEIEY el
—rChassis

ION System mai || swte |[ HTTPs |[ ssH || rapus || AcL || sume | users

BACKUP-RESTORE . UPGRADE

+--[01]\ONMM Firmware Database Upload
+1[02]C010-3040 IFIESEEQ(@@SE —1(Firmware File Name — = Upload Result—J Upload Result Reason 3
.;...[03]05120,1013 (192.168.1.30 ‘!‘ A T‘ 4 w||! —n‘
+4[05]C6210-3040 [Uptoad|Reresh[Heip
+1[06]C3220-1040 Firmware Database Details
':""[0?103210*1013 Card Type Revision Firmware File Mame
+[08]C3221-1040 x311x 740 C3110_1.1.0_AP bin
i [031CA230-1040 IONPS 072 IONPS_07.2_AP bin
B [12]C2T10:1013 10N219 072 I0M213_0.7.2 AP bin
:Egigi;g:g:j xB21x 0.7.2 ©6210_0.7.2_AP bin
';--[18]C323[]-1U4U x321x 0.7.2 C3210_0.7.2_AP bin
+ (191532311040 *x221% 0.7.2 C2210_0.7.2_AP hin
£ [22ONPSA x211% 0.7.2 C2110_0.7.2_AP bin
+ [23]01PS D %323% 07.3 x323%_0.7.3_AP_bin

x22dx x323x 073 ®222x_x322%_0.7.3_AP bin

10MMM 0.7.3 IONMIM_0 7 3_AP bin

x611x_x612% 073 ®611x_x612x_0.7.3_AP bin

%601 0.7.3 x6010_0.7.3_AP_bin

Refresh MJ]

5. Enter the TFTP Server Address. This is the IP address of the TFTP Server from step C (“Run TFTP

Server”) above.

6. Enter the Firmware File Name. This is the name of the firmware file from step C sub-step 5

above.

7. Click the Upload button.

The message “The Firmware Database File is being transferred.” displays during the upload, and

the Upload Result area displays In Progress.

When successfully completed, the message “Getting all records finished” displays, the Upload
Result area displays “Success”, and the Firmware Database Details section displays updated

firmware information.
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WA || sutp || Hries | ssH | Rapius || acL || Backur-ResTore (Ui

Firmware Database Upload

TFTP Server Address Firmware File Name - Upload Result pload Result Reason
‘i192.158.1.3[] _|‘ ®222%_x322x zip |Success _|‘
Firmware Database Details

Card Type Revision Firmware File Name

%*323x 0.5.10 #3232 hin0.5.10

¥222% x322% 0510 ¥222% x322x% bin.0.5:10

[OMMM 0510 [ONMM Bin.0.5.10

[@] Help

8. If the firmware upload operation failed, the Upload Result area displays either:
e None: no operation was performed, or

e Failure: the specified operation has failed.

The Upload Result Reason area displays a description of the cause of the upload 'Failure'. This
area is blank if the Upload Result displayed is anything other than 'Failure’'.

9. Click the Firmware Upgrade sub-tab.
10. Click the Targets sub-tab if not already displayed. The modules available to be upgraded display

in a table.
ION System main || sutp || HrTPs || ssH | Rabus | AcL | snwe | users || Backur-RESTORE [[RUEEIGIS
—"IQN tack Firmware Database
—+Chassis
+-[01]IONMM E= e |
‘?"[02105210'3040 Select Target Modules to Upgrade
‘f‘ [03]C3230-1040 Select Index IModule
it [041C3231-1040 O 1 [O1]IONMH
2t} [05)C3230-1040 O 2 [02]C6210-3040
B [051C3220:1040 O 3 [03]C3230-1040
IR TICIITS O 4 [04]C3231-1040
+1-[08]C3221-1040
0160103040 O 5 [05]C3230-1040
;_[12102110_1013 O g [06]C3220-1040
+ 141622101013 O 7 [06 L2]REM 83230-1040
.;..[15][;2220_1014 O g [07]C3210-1013
+-[22]\OHPS—A O g [08]C3221-1040
+-[23]0MPS-D ¥ 10 [10]C6010-3040
O 1 [12]C2110-1013
! O 12 [14]C2210-1013
1 O 13 [16]C2220-1014
[} 14 [22]I0NPS-A
O 15 [23]I0MPS-D
IF] 16 Chassis(ION219)
Select All
If the card list showed in the table is not correct. please fold/unfold "ION Stack” node in the left tree view to refresh.

11. In the Select column, check the IONMM and/or one or more C3210s as the Target Module(s) to
be upgraded.
12. Click the Upgrade button. A confirmation message displays:
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ION System LIl mam || snte || HriPs || ssH || RaDws || AcL || BACKUP-RESTORE
= ‘E)Nci::S Firmware Database :
+ [OTIIONMM \ Result |
+ [02]C6210-3040 Select Target Modules to Upgrade
+[03]C3230-1040 Select Index Ilodule
+1{05]C3230-1040 1 [01]IONAM
i [DBIC3221=2050 2 [02]C6210-3040
e NAC2I0R0T 3 [03]C3230-1040
ez 4 [05]C3230-1040
+[16]C2220-1014
F [1813220-1040 5 [08]C3221-1040
+ [22)I0NPS-A O 6 [12]C2110-1013
+1[23]0NPS-D O T [14]C2210-1013
8 [16]C2220-424
g [18)c3220 Message from webpage
O 10 [220NPS| @ |  Uparads Following modules:
| 1 [23]I0NPS \‘-'J [O1 oMM, [02]C6210-3040, [03]C3230-1040, [05)3230-1040, [08]C3221-1040, [16]C2220- 1014, [18]C3220-1040,
| O 12 Chassis(IO) are you sure to praceed?
Select All
If the card list shawed in the table iS 0T comect. please Tol7untald TOM Stack nede 1 The 181 Tree view 16 remesh

13. Click the OK button to proceed.

During the upload, the message “Getting records in progress...” displays.
If the upload was successful, the message “Getting all records finished” displays.
If the upload was unsuccessful, “Getting records failed (http server error)” displays.

14. Click the Result sub-tab. A table displays with upgrade status information.

ION System L [ e | snre | wies | ssw || rapws || act || Backup-restore |[iRcuanal
_“‘=ON Stacﬁ( Firmware Database |IMH
—-Chassis - =
+-[01]I0NMM Targets |
?"'[03103230'1040 Result ofUpgra
‘!‘"[04]C5010'3U40 Index IMadule Status Reason Time Started Time Completed
+-[05]C3230-1040 1 [03]C3230-1040 in progress 0.3.16.25.00 0.0:00.00.00
o+-[07]C3210-1013 2 00000000 0:0-00-00.00
+ 4
by i ocanton] 3 0:0:00:00.00 0:0:00:00.00
M BSERTH S 4 0:0:00-00.00 0:0:00-00.00
+-[14]02210-1013 ke il —
- [16]C2220-1014 " 5 0:0:00:00.00 0:0:00:00.00
+.[181C3220-1040 6 0:0:00:00.00 0:0:00-00.00
i---[Q?]\ONF'S-A 7 0:0:00:00.00 0:0:00:00.00
+[23]ONPSD 8 0:0-00-00 00 0:0-00-00 00
Refresh|[Help)
15. Click the Refresh button.
Firmware Databaze i Firmware Upgrade
| |
Result of Upgrade
Index Module Status Reasaon Time Started Time Completed
1 [03]C3230-1040 in progress 0:2:55:27.00 0:0:00:00.00
2 [10]C3231-1040 SUCCESS 0:2:55:27.00 0:2:58:36.00

16. If upgrading more than one device, you may have to click Refresh again.
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ION System mamn || sutP | HTTRs || ssH || Rabus || Act .BACKUP-RESTORE.-
e . . | I . LACL | .
: 2 Firmware Database |[EgTECREGEGE]
=rChassis I m
-+ [0TIONMM Il Resut |

‘;““[02]05210'3040 Result of Upgrade
+-[03]C3230-1040 Index IModule Status Reason Time Started Time Completed
iy 1051C3230-1040 1 [01]IONI failure no firmware 0-0-25:47.00 0-0-25:47.00
ot {081C3221:1040 2 [02]C6210-3040 success 0:0:25:47.00 0:0:25:04.00
o G20 S 3 [03]C3230-1040 success 0:0:25:47.00 0:0:28:57.00
+-[14]C2210-1013
-;---[16]02220-1014 4 [05]C3230-1040 SUCCESS 0:0:25:47.00 0:0:26:43.00
-;---[18](:3220—1[]40 5 [08]C3221-1040 SUCCESS 0:0:25:47.00 0:0:29:04.00
+ [2210NPS-A 5 [16]C2220-1014 success 0:0:25:47.00 0:0:29:22.00
+[23]I0NPS-D 7 [18]C3220-1040 success 0:0:25:47.00 0:0:26:44.00
b 0:0:00:00.00 0:0:00:00.00

5j|Help)

Note: the upgrade will take one or more minutes to complete. The exact amount of time for the
upgrade depends on the number of modules being upgraded.

17. After the upgrade has successfully completed, “success” displays in the Status column of the
Result sub-tab window. If the upgrade fails, the Reason column displays a failure code. See
“Section 6 — Troubleshooting” for error messages and recovery procedures.

18. Check the MAIN tab for each upgraded module to ensure that the correct revision level is
displayed in the Software Revision field.

ION System

—--IQN AACK Model Information

=i Chassis Serial Mumber |Madel /m Hardware Revision——

; : |
+-[01]IONMM [a779272 |‘|§c321u-1u13 L H“H.U W00
+:[03]C3230-1040

Bootloader Revision
[o10

System Configuraticn

The sample screen above shows the C3210 MAIN tab with the Software Revision field indicating
a successful firmware upgrade to version 1.1.0.
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Upgrading Slide-In and Remote Modules Firmware via TFTP

This procedure is used to upgrade one or more of the slide-in modules installed in the ION Chassis or a
remote module connected to a slide-in module.
Before you can upgrade the firmware in the ION system modules you must do the following:

* Have the upgrade files resident in the default directory on the TFTP Server (normally C./TFTP-
Root).

* Create the Database Index and Archive Files (below).

* Perform the Module Firmware Upgrade.

Creating the Database Index and Archive Files

The database index file is a listing of the modules that can be upgraded and the firmware file that will be
used to upgrade each module. The index file must be named db.idx. The archive file is a zip file
containing the index file and the firmware upgrade files. The archive file must be named db.zip in
Windows XP, or just “db” in Windows 7. The following describes the procedure for creating the firmware
database index and archive files.

1. Launch the program that will be used to create the index file (db.idx).
Note: a program such as Notepad can be used to create the file.

2. Make an entry for each firmware file to be used for the upgrade in the following format:
model rev file
Where:
model = name of the module
rev = revision level of the firmware upgrade file

file = name of the firmware upgrade file
Note: Each of the three fields must be separated by a single space or a single tab.

Example: the example below shows a db.idx file for a system that has two modules (IONMM and
C3210), and no second level remotes.

IONMM 1.0.5 IONMM_1.0.5_AP
C3210 1.1.0 (3210 _1.1.0_AP

3. Save the file as db.idx.

Note: if you used a program, such as Notepad, that does not allow you to save the file as .idx, then
save it as a text file and rename it (i.e., change db.txt to db.idx).

4. Create a zip file that contains each of the upgrade files and the index file. Save the .zip file to the
TFTP Server root directory (e.g., filename of C3210 1.1.0_AP.zip). For example, using the files
listed in the example above, the db.zip file would contain the following files:

« db.idx
« (3210_1.1.0_AP
« IONMM_1.0.5_AP

5. Perform the upgrade (see Performing the Module Firmware Upgrade below).
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Performing the Module Firmware Upgrade

The upgrade consists of two parts: uploading the archive file to the IONMM, and then loading the
upgrade file into the appropriate modules. The following procedure is for upgrading the ION family
modules. This procedure assumes that the TFTP server is running and is configured to send and receive
transmissions, and that it contains the .zip file created on the previous page.

1. Access the IONMM through the Web interface.
2. Select the Upgrade tab. The Firmware Database sub-tab displays.

ION System LN | mam || swre || vrTes || ssH || Rabws || acL || Backur-ResToRE |[REECESE
= 10N Stack [
; EC_ Firmware Upgrade
— Chassis B :
+ [01]I0NMM Firmware Database Upload
+1[03]C3230-1040 |_'[FTP Server Address ‘|Firlm‘-farrerFiIeJ'jame—_‘|up[oad Result ||Uplqagl Result ReasunT
[
+1[04]C6010-3040 192,168 190 L :
+1[05]03230-1040 Upload
+H[07]C3210-1013 Firmware Database Details
+1-[08]C3221-1040 Card Type Revision Firmware File Name
+H[12]C2110-1013 %2223 %322 065 %222%_x322%_0.6.5_AP hin
+[14]C2210-1013 %323 065 x323x_0.6.5 AP bin
“[16 A
HH{16]C2220-1014 %621 0.6 £6210_0.6.5_AP bin
¥ ;
N IOMPS 066 IOMPS_0 6 & _AP bin
- [22]IONPS-A (601% 066 C6010_0.6.6_FPGA_APL
+[23]I0NPS-D ®oU1x bb bUI0_U.b.b_FPGA_AF bin
Refresh|

3. Inthe TFTP Server IP Address field, enter the IP address of the TFTP Server where the upgrade (zip)
file is located.

4. In the Firmware File Name field, enter the name of the zip file you created (e.g., x222x /
x32xx.bin.10.5.zip). Note: Be sure to include the .zip extension in the filename.

5. Click the Upload button.

The firmware file is uploaded from the TFTP server. Note: this operation can take several minutes.
The amount of time for the upload to complete depends on the size of the file. The messages
“Getting values in progress” and “Getting values finished” display during the upload process.

6. Wait for the file to successfully upload. The messages “The Firmware Database File is being
transferred....” and “Getting all records finished” display during the upload process.

The message “Success” displays in the Upload Result field and the modules listed in the db.idx file
will be listed in the Firmware Database Details section.
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_wAI || sutp || HTTPs || ssH | RaDIUS ifﬂéfiFBACKUP-RE'STORE"] UPGRADE

|- Firmware Upgrade !

Firrmware Database Upload
TFTP Server Address

Firmware File Name Upload Result

pload Result Reasun—l

1192.168.1.30 ||| x222% x322x zip X ||||Success
Firmware Database Details
Card Type Revision Firrmware File Name
®323x 0510 %®323% bin 0.5.10
#2232 n322% 0.5.10 %2223 %322 bin 0.5.10
SN 0.5.10 IOMMM kin.0.5.10

Refresh|(Help|

7. Select the Firmware Upgrade sub-tab. The Targets sub-tab displays.

10N System LIl mam || swre || Hries [ ssH | Rabus || AcL || BACKUP-RESTORE UPGRADE
10N Stacl.( Firmware Database 1
—-Chassis _
+"[U1]|ONMM Result |
+[02]C6270-3040 Select Target Modules to Upgrade
+"[03]C3230'1040 Select Index Module
+ [05]C3230-1040 ] (010
it [08)C3221-1040 2 [02]C6210-3040
G L1030 3 [03]C3230-1040
MR ot R 4 [05]C3230-1040
+-[16]C2220-1014
+[18]C3220-1040 5 [0B]C3221-1040
+[22JONPS-A O 6 [2]c2110-1013
+[23]0NPS-D O 7 [14]C2210-1013
8 [16]G2220-1014
] 9 [18]C3220-1040
O 10 [22]I0MPS-A
O 1 [23]I0MPS-D
O 12 Chassis(I0N219)
I Select All
If the card list showed in the table is not correct. please fold/unfold "IOM Stack” node in the left tree view to refresh

8. Inthe Select column, check the checkbox of each module to be upgraded.

Note: You CAN NOT upgrade a module and a remote module connected to it at the same time. In
order to upgrade both, you must first do one and then the other.

9. Click the Upgrade button.

10. When the confirmation window displays, click OK.

11. To monitor the progress, select the Result sub-tab and click Refresh.
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IO System Ll mam || sure || rres || ssu | Rapus || AcL | sackup-RESTORE UPGRADE
= MAN || | | S8H | lAEL ,
ch ac. Firmware Database |[SGIEIERE G e
B s fed : : ,

+ [02]C6210-3040
+1[03]C3230-1040
++[05]C3230-1040
+1[08]C3221-1040
+4[12]C2110-1013
+ [14]02210-1013
+[16]02220-1014
+ [18]C3220-1040
+[22]ONPS-A

+[23]I0NPS-D

Result of Upgrade

Index IModule Status Reason Time Started Time Completed
1 [0 ]IONMI failure no firmware 0:0:25:47.00 0:0:25:47.00
2 [02]C6210-3040 success 0:0:25:47.00 0:0:26:04.00
3 [03]C3230-1040 success 0:0:25:47.00 0:0:28:57.00
4 [05]C3230-1040 success 0:0:25:47.00 0:0:28:43.00
5 [08]C3221-1040 success 0:0:25:47.00 0:0:29:04.00
6 [16]C2220-1014 SUCCESS 0:0:25:47.00 0:0:29:22.00
7 [18]C3220-1040 success 0:0:25:47.00 0:0:28:44.00
8 0:0:00:00.00 0:0:00:00.00
Slefresh M

Note: the upgrade will take one or more minutes to complete. The exact amount of time for the

upgrade depends on the number of modules being upgraded.

After the upgrade has successfully completed, “success” displays in the Status column of the Result
sub-tab window. If the upgrade fails, the Reason column displays a failure code. See “Section 6 —

Troubleshooting” for error messages and recovery procedures.

12. Check the MAIN tab for each module to ensure that the correct revision level is displayed in the
Software Revision field.

ION System

~-10M Stack
=} Chassis
+1[011ONMM
++[03]C3230-1040
+1[04]CE010-3040

Model Information

/m Hardware Revision———

Serial Number |Model
|\4W92?2 |||ic321u-1u13

|
QD

W1oo0 I

Bootloader Revision
10

System Configuration
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Firmware Upgrade File Content and Location

The table below shows file content and location resulting from a firmware upgrade.

Table 11: File Content and Location after a Firmware Upgrade

Lost after
. . . o . Firmware
File Type Filename File Description Stored Directory Upgrade?
(Y/N)
Provisioning eg These files are only
backup files ‘1'-1.:IONMM config used by provisioning | /tftpboot Yes
’ Restore
) This file is a configu-
:\;?it(-)ﬁl;li:\élP configu- snmpd.conf ration file for Net- /agent3/conf/lsnmp | No
SNMP
HTTPS configura- . This file is a configu- .
tion file lighttpd-ssl.conf ration file for HTTPS /agent3/conf/lighttpd | No
HZTPS certification server.pem HTTPS certificate /agent3/conf/lighttpd | No
dropbear_rsa_host_key ) .
SSH host key dropbear_dss_host_key SSH host key files /agent3/conf/lighttpd | No
Currently we have
SSH user key file authorized_keys one root’ user; this /root/.ssh Yes
file is the user key
file for ‘root’
The syslog file for
Syslog file sys.log IONMM [tftpboot Yes (1)
. . e.g., The MIB configura-
mgz configuration ‘agent3.conf tion files for SNMP /agent3/conf No
‘ifMib.conf setting

(1) Exception: after an upgrade from v1.0.3 to v0.5.12, the User Public-Key is not saved. In ION v1.0.3,
the user-public key is binding with the Linux root user and is stored in the root file system (/root/.ssh/).
This file system will be replaced after this version upgrade, so this key will be lost. You can still log in
through SSH, but you must upload the public key again in order to use it. In v 0.5.14, the stored key was
moved from the root file system to the application flash area (/agent3/conf). This missing key problem
will occur only if you upgrade from 0.5.14 to a later release. In ION versions after 0.5.14, the user-public
key is saved after an upgrade.
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Transfer Files via Serial Protocol (X/Y/Zmodem) — CLI Method

Use the serial (get| put|upgrade) protocol=(xmodem |xmodem-1k|ymodem|zmodem) commands to
transfer a file over a serial line. These commands can only be entered at the device level (e.g., when the
command line prompt is C1|S8|L1P1> or similar). These commands function similar to the TFTP down-
load function; technical support can download configuration files and firmware files through the C3210
USB port by entering the corresponding CLI commands.

Format: serial (get|putjupgrade) protocol=(xmodem|xmodem-1k|ymodem|zmodem) file=FILE%s
Perform this procedure to upgrade the C3210 firmware from the CLI.
1. Access the IONMM through either a USB connection or a Telnet session.

2. Sends a request to the server / local file system to download content for a subsequent put com-
mand. Type serial get protocol zmodem file=xxxx and press Enter.

3. Send a request to the server / local file system to upload content.
Type serial put protocol zmodem file=xxxx and press Enter.

4. Perform a firmware upgrade over the selected serial line.
Type serial upgrade protocol zmodem file=xxxx and press Enter.

For example:
Cl|si|L1D>serial ?

get

put

upgrade
Cl|S1|L1D>serial get protocol zmodem file=xxxx
Warning: the input file name will be ignored when using ymodem/zmodem to retrieve
file!
now start to transfer the file
SCCCCCCCCCCCBBOBBOBBOBBOBBOBBOBBOBBOBBO
BBOBBOBBOBBOBBO
file transfer failed!
Cl|S1|L1D>serial put protocol zmodem file=xxxx
now start to transfer the file
Slsz: cannot open /tftpboot/xxxx: No such file or directory
BBOBBOBBO
BBOBBO
Can't open any requested files.
BBOBBOBBOBBOBBO
file transfer failed!
Cl|S1|L1D>serial upgrade protocol zmodem file=xxxx
now start to transfer the file
**B0000OVO63f694ceive. **BOOOOOOO631694
CCCCcccccccBBoBBBBOBBBBOBBBBOBBOBBOBBOBBO
file transfer failed!
C1|s1|L1iD>

If the serial file transfer causes HyperTerminal (HT) to have problems recognizing ION CLI commands,
type g and press Enter, and then log back in to HT.
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Replacing a Chassis Resident C3210

The C3210 is a “hot swappable” device (it can be removed and installed while the chassis is powered
on). To replace a chassis resident C3210, do the following.

1. Backup the configuration (see “Backing Up Slide-In and Remote Modules”).

2. Disconnect any cables attached to the C3210.

-«.__ -
'\-\.\_,g

- e
j {8 Chassis skde-In module
o

3. Loosen the panel fastener by turning it counterclockwise.

4. Pull the C3210 from the ION Chassis.

5. Carefully slide the new C3210 fully into the slot until it seats into the backplane.

6. Push in and rotate the attached panel fastener screw clockwise to secure the C3210 to the ION
chassis.

7. Connect the appropriate cables to the C3210.

8. Load the configuration into the new C3210 (see “Restoring Slide-In and Remote Modules”.
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6. Troubleshooting

General

This section provides basic and specific problem determination processes, and a description of problem
conditions that may occur or messages that may be displayed. This section also documents ION system
tests and C3210 jumpers, and describes where and how to get technical support.

IMPORTANT

For each procedure described in this section, do each step sequentially as indicated. If the result of a step
causes the problem to be corrected, do not continue with the other steps in the procedure.

Basic ION System Troubleshooting

This basic process is intended to provide some high-level techniques that have been found useful in
isolating ION problems. This process is not a comprehensive guide to troubleshooting the ION system.
The intent here is to 1) avoid missing any important information, 2) simplify analysis of captured
information, and 3) improve accuracy in finding and explaining problem causes and solutions.

This basic process applies to these ION system and related components:

e |ION Chassis
e ION C3210s (SICs, or slide-in-cards)
e |ONMM

ION software (ION System Web Interface or ION command line interface - CLI).

ION power supply

ION options (ION SFPs, ION LG Kit, etc.)

Data cables, electrical cables, and electrical outlets

e Third party network equipment (circuit protection equipment, battery backup, 3" party
client or server software — RADIUS or TFTP, etc.)

When troubleshooting an ION system / network problem on site:

1. Document the operation taking place when the failure occurred.

2. Capture as much information as possible surrounding the failure (the date and time,
current configuration, the operation in process at the time the problem occurred, the step you
were on in the process, etc.).

3. Start a log of your ideas and actions, and record where you were in the overall scheme of the
system process (i.e., initial installation, initial configuration, operation, re-configuration, upgrad-
ing, enabling or disabling a major feature or function, etc.).

4. Write down the error indication (message, LED indicator, etc.). Take a screen capture if the
problem displayed in software.

5. Start with the most simple and work towards the more complex possible problem causes (e.g.,
check the network cables and connections, check the device LEDs, verify the C3210s are seated
properly, view the CLI show command output, verify IP addresses and Gateway IP address,
check Windows Event Viewer, ping the interface, run the various tests if functional, etc.).

6. Write down your initial 2-3 guesses as to the cause of the problem.

7. Verify that the product supports the function you are attempting to perform. Your particular
product or firmware version may not support all the features documented for this module. For
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10.

11.

12.

13.

14.

15.

16.

the latest feature information and caveats, see the release notes for your particular device/sys-
tem and firmware release.

Use the Web interface or command line interface (CLI) to obtain all possible operating status
information (log files, test results, show command outputs, counters, etc.)

Use the ION system manual procedure to retry the failed function or operation.

For the failed function or operation, verify that you entered valid parameters using the cursor-
over-help (COH) and/or the ION system manual.

Based on the symptoms recorded, work back through each step in the process or operation to
recall a point at which the problem occurred, and examine for a possible failure point and fix for
each.

Document each suspected problem and attempted resolution; eliminate as many potential
causes as possible.

Isolate on the 1-2 most likely root causes of what went wrong, and gain as much information as
you can to prove the suspected cause(s).

If you find a sequence of actions that causes the problem to recur, replicate the full sequence
several times and document it if possible.

Review your logged information and add any other comments that occur to you about what has
taken place in terms of system behavior and suspected problem causes and solutions.

Review the “Recording Model Information and System Information” section before calling for
support.

Error Indications and Recovery Procedures

The types of indications or messages reported include:

LED Fault and Activity Displays
Problem Conditions

CLI Messages

Web Interface Messages)

Windows Event Viewer Messages
Config Error Log (config.err) File
Webpage Messages

Third Party Troubleshooting Messages

These message types and their recommended recovery procedures are covered in the following
subsections.
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LED Fault and Activity Displays

Refer to this section if the LEDs indicate a problem. For any LED problem indication:

1. Check the power cord connections and power outlet.

Check the data cables for obvious problems, incorrect cable type, incorrect wiring, etc.

Make sure the USB cable is properly connected.

Check the power supply voltages (see related documentation).

Verify that the ION system devices have the latest firmware versions. Download the latest firm-
ware version and upgrade as necessary.

6. Check if other network devices are working properly.

ukhwnN

Power (PWR) LED is off (not lit):

Check for a loose power cord.

Check for a power supply failure. Replace power supply if failed.

Make sure all circuit protection and connection equipment and devices are working.

Verify that the ION system power supply is within operating range.

Remove the card from the chassis and re-insert it. Replace if failed.

Make sure the mode displayed matches the hardware setting on the device. See the “Jumper
Settings” section.

ok wWwNE

LACT (Link Activity) LED off (not lit):

1. Check the data cables for obvious problems, incorrect type, incorrect wiring, etc.

See if the administrator has manually disabled the console device (PC) via the Web interface.

Check if other network devices are working properly.

Remove the suspect card from the chassis and re-insert it.

Check Auto-Negotiation setting.

See if the port transmission mode/speed (full or half-duplex, etc.) match those of the

attached device.

7. Verify that the ION system devices have the latest firmware versions (see “Upgrade the Firm-
ware”). Download the latest firmware version and upgrade as necessary.

oukwWwN

Fault LED is lit:

1. Check for a problem with the IONMM, software, or configuration.

2. Make sure all circuit protection and connection equipment and devices are working.
3. Verify that the ION system power supply is within operating range.

4. Remove the card from the chassis and re-insert it.

5. Make sure the USB cable is properly connected.

6. Reset the IONMM.

TX or RX LED off (not flashing):

1. Check the data cables for obvious problems, incorrect cable type, incorrect wiring, etc.
Check if other network devices are working properly.

Verify that the ION system devices have the latest firmware versions.

Download the latest firmware version and upgrade as necessary.

Remove the card from the chassis and re-insert it.

vk wnN
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Problem Conditions

Cannot access the IONMM via Telnet

Cannot access the IONMM via the Web

Cannot access the IONMM via USB port

Management Module does not power on

Telnet connection is lost after a CLI command is executed
Upgrade fails

Upload fails

USB connection resets after a CLI command is executed

1. Verify that the default password has not been changed.
2. Check with your IT department that the network is up and running.

3. Refer to the IONMM User Guide for details.

Cannot access the C3210 via the Web Interface

1. Canyou access the IONMM?

Yes No

Continue with Step 2. See “Cannot access the IONMM via the Web”.

2. Power cycle the C3210.

3. If the problem persists, contact Technical Support.

Cannot upgrade modules

See Upgrade fails on page 177.

Cannot upload upgrade files

See Upgrade fails on page 177.
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Configuration Mode Mismatch

On the device MAIN tab, in the System Configuration section in the Configuration Mode box, the mode
displayed does not match the hardware setting on the device.

The device may have a jumper or switch that disables software management of the device. When
Configuration Mode is hardware, the devices take some of the configurations from DIP switches or
jumpers on the device. In software mode, configuration is controlled by management.

1. Refer to the “Jumper Settings” section for details on hardware mode configuration.

2. Contact Lantronix for more information.

Ethernet connection works, but at a very low speed
1. Check if the Auto Negotiate feature is enabled.

2. If Auto Negotiate is enabled, check if one device is using full duplex while the other one is using half-
duplex (a duplex mismatch condition). The usual effect of this mismatch is that the connection
works but at a very low speed.

3. Change Ethernet connection settings; see "Configuring Auto Negotiation".

loading, please wait ... Displays continuously

| Loading, please wait... ]

Wait for one or more minutes for the operation to complete.
Click the X] icon to close the message.
Check the parameter entries and retry the operation.

Click the Refresh button and try the operation again.

LA A

If the problem persists, contact Technical Support.
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Parameter Boxes Outlined in Red / Cannot Enter Parameters
1. Check if the device is physically connected and powered on..

2. Refresh the IONMM or C3210 by clicking the Refresh key.

3. Collapse and then expand the ION System tree (i.e., fold and then unfold the "ION Stack" node in the

left tree view) to refresh.
4. Cycle power for the module in question.
5. Upgrade the devices to the latest software version.

6. Reboot the device by clicking the Reboot key. Check if the parameter boxes are again outlined in
black and that you can enter parameters.

7. If the problem persists, contact Technical Support.

Red box Condition after Reboot

When the reboot is finished, some devices (usually remote devices) will show the error condition of a
"red box" around items like IP address, Trap Manager IP addresses, and/or DNS Entries. The ‘red box’
condition occurs while the devices are resetting; this condition can continue several minutes after the
reboot. Until the system is ready to be fully managed, certain fields may display within "red boxes".
The "red boxes" will disappear when the system is ready to be fully managed.

1. Wait a couple of minutes for the current operation to complete, and then continue operation.

2. Check the devices’ firmware versions. For example, a C2220 has only certain items ‘red boxed’.
The IONMM in this case is at latest version and shows certain new functions on the GUI, while the

C3210 s at an older version and shows the newer functions as ‘red boxed’. Since the older version of

C3210 does not have knowledge of the new features, it will not respond to the IONMM for the new

items, and the IONMM shows those items as ‘red boxed’. Upgrade the devices to the latest software

version.
3. Reboot the system. See the “Reboot” section for more information.

4. Contact Lantronix for more information. Contact Technical Support.

TFTP Server Address is empty or invalid!

1. On adevice MAIN tab, in the TFTP Settings section, you clicked the Save Server Address button with

no TFTP Server Address entered, or with an invalid TFTP Server Address entered.

2. Enter a valid TFTP Server Address and click the Save Server Address button.
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Windows XP Cannot Find Drivers For My Device

This error can occur if the information programmed into the device EEPROM do not match those listed
in the INF files for the driver. If they do not match, the driver cannot be installed for that device without
either reprogramming the device EEPROM or modifying the INF files.

1. Contact Lantronix for more information. Contact Technical Support.

Windows XP Forces a Reboot after Installing a Device

This problem can occur if an application is accessing a file while the New Hardware Wizard is trying to
copy it. This usually occurs with the FTD2XX.DLL file.

1. Select not to restart the computer and then unplug and re-plug the device. This may allow the
device to function properly without restarting.

2. Restart the computer to allow the device to work correctly.

3. Contact Lantronix for more information. Contact Technical Support.

Driver Installation Fails and Windows XP Gives Error Code 10

Windows error code 10 indicates a hardware error or failed driver installation. This error may appear if a
device has insufficient power to operate correctly (e.g. plugged into a bus powered hub with other
devices), or may indicate a more serious hardware problem. Also, it may be indicative of USB root hub
drivers being incorrectly installed.

1. Contact Lantronix for more information. Contact Technical Support.

Windows XP Displays an Error and then Terminates Installation

If the following screen is displayed with this message, Windows XP has been configured to block the
installation of any drivers that are not WHQL certified.

To successfully install the device, you must change the driver signing options to either warn or ignore in
order to allow the installation to complete.

1. To change the current driver signing setting, in Windows XP, go to "Control Panel\System", click on
the "Hardware" tab and then click "Driver Signing".

2. Select the desired signing option.

For other USB Driver / OS Messages (Win2K, Vista, Windows 7, Linux, Mac) refer to the separate
document with Driver / OS install, uninstall and troubleshooting information.
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Little indication of an IONPS-D Power Supply failure in Web interface

Meaning: If a power supply is powered down or loses input power, the only indication on the web inter-
face is a Power reading of 0.0. The "Power Status OK" means that the Power Sensor is operating nor-
mally, not that the input power is OK.

Recovery: To check the loss of power, check at IONPS-A > MAIN tab > Sensor and Fan(s) section >
Power value field.

User Public-Key Missing after Upgrade from v1.0.3 to v0.5.12

Meaning: In ION v1.0.3, the user-public key is binding with the Linux root user and is stored in the root
file system (/root/.ssh/). This file system will be replaced after this version upgrade, so this key will be
lost.

Recovery: This missing key problem will occur only if you upgrade from 0.5.14 to a later release. In ION
versions after 0.5.14, the user-public key is saved after an upgrade. You can still log in through SSH, but
you must upload the public key again in order to use it. In v 0.5.14, the stored key was moved from the
root file system to the application flash area (/agent3/conf).

Problem: "Unknown command." message displays when entering system name/contact/location.
Problem: The System Name can not be restored when the system name contains special character
"space" in the middle.

Meaning: The "Unknown command." message displays when the system name/contact/location con-
tains a "space" character within the text using the CLI command "set system name" or "set system con-
tact" or "set system location" is entered. The entry for the system contact, system location, and system
name must be a text string with no spaces between characters. Note that numbers, upper/lower case
characters, and special characters (~!@#5%"&*()_+") are allowed.

Recovery: From the Web interface, at the device’s MAIN tab in the System Configuration section, re-
enter the "System Name" or "System Contact" or "System Location", making sure there are no spaces
between the text characters.

From the CLI, re-enter the "set system name" or "set system contact" or "set system location" CLI com-
mand, making sure there are no spaces between the text characters.

Problem: Bandwidth Ingress fault

Meaning: With rate set at 100Mbps with Full Duplex and Frame Size = 9216 a bandwidth Ingress fault
occurs. When Ingress rate limiting is set at or below 512Kbps, the $322x will pass approximately 1 Mbps
of traffic. At 768kbps and above rate limiting is working. This problem only happens on Ingress (not
Egress) and only happens when connected at 100Mbps Full Duplex. Packets of 1518k or less work fine.
This is a known hardware component limitation that only occurs when using very large Jumbo Frame
(>5k) and very low bandwidth (<512k).

Recovery: Change the rate, duplex mode, frame size, packet size, or Ingress Rate Limit. See the related
section of this manual for details.
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CLI Messages

The following are messages that may appear during CLI (Command Line Interface) operations.

Ambiguous command

A. This message indicates either a) the input for one of the parameters is incorrect, or b) a hyphen is
missing between two parts of the command.

1. Verify the CLI command syntax.
2. Retry the operation.

B. You typed part of a valid CLI command and pressed Enter before completing the command syntax.
For example, if you type

C1|S7|L1D>add v
and then press the Enter key, the message “% Ambiguous command.” displays.

1. Type the part of the command that failed (add v in the example above), type a question mark (?),
and the press Enter. The valid commands that start with the part of the command you initially
entered are displayed.

2. Verify the CLI command syntax.
3. Retry the operation.

C. The system was unable to resolve the desired command based on the portion of the command
entered. For example, you entered the following: C1|S7|L1D>set dotl

1. Verify the command syntax.
2. Retry the CLI command syntax.
3. Seethe C3210 CLI Reference Manual, 33497.

4. |If the problem persists, contact Technical Support.

Bad advertisement capability!

This message indicates that the capabilities specified for the Set Ethernet Port Advertisement Capability
command are not valid choices.

1. Verify the command syntax.

2. Retry the operation. For a complete list of the available commands, see the C3210 CLI Reference
Manual, 33497.

3. If the problem persists, contact Technical Support.
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Cannot get link pass through information on this card

This message indicates that a link pass through (LPT) CLI command was entered for an IONMM. CLI
commands for LPT operations are only valid for slide-in modules other than the IONMM. For example:

C1|S7|L1D>show 1lpt config
Cannot get link pass through information on this card!
C1|s7|L1D>

1. Use the go command to change from the IONMM to the specific slide-in module. The go command
format is:
go [c=CHASSIS] [s=SLOT] [I1ap=PORT] [I2ap=PORT] (I1p=PORT|I12p=PORT|I3p=PORT|I1d|I2d|I13d)

2. Retry the operation. For a complete list of the available commands, see the C3210 CLI Reference
Manual, 33497.

3. If the problem persists, contact Technical Support.

Cannot get OAM configuration on this port!

This message indicates that a port level command was entered for the IONMM but the command is only
valid for the other types of slide-in modules.

1. The C3210 does not support this function. Use another command or switch to a C3210 that supports
OAM.

2. For a complete list of the available commands, see the C3210 CLI Reference Manual, 33497.

3. If the problem persists, contact Technical Support.

Cannot get port security on this port!

This message indicates that a port level command was entered for the IONMM but the command is only
valid for the other types of slide-in modules.

1. Use the go command to change location of where the command operates. The go command format
is:
g0 [c=CHASSIS] [s=SLOT] [I1ap=PORT] [12ap=PORT] (I1p=PORT|I2p=PORT|I13p=PORT|11d|I2d | 13d)

2. Retry the operation. For a complete list of the available commands, see the C3210 CLI Reference
Manual, 33497.

3. If the problem persists, contact Technical Support.

Command incomplete

This message indicates that not all of the required fields were entered for the CLI command.

1. Verify the command syntax. Re-enter the command followed by a question mark (?) with a space
between the command and the question mark. The possible keywords that you can enter with the
command appear.

2. Retry the operation. For a complete list of the available commands, see the C3210 CLI Reference
Manual, 33497.
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3. If the problem persists, contact Technical Support.

Could not open connection to the host on port 23. Connection failed.

This message indicates that the Telnet server and client are configured for different ports. For Telnet
operations the default port is 23.

1. Ensure that the Telnet port is set to 23 for both the server and the client. This will require someone
with administrative rights in order to make a change.

2. Add the port number to the Telnet command. Example:

Telnet <ipaddr> <port#>

3. If the problem persists, contact Technical Support.

Error: this command should be executed on a device

This message indicates that the CLI command was entered for a port and it is only applicable for a
device.

1. Use the go command to change location of where the command operates. The go command format
is:
go [c=CHASSIS] [s=SLOT] [I1ap=PORT] [12ap=PORT] (I1p=PORT|12p=PORT|I3p=PORT|i1d|12d|13d)

2. Retry the operation. For a complete list of the available commands, see the C3210 CLI Reference
Manual, 33497.

3. If the problem persists, contact Technical Support.

Error: this command should be executed on a port

This message indicates that the CLI command was entered for a card and it is only applicable for a port.

1. Use the go command to change location of where the command operates. The go command format
is:
go [c=CHASSIS] [s=SLOT] [I1ap=PORT] [12ap=PORT] (I1p=PORT|12p=PORT|I3p=PORT|i1d|12d|13d)

2. Retry the operation. For a complete list of the available commands, see the C3210 CLI Reference
Manual, 33497.

3. If the problem persists, contact Technical Support.

Fail to get MAC address!

This message indicates that communications to the module can not be established.

1. Verify that the correct hierarchy has been specified in the command (see “Managing Slide-In and
Remote Modules Using CLI Commands”).

2. Forall modules (slide-in and remote) check the following:

* module is properly seated/connected
* module is powered up

3. Wait 60 seconds then retry the operation.
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4. Cycle power for the module in question. Note: for slide-in modules, pull the module out so it is no
longer connected to the backplane, then slide the module back in, ensuring that it is firmly seated.

5. Retry the operation. For a complete list of the available commands, see the C3210 CLI Reference
Manual, 33497.

6. If the problem persists, contact Technical Support.

Fail to get port type!

This message indicates that a port level command was entered for the IONMM but the command is only
valid for the other types of slide-in modules.

1. Use the go command to change location of where the command operates.

2. Retry the operation. For a complete list of the available commands, see the C3210 CLI Reference
Manual, 33497.

3. If the problem persists, contact Technical Support.

Failed to set DHCP client state!

This message indicates a problem in the DHCP setup / configuration.

1. Verify the operation in the “Assigning a Dynamic IP Address” section.

2. Retry the operation. See the related DHCP command in the C3210 CLI Reference Manual, 33497.

3. If the problem persists, contact Technical Support.

Failed to set current time

Failed to set SNTP state!

Failed to set SNTP daylight savings time state!
Failed to set timezone!

Failed to set SNTP server

Failed to set SNTP server!

Failed to set system contact

Failed to set system name

Failed to set system location!

These messages indicate a problem in the SNTP setup / configuration.
1. Make sure this is the command / function you want.

2. Seethe commands in the C3210 CLI Reference Manual, 33497.

3. If the problem persists, contact Technical Support.
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Error location parameter number!

Error: parameter out of range, chassis-id range is (0 .. 15)!)
Error: parameter out of range, slot-id range is (1 .. 32)
Error: parameter out of range, slot-id range is (0 .. 32)
Incomplete location command!

This message indicates that one or more parameters for the go command are missing. The go command
was entered to set location parameters, but the module, slot and/or port value(s) were no included in
the command string.

The go command can operate on a local or remote card/port, and you must give the last parameter to
specify the target is a port or device. For example, the input go c=1 s=14 does not include the port
parameter, so the CLI module displays “Incomplete location parameters”.

1. Verify the command syntax.

2. Re-enter the go command and be sure to include all of the location parameters (chassis / slot / port)
in the format:
g0 [c=<1-16>] [s=<1-32>] [I1ap=<1-15>] [I2ap=<1-15>] (11p=<1-5>|12p=<1-15>|13p=<1-15>[11d|12d|13d)
for a slide in card, or
g0 [¢=<0-16>] [s=<0-32>] [I1ap=<1-15>] [I2ap=<1-15>] (11p=<1-5>|12p=<1-15>[13p=<1-15>[11d|12d|13d)
for a standalone card.

3. If the problem persists, contact Technical Support.

Invalid location parameters, cannot find the physical entity!

This message indicates that the system can not detect the presence of the device or port specified in the
go command.

1. Verify that the correct hierarchy has been specified in the command (see “Managing Slide-In and
Remote Modules Using CLI Commands”).

2. Forall modules (slide-in and remote) check the following:
* module is properly seated/connected
* module is powered up

3. Wait 60 seconds then retry the operation.

4. Cycle power for the module in question. Note: for slide-in modules pull the module out so it is no
longer connected to the backplane, then slide the module back in, ensuring that it is firmly seated.

5. Retry the operation.

6. If the problem persists, contact Technical Support.
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Invalid user!

This message indicates that the specified user is not valid.

1. Verify the user.
2. Retry the operation.

3. If the problem persists, contact Technical Support.

Login incorrect

This message indicates that either the login or password entered while trying to establish a USB or
Telnet connection is incorrect.

1. Verify the login/password.

Note: the login and password are case sensitive. The default login is ION and the default password
is private.

2. Retry the operation.

3. If the problem persists, contact Technical Support.

No DMI support on this port!

This message indicates that you entered a DMI command for a port that does not support DMI.

1. Verify that the port supports DMI. For Lantronix C3210s and SFPs, the model number will have a “D”
at the end.

2. Retry the operation.

3. If the problem persists, contact Technical Support.
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There is no matched command

This message indicates that there is no such command available on this system.
1. Verify the command syntax.

2. Retry the operation.

3. If the problem persists, contact Technical Support.

Unable to open xx. Please check your port settings.

This message indicates that HyperTerminal no longer recognizes which COM port to use for its
connection.

1. Check that the USB cable is connected to the management station and the IONMM.
2. Check that the COM port is listed for the device manager on the management station.
a) On the desktop, right-click on My Computer.
b) Select Manage.
c) Click Device Manager.
d) In the right panel, expand the list for COM & LPT.
3. Isthe COM port in the list?

Yes No

Continue with step 4. Restart the management station (PC).

In the HyperTerminal window, select File>Properties.
Check that the correct port is listed in the Connect using field.
Restart the management station.

Reboot the IONMM.

© N oo v &

If the problem persists, contact Technical Support.
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Error, you should first give full location parameters

The location value is incomplete; it is missing the module, slot and/or port value(s). This message can
display when a device-level command is entered (e.g., show Ipt config).

When you change a bigger container, the value of smaller object is cleared. For example, originally the
operated object is Chassis=1, slot=4, L1AP=1 L2AP=2 L3D, and then when the command chassis 3 is
entered. This automatically sets the value of module, slot and port to O.

If the value of module, slot and port are not set in later commands, and then you run a device-level
command (e.g., show Ipt config), this error message displays.

Enter the go command and be sure to include all of the location parameters.

go [6<1-16>] [s=<1-32>] [llap=<1-15>] [12ap=<1-15>] (llp=<1-5>|12p=<1-15>|13p=<1-15>|11d|12d|13d)
for a slide in card.

System is initializing...

CLl is receiving continuous error message "system is initializing..."

“& ION_Console - HyperTerminal
Fle Edt Vew Cal Transfer Help
(== B B

a n

ystem is in

555
2R Qa

S55555555555
rf=f=prpriri-gri-grict-]

555555 ]
dhtd A d Attt aa oo
A AN NS 5

izing...
izing... )

Connected 1:44:37 AN 57600 8--1 UM

1. Wait for a few minutes for the message to clear.

2. Cycle power to the IONMM.
3. Retry the operation.
4. |If the problem persists, contact Technical Support.
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This command is only available on <x222x / x32xx> card!

1. Verify the command entered is the one you want.
2. Verify that the device for the command entered can support the function of the command.
3. Retry the operation.

4. If the problem persists, contact Technical Support.

Error: this command should be executed on a port!

1. Verify the command entered is the one you want.

2. Change to the desired port; enter the go command with all of the location parameters (chassis / slot
/ port).

3. Retry the operation from the port (i.e., type show fwd portlist and press Enter).

Unknown command!

The command you entered is not supported, or you entered the wrong command format / syntax.
1. Verify the CLI command syntax.

2. Retry the operation.

3. For a complete list of the available commands, see the C3210 CLI Reference Manual, 33497.
4. If the problem persists, contact Technical Support.

There is no matched command.

The command you entered is not supported, or you entered the wrong command format / syntax.
1. Verify the CLI command syntax.

2. Retry the operation.

3. For a complete list of the available commands, see the C3210 CLI Reference Manual, 33497.

4. |If the problem persists, contact Technical Support.
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Error location parameter number!

The go command you entered had an invalid or missing parameter.

1.

Enter the go command with all of the location parameters (chassis / slot / port) in the format:

go [C=CHASSIS] [s=SLOT] [1lap=PORT] [12ap=PCRT] (11p=PORT|12p=PORT|13p=PORT|11d|12d|13d)

Fail to set link pass through state!

You tried to set the LPT state to an unacceptable state. For example, you typed:

C1|S3|L1D>set Ipt state=enable

and then pressed Enter.

1.

2.

5.
6.

Verify the CLI command syntax.
Check the set Ipt monitor-port and set selective Ipt state command settings.

Enter the show Ipt config command and in the Link Pass Through configuration, check if the Link
pass through state is set to notSupported or if the Remote fault detect state is set to
notSupported.

If either is set to notSupported, change the setting to enable (e.g., type set rfd state enable and
press Enter).

Retry the operation.
For a complete list of the available commands, see the C3210 CLI Reference Manual, 33497.

If the problem persists, contact Technical Support.

TFTP transfer failed!

1.

2.

3.

The attempted firmware upgrade via the tftp upgrade command was unsuccessful.
Verify the CLI command syntax.

Verify the firmware version.

Be sure the TFTP server is configured and running.

Check that the remotefile is in the proper location (e.g., the file x222x / x32xx.bin.0.5.4 is at C:\TFTP-
Root).

Retry the operation. See the tftp upgrade command in the C3210 CLI Reference Manual, 33497.

If the problem persists, contact Technical Support.
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Fail to transfer the file!

The file transfer attempt failed. The command you entered to do a tftp file transfer was unsuccessful
(e.g., tftp get or tftp put or tftp transfer).

Check the command syntax. See “TFTP Commands” 7.

Make sure the TFTP server is configured and running.

Verify the filename to be transferred and the IP address of the TFTP server.
If the problem persists, contact Technical Support.

PwnNE

Fail to transfer the file!
tftp get: set address type failed.
tftp put failed.
The file transfer attempt failed. The command you entered to do a tftp file transfer was unsuccessful
(e.g., tftp get or tftp put or tftp transfer). For example:
C1|S4|L1D>tftp get iptype ipv4 ipaddr 192.168.1.30 remotefile xxxx
tftp get: set address type failed.
C1|S4|L1D>tftp put iptype ipv4 ipaddr 192.168.1.30 localfile xxxx
tftp put failed.
C1|S4|L1D>tftp upgrade iptype ipv4 ipaddr 192.168.1.30 remotefile xxxx
tftp get: set address type failed.

Check the command syntax. See “TFTP Commands”.
Make sure the TFTP server is configured and running.
Verify the filename to be transferred and the IP address of the TFTP server.

P w NP

If the problem persists, contact Technical Support.

Cannot set remote fault detect state on this card!

The attempted set rfd state command was rejected: C1|S7|L1D>set rfd state enable

1. Verify that the card you entered the command on supports this function. See Set RFD State.

2. Retry the operation. See the dotlbridge aging-time command in the C3210 CLI Reference Manual,
33497..

3. If the problem persists, contact Technical Support.
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Fail to set aging time!
The attempted set dotlbridge aging-time command was not able to complete.
1. Verify the dotlbridge aging-time command syntax. See Configure Forwarding Learning Aging Time.

2. Retry the operation. See the dotlbridge aging-time command in the C3210 CL/ Reference Manual,
33497.

3. If the problem persists, contact Technical Support.

Get aging time failed!

The attempted show dotlbridge aging-time command failed to complete.
1. Verify the dotlbridge aging-time command syntax. See Configure Forwarding Learning Aging Time.

2. Retry the operation. See the dotlbridge aging-time command in the C3210 CL/ Reference Manual,
33497.

3. If the problem persists, contact Technical Support.

CLI command remove fwddb all failed

The attempted C3220-1040 Backup/Restore failed during the restore; the restore displays "ongoing"
status, and will not succeed.

The dynamic MAC address should not be backed up or restored - only static entries should be backed-up
and restored.

1. Retry the operation. See “Backup/Restore Operations”.
2. See the C3210 CLI Reference Manual, 33497.

3. If the problem persists, contact Technical Support.

The format of Ethtype value should like 0x8810, 0x88a8 etc.

The attempted CLI command entry failed (e.g., set dotlbridge).

1. Retry the operation with the correct parameter entry.

2. Seethe C3210 CLI Reference Manual, 33497 for the full set of available command parameters.

3. If the problem persists, contact Technical Support.

Redundancy is not supported on this card!

The attempt to set or show fiber redundancy failed. For example, you entered the command:
show redundancy info, but the device does not support fiber redundancy.

1. Verify that the card you entered the command on supports this function.

2. Retry the operation on a card that supports this function. See the “Fiber Redundancy Commands”
section of the related manual.

3. If the problem persists, contact Technical Support.
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Invalid user!

You entered the command show ssh public-key user admin, but specified the wrong user (e.g., you
typed admin instead of root).

1. Retry the operation using the correct user information. See “Show SSH Public Key of a User”.
2. If the problem persists, contact Technical Support.

Fail to set SSH server state!

You entered the command set ssh server state=enable, but have not generated an ssh host key.

1. This command / function is not supported on the C3210. Try a different command or switch to an-
other device that supports this command / function.
2. If the problem persists, contact Technical Support.

Fail to set management VLAN id!
Fail to set management VLAN state!

You entered the command set mgmt vlan state or set mgmt vlan port or set mgmt vlan vid to enable or
configure Management VLAN, but the operation failed.

1. Verify the VLAN Management configuration using the show vlan command and the show vlan
service command.

2. Review the set mgmt vlan command syntax for the port / state / vid. See the “VLAN Commands”.

3. If the problem persists, contact Technical Support.
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Upgrade is only supported on IONMM card!

You entered a firmware upgrade or firmware update command from a device other than the IONMM.
For example:

C1|S3|L1D>show firmware upgrade result
C1|S3|L1D>show firmware-db update result
C1|S3|L1D>show upgrade firmware file
C1|S3|L1D>update firmware-db file cert
C1|S3|L1D>upgrade module

Make sure of the command you want to enter. See “Firmware Upgrade Commands”.
Use the home command to go to the IONMM device.

Re-enter the firmware upgrade command from the IONMM.

If the problem persists, contact Technical Support.

PwnNE

Cannot set bandwidth alloc type on this card!

You entered the command set bw alloc-type countAllLayerx on a card that does not support it.
For example:

C1|S7|L1P1>set bw alloc-type countAlllLayer2
Cannot set bandwidth alloc type on this card!

Verify if the card supports bandwidth allocation.

Use the go command to switch to a different card and switch to the port level.
Verify the command entry. See “Bandwidth Commands”.

If the problem persists, contact Technical Support.

PwNPE

Cannot set ingress and egress rate on this card!

You entered the command set irate=xx erate=xx on a card that does not support it. For example:

C1|S7|L1P1>set irate noLimit erate nolLimit
Cannot set ingress and egress rate on this card!

Verify if the card supports rate limiting.

Use the go command to switch to a different card and switch to the port level.
Verify the command entry. See “Bandwidth Commands”.

If the problem persists, contact Technical Support.

PwNE
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DMl is only supported on FIBER port!

You entered the command show dmi info on a card that does not support it. For example:

C1|S7|L1P1>show dmi info
DMI is only supported on FIBER port!

Verify if the card supports DMI.

Use the go command to switch to a different card port supporting Fiber.
Verify the command entry. See “DMI Commands”.

If the problem persists, contact Technical Support.

PwnNPE

Link OAM is not supported on this card!

You entered the command show oam rx loopback control on a card that does not support it.
For example:

C1|S7|L1P1>show oam rx loopback control
Link OAM is not supported on this card!

Verify if the card supports loopback.

Use the go command to switch to a different card port supporting loopback.
Verify the command entry. See “OAM Commands”.

If the problem persists, contact Technical Support.

PonNE
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Cannot clear loopback counters on this card!

Cannot set administrate state on this port!

Cannot set advertisement capability on this port!
Cannot set autocross on this card!

Cannot set auto negotiation state on this port!
Cannot set Ethernet port speed for this card!

Cannot set Ether port duplex mode on this card!
Cannot set far end fault on this card!

Cannot set filter unknown dest multicast frames on this port!
Cannot set filter unknown dest unicast frames on this port!
Cannot set pause on this port!

Cannot set source address lock action on this port!
No Time-domain reflectometer support on this card!
Cannot get port security configuration on this port!
Fail to get MAC control frames statistics!

Cannot show forwarding port list on this card!
Cannot show slot info on this card!

Cannot show USB port state on this card!

Cannot show USB port configure on this card!
Cannot show TP port cable length on this card!
Cannot set management VLAN on this card!

Cannot set PHY mode on this port!

Cannot clear counters on this port!

Cannot reset all ports' counters on this cards!

You entered a command (e.g., clear ether all counters) for a function not supported on the card.

For example:

C1|S7|L1P1>clear ether all counters
Cannot clear loopback counters on this card!

1. Verify if the card supports the desired function. See Table 3 in the section “Ethernet Port Com-

mands”.

2. Use the go command to switch to a different card port supporting loopback.

3. Verify the command entry. The command functions include 1) admin, 2) adv-cap, 3) autocross,
4) autoneg, 5) duplex, 6) fef, 7) filter-unknown-multicast, 8) filter-unknown-unicast, 9) loopback,
10) pause, 11) speed, and 12) src-addr-lock, 13) tdr, 14) ether security config, 15) fwddb, etc.
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Cannot show port QoS configuration in this card!
Cannot show port QoS priority remapping in this card!
Cannot set tag type for priority in this card!

Cannot set default priority in this card!

Cannot set IEEE tag for priority in this card!

You entered a QOS command for a function not supported on the card. For example:

C1|S7|L1P1>show qos config
Cannot show port QoS configuration in this card!

C1|S7|L1P1>show qos priority remapping
Cannot show port QoS priority remapping in this card!

1. Verify if the card supports the desired function.
2. Use the go command to switch to a different card port supporting loopback.
3. Verify the command entry. See “QoS Commands”.

Cannot get VLAN database configuration on this card!

You entered a VLAN command for a function not supported on the card. For example:

C1|S7|L1D>show vlan

Cannot get VLAN database configuration on this card!
C1|S7|L1D>show vlan service

Cannot show VLAN service configuration on this card!

1. Verify if the card supports the desired function.
2. Use the go command to switch to a different card port supporting VLAN.
3. Verify the command entry. See “VLAN Commands”.

Fail to get system name!

You entered a command for system information, but the information on the card was not available.
For example:

Cl|s1e|L1D>show card info
Fail to get system name!

1. Try entering the show cardtype command.

2. Select the MAIN tab > System Configuration section > System Name field, and verify the name and
for the device.

3. Use the set system name command to enter the System Name information (e.g., set system
name=NAME). Make sure no spaces are included in the name text.

4. Remove and reset the card.

5. Try the operation again.
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6. If the problem persists, contact Technical Support.
Set system name timeout.

You entered a command to define system information, but the information on the card was not ac-
cepted. For example:

Cl|s1e|L1D>set system name C3231
Set system name timeout.

1. Use the set system name command to enter the System Name information (e.g., set system
name=NAME) without any special characters (e.g., without the ! or # or % or & characters).

2. Remove and reseat the card.
3. Try the operation again.

4. Select the MAIN tab > System Configuration section > System Name field, and verify the name for
the device (e.g., no spaces between characters).

5. If the problem persists, contact Technical Support.

System is busy, please retry this command later!
You entered a show or set command, but the command was not accepted by the system. For example:

Cl|sie|LiD>show https config
System is busy, please retry this command later!
Cl|sie|L1D>

1. Wait 1-2 minutes and then retry the command.

2. Reboot the system and then retry the command.

3. If the problem persists, contact Technical Support.

Get HTTPS state no such object.
Get management VLAN state no such object.
IP management state no such object.

You entered a show or get command, but the command was not accepted by the system. For example:

Cl|s1e|L1D>show https config

HTTPS configuration:

Get HTTPS state no such object.
Cl|sie|L1D>show mgmt vlan config

vlan id vlan state vlan portlist
Get management VLAN state no such object.
C1|s1e|L1D>show ip-mgmt config

IP management configuration:

IP management state no such object.
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Wait 1-2 minutes and then retry the command.

Verify if the card supports the desired function.

Use the go command to switch to a different card / port supporting the desired feature.
Verify the command entry. Reboot the system and then retry the command.

If the problem persists, contact Technical Support.

vk wnN e

Warning: this command will restart system, connection will be lost and please login again!
Warm start failed.

You entered a reboot command, but the reboot was unsuccessful.

1. Wait 1-2 minutes and then retry the command.

2. If the problem persists, contact Technical Support.

4 packets transmitted, 0 packets received, 100% packet loss
The attempted ping command failed. For example:
PING 192.168.1.10 (192.168.1.10): 56 data bytes
--- 192.168.1.10 ping statistics ---
4 packets transmitted, © packets received, 100% packet loss

Verify the IP address.

Check the cable connection.

Refer to the Ping command section.
Retry the command.

PwNPE

5. If the problem persists, contact Technical Support.

Ping command can only be used on management card!

The attempted ping command was not accepted by the system. For example:
C1|S5|L1D>ping 192.168.1.30
Ping command can only be used on management card!

1. Use the go command to switch to the IONMM card.

2. Refer to the Ping command section.
3. Retry the command.

4. If the problem persists, contact Technical Support.

Only 100M fiber port can set far end fault!

The attempted far end fault command was not accepted by the system. For example:
C1|S16|L1P1>set ether fef enable

Only 1@00M fiber port can set far end fault!

Use the go command to switch to the 100M fiber port.

Re-enter the fef command.

Use an alternate Ethernet test command in place of the fef command.

If the problem persists, contact Technical Support.

PwWwnNPRE
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Can not set 1000M speed for this card!
You tried to use the set ether speed command to set the device’s speed to 1000 Mbps (1 Gbps), but the
card you entered the command on does not support this speed. For example:
C1|S16|L1P1>set ether speed=1000M
Can not set 1000M speed for this card!
Cl|si6|L1P1>
1. Use the set ether speed ? command to determine the card’s speed capabilities.
2. Re-enter the set ether speed= command with a speed supported by the card.
3. If the problem persists, contact Technical Support.

Fail to set Ethernet port speed!
You tried to use the set ether speed command to set the device’s speed, but the command was not ac-
cepted. For example:
C1|S16|L1P1>set ether speed 1000
Fail to set Ethernet port speed!
C1|si6|L1P1>
Verify the command syntax; for example make sure you entered “10M” or “100M”, etc.
Use the set ether speed ? command to display the card’s speed capabilities.
Re-enter the set ether speed= command with a speed supported by the card.
If the problem persists, contact Technical Support.

uwn e

Invalid pause value!

You tried to use the set ether pause command to set the device’s pause mode / value, but the value was

not accepted. For example:
C1|S16|L1P1>set ether pause=bpause
Invalid pause value!

1. Use the set ether pause ? command to display the card’s pause capabilities.

2. Configure the device for full duplex mode; only stations configured for full duplex operation can
send pause frames.

3. Select another pause type — nopause, apause (asymmetric), bpause (asym/sym), pause (the port will
advertise it has pause capability), or spause (symmetric).

4. If the problem persists, contact Technical Support.

Current VLAN tagging mode is not 'provider'!

You tried to set the port VLAN tag type, but the current tag mode doesn’t match. For example:
Cl|s16|L1P2>set port vlan tag provider ethtype=x8100
Current VLAN tagging mode is not 'provider'!

Set the VLAN tag mode to the desired mode using the set port vlan tag mode command.

Verify if the card supports the desired function.

Use the go command to switch to a different card / port supporting the desired feature.

If the problem persists, contact Technical Support.

PwNPE
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Cannot set VLAN network tagging on this port!

You tried to set the port’s VLAN tag type, but the device does not support it. For example:
Cl|si6|L1P2>set port vlan tag network tagging addTag
Cannot set VLAN network tagging on this port!

Make sure this is the command / function that you wanted.

Use the go command to switch to a device that supports VLAN tagging.

Try entering the set port vlan tag command again.

If the problem persists, contact Technical Support.

PwNE

Cannot show system information on this card!
You entered the show system information command from an unsupported device. For example:
C1|S22|L1D>show system information
Cannot show system information on this card!
1. Use the go command to switch to a different device (e.g., from the Power Supply to the IONMM or
an x323x card).
2. Try entering the show system information g command again.
3. If the problem persists, contact Technical Support.
Fail to set management VLAN id!
You tried to set the Management VLAN ID, but the VLAN ID was not accepted. For example:
C1|S18|L1D>set mgmt vlan port=2
Fail to set management VLAN id!
Verify the Management VLAN state setting (set mgmt vlan state command).
Verify the Management VLAN port setting (set mgmt vlan port command).
Try setting the Management VLAN ID again.
If the problem persists, contact Technical Support.
Invalid forward port list!
You entered an invalid parameter in response to a prompt (e.g., for a module number for firmware up-
grade). For example:
C1|S7|L1D>upgrade module
Available modules:

PWNPE

index module loc

1 ION219 c=1 s=0 1id

2 C3230-1040 c=1 s=3 1id

3 C3230-1040 c=1 s=5 1id

4 S3230-1040 c=1 s=5 llap=2 12d
5 IONMM c=1 s=7 11d

6 C3231-1040 c=1 s=10 11d

7 C2220-1014 c=1 s=16 11d

8 C3220-1040 c=1 s=18 11id

9 IONPS-A c=1 s=22 11d

Choose the module you want to upgrade: (eg. 1,3,16; at most 8 modules to up-
grade, press 'q' to exit upgrade)
show card info

Invalid forward port list!

1. Re-enter the command, wait for the prompt, and then enter a response in the correct syntax.
2. See the related command / function section of this manual.
3. For acomplete list of the available commands, see the C3210 CLI Reference Manual, 33497.

33496 Rev. E https://www.lantronix.com/ Page 140 of 251



https://www.lantronix.com/

Lantronix ION C3210 Series User Guide

4. If the problem persists, contact Technical Support.

L2CP is not supported on this card!

You tried to perform an L2CP function but the device does not support L2CP.
1. Make sure this is the command / function that you wanted.

2. Use the go command to switch to a device that supports L2CP.

3. Try entering the command again. See “Configuring L2CP”.

4. If the problem persists, contact Technical Support.

Please reboot the card for the changes to take effect!

You made a change that requires a system reboot in order for the change to take effect. For example:
C1|S5|L1D>set snmp traphost svr 1 type ipv4 addr 192.168.1.30
Please reboot the card for the changes to take effect!
C1|s5|L1D>

1. Reboot the card. See the “Reboot” section.

2. Continue the operation.

3. If a problem persists, contact Technical Support.

Get DM identifier no such object.
You entered the CLI command to display DMI information, but it was not available. For example:
C1|S3|L1P2>show dmi info
Get DM identifier no such object.
C1|S3|L1P2>
1. Make sure this is the command / function that you wanted.
Try entering the command again. See “DMI (Diagnostic Maintenance Interface) Parameters”.
3. If a problem persists, contact Technical Support.

g

Get SNMP version no such object.
You entered the CLI command to display SNMP configuration information, but it was not available. For
example:

C1|S3|L1D>show snmp config

SNMP configuration:

Get SNMP version no such object.

C1|s3|L1D>

Make sure this is the command / function that you wanted.

Verify the command syntax. See “Configuring SNMP” on page 245.

For complete command descriptions, see the C3210 CLI Reference Manual, 33497.

Try entering the command again. See “DMI (Diagnostic Maintenance Interface) Parameters”.
If a problem persists, contact Technical Support.

vk wN e
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Fail to get cable length

You entered a VCT test / show cable length command but the Time Domain Reflector (TDR) test failed.
For example, you entered start ether tdr test and pressed Enter.

1. Make sure the device supports the VCT Test (TDR Test) or the show cable length command
(available for x2110).

Make sure you enter the Time Domain Reflector (TDR) test on an Ethernet copper port.

Verify the command syntax. See “Virtual Cable Test (VCT)".

Type show ether tdr config to show the Ethernet port TDR Test configuration.

If the problem persists, contact Technical Support.

vk wnN

Can not set speed on this port!
You entered the CLI command to define the C3210 port’s operating speed, but the command failed.
For example:

C1|S5|L1P2>set ether speed 106M
Can not set speed on this port!
C1|s5|L1P2>

Verify the C3210 supports this speed.

Verify the command syntax.

Re-enter the set ether speed= command with a speed supported by the card.
If the problem persists, contact Technical Support.

PwnNE

Fail to set port advertisement capability!

This message indicates that the capabilities specified for the Set Ethernet Port Advertisement Capability
(set ether adv-cap) command are not valid choices. For example:

Cl|S5|L1P2>set ether adv-cap 1000XFED

Cl|S5|L1P2>set ether adv-cap 1000XHD

Fail to set port advertisement capability!

Cl|S5|L1P2>

1. Verify the C3210 supports this capability.
2. Verify the command syntax.

3. Retry the operation. For a complete list of the available commands, see “Appendix A: CLI Command
Summary”.

4. If the problem persists, contact Technical Support.
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Long Command Causes Cursor Wrap to Same Line

When the input command reaches the input max length, the cursor does not return to the next line, but
back to the beginning of the same line, overwriting the original data.

1net 192.166.0.101

rule idx

macadde B2:dazia active
ipvdaddr SPC equal 172.16.6.123 notInService
type=ipudaddr srcdst=src oper=equal value=172.16.6.1

condition type=ipu4addr srcdst=src oper=egual value=172 _16.6.1

1. Press the Enter key towards the end of the command string and continue entering command text.
2. Try using HyperTerminal or the Web interface, at least temporarily.

3. Contact Lantronix for more information. Contact Technical Support.

Please change to power supply slot first before showing its configure!

You entered the show power config command from a device other than the power supply. For example:

Cl|S16|L1D>show power config
Please change to power supply slot first before showing its configure!
Cl|S16|L1D>

1. Make sure this is the command you want.

2. Verify the command syntax.

3. Use the go command to switch to the slot containing the power supply (typically slot 22 and/or 23).
4

Contact Lantronix for more information. Contact Technical Support.

Auto-negotiation is enabled, you can not set port speed now!

You entered a command to set the port speed, with the Auto-negotiation feature enabled; the Auto-ne-
gotiation function takes precedence.

1. Make sure of the port speed that you want.
2. Use the set ether autoneg state command and/or the set ether speed command as required.

3. If the problem persists, contact Technical Support.
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Cannot create VLAN database on this card!

This model of NID does not support the VLAN database. For example:

P oW NP

Cl|S7|L1D>add vlan-db vid 2 priority=5 pri-override=enable
Cannot create VLAN database on this card!
Cl|S7|L1D>

Make sure this is the function that you want.
Use the go command to switch to a NID that supports the VLAN database.
Re-enter the add vlan-db command.

If the problem persists, contact Technical Support.

Cannot remove vlan on this card!

You entered a command to delete one or all VLANs from the NID, but the action cannot be performed.
For example:

1
2
3.
4

Cl|S7|LlD>remove vlan all
Cannot remove vlan on this card!
Cl|S7|LlD>remove vlan vid=3
Cannot remove vlan on this card!

Cl|S7|L1D>
Make sure this is the function that you want.
Use the go command to switch to a NID that supports the VLAN database.

Use the add vlan-db command to add a VLAN VID if needed.
If the problem persists, contact Technical Support.

Cannot remove forward database rows on this card!
You entered a command to delete a VLAN forward database VID (forward database row) from the NID,
but the action cannot be performed. For example:

N

C1|S7|L1D>remove vlan-db vid 3
Cannot remove forward database rows on this card!

C1|s7|L1D>

Make sure this is the function that you want.

Use the go command to switch to a NID that supports the VLAN FDB.
If the problem persists, contact Technical Support.

The specified conn-port does not exist!
You specified a connection port (conn-port) number outside the valid range.

1.
2.
3.

Make sure this is the function that you want.
See “Configuring MAC Address Filtering” for more information.
If the problem persists, contact Technical Support.
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The specified monitor-port does not exist!

You specified a monitoring port (monitor-port) number outside the valid range.

1. Make sure this is the function that you want.

2. See the related section (e.g., “Redundancy” or “Link Pass Through”) for more information.
3. If the problem persists, contact Technical Support.

Cannot show cable length for fiber port!

You entered the command to display the length of the copper cable for a port that does not support it.
1. Make sure the NID supports the show cable length command (only for x2110).

2. Verify the command syntax. See the related User Guide manual.

3. Type show ether config to show the Ethernet port’s configuration.

4. If the problem persists, contact Technical Support.

Auto-negotiation is enabled, you can not set port duplex now!

You entered the command to assign a duplex mode, but the command is not functional if Auto-negotia-

tion is currently enabled.

1. Either leave the Auto-negotiation setting and use the current duplex setting, or disable
AutoNegotiation and set the Duplex mode as required.

2. See the “Set Ethernet Port Speed / Duplex Mode” section for more information.

3. Use the show ether config command to display the current Auto-negotiation and Duplex settings.

4. If the problem persists, contact Technical Support.

IP management is not supported on this card!

No tdm loopback supported on this card!

Syslog is not supported on this card!

TAOS status setting is not supported on this card!

TNDP is not supported on this card!

You entered a command for a function that is not supported on the C3210. For example:
C1|S15|L1D>set dhcp state disable
IP management is not supported on this card!
C1|S15|L1D>

1. Try another command on the C3210.

2. Try the command on another card that supports the attempted function.

3. If the problem persists, contact Technical Support.

Cannot set if this port can be managed by CPU on this card!
You entered the command to set or show a port mgmt. access function, but the C3210 does not support
it. For example:

C1|S15|L1P1>set port mgmtaccess enable
Cannot set if this port can be managed by CPU on this card!
C1|si15|L1P1>

Review the related command section of this manual.
Verify that this NID supports the function attempted.
Try a related function on this NID.

Switch to another NID and try this function again.

If the problem persists, contact Technical Support.

uhwheE
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Cannot set USB port state on this card!

You entered the command to set or show the current USB port state, but the C3210 does not support it.
For example:

C1|S15]|L1D>set usb state enable

Cannot set USB port state on this card!

C1|S15|L1D>

Review the related command section of this manual.
Verify that this NID supports the function attempted.
Try a related function on this NID.

Switch to another NID and try this function again.

If the problem persists, contact Technical Support.

uAhwWNPE

tftp get: set address type failed.

You entered a tftp command, but the address entered was not accepted.
C1|S15|L1D>tftp get iptype ipv4 ipaddr 192.168.1.30 remotefile C3210 1.0.4 AP
tftp get: set address type failed.
C1|si5|L1D>

Make sure the tftp server address is valid.

Verify that the TFTP Server is running and properly configured.
Try entering the tftp command again.

If the problem persists, contact Technical Support.

PwnNPRE

At one time we can only backup at most 10 cards!

At one time we can only restore at most 10 cards!

Buckup finished

Error: this command should be executed on a device!

Error: this command should be executed on IONMM or a standalone SIC!

Fail to set card entity index!

Processing...

The MAX provision configure file name is 64!

The specified module does not exist!

You entered a “backup” or “restore” command to do a backup or restore function, but a problem was
encountered or the process is not yet finished. You entered a “prov” command to do a backup or re-
store function, but a problem was encountered or the process is not yet finished.

1. Wait a few moments for the command to complete and the Restore finished or Backup finished
message to display.

2. Retry the backup or restore operation with 10 or fewer devices listed.

3. Use the go command to switch to a device that supports this feature (IONMM or a standalone SIC).
4. Enter a config filename with less than 64 characters. See the “Configuring Backup / Restore” section.
5. If the problem persists, contact Technical Support.
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Cannot proceed because some other TFTP operation is currently in progress!

Please input config file name!

TFTP file transferring failed! Please make sure the TFTP server is up and the file being transferred does

exist.

TFTP Server Address is empty or invalid!

The firmware has been successfully upgraded and the system will be rebooted soon

The specified firmware on the TFTP server will be upgraded to the current module, operation is

currently in progress!

The sys.log file will be transferred to the TFTP server, are you sure to proceed?

You tried a TFTP transfer operation, but the operation failed or is still in process.

1. Wait for the "operation is currently in progress!" message to clear.

2. If an entry was requested in the message, enter the required information (e.g., valid TFTP Server
address, or config file name).

3. Verify that this is the operation you want (e.g., click OK at the "are you sure to proceed?" message).

4. Verify the related command syntax in the applicable section of this manual (e.g., Syslog, or TFTP
Upgrade section).

5. Retry the operation.

6. If the problem persists, contact Technical Support.

Can't open any requested files.

cannot open /tftpboot/xxxx: No such file or directory

now start to transfer the file ...

file transfer failed!

file transfer succeeded!

now start to upgrade the system ...

[usr/local/bin/flash_firmware /tftpboot/

upgrade failed!

upgrade failed due to wrong file %s!

upgrade failed when programming the flash!

upgrade succeeded, system will be rebooted ...

Usage: serial (get| put|upgrade) protocol=(xmodem |xmodem-1k|ymodem|zmodem) file=FILE
Warning: the input file name will be ignored when using ymodem/zmodem to retrieve file!
Warning: xmodem/xmodem-1k protocol might append some garbage at the end of the file!
Wrong parameter number!

You entered a Serial File Transfer command, but the operation failed.

1. Verify that this is the operation you want.

2. Retry the operation; be sure to type the parameters as shown in the “Transfer Files via Serial Protocol
(X/Y/Zmodem)” section.

3. If the problem persists, contact Technical Support.
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File Transfer Failed - ZModem Crash Recovery dialog box:

0= 3 B

BNl

C1i{51iL1D>serial get protocol zmodem file masx

Warning: the input
e filet
now start to trans
14CCCCCCCCCCCTTBTBA
TTBTBOTTBTBATTBTROY
file transfer faile
C1i81{L1D>serial pu
xmodem

xmodem-1k
vmoden

Zmodem
C1iS1iL1D>serial pu
1le
C1{S1{L1D>serial pu
FTILE
C1iS1{L1D>serial pu

now start to transfi
i4lsz: cannot open

Imodem with Crash Recovery file receive for IDNMM

Feceiving,
Storing as:
Last event;

Status:

File:

Elapsed.

| Remaining:

Files: |

Fietries:

| Thioughput: |

m/zmodem to retriev

| |[BOtTBtBOTtBTBOTR

[Concel [ skintie | [ cossbns |

T1ETBOTtBTBOTTETBOTT

BT1BOTTBTEO

Can’t open any requested files.
T1BTBOT1B1BOTTBTBOTTBTBOTTBTEA
file transfer failed!
C1iS1iL1D>_

Connected 4:57:43 ANSTW 115200 §-M-1

You entered a Serial File Transfer command, but the operation failed.

1. Either enter the requested information and click cps/bps, or click Skip file, or click Cancel.

2. See the HyperTerminal Helps or the Hilgraeve web site for more HT information.

3. Retry the operation; be sure to type the parameters as shown in the “Transfer Files via Serial Protocol

(X/Y/Zmodem)” section3.

4. If the serial file transfer causes HT to have problems recognizing ION CLI commands, type g and press

Enter, and then log back in to HT and retry the operation.

5. If the problem persists, contact Technical Support.
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Receiving Files - No response from remote system

Receiving Files

\If) Mo response From remote syskem

You entered a Serial File Transfer command, but the ZModem file transfer failed.

1. Click the OK button to clear the message dialog box.

2. See the HyperTerminal Helps or the Hilgraeve web site for more HT information.

3. Retry the operation; be sure to type the parameters as shown in the “Transfer Files via Serial Protocol
(X/Y/Zmodem)” section.

4. If the serial file transfer causes HT to have problems recognizing ION CLI commands, type g and press
Enter, and then log back in to HT and retry the operation.

5. If the problem persists, contact Technical Support.

Cannot find software version of this card!

The ION card’s firmware version must be newer than a specified version, otherwise this message is
returned. You used the go command to switch to another card, but the system checked its version and
decided that the new CLI can not be run on this card at this firmware version.

1. Check the card’s current firmware version.

2. Upgrade the card firmware. See "Upgrade the IONMM and/or C3210 Firmware”.
3. Retry the operation.

4. |If the problem persists, contact Technical Support.

Software version of this card is too old, please upgrade it!

The ION card’s firmware version was checked and found to be too old to support this newer CLI
command.

1. Upgrade the card firmware. See "Upgrade the IONMM and/or C3210 Firmware”.
2. Retry the operation.

3. If the problem persists, contact Technical Support.
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This command is only valid on an IONMM!
Cannot show slot info on this card!

You entered a "show slot info" command on an ION card other than an IONMM card.

1. Enter another (supported) show command on this card, or use the "go" command to switch to the

IONMM.
2. Retry the operation.

3. If the problem persists, contact Technical Support.

ERROR Software version of this card ("cardVersion") is not supported, please upgrade to the same

version as the IONMM
Getting card version failed
The failure get template config handler was called.

You attempted a function that is not supported by this version of firmware.

1. Enter another (supported) function at this card’s firmware version, or use the "go" command to

switch to another card.

2. Upgrade to a newer firmware version. See “TFTP Transfer / Upgrade Commands” or “Upgrade /

Update Firmware Commands”.
3. Retry the operation.

4. If the problem persists, contact Technical Support.

Online Help is not available until a specific configuration is entered.

Message from webpage

L 'f Cnline Help is not available until a specific configuration tab is entered.
-

You clicked on Online Help from the Help dropdown without first selecting a device.

1. Click the OK button to close the webpage message.
2. Select an ION device.

3. Click on Help > Online Help again.
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ERROR: Software version of this card (0.7.1) is not supported, please upgrade to the same version as
the IONMM

ION System

10N Stack

—-Chassis

+ (010N

+1[02]C6210-3040
+1[03]C3230-1040
+1[04]C6010-3040
+1[05]C3230-1040
+1[06]C3220-1040
+1[07]C3210-1013
+/[08]C3221-1040

ERROR

Software version of this card (0.7.1) is not supported, please upgrade to the same version as the [ONMM

You selected a device in the tree, but its firmware version is not compatible with the IONMM.

1.
2.

E

Select the IONMM device.

Select the UPGRADE tab.

Perform a firmware upgrade to this card (and others that may have outdated firmware). See the

Upgrade section.

If a problem persists, contact Technical Support.

Failed to retrieve DMI info on current port

ION System

You selected €3230 > Port 2 > DMI but the DMI information does not display.
1. Click Refresh.

—-10N Stack

—-Chassis
+-[01]IONMM
+021C6210-3040
+[03]C3230-1040
+1[04]C6010-3040
= [05]C3230-1040

rBort2

MAIN || ADVANCED || counTERs | LoAM m

Failed to retrieve DMI info on current port

2. Expand and contract the tree.
3. If a problem persists, contact Technical Support.
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Current power status of this slot is off, please turn it on before you reset it!
The reset function only works when the slot power is in the On position for the unit to reboot/reset.

1. At Chassis > MAIN > Chassis Members click the "On" button in the Power Status column of the de-
vice before you click the "Reset" button.

2. |If a problem persists, contact Technical Support.

Setting the VLANID failed with an SNMP operation error message:
Setting values failed (snmp operation error) or

Adding VLAN failed (snmp operation error)

You tried to add or edit a VLAN ID but the effort failed.

1. The card must be in “Network” mode (at Port 1 > Advanced > Frame Tag Mode) to set the VLAN ID.
If it is not set to "Network", an SNMP error will occur. Before adding the ports for Management
VLAN, set the Frame Tag Mode of that port to "Network". When Provider tagging is required for that
port, then set the Frame Tag Mode to "Provider". A port with the Frame Tag Mode set to the default
setting "Customer" can not be added to Member Ports for Management VLAN.

2. If a problem persists, contact Technical Support.
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Web Interface Messages

IMPORTANT

For each procedure described below, do each step sequentially as indicated. If the result of a step causes
the problem to be corrected, do not continue with the other steps in the procedure.

Cannot Ping IONMM Device
1. With the "Egress Rate Limit" set to "Unlimited", the PC can ping the device (e.g., $2220-1013).

2. After reducing the "Egress Rate Limit" to "80m", the ping fails. The return traffic to the PCis non-
mgmt packet and is subjected to Egress rate-limiting, hence these packets are getting dropped.

3. Increase the port 1 "Egress Rate Limit" to "900m" or "800m" to reserve some Egress bandwidth for
user management traffic. The PC can then ping to the S2220-1013 again, and the WEB Ul can be
managed again.

4. If the problem persists, contact Technical Support.
Cannot Ping IONMM Device

1. With the "Management VLAN” state set to "enabled", the PC can not ping the IONMM device.
The reason is enabling the Management VLAN function gives management control to the
Management VLAN that you enabled.

2. Enter the CLI command set mgmt vlan state disable and press Enter. The PC can ping to $2220-1013
success again, and the Web interface can be managed again.

3. If the problem persists, contact Technical Support.

Getting values failed (snmp operation timeout)

This message indicates that you entered an invalid parameter value.
1. Click the Refresh button to clear the message.

2. Verify the recent parameter entries. Refer to the related CoH (cursor-over-help) and revise
parameter entries as needed.

3. Retry the operation.

4. |If the problem persists, contact Technical Support.
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Failed to start Virtual Cable Test.

This message indicates that the VCT test could not be started.

1. Check the following:

* Module has power.

* Cable is properly connected to the port.
2. Retry the operation.

3. If the problem persists, contact Technical Support.

Firmware DB operation failed, unzip failed.

This message indicates that the upload of the upgrade file failed.

1. Check that the db.zip file (Windows XP) or db file (Windows 7) file was specified in the Database File

Name field.
2. Retry the operation.

3. If the problem persists, contact Technical Support.

invalid input file

This message displays in the “Upload Result Reason” field at IONMM > Upgrade tab> Firmware
database sub-tab if the “Firmware File Name” entered had an incorrect filename format.

1. Verify the parameter value entered; see “Upgrading IONMM Firmware — Web Method” for valid

input information.

2. Retry the operation with a valid firmware file name (e.g., IONMM.bin.0.5.4, or x222x /

x32xx.bin.0.5.4).

3. If the problem persists, contact Technical Support.
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Invalid input found!

This message indicates that you entered a parameter outside the valid range (e.g., VLAN ID = 0).
1. Verify the parameter value to be entered; check the online Help for valid input information.
2. Retry the operation.

3. If the problem persists, contact Technical Support.

Invalid password!
This message indicates that the password entered during sign on is not valid.
1. Sign in using the correct password. The default password is private.
Note: the password is case sensitive.
2. If the problem persists, contact Technical Support. Failed to retrieve DMI info on current port.

You clicked the Device port’s DMI tab, but the device does not support DMI. Not all NID models support
DMI.

Verify that the C3210 supports DMI.
See “DMI (Diagnostic Maintenance Interface) Parameters” for more information.

Retry the operation.

S A

If the problem persists, contact Technical Support.

Admin Status: Down (or Testing)

In the device’s port, at the MAIN tab in the Port Configuration section, the Admin Status field displays
“Down”. Typically, if 'Admin Status' is Down, then 'Link Status' is also Down.

The status here is the desired state of the interface. The “Testing” status indicates that no operational
packets can be passed. When a managed system initializes, all interfaces start with 'Admin Status' in the
Down state. As a result of either explicit management action or per configuration information retained
by the managed system, 'Admin Status' is then changed to either the Up or Testing states, or remains in
the Down state.

1. Verify the initialization process; see “Section 2: Installation and System Setup”.

2. Verify the attempted operation procedure in the related section of this manual.
3. Retry the operation. Wait several minutes for initialization to take place.
4

If the problem persists, contact Technical Support.
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Link Status: Down (or Testing or Dormant, or NotPresent)

This is the current operational state of the interface.

The 'Link Status' Testing state indicates that no operational packets can be passed.
If '"Admin Status' is Down then 'Link Status' likely will be Down.

If '"Admin Status' is changed to Up, then 'Link Status' should change to Up if the interface is ready to
transmit and receive network traffic.

'Link Status' should change to Dormant if the interface is waiting for external actions (such as a serial
line waiting for an incoming connection);

'Link Status' should remain in the Down state if and only if there is a fault that prevents it from going to
the Up state;

'Link Status' should remain in the NotPresent state if the interface has missing (typically, hardware)
components.

Link Status: Down: The ION system interface is not ready to transmit and receive network traffic due a
fault.

1. Review any specific fault and its recommended recovery procedure.

2. Verify the initialization process; see “Section 2: Installation and System Setup”.
3. Verify the attempted operation procedure in the related section of this manual.
4. Retry the operation. Wait several minutes for initialization to take place.
5

If the problem persists, contact Technical Support.

Link Status: Dormant: The ION system interface is waiting for external actions (such as a serial line
waiting for an incoming connection).

1. Wait several minutes for initialization to take place, and then retry the operation.

2. If the problem persists, contact Technical Support.

Link Status: NotPresent: the interface has missing components (typically hardware).
1. Verify the ION system installation; see “Section 2: Installation and System Setup”.
2. Wait several minutes for initialization to take place, and then retry the operation.

3. If the problem persists, contact Technical Support.
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Link Status: Testing: The ION system interface can not pass operational packets.

1. Verify that diagnostic tests were run properly and completed successfully.

2. Wait several minutes for initialization to take place, and then retry the operation.
3. If the problem persists, contact Technical Support.

Message: Setting values failed (http server error)

This message indicates a configuration entry error (e.g., https).

1. Enter avalid value. Refer to the Help screen for more information.

2. Retry the operation. See “Configuring HTTPS”.

3. If the problem persists, contact Technical Support.

Message: Setting values failed (snmp operation error)

This message indicates that the SNMP Configuration entered had an invalid SNMP entry (e.g., an
unrecognized Trap Manager address entry).

1. Enter avalid value. Refer to the Help screen for more information.
2. Retry the operation. See “Configuring SNMP”.
3. If the problem persists, contact Technical Support.
Message: TFTP file transferring failed!
This message indicates that a TFTP operation could not be completed.
TFTP for Backup download operation:
1. Verify that:
a. The correct module(s) has been selected.
b. The IP address of the TFTP server is correct.
c. The TFTP server is online and available.

2. Perform a backup of the module(s) for which the download operation was intended. Make sure that
the status of the backup operation for each module is “Success”.

3. Retry the operation.

4. |If the problem persists, contact Technical Support.
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TFTP for Restore upload operation:
1. Check:
* The IP address of the TFTP server is correct.
* The TFTP server in online and available.
* The file to be uploaded is in the default directory on the server.
* The correct module(s) has been selected.
2. Retry the operation.
3. If the problem persists, contact Technical Support.
Message: TFTP operation failed!
This message indicates that the upload portion of an upgrade operation failed.
1. Check:
* The IP address of the TFTP server is correct.
* The TFTP server in online and available.
* The correct file name (db.zip in Windows XP or just “db” in Windows 7) is specified.
* The db.zip (or db) file is in the default directory on the TFTP server.

2. If the problem persists, contact Technical Support. Message: There is a problem with this website's
security certificate.

This message indicates that the security certificate presented by this website was changed.
1. Click the Continue to this website... selection.

2. See the “Configuring HTTPS” section.
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Message: Web Ul Management connection Lost
1. With the "Egress Rate Limit" set to "Unlimited", the PC can ping the device (e.g., $2220-1013).

2. After reducing the "Egress Rate Limit" to "80m", the ping fails.
The return traffic to the PC is non-mgmt packet and is subjected to Egress rate-limiting, hence these
packets are getting dropped.

3. Increase the port 1 "Egress Rate Limit" to "900m" or "800m" to reserve some Egress bandwidth for
user management traffic.
The PC can ping to $2220-1013 again, and the WEB Ul can be managed again.

4. If the problem persists, contact Technical Support.

Message: “Setting values in progress ...” displays continuously

The message “Setting values in progress ...” displays for over 10 minutes after you set up a VLAN 100,
then set Management VLAN to Enabled and clicked Save.
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Getting values failed (http server error) then displays.

Loading Template agent_main_view.htm failed displays:
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MAIN tab displayed is blank after you close the Loading ... dialog box.

Meaning: These messages display after you turn on the Management VLAN function either via the ION
Web interface or the CLI. (The CLI command is set mgmt vlan state=enable, and the Web interface is
from the IONMM MAIN screen in the Management VLAN Configuration section, where the Status field
is set to Enabled. In both cases, management control is given to the Management VLAN that you ena-
bled.

The recovery (re-gaining control from the CLI or Web interface) is to turn off Management VLAN via the
CLI (set mgmt vlan state=enable) or via the Web interface (IONMM MAIN > Management VLAN Config-
uration > Status > Enabled).

Message: Loading Template agent_main_view.htm failed
Loading htm files failed
Loading htm file succeeded
Loading JavaScript file failed
Loading Template Config file failed
Meaning: The status displays at the lower left corner during Port 1 page loading.

Recovery: 1.Wait for the Loading, please wait... message to clear. This may take 1 minute or more. 2.
See the Loading, please wait... message for details. 2. If the problem persists, contact Technical Support.

Message: The DM feature is not supported on current port

Meaning: Not all C3210 models support DMI. Lantronix C3210s that support DMI have a “D” at the end
of the model number. If you click the DMI tab on a C3210 model that does not support DMI, the
message “The DMI feature is not supported on current port.”

33496 Rev. E https://www.lantronix.com/ Page 160 of 251



https://www.lantronix.com/

Lantronix ION C3210 Series User Guide

The DMI (Diagnostic Maintenance Interface) function displays C3210 diagnostic and maintenance
information such as interface characteristics, diagnostic monitoring parameters, and supported media
lengths.

Recovery: 1. Verify that the device and port support DMI. See “DMI (Diagnostic Maintenance Interface)
Parameters” for more information.

Message: Loading Template agent_main_view.htm failed
Message: Loading htm files failed
Meaning: The status displays at the lower left corner during Port 1 page loading.

Recovery: 1.Wait for the Loading, please wait... message to clear. This may take 1 minute or more. 2.
See the Loading, please wait... message for details. 2. If the problem persists, contact Technical Support.

Message: Online Help is not available until a specific configuration is entered.

Message from webpage

L ] E Online Help is not available until a specific configuration tab is entered,
*

Meaning: You clicked on Online Help from the Help dropdown without first selecting a device.

| System~  View~v | Help~

10N System Cnline Help
=410N Stack 0N Product Home Page

=!Chassis About 10N System Web Interface
+-[01]IONMM
-?---[UEI]CSZSU—WUAU
+-[05]C3230-1040
+-[10]C3231-1040
+-[12]C2110-1013
-?---[1-‘1](:2210—1013
-?---[WG]CZEZU—WUM
+-[18]C3220-1040

+-[22]I0NPS-A
+-[23]IONPS-D
Message from webpage
! E Qrline Help is not available until a specific configuration tab is entered,
Recovery:

1. Click the OK button to close the webpage message.
2. Select an ION device.

3. Click on Help > Online Help again.
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Message: Trap manager settings changed and a system reboot is required for the changes to take effect.
— Do you want to reboot the system right now?

ION System <IN sute || HTTPs || ssH | Rapus | acL || Backup-RESTORE | UPGRADE
= DA stak Wods! Information
= Chassis

Serial Number \i“ fodel ” hSnR'mare Resision ‘HHardware Rminnj
Sh-agent-001 [ 065 [0.01 ]
+-[03]C3230-1040 \; JL

Bootloader Revision
+ [04]C6010-3040 20

++[05]C3230-1040

+07]C3210-1013 System Configuration

) (08]C3221-1040 |System Ham 1| System Up Timi 1| System Contact | System Location
12102101013 |orman m || [0:0:4237 61 ||[Transition Networkstechs||[10900 Red Circle Drive |‘
141622101013 |Cansole Access umber of Ports MAC Address—

L [161C2220-1014 |[Enabled |2 |||[b0-Co-F2-20-DE-8E |

+[18]C3220-1040 [Uptime Reset)[System Reboot][Reset Ta Factory Config

+ [22]IONPS-A IP Configuration

+ [23]0NPS-D DHCP Client

| Disabled v

[‘%;“—”“’E’;?‘Emi. Message from webpage 3]
DS i————f \ 2 ) rap mansger satungs haveboen changed and  syst boct s v 0 e changes o takeoffect. D0 you wanttarebeck thesystem rightrou?

| |00

e

[o000

Wanagement VLAN Configuration

|VLAN ID 1 Statu: 1| Ports
2 || [ Disabled ~]||[EPort 1 OPort 2

SNMP Configuration

SNUP Version
; ~
e
Trap Manager 1 1 Trap Manager 1 Trap Manager 1
[192.168.1.30 | [0.054 || [0:0:0:0 I|

Trap Manager & Trap Manager 5| Trap Manager 6|
o500 [0000 J [0 ]

Meaning: Information only. At IONMM > MAIN > SNMP Configuration > Trap Manager x you entered
an IP address for a trap server.

Recovery:

1. Click the OK button to clear the webpage message.

2. Verify the Trap Manager setting and continue operation.

3. If a problem persists, contact Technical Support.
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Message: File has been successfully transferred via TFTP.” but the Prov. status column displays failure

[...].

ION System

—/ION Stack
—+Chassis
+ [01]ONMM
+-[03103230-1040
+[04]C6010-3040
+1[05]C3230-1040
+-[071C3210-1013
+[08]C3221-1040
+-[12]C2110-1013
+[14]C2210-1013
+[16]C2220-1014
+-[18]03220-1040
+[22]0NPS-A
+-[23]ONPS-D

MAIN || SNTP | HTTPS | 88H | RADIUS | ACL |EELGIESHSEIelial UPGRADE

|TETP Server Address— | Status

[192 168.1.30 ||| Mo Astion

Restore |

Select Modules to Back Up {Download config files after backing up is done)

Select Index Module Config File {Click to Modify} Prov Status TFTP Action

1 [01]IONMM 1-14ONMM config success

2 [03]C3230-1040 1-3-C3230-1040 config failure [ ad

3 [04]CB010-3040 1-4-C6010-3040.config SuUCCess ad

4 [05]C3230-1040 1-5-C3230-1040.config success

O 5 [07]C3210-1013 1-7-C3210-1013.config Download|

O 6 [08]C3221-1040 1-8-C3221-1040.config

O 7 [12]C2110-1013 1-12-C2110-1013 config Download

[ 8 [14]C2210-1013 IRERGPELEL Message from webpage

O 2 [g1c22e0:1014 sl B File has been successfully transferred via TFTP.

O 10 [18]C3220-1040 1-18-C3220-10}

O 1" [22]IONPS-A 1-2210NPS-A

O 12 [23]IONPS-D 1-23-0ONPS-D.config Download| |
w Back Up) m}

Meaning: At IONMM > BACKUP-RESTORE > Backup you selected a module to back up, the “successful
transfer” message displays, but the Prov. Status column displays failure [...].

Recovery:

ok wnNE

Click the OK button to clear the webpage message.
Click the [...] box after the word “failure” in the Prov Status column.
Open the config.ERR file at C:\TFTP-Root.

Fix any config commands and then retry the operation.
Verify the Backup and continue operation.

If a problem persists, contact Technical Support.
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In IE8 or IE9, at C3220 > FDB, the ‘Refresh’, ‘Add’, ‘Edit’, ‘Delete’, ‘Help’ buttons of FDB do not display.

System > | Vieww  Help v

ION System L] mam || apvancep | sure | Hries | ssH | rapws || AcL ‘ VLAN
— ION Stack MACs
=) Chassis [ FoBID MAC Address Part Priority Entry Type \
. [0210HMM
|0 03-6003-6A81-01 1 3 staticPA |
+ [06]CE121-1040
+ [11]CE010-1040
=+ [13]C3220-1040 FOBID MMAC Address Port Priorit
Port 1 fo ] [Port1 ¥ [0 =
fon2 EntryType
+[15]C6120-1013 [ static ~| |
+ [19]C6010-1013 Flush FDBs
+ [22]I0MPS-A I|  Flush operation Flush Status Failure R‘asnﬂ
[Frush Al = i | |

555‘5@10“ Systen ¥eb Ints... X | 4l How Ticket - Chassis

==
JRANSITION |

‘Svstem' View > Help~

4
10N System AN || ADVANCED | sTP || HTTPS || ssH || Rapiug || AcL VLAN
= 10N Stack P

=Chassis

FDE D WAC Address Port Priority Entry Type
+{02]IONMM
03-60-03-6A-81-01
+-[06]C6121-1040
+-[11]C6010-1040
—[13]C3220-1040

FDE ID WAC Address Par Priority
~Port 1 lo | [03-60-03-6A-31-01 | [Pod 1 E v
B Entry Type =
+[15]C6120-1013 [staticPA v
SICT 1013 | |
+![22]I0NPS-A Il
Flush FDBs
Flush Operation Flush Status Failure Reason
[Flush Al ¥ | il

1. Select IE8 Tools > Compatibility Mode to use the IE8 ‘Compatibility View’. The message “Compatibil-
ity View - 192.168.1.10 is now running in Compatibility View.” displays.

TRANSITI UN [JIQ Compatibility ¥iew x ]

\/ NETWORKS»

92,168.1,10 is now running in Compatibiltty View.

Sign in to ION System Web Interface

User Name: | \

Password: | |

2. Log in to the ION system again.
3. Select the FDB tab.

4. Select at least one table of FDB, and then click the web page; the button will display normally.
4. Click one existing MAC address in the MAC address list.
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Website displays incorrectly in Internet Explorer 8 or 9

Websites that were designed for earlier versions of Internet Explorer might not display correctly in the
current version. However, you can often improve how a website will look in Internet Explorer by using
the new ‘Compatibility View’ feature. When you turn on Compatibility View, the webpage displayed
(and any other webpages within the website's domain) will display as if you were using an earlier version
of Internet Explorer.

1. In IE8, click the Stop button on the right side of the Address bar.
2. If the page has stopped loading, click the Refresh button to try again.

3. Click the Tools button, and then click Compatibility View.

ﬂvctﬁhxl

If Internet Explorer recognizes a webpage that is not compatible, the Compatibility View button displays
on the Address bar. To turn Compatibility View on, click the Compatibility View button. From now on,
whenever you visit this website, it will be displayed in Compatibility View. However, if the website re-
ceives updates to display correctly in the current version of Internet Explorer, Compatibility View will
automatically turn off. Note that not all website display problems are caused by browser incompatibility.
Interrupted Internet connections, heavy traffic, or website bugs can also affect how a webpage is dis-
played. To go back to browsing with Internet Explorer 8 on that site, click the Compatibility View button
again.

4. Check your ION firmware version and upgrade to the latest if outdated. See the “Upgrade” section.

5. Check the Microsoft Support Online website http://support.microsoft.com/ph/807/en-us/#tab0 for
more information.

6. See also: http://msdn.microsoft.com/en-us/library/dd567845%28v=vs.85%29.aspx

http://support.microsoft.com/kb/960321

http://blogs.msdn.com/b/ie/archive/2008/08/27/introducing-compatibility-view.aspx

7. In IE9, click the Compatibility View toolbar button on the Address bar to display the website as if you
were using an earlier version of Internet Explorer. See the Microsoft Support website Article ID: 956197
at http://support.microsoft.com/kb/956197.
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Script error message received.

Stop running this script? A script on this page is causing Internet Explorer to run slowly. If it continues,
your computer might become unresponsive. Yes / No

Error: Object doesn't support this property or method.

A Runtime Error has occurred. Do you wish to Debug?

Done, but with errors on page.

53240 System

1
2
3
4
5.
6
7
8

— 53240

Port 1
Port 2
~Port 3

Port 4 (SFP)
Port 5 (SFP)

MAIN || ADVANCED suTP || HTTPS || ssH RADIUS | ACL WLAN S0AM

MACs

VLAN ID MAC Address Port Priority Entry Typa
: 00-04-75-BD-4F-8C 5 7 staticPA

1 00-04-75-BD-9C-36 ‘| 0 dynamic

1 00-04-75-BD-9C-38 1 1] static
VLAN ID MAC Address 1 |Port ~ Priority

i [Pon 1 )
Entry Type

static v

. Disable script debugging.

Windows Internet Explorer

Y Stop running this script?
LAY

A script on this page is causing Intermet Explorer t run showly.
IF it continues ko rur, your computer might become:

unresponsive,

BACKUP-RESTORE

. Click the Yes button to stop the script.

. Click Show Details to display error details.

. Test a Web page from another user account, another browser, and another computer.

Verify that Active Scripting, ActiveX, and Java are not being blocked by Internet Explorer.

port.microsoft.com/kb/308260.

. Remove all the temporary Internet-related files.

. Install the latest Internet Explorer service pack and software updates.

. For more advanced troubleshooting, see the Microsoft Support Article ID 308260 at http://sup-
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Windows Event Viewer Messages

A sample Event Log file is shown below.

Windows Event Viewer - Event Log 1:

I Windows Event Viewer - Event Log 1 - Notepad @g|
Fil= Edit Format View Help

Type Date Time Source  Category Event  user computer ~
Information 6/25/2010 10:34:34 am service Control Manager Mone 7036 AR SCHIERMAN E
Information 6,/25/2010 10:32:35 AM seryice Control Manager None 7036 M8 SCHIERMARN
Information 6/25/2010 10:32:35 AM service Control Manager Mone 7035 jeffs SCHIERMAN
Information 6,/25/2010 Fi37:19 am service Control Manager None 7036 MA SCHIERMARN
Information B5,/25,/2010 Ti3T7:12 Aam service Contraol Manager Mone FO36 MR SCHIERMAN
Information 6/25/2010 Fi37:12 am service Control Manager Mone 7035 SYSTEM  SCHIERMAN
Erraor 6,/24 /2010 10:27:33 PM W32Time None 29 M8 SCHIERMARN

warning 6/24/2010 10:27:32 PM W32Time MNone 14 M A SCHIERMAN

Erraor 6,/24 /2010 4:12:51 PM windows Update Agent software Sync 16 M8 SCHIERMARN
Information 6,724 /2010 F:40:55 Aam service Contraol Manager mNone FO36 MR SCHIERMAN
Information 6,424 /2010 7:40:49 am service Control Manager Mone 7036 AR SCHIERMAN
information 6,24 /2010 7:140:49 AM service Control Manager None 7035 SYSTEM  SCHIERMAN
Error 6,/24 /2010 5:27:31 AM W22Time None 29 MR SCHIERMAN

warning 6,/24,/2010 G:27:31 AM W32Time None 14 M8 SCHIERMAN

Error 6/23,/2010 10:27:29 PM W32Time Mone 29 MR SCHIERMAN

warning 6/23/2010 10:27:29 PM w32Time MNone 14 A A SCHIERMAN

Erraor 6,/23/2010
warning 6/23/2010
Erraor 6,/23/2010
warning 6/23/2010
Error 6/23/2010

127:28 PM W32Time Mone 29 M8 SCHIERMARN
127:28 PM W22Time None 14 MR SCHIERMAN
127127 PM W32Time Mone 29 M8 SCHIERMARN
27127 PM W32Time None 14 MR SCHIERMAN
127127 PM W32Time None 29 MA SCHIERMAN

Pl P Pl P Pl P L L B B e
ra
-l

warning 6/23/2010 127 PM W32Time None 14 M8 SCHIERMARN
Error 5,/23,/2010 157126 PM W22Time MNone 29 MR SCHIERMAN
warning 6,/23/2010 157126 PM W32Time Mone 14 M8 SCHIERMARN
Error 623 /2010 t42:26 PM W32Time None 29 MR SCHIERMAN
warning 6/23/2010 142126 PM w32Time None 14 A A SCHIERMAN
Error 6,/23/2010 142:11 PM W32Time Mone 29 M8 SCHIERMARN
warning 6/23/2010 $42:11 PM W22Time None 14 M8 SCHIERMAN
Information 6,/23/2010 2:42:01 PM Tepip Mone 4201 M A SCHIERMAN
Information 6,/23,/20010 2:41:56 PM Erowser MNone 5033 M8 SCHIERMAN

[IE3

Message: Infformation 6/25/201073712AM  SeniceCortrolVlanager  None 7035 SYSTEM
Meaning: Information message regarding SCM.

Recovery: No action required.

Message: Error 6/24/2010 10:27:33PM  W32Time None 29 N/A  SYSTEM
Meaning: Error level message regarding W32Time.

Recovery: Open the file, examine the number of messages like this, and the potential problem level.

Message: Warning 6/24/2010 10:27:33PM  W32Time None 14 N/A  SYSTEM
Meaning: Warning level message regarding W32Time.

Recovery: Check the other system logs for related messages. If the problem persists, contact Technical
Support.
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The Config Error Log (config.err) File

The error log file (.ERR file) is downloaded to the TFTP server address specified, in TFTP-Root with a
filename such as 1-11-C2210-1013.config. You can open the file in WordPad or a text editor.

A sample portion of an error log file (.ERR file) is shown below.

File Edit view Insert Format Help

e & # By

AGENT FM ERRCE: CLI command remove vlan all failed

AGENT PM EREOR: CLI command remove fwddb all failed

AGENT PM ERROE: CLI command set ip-momt state=enable failed

AGENT PM ERROR: CLI command set dhep state=disakhle failed

AGENT PM ERROR: CLT command set ip type=ipwv4d addr=192.165.0.10 subnet-mask=255.255.255.0 failed
AGENT PM ERRCOR: CLI command set gateway type=ipvd addr=192.165.0.1 failed

AGENT PM ERROR: CLI command set dns-svr svr=1 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set dns-svr svr=:Z type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI commnand set dns-svr svr=3 type=dns addr=0.0.0.0 failed
AGENT PM ERROE: CLI command set dns-svr svr=4 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set dns-svr swr=5 type=dns addr=0.0.0.0 failed
AGENT PM ERROE: CLI command set dns-svr svr=6 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set snmp traphost sve=1 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set snmp traphost sve=2Z type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set snmp traphost sve=3 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set snmp traphost svr=4 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set snmp traphost svr=5 type=dns addr=0.0.0.0 failed
AGENT PM ERROE: CLI command set snmp traphost svr=6 type=dns addr=0.0.0.0 failed

AGENT PM ERROR: CLI command set sntp state=disabhle failed

AGENT PM ERROE: CLI command set sntp dst-state=disable failed

AGENT PM ERRCOR: CLI command set sntp timezone=5 failed

AGENT PM ERROR: CLI command set sntp dst-start="1969 1231 15:00:00" failed
AGENT PM ERROR: CLI command set sntp dst-end="1969 1231 15:00:00" failed
AGENT PM ERROR: CLI command set sntp dst-offsec=0 failed

AGENT PM ERROE: CLI command set sntp-svr svr=1 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set sntp-svr svri=Z type=dnzs addr=0.0.0.0 failed

These messages show a translation of failed web interface functions that were attempted, translated
into CLI commands.

The config.err files are saved in the TFTP server location specified (typically C:\TFTP-Root) with a file
name something like: 1-2-2-C3220-1040_20100608.config.err.

The first word in the message (e.g., add, set, remove) shows the type of action attempted.

The second word or phrase in the message (e.g., dhcp state, fwddb, gateway type, vlan-db vid, etc.) lists
the general function attempted. This is the part of the message immediately preceding the = sign.

The next word or phrase in the message is the specific function attempted that immediately follows the
=sign or the second word of the message (e.g., all, =enable, =disable, =8, =dns addr=0.0.0.0, etc.). This
part of the error message may include several segments with = signs (e.g., =0.0.0.0 retry=3 timeout=30

The final word in the message line is the word “failed”.
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config.err Messages

Sample config.err fil

e information is provided below.

1-2-2-C3220-1040_20100608.config.err

Line

1 AGENT PM ERROR:
2 AGENT PM ERROR:
3 AGENT PM ERROR:
4 AGENT PM ERROR:
5 AGENT PM ERROR:
6 AGENT PM ERROR:
7 AGENT PM ERROR:
8 AGENT PM ERROR:
9 AGENT PM ERROR:

10 AGENT PM ERROR:

11 AGENT PM ERROR

12 AGENT PM ERROR:
13 AGENT PM ERROR:

14 AGENT PM ERROR

15 AGENT PM ERROR:
16 AGENT PM ERROR:
17 AGENT PM ERROR:
18 AGENT PM ERROR:
19 AGENT PM ERROR:
20 AGENT PM ERROR:
21 AGENT PM ERROR:
22 AGENT PM ERROR:
23 AGENT PM ERROR:
24 AGENT PM ERROR:
25 AGENT PM ERROR:
26 AGENT PM ERROR:
27 AGENT PM ERROR:
28 AGENT PM ERROR:

CLI command remove vlan all failed
CLI command remove fwddb all failed

CLI command add fwddb mac=01:00:00:00:00:10 conn-port=1 priority=1 type=staticNRL failed

CLI command remove vlan all failed
CLI command remove fwddb all failed

CLI command add fwddb mac=01:00:00:00:00:02 conn-port=1 priority=1 type=staticNRL failed
CLI command add fwddb mac=01:00:00:00:00:03 conn-port=1 priority=1 type=staticNRL failed
CLI command add fwddb mac=01:00:00:00:00:04 conn-port=1 priority=1 type=staticNRL failed
CLI command add fwddb mac=01:00:00:00:00:05 conn-port=1 priority=1 type=staticNRL failed

CLI command add fwddb mac=01:00:00:00:00:06 conn-port=1 priority=1 type=staticNRL
: CLI command add fwddb mac=01:00:00:00:00:07 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:08 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:09 conn-port=1 priority=1 type=staticNRL
: CLI command add fwddb mac=01:00:00:00:00:10 conn-port=1 priority=1 type=staticNRL
CLI command remove vlan all failed

CLI command remove fwddb all failed

CLI command add fwddb mac=01:00:00:00:00:02 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:03 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:04 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:05 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:06 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:07 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:08 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:09 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:10 conn-port=1 priority=1 type=staticNRL
CLI command remove vlan all failed

CLI command remove fwddb all failed

CLI command add fwddb mac=01:00:00:00:00:10 conn-port=1 priority=1 type=staticNRL

config.err Message Responses

Some typical error log file messages and the recommended responses are provided below (without the

prefix of “AGENT PM ERROR: CLI command”).

Message: remove vl

Response: 1. Check if this is a recurring problem. 2. Verify the VLAN operation in the related section of

an all failed

failed
failed
failed
failed
failed

failed
failed
failed
failed
failed
failed
failed
failed
failed

failed

this manual. Retry the VLAN operation. 3. See the related VLAN command in the C3210 CLI Reference
Manual, 33497. 4. If the problem persists, contact Technical Support.

Message: remove fwddb all failed

Response: 1. Check if this command is supported. 2. If the problem persists, contact Technical Support.

Message: set ip-mgmt state=enable failed

Response: 1. Check if this command is supported. 2. If the problem persists, contact Technical Support.

Message: set dhcp s

Response: 1. Check if this command is supported. 2. If the problem persists, contact Technical Support.

tate=disable failed
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Message: set ip type=ipv4 addr=192.168.0.10 subnet-mask=255.255.255.0 failed

Response: 1. Check if this is a recurring problem. 2. Verify the operation in the related section of this
manual. Retry the operation. 3. See the related command in the C3210 CL/ Reference Manual, 33497. 4.
If the problem persists, contact Technical Support.

Message: set gateway type=ipv4 addr=192.168.0.1 failed

Response: 1. Check if this is a recurring problem. 2. Verify the operation in the related section of this
manual. Retry the operation. 3. See the related command in the C3210 CLI Reference Manual, 33497. 4.
If the problem persists, contact Technical Support.

Message: set dns-svr svr=1 type=dns addr=0.0.0.0 failed
Response: 1. Check if this command is supported. 2. If the problem persists, contact Technical Support.

Message: set snmp traphost svr=1 type=dns addr=0.0.0.0 failed
Response: 1. Check if this command is supported. 2. If the problem persists, contact Technical Support.

Message: set sntp state=disable failed
Response: 1. Check if this command is supported. 2. If the problem persists, contact Technical Support.

Message: set sntp dst-state=disable failed
Response: 1. Check if this command is supported. 2. If the problem persists, contact Technical Support.

Message: set sntp timezone=8 failed
Response: 1. Check if this command is supported. 2. If the problem persists, contact Technical Support.

Message: 1. Check if this command is supported. 2. If the problem persists, contact Technical Support.

Message: set sntp dst-end="1969 1231 18:00:00" failed
Response: 1. Check if this command is supported. 2. If the problem persists, contact Technical Support.

Message: set sntp dst-offset=0 failed
Response: 1. Check if this command is supported. 2. If the problem persists, contact Technical Support.

Message: set sntp-svr svr=1 type=dns addr=0.0.0.0 failed
Response: 1. Check if this command is supported. 2. If the problem persists, contact Technical Support.

Message: set radius client state=disable failed
Response: 1. Check if this command is supported. 2. If the problem persists, contact Technical Support.

Message: set radius svr=1 type=dns addr=0.0.0.0 retry=3 timeout=30 failed
Response: 1. Check if this command is supported. 2. If the problem persists, contact Technical Support.

Message: add vlan-db vid=100 priority=0 pri-override=disable failed
Response: 1. Check if this command is supported. 2. If the problem persists, contact Technical Support.

Message: add vlan-db vid=200 priority=0 pri-override=disable failed
Response: 1. Check if this command is supported. 2. If the problem persists, contact Technical Support.
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Message: set acl state=disable failed
Response: 1. Check if this command is supported. 2. If the problem persists, contact Technical Support.

Message: set acl table=filter chain=input policy=accept failed
Response: 1. Check if this command is supported. 2. If the problem persists, contact Technical Support.

Message: set dotldbridge ip-priority-index=0 remap-priority=0 failed
Response: 1. Check if this command is supported. 2. If the problem persists, contact Technical Support.

Message: AGENT PM ERROR: CLI command show dotldbridge ip-tc priority remapping failed
Response: 1. Check if this command is supported. 2. If the problem persists, contact Technical Support.
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Webpage Messages

Certain menu operations will display a webpage verification message to verify that you want to proceed.
These messages also provide information on the effect that the operation will have if you continue.
These messages display for operations such as Reset to Factory Config, Reboot the System, or other
operational confirmation messages.

See “Menu System Descriptions”.

Message: System will be rebooted, are you sure to proceed?

Message from webpage

\:.y Syskem will be rebooted, are wou sure ko proceedy?

[ K. H Cancel ]

Response: Click OK only if you wish to reboot. Otherwise click Cancel.

Message: A factory reset will wipe out all current configuration and load the factory defaults along with
a system reboot; are you sure to proceed?

Message from webpage

\ ? J A factory reset will wipe out all current configuration and load the Factory defaulks along with a syskem reboat, are you sure bo proceed?

I QK ][ Cancel J

Response: Click OK only if you wish to reboot. Otherwise click Cancel.
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Message: The firmware upgrade failed!

Message from webpage E|

i "_v. The Firmware upgrade Failed!
L

The MAIN tab > TFTP Settings section Status area displays “TFTP Failure”.

Meaning: While performing a Firmware Upgrade from the MAIN tab > TFTP Settings section, a problem
was detected. See the “Upgrade the IONMM and/or C3210 Firmware” section.

Recovery:
1. Click OK to clear the webpage message.

2. Make sure you are using a TFTP Server package (not an FTP package). You will not be able to
connect to the TFTP Server with an FTP client.

3. Make sure that you downloaded the correct IONMM firmware file from the Lantronix web site.

4. Verify the TFTP Server Address entry. It should be the IP address of your TFTP Server (e.g.,
192.168.1.30).

5. Verify the Firmware File Name that you entered is the one you intended, and that it is in the proper
filename format (e.g., IONMM.bin.0.5.3).

6. Check the log status in the TFTP Server package; when successful, it should show something like
“Sent IONMM.bin.0.5.3 to (192.168.1.30), 9876543 bytes”. The TFTP Settings section Status area
should display “Success” when done.

7. Make sure that the Management VLAN function is disabled.
8. Reset the IONMM card. The TFTP Settings section Status area should display “Success” when done.

9. |If the problem persists, contact Technical Support.
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Message: Failed to Transfer the Firmware Database File!

Message from webpage

L] E Failed to transfer the Firmware Database File!
L

Meaning: A problem was detected while performing a Firmware Upgrade from the C3210 MAIN tab >
TFTP Settings section or from the IONMM UPGRADE tab. See “Upgrade the IONMM and/or C3210
Firmware”.

Recovery:
1. Click OK.

2. Make sure you are using a TFTP Server package (not an FTP package). You will not be able to
connect to the TFTP Server with an FTP client.

3. Make sure that you downloaded the correct IONMM firmware file from the Lantronix web site.
4. Make sure the TFTP server is running and correctly configured.

5. Verify the TFTP Server Address entry. It should be the IP address of your TFTP Server (e.g.,
192.168.1.30).

6. Verify the Firmware File Name that you entered is the one you intended, and that it is in the proper
filename format (e.g., IONMM.bin.0.5.3). Include the filename extension if you have not done so.

7. Check the log status in the TFTP Server package; when successful, it should show something like
“Sent IONMM.bin.0.5.3 to (192.168.1.30), 9876543 bytes”. The TFTP Settings section Status area
should display “Success” when done.

8. Reset the IONMM card. The TFTP Settings section Status area should display “Success” when done.

9. If the problem persists, contact Technical Support.
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Message: Are you sure to power reset this slot? (After power reset, it will take a while to see card change
in this slot; please fold/unfold the Chassis node in the left tree panel to check the progress. If the card
information changes on the Tree, then click the Refresh button on this page.)

10N System

—"ION Stack
— Chassis

+-[03]C3230-1040
+-[05]C3230-1040
~ [0T]IONMIA
+-[10]C3231-1040
+:[12]C2110-1013
+:[13]C2210-1013
+:[16]C2220-1014
+-[18]C3220-1040
+ [22]I0MPS-A

MAIN

Wodel Information

Serial Number 1 Model Name 7 Software Revision —(Hardware Revision 1
",3,?45 'HE'ON?,‘? [0 | |:‘,,'@;” |

Chassis Members

Slot Slot Status Description Paower Status
1 Empty On @

Empty On
3 Occupied 10N BPC Media Conversion Card C3230-1040 On E
4 Empty On @
5 Occupied 10N BRC Media Conversion Card C3230-1040 on [of
5 e—

Message from webpage
7
9 Are you Sure to power reset this slat?
8 B ‘-/ ( After power reset, it wil take a while to see Card Change in this slok, pleas Foldjunfold the Chassis node in left tree panel to check the progress. TF the card information changes on the Tree,
then dlick the refresh button in this page )
9 H
[ o ] -_Can[e\

10

Meaning: A caution message generated at the Chassis > MAIN tab. You clicked the Reset button for a

particular slot.

Recovery:

1. If you are not sure that you want to reset this slot, click the Cancel button to clear the message and
return to normal operations without resetting power to this slot.

2. If you are sure that you want to reset this chassis, click the OK button to clear the message and reset
power to the slot.

o v MW

At the Chassis > MAIN tab, fold/unfold the Chassis node in the tree panel to check the progress.
If the card information changes on the Tree, then click the Refresh button on this page.
See “Menu System Descriptions”.

If the problem persists, contact Technical Support.
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Message: Are you sure you want to power off this slot? (After power off, it will take a while to see Card
Disappear in this slot; please fold/unfold the Chassis node in the left tree panel to check the progress. If
the card information changes on the Tree, then click the Refresh button on this page.)

ION System MAIN
NSk Model Information
= s Serial Number Model Mame Software Revision Hardware Revision

+H[03]C3230-1040 3245 N J|[10a || o0 ]
+[05]C3230-1040 -
L [07)IONMIM
+[10]C3231-1040
H[12102110-1013 Chassis IMembers
+ [13]c2210-1013 Slot Slot Status Description Power Status
+4[16]C2220-1014 i Empty on [0
+[18]C3220-1040
H 2 Empty On -
+[22]I0NPS-A fod

3 Occupied ION BPC Media Conversion Card ¢3230-1040 0f [5F [Reset]

4 Empty on [of]

5 Occupied 10N BPC Media Conversion Card C3230-1040 on [of)

z —

Message from webpage
7
Are you sure o power off this slot?
8 2/ ( After power off, it wil take a whils to ses Card Disappear in this sot, plsass Foldunfold the Chassis nods in et tres panel to check the prograss. IF the card disappsars on the Tras, then clck
the refresh button in this page )
9
-

Meaning: A caution message generated at the Chassis > MAIN tab. You clicked the Off button for a

particular slot.

1. Recovery: If you are not sure that you want to power off this slot, click the Cancel button to clear
the message and return to normal operations without resetting power to this slot.

2. If you are sure that you want to power off this slot, click the OK button to clear the message and
remove power to the slot.

3. At the Chassis > MAIN tab, fold/unfold the Chassis node in the tree panel to check the progress.

4. If the card information changes on the Tree, then click the Refresh button on this page.

5. See “Menu System Descriptions”.

6. If the problem persists, contact Technical Support.
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Message: The Connection was Reset

' The connection was reset

The connection to the server was reset whie the page was loading.

= The site could be temporarily unavalable or too busy, Try again in a few
moments.

= If you are unable to load any pages, check your computer's netwark
connection,

» If your computer or network is protected by a firewall or proxy, make sure that
Firefox i permitted to access the Web,

Meaning: The FireFox web browser connection failed to load the page.

Recovery:

1. Verify the URL (e.g., http:// versus https://).

2. Check if the applicable server is running (TFTP, Syslog, HTTPS server) in the expected location.

3. Click the Try again button to retry the operation.

Message: This Connection is Untrusted

0w | This Connection is Untrusted

v l ‘ou hawve asked Firefox to connect: securely to 192.168.1.10, but we can't confirm that your

connection is secure,

I

Mormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place, However, this site's identity can't be verified,

what should 1 Do?

IF wou usually connect ko this site without problems, this error could mean that someone is brying ko
impersonate the site, and you shouldn't continue.

Get me out of here!

Technical Details

I Understand the Risks

Meaning: You tried to connect via FireFox to a URL, but the FireFox web browser did not find a trusted
certificate for that site.

Recovery: Click Technical Details for details, or click | Understand the Risks to continue operation.
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Message: Static Non Rate Limit entry must have a multiple cast MAC address!

\—’ NETWORKS.
Systemv | View™  Help v
10N System C]["man [ anvancep || swte || wres | ssh || raows | ace [JERSH] vean | soam
= 101 ek e
= Chasels [ FoBID WAC Address Conn Port Priorty Entry Type |
=/ [03]C3230-1040
| o recards found |
Port 1
~Port 2
(070N FDBID WAC Address Conn Port Priority
- [091C3231-1040 o 00 C0 F242 00 8A [Port 1 ¥
| L L
o Entry Type —
Port 2 [statichRL v
pon
+[1]C2210-1013
+[13]62110-1013
- [161C3220-1040 Message from webpage
+[18]C2220-1014
(] } Skatic Non Rate Lirit entry must have & multiple cast MAC address!
Il _OK
Adding MAG Talled (snmp operation errof]

Meaning: When setting up MAC filtering, you entered a unicast MAC address and selected a Static NRL
(Non Rate Limit) Entry Type.

Recovery:
1. Click OK to clear the message.

2. Either enter a multicast MAC Address, or select another Entry Type.

Message: Local Area Connection x — A network cable is unplugged

-y at

.V Local Area Connection 2 |+

& nebwork cable is unplugged.

BB, % 1 08 geoam

Meaning: You unplugged the USB cable at the C3210 or IONMM, or the C3210 or IONMM was un-
plugged from the ION chassis, or you pressed the Reset button on the IONMM.

Recovery:
1. If you pressed the Reset button on the IONMM, wait a few moments for the message to clear.

2. Plug the USB cable back into the IONMM’s USB-DEVICE connector, or plug the USB cable back into
the C3210’s USB connector.

3. Try the operation again.

4. |If the problem persists, contact Technical Support.
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Message: Problem loading page — Mozilla Firefox

©) Problem loading page - Mozilla Firefox

File Edit ‘“iew History  Bookmarks  Tools  Help

@ - C o L. http:ff192,168. 1, 10login,html

[&] Mast visited |j Getting Starked |5 | Latest Headlines |j IOM System Web Inte. .

! Problem loading page

Meaning: You tried to log in to the ION system from the Mozilla Firefox browser, but the login failed.

Recovery:

Make sure the web browser you are using is supported. See “Web Browsers Supported”.

Verify the URL entered. See “Initial Setup with a Static IP Address via the CLI”.

Verify C3210 access. See “Accessing the C3210”.

Verify the URL (e.g., http:// versus https://).

Try to log in to the ION system again.

1.
2.
3
4. Verify the IP address setting. See “Setting the IP Addressing”.
5
6
7

If the problem persists, contact Technical Support.

Message: Internet Explorer cannot display webpage

= Internet Explorer cannot display the webpage - Windows Internet Explorer.

N I ;
@..\__; €] hip:/192.168.1.10]

File Edit Wiew Favorites  Tools  Help

57 Favoribes | @Internet Explorer cannot display the webpage

Q Internet Explorer cannot display the webpage

Meaning: You tried to log in to the ION system from IE, but the login failed.

Recovery:

Make sure the web browser you are using is supported. See “Web Browsers Supported”.

Verify the URL entered. See “Initial Setup with a Static IP Address via the CLI”.

Verify NID access. See “Accessing the C3210”.

Verify the URL (e.g., http:// versus https://).

Try to log in to the ION system again.

1.
2.
3
4. Verify the IP address setting. See “Setting the IP Addressing”.
5
6
7

If the problem persists, contact Technical Support.
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Message: Upgrade following modules: [15]C3210, are you sure to proceed?

ION System

=+I0M Stack
= Chassis
+1[03]C3230-1040
+1:[05]C3230-1040
[0B]IONMI
+1[12]C2110-1013
+1[13]C2210-1013
—/[15]C3210
~Port 1
Port 2
+1:[16]C2220-1014
+1[18]C3220-1040
+ [22] ONPS-A

MAINI SNTP || HTTPS || SSH || RADIUS || ACL || BACKUP-RESTORE UF’GRADE
Firmware Database |IEUUTETEAVGIED LS

Select Target Modules to Upgrade

If the card list showed in the table is not correct. please fold/unfold "ION

Select Index IModule
(3] 1 [03]C3230-1040
2 [05]C3230-1040
m] 3 [08]IONIM
O 4 [12]c2110-1013
] 5 [13]C2210-1013
6 [15]c3210
(4] 7 [16]C2220-1014
O 8 [18]C3220-1040
o = [22]0NPS A Message from webpage
a 10 Chassis(ION219 Upgrade following modules:
Selsct All ! \?/ [15]c3210,
s

Meaning: Verification message that you indeed want to upgrade the C3210 firmware.

Recovery:

1. If you are not sure you want to upgrade the C3210 firmware, click Cancel and continue operation.

2. If you are sure you want to upgrade the C3210 firmware, click OK. The upgrade process will continue.

See “Upgrade the IONMM and/or C3210 Firmware” for more information.

33496 Rev. E

https://www.lantronix.com/

Page 180 of 251


https://www.lantronix.com/

Lantronix ION C3210 Series User Guide

ION System Tests

This section describes the C3210 system level tests, DMI functions, related test functions, and the
xC3210 DIP switches and jumpers.

Virtual Cable Test (VCT)

The VCT feature uses TDR (Time Domain Reflectometry) to determine the quality of cables, connectors,
and terminations. Problems that can be determined include opens, shorts, cable impedance
mismatches, failed connectors, and termination mismatches.

The VCT runs the cable diagnostic by transmitting a signal of known amplitude sequentially along each
of the TX and RX pairs of an attached cable. The transmitted signal continues along the cable until it is
reflected from a cable imperfection, and that distance is displayed. If the test status returned is Normal,
the distance displayed is the actual cable length. The VCT test is intrusive, as the tested port’s link is
brought down during the test.

When the VCT is activated, a pre-defined amount of time elapses before a VCT test pulse is transmitted.
This ensures that the link partner loses link, so that it stops sending 100BASE-TX idles or 10 Mbps data
packets. The VCT can be performed either when there is no link partner, or when the link partner is
Auto-Negotiating or sending 10 Mbps idle link pulses.

Use the VCT test to determine if cabling is at fault when you cannot establish a link. Problems can
include opens, shorts, cable impedance mismatches, failed connectors, and termination mismatches,
bad magnetics.

Do not change the port configuration while the TDR test is running.
Due to cable characteristics, run the TDR test several times to get accurate results.

Do not change port status (e.g., remove the cable at the near or far end) as the results may be
inaccurate.

The VCT test can be configured via the CLI method or the Web method.
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VCT Test - CLI Method

Use the VCT test to determine if cabling is at fault when you cannot establish a link for a C3210 copper
port.

1. Accessthe C3210 through either a USB connection.

2. Start the VCT Test. Type start ether tdr test and press Enter. The Time Domain Reflector (TDR) test
starts on the specified Ethernet copper port.

3. Show the Ethernet port TDR Test configuration. Type show ether tdr config and press Enter.
The Time Domain Reflectometry (TDR) test configuration displays for the Ethernet copper port.
For example:

C1|S16|L1P1>show ether tdr config
Time-domain reflectometer configuration:

TDR test state: success
TDR test init time: 22:39:18
TDR test result valid: true

c1|s16|L1P1>

4. Show the Ethernet port TDR Test results. Type show ether tdr test result and press Enter.
The results of an Ethernet port TDR test display for the copper port. For example:

C1|S5|L1P1>show ether tdr test result

Cable pair :

index distance to fault(unit) status
pairl and 2 @ (meter) open
pair3 and 6 o (meter) open
pair4 and 5 9 (meter) open
pair7 and 8 1(meter) open
C1|s5|L1P1>

5. Runthe TDR test several times to ensure accurate results. Do not change port status (e.g., remove
the cable at the near or far end) as this may cause inaccurate results.
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VCT Test — Web Method
1. Access the C3210 through the Web interface.

2. Select the desired port.

3. At the port-level MAIN tab, check the information displayed in the Link Status and Virtual Cable

Test areas.

ION System

S m ADVANCED |: COUNTERS |

— 10N Stack
= Chassis
+1[03]03230-1040
+[05]C3230-1040
-~ [08]I QNI
+[10]C3231-1040
+[12]C2110-1013
+1[13]C2210-1013
=TT15]C3210-101
- -Port 1
Port 2
+1[16]C2220-1014
+[10]C3220-1040
+ [22]ONPS-A

| Circuit 1D

Auto Negotiation Settings

’.ﬂniNegmlatmn
| Enabled =

Port Configuration
'm|Adlﬂ\n Status——— ] Speed Duplex
<_. ”Duwn )f”Up v” |Negutialing ‘ INegUliatmg
\Port Mode |AutoCross Mode
|[10/100/1000BaseT [[/[Aute >

Capabilities Advertised
(#1100 - Half Duplex

[#11000M - Half Duplax

10M - Full Duplex
1000M - Full Duplex

100M - Half Duplex
OPause

100M - Full Duplex
Clasymmetric Pause

Port Forward Management

Source Port Forward Settings
i ot v

T Virtual Cable Test

Index Status Distance To Fault

Pair 1and 2 Unknawin N
Pair 3 and & Unknawn

Pair4 and & Unknawin

Pair 7 and 8 Unknawin /

r-yirtual Cable Test]

Refresh][Savel[Haly|

4. Click the Virtual Cable Test button. The VCT test runs and test information displays.

Wirtual Cable Test

Index Status Distance To Fault
Pair 1 and 2 Unknown
Pair 3 and & Unknown
Pair 4 and 5 Unknown
Pairt Unknown

" [Virtual Cable Test

Refrash Help|
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5. Check the information displayed in the Link Status (Up or Down) and Virtual Cable Test sections.

Virtual Cable Test

Index Status Distance To Fault
Pair 1and 2 Open 0 Meter
Pair 3 and 6 Open 0 Meter
Pair4 and 5 Open 0 Meter
Pair 7 and 8 Open 0 Meter
Virtual Cable Test

The possible VCT Test parameters and states are shown in the table below.

Table 12: VCT Parameters

Fault .
Parameter State Meaning

Link Status Down VCT Test failed due to lost link.

Link Status Up VCT Test passed; link is up. No action needed.
There are four pairs of standard category 5 cable. Each pair displays

Index - Pairxtoy one of these states: Open, Broken, Shorted, Terminated, Impedance
Mismatch, or Unknown.
The pair is properly terminated at the remote end (not a fault state).

Status — Normal The 'Distance To Fault' is blank.

Status — Open X Open (not connected) connection failure status. Cable impedance is
greater than 333 ohms.

Status — Broken X Broken connection failure status.

Status — Shorted X Shorted connection failure status. Cable impedance is less than 333
ohms.

Statu§ _ Connection terminated status (non-fault state).

Terminated

St.atus — Impedance X The impedance of the pair is mismatched.

Mismatch

Status — Unknown X None of the above (i.e., not Normal, Open, Shorted, Terminated,

Impedance Mismatch, or Unknown).

Distance To Fault -
0 Meter

The overall distance to the fault in Meters (Open or no fault found).

Distance To Fault >
0 Meter

The overall distance to the fault in Meters.
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DMI (Diagnostic Maintenance Interface)

The DMI (Diagnostic Maintenance Interface) function displays C3210 diagnostic / maintenance
information such as fiber interface characteristics, diagnostic monitoring parameters, and supported
fiber media lengths.

Note: Lantronix C3210s that support DMI have a “-D” at the end of the model number.
DMI can be configured in the C3210 using either the CLI or Web method.

DMI Config — CLI Method
1. Accessthe C3210 through either a USB connection.
2. Set the Diagnostic Monitoring Interface receive preset power level. Type:
set dmi rx-power-preset-level=xx
Where:
xx is a preset level for Rx Power on the Fiber port, in the range of 1 to 10.
3. Press Enter. For example: set dmi preset-power-level=10.
4. Display the DMI information. Type: show dmi info and press Enter. For example:

C1|S13|LOAP1|L1P2/>set dmi preset-power-level=10
C1|S13|LeAP1|L1P2/>show dmi info
Diagnostic monitoring interface information:

DMI connect type: LC

DMI bit rate: 13*106eMbps
DMI link length(single mode fiber, 100m): 100*100m
DMI link length(50 micron multi-mode fiber, 16m): 50*10m
DMI link length(62.5 micron multi-mode fiber, 10m): 50*10m
DMI link length(copper cable, m): N/A

DMI indentifier: SFP

DMI laser wavelength: 1310*nm
DMI temperature: 47 .3*C
DMI temperature alarm setting: normal
DMI bias current: 20912*uA
DMI bias current alarm setting: normal
DMI Tx power: 249*ul
DMI Tx power: normal
DMI Rx power: O*ul

DMI Rx power: normal
DMI Rx power preset level: o*ul
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DMI Config — Web Method
1. Access the C3210 through the Web interface.

2. Select the desired device and port.

3. Select the DMI tab.

10N System

=-I0N Stack
=i Chassis
+[03]C3230-1040
+-[05]C3230-1040

- [OT]IONMI
+4[10]C3231-1040
+-[12]C2110-1013
+-[13]C2210-1013
+-[16]C2220-1014
-[18]C3220-1040

+ [22]OTFS A

| Al || ADVANCED || COUNTERS || LOAM@

Interface Characteristics

([BMIID 11Connector Type—————[|Mominal Bit Rate (Mbps)
lsFP |[|e |[1300 |

|Fiber Interface Wavelength (nmj—
Jeso |

Diagnaostic Monitoring
|Receive Power (WW)——————Receive Power (dBN) |Receive Power Alarm——————————
o i | [Mormal |

|Rx Power Intrusion Threshold (pWW)

o |

Temperature (°C} Temperature (°F) Ternperature Alarm
[375 || [oa s | {[Normal |

| Transmit Bias Current |f|_|A}—||Tra|1smit Bias Alarm——————

48386 [|{Harmat I
(Transmit Power (u(W)———— Transmit Power (dBM) |Transmit Power Alarm—————————
||z25 || 5935 [ {[Marmat |

Supported Media Length
19/125u Singlemode Fiber {m)—50/125u Multimode Fiber (m)—/62.5/125u Multimode Fiber {m)——
a lEm [z ‘|

|Copperim)———————————————
i |

Help

The Interface Characteristics, Diagnostic Monitoring, and Supported Media Length information fields
display. See the table below for parameter descriptions.

4. You can click the Refresh button to update the information displayed.
You can click the Save button to save the updated information.

The DMI tab parameters are described in the table below.

Table 13: DMI Parameters
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Parameter PP055|bIe Description
arameters
Specifies the physical device from SFF-8472 Rev 9.5 Standard:

Unknown, GBIC, 00h Unknown or unspecified

soldered to mother- (01h GBIC
DMI ID board, SFP, Re- 02h Module/connector soldered to motherboard

served, vendor-spe- |03h SFP

cific

04-7Fh Reserved
80-FFh Vendor specific

Connector Type

LC, MT-RJ LC, SC,
ST, RJ-45, VF-45, or
unknown

The external optical or electrical cable connector provided as
the interface.

* MT-RJ: Media Termination - Recommended Jack for Duplex
multimode connections.

* LC: Lucent Connector or Local Connector for High-density
connections, SFP transceivers.

* SC: Subscriber Connector for Datacomm and Telecomm.

* ST: BFOC Straight Tip / Bayonet Fiber Optic Connector for
Multimode - rarely Singlemode (APC not possible).

* VF-45: Snap connector for Datacom uses.

See the “Connector Types” section below.

Nominal Bit
Rate

(measured rate)

Bitrate in units of 100Mbps (the sample screen above shows
1300, or 1.3 Gbps).

Fiber Interface
Wavelength

(measured wave-
length)

The Nominal transmitter output wavelength at room tempera-
ture. The unit of measure is nanometers (the sample screen
above shows 850 nm).

Receive Power
(uw)

(measured power
measurement)

Receive power on local fiber measured in microwatts (the sam-
ple screen above shows 11 uW).

Receive Power

(measured signal

Receive power on local fiber measured in dBM (decibels rela-
tive to one milliwatt) which defines signal strength. The sample

(uw)

(dBM) strength) screen above shows -19.586 dBM.
Normal -1,
Not Supported - 2,
Receive Power |Low Warn - 3, Alarm status for receive power on local fiber
Alarm High Warn - 4, P '
Low Alarm - 6
High Alarm - 7
Rx Power Intru- A preset level for Rx Power on the Fiber port. If the DMI read
sion Threshold |0-10 value falls below the preset value, an intrusion is detected, and

a trap is generated.

Temperature (measured temp.) Temperature of fiber transceiver in tenths of degrees C (Cel-
(°C) P- sius). The sample screen above shows 40.1°C.
Temperature (measured temp.) Temperature of fiber transceiver in tenths of degrees F (Fahr-
(°F) P- enheit). The sample screen above shows 104.2 °F.
Normal -1,
Temperature Ir:lg\}\/s\/vgfr?ttgd -2 Alarm status for temperature of fiber transceiver.
Alarna High Warn - 4 An ionDMITemperatureEvt event is sent when there is a warn-
Lo%v Alarm - 6’ ing or alarm on DMI temperature
High Alarm - 7

Transmit Bias
Current (UA)

(measured current)

Transmit bias current on local fiber interface, in uA (microam-
peres). The sample screen above shows 14768 uA (micro-
amps).
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Transmit Bias
Alarm

Normal -1,

Not Supported - 2,
Low Warn - 3,
High Warn - 4,
Low Alarm - 6
High Alarm - 7

Alarm status for transmit bias current on local fiber interface.

Transmit Power
(uw)

(measured power)

Transmit power on local fiber measured in microwatts.
The sample screen above shows 240 uW (microwatts).

Transmit Power
(dBM)

(measured power)

Transmit power on local fiber measured in dBM (decibels rela-
tive to one milliwatt) which defines signal strength.
The sample screen above shows -6.126 dBM.

Transmit Power
Alarm

Normal -1,

Not Supported - 2,
Low Warn - 3,
High Warn - 4,
Low Alarm - 6
High Alarm - 7

Alarm status for transmit power on local fiber.

Supported
Media Length

9/125u Singlemode
Fiber (m)

Specifies the link length that is supported by the transceiver
while operating in single mode (SM) fiber. The unit of measure
is meters (m). The sample screen above shows N/A, indicating
the media is not applicable.

Supported
Media Length

50/125u Multimode
Fiber (m)

Specifies the link length that is supported by the transceiver
while operating in 50 micron Multimode (MM)

fiber. The value is in meters. The sample screen above shows
500 meters as the supported media length.

Supported
Media Length

62.5/125u MM Fiber
(m)

Specifies the link length that is supported by the transceiver
while operating in 62.5 micron Multimode (MM) fiber. The value
is in meters. The sample screen above shows 300 meters as
the supported media length.

Supported
Media Length

Copper (m)

Specifies the link length that is supported by the transceiver
while operating in copper cable. The value is in

meters. The sample screen above shows N/A, indicating the
media is not applicable.
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Connector Types

The DMI connector type indicates the external optical or electrical cable connector provided as the in-
terface. The information below is from SFF 8472 Rev 9.5.

Table 14: Connector Types

Value Description of connector
00h Unknown or unspecified
01h SC
02h Fibre Channel Style 1 copper connector
03h Fibre Channel Style 2 copper connector
04h BNC/TNC
05h Fibre Channel coaxial headers
06h Fiberdack
07h LC
08h MT-RJ
09h MU
OAh SG
0Bh Optical pigtail

0C-1Fh Reserved
20h HSSDC Il
21h Copper Pigtail

22h-7Fh Reserved

80-FFh Vendor specific

The LC, MT-RJ LC, SC, ST, or VF-45 connector types (jacks) are shown below.

MT-RJ

sC

W

VF-45
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Set Debug Level
You can use the CLI method to define the system debug level.
1. Accessthe C3210 through either a USB connection.
2. Setthe desired debug level. Type:
set dbg level=<0-2>
where:

0=debug Severity level 0 (Emergency: system is unusable - e.g., serious hardware
failure or imminent power failure).

1=debug Severity level 1 (Alert: action must be taken immediately).
2=debug Severity level 2 (Critical condition).

3. Press Enter.

For example: C1|S5|L1D>set dbg level ©
C1|S5|L1D>set dbg level 1
C1|S5|L1D>set dbg level 2

C1|s5|L1D>
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DIP Switches and Jumper Settings

The C3210 has on-board components that can be used to configure device operation, typically at the
direction of a technical support specialist. In most cases, the factory default settings provide optimal
configuration settings; however, DIP Switch and Jumper setting changes may be required for operating
mode changes or troubleshooting purposes.

PCB Identification

This section covers the following PCBs (printed circuit boards):

e x3210 PCB: 11325 Rev. A, B and C (this information is silkscreened on the top of the PCB).

e x3210 PCB: 11351 Rev. A (this information is silkscreened on the bottom of the PCB).

Each PCB has jumpers and / or DIP switches. Not all of these jumpers / DIP switches are intended for
use in the field.

Note: Do not change these configurable items except at the direction of a technical support specialist.

x3210 PCB

x3210 PCB: All PCBs (this information is silkscreened on the bottom of the PCB). This PCB has four
jumpers and two DIP switches. Note: not all of these are used in the field.

1R il
LED1 '
JE PCh 11351 REVA

o PGA ATI35| REV

Lz 08 zm @
L ~

] mm cmn :9; c;a 2

- v
| 4 7
2 2 RS 1. 13 ) | R
Dom s g = g fesf ;
<= - BE |
. 0 |
= ¥ i 7t E

SILKSCREEN PRIMARY TRANSITION NETWORKS, INC.
11351 REV A 02/03/10
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J5 - Hardware / Software Mode Jumper

Jumper J5 enables x3210 Hardware Mode or Software Mode. The default setting is Software mode.
J5

J5
Ping— 1 2 3

Jumper
H ME 5 Pin #s Function

Hardware Mode 1-2 Hardware Mode (H).

2-3 Software Mode (S).
« o -

Software Maode

J6 - Autocross Enable / Disable Jumper

Jumper J6 can be used in the field to enable or disable the x3210 Autocross feature. The default setting
is Autocross Enabled (A).

J6
Jé
Pins — 1 2 3

) Jumper
A @ NA Pin #s Function

AutoCross Enabled 1-2 Autocross Enabled (A).

2-3 Autocross Disabled (NA).

AutoCross Disabled

Jumpers J5 and J6 are shown below.
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DIP Switch SW1 (Autoneg, Speed, Duplex, LPT, and Fiber Duplex)

The 6-position DIP Switch SW1 can be used in the field to configure the x3210 TP1 AutoNegotiation,
Speed, Duplex, LPT, and Fiber Duplex settings.

TP Auto-Megotiation: UP = Erabled, Down = Gisablad
TP Spesd: UP=100Mbs, Down=10Mbs  (Mote 1)
TF Duplesc UF = Full, Daown = Half (Mt 1)
LPT: UF = Enalbed, Down = Disabled
imused

Unusad

SW Position Up 4

Crz 3 g um SWrosition Down ¥
Note 1: Only use when Auto-Negotiation is
disabled.

Switch# High position (Up - Default) Low position (Down)

1 TP1 AutoNegotiation Enabled TP1 AutoNegotiation Disabled

2 TP1 100 Mbps Speed TP1 10 Mbps Speed (only with AutoNegotiation disabled)

3 TP1 Full Duplex mode TP1 Half Duplex mode (only with AutoNegotiation disabled)
4 LPT Enabled LPT (Link Pass Through) Disabled (for TX to FX only)

5 Full duplex fiber Half duplex fiber (valid only for 100FX)

6 Not used. Not used.

DIP switches SW1 (left) and SW2 (right) are shown below.

| LR
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DIP Switch SW2 (TP2 Autoneg, Speed, Duplex)

The 4-position DIP Switch SW2 can be used in the field to configure the x3210 TP2 AutoNegotiation,
Speed, and Duplex settings.

S - TP2 Auro-Mepotiation UP = Enabled, Cown = Dsabled (Moe 2)
SV - TF2 Speed UF = 100Mbs, Down = 10Mbs  (Noce 2}
W3 - T2 Duplex UP = Full, Drovwn = Half

W4 - Unused
5V Pasivion Ugp 4
| 2 1 4 W Pasition Down¥
Switch # High position (Up) Low position (Down)
1 TP2 AutoNegotiation Enabled TP2 AutoNegotiation Disabled
2 TP2 100 Mbps Speed TP2 10 Mbps Speed (only with AutoNegotiation disabled)
3 TP2 Full Duplex mode TP2 Half Duplex mode (only with AutoNegotiation
disabled)
4 Reserved — do not use. Reserved — do not use.

Note 2: Only use when Auto-Negotiation is disabled.

J78 (Not Used)

Do not use. Jumper J7 is used for manufacturing / debug purposes only.

J8 (Not Used)

Do not use. Jumper J8 is used for manufacturing / debug purposes only.
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Third Party Troubleshooting Tools

This section provides information on third party troubleshooting tools for Windows, Linux, etc. Note
that this section may provide links to third party web sites. Lantronix is not responsible for any third
party web site content or application. The web site information was accurate at the time of publication,
but may have changed in the interim.

e |pconfig and ifconfig
e Windows Network Connections

e Ping

e Telnet

e PuTTY

e Tracert (Traceroute)
e Netstat

e  Winipcfg

e Nslookup
e Dr. Watson

Note: IETF RFC 2151 is a good source for information on Internet and TCP/IP tools at
ftp://ftp.rfc-editor.org/in-notes/rfc2151.txt.

Ipconfig
Ipconfig (Windows Vista): Use the procedure below to find your IP address, MAC (hardware) address,
DHCP server, DNS server and other useful information under Windows Vista.

1. Go to the start menu and type command in the box.

2. Right-click on Command Prompt and click Run as administrator. If a User Account Control window
pops up, click Continue.

3. At the C:\> prompt type ipconfig and press Enter. Your IP address, subnet mask and default gateway
display. If your IP address is 192.168.x.x, 10.x.x.x, or 172.16.x.x, then you are receiving an internal IP
address from a router or other device.

4. For more detailed information, type ipconfig /all at the prompt. Here you can get the same infor-
mation as ipconfig plus your MAC (hardware) address, DNS and DHCP server addresses, IP lease in-
formation, etc.

Note: If you are receiving a 169.254.x.x address, this is a Windows address that generally means your
network connection is not working properly.
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Ipconfig (Windows XP): ipconfig (Internet Protocol Configuration) in Windows is a console application
that displays all current TCP/IP network configuration values and refreshes Dynamic Host Configuration
Protocol DHCP and Domain Name System DNS settings.

Use the ipconfig command to quickly obtain the TCP/IP configuration of a computer.

1. Opena Command Prompt. Click Start, point to Programs, point to Accessories, and then click Com-
mand Prompt.
2. Type ipconfig and press Enter. The Windows IP Configuration displays:

Command Prompt

Microzoft Windows XP [Uersion 5.1.260881]
<C» Copyright 1985-2801 Microsoft Corp.

C:~Documents and Settings“jschierman>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHNS Suffix . = astrocorp.com
IP Address. - « - = « = = = = - - = 192.168.1.92
Subnet Maszk : 255.255.255.8
Default Gateway - 192.168.1.28

C:sDocuments and Settings“jschiermanX_

3. Make sure that the network adapter for the TCP/IP configuration you are testing is not in a Media
disconnected state.
4. For more information, use the /all parameter (type ipconfig /all and press Enter).

The ipconfig command is the command-line equivalent to the winipcfg command, which is available in
Windows ME, Windows 98, and Windows 95. Windows XP does not include a graphical equivalent to the
winipcfg command; however, you can get the equivalent functionality for viewing and renewing an IP
address using Windows’ Network Connections (see below).
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ifconfig
1. Verify that the machine's interfaces are up and have an IP address using the ifconfig command:

[root@sleipnir root]# ifconfig
ethe Link encap:Ethernet HWaddr 00:0C:6E:0A:3D:26
inet addr:192.168.168.11 Bcast:192.168.168.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:13647 errors:0 dropped:@ overruns:0@ frame:0
TX packets:12020 errors:0 dropped:@ overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:7513605 (7.1 Mb) TX bytes:1535512 (1.4 Mb)
Interrupt:10

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:8744 errors:0 dropped:@ overruns:0@ frame:0
TX packets:8744 errors:0 dropped:@ overruns:@ carrier:0
collisions:® txqueuelen:0
RX bytes:892258 (871.3 Kb) TX bytes:892258 (871.3 Kb)

The above machine is running normally. The first line of output shows that the Ethernet interface
ethO has a layer 2 (MAC or hardware) address of 00:0C:6E:0A:3D:26. This confirms that the device
driver is able to connect to the card, as it has read the Ethernet address burned into the network
card's ROM. The next line shows that the interface has an IP address of 192.168.168.11, and the
subnet mask and broadcast address are consistent with the machine being on network
192.168.168.0.
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Windows Network Connections

In Windows XP you can view and renew an IP address using Windows Network Connections.

1. Open Network Connections from Start - Settings -> Network Connections.

* Network Connections Ell@@
Fle Edt Vew Favortes Tools Advanced Help L,

Dok - @ - [F Psewch [ ot | [

fiddress [ Network Connections = E
A MName Type Status Device Name Phone # or Host Address  Owner

Network Tasks | LAN or High-Speed Internet

[ E;i:t:(:ﬂ:ew LiLlocal Area Connection | LAN o High-Speed Internet  Connected, Firewalled  Broadcom 440x 107100 Integr... System

@ Change windows
Firewall settings

See Also

i) hetwork
e

2. Right-click a network connection.
3. Click Status.
4. Click the Support tab. Your connection status information displays.

- Local Area Connection Status

| General | Suppart |

Connection status

Address Type: Aszszigned by DHCP
ek IP Address: 192168.1.92
Subnet Mask: 205.266.265.0
Default Gateway: 192168.1.30

Windows did not detect problems with this
connection. If you cannat connect, click

Repair.

Cloze

5. Click the Details button to display the Physical Address, IP Address, Subnet Mask, Default Gateway,

DHCP Server, Lease Obtained, Lease Expires, and DNS Server addresses.
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Ping

Use the ping command to test a TCP/IP configuration by using the ping command (in Windows XP Pro-
fessional in this example). Used without parameters, ipconfig displays the IP address, subnet mask, and
default gateway for all adapters.

1. Opena Command Prompt. To open a command prompt, click Start, point to Programs, point to Ac-
cessories, and then click Command Prompt.
2. At the command prompt, ping the loopback address by typing ping 127.0.0.1.

e Command Prompt

C:~Documents and Settingssjschiermanping 127.0.8.1
Pinging 127.8.8.1 with 32 bytesz of data:

127.8.8.1: bytes=32 time<{ims TTL=128
127.8.8.1: bhytes=32 time<{ims TTL=128
127.8.8.1: bytes=32 time<{ims TTL=128
Heply from 127.8.8.1: bytez=32 time<imz TTIL=128

Ping statistics for 127.8.8.1:

Packets: Sent = 4. Received = 4. Lost = 8 (B8 loss).
Approximate round trip times in milli—seconds:

Minimum = Bmz,. Maximum = Bms. Average = Bms

C:~Documents and Settings™jschiermanl>_

3. Ping the IP address of the computer.

4. Ping the IP address of the default gateway. If the ping command fails, verify that the default gate-
way IP address is correct and that the gateway (router) is operational.

5. Pingthe IP address of a remote host (a host on a different subnet). If the ping command fails, verify
that the remote host IP address is correct, that the remote host is operational, and that all of the
gateways (routers) between this computer and the remote host are operational.

6. Pingthe IP address of the DNS server. If the ping command fails, verify that the DNS server IP ad-
dress is correct, that the DNS server is operational, and that all of the gateways (routers) between
this computer and the DNS server are operational.

If the ping command is not found or the command fails, you can use Event Viewer to check the System
Log and look for problems reported by Setup or the Internet Protocol (TCP/IP) service.

The ping command uses Internet Control Message Protocol (ICMP) Echo Request and Echo Reply mes-
sages. Packet filtering policies on routers, firewalls, or other types of security gateways might prevent
the forwarding of this traffic.
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Telnet

Telnet is a simple, text-based program that lets you connect to another computer via the Internet. If
you've been granted the right to connect to that computer by that computer's owner or administrator,
Telnet will let you enter commands used to access programs and services that are on the remote
computer, as if you were sitting right in front of it.

The Telnet command prompt tool is included with the Windows Server 2003 and Windows XP operating
systems. See the related OS documentation and helps for more information. Note that if you are only
using computers running Windows, it may be easier to use the Windows Remote Desktop feature. For
more information about Remote Desktop, see the related OS documentation and helps.

Telnet Client

By default, Telnet is not installed with Windows Vista or Windows 7, but you can install it by following
the steps below.

To install Telnet Client:

1. Click the Start button, click Control Panel, click Programs, and then select Turn Windows features
on or off. If prompted for an administrator password or confirmation, type the password or provide
confirmation.

2. Inthe Windows Features dialog box, check the Telnet Client checkbox.

3. Click OK. The installation might take several minutes.

After Telnet Client is installed, open it by following the steps below.

To open the Telnet Client:

1. Clicking the Start button, type Telnet in the Search box, and then click OK.

2. To see the available telnet commands, type a question mark (?) and then press Enter.

Telnet Server

In Windows Server 2003 for most Telnet Server functions, you do not need to configure Telnet Server
options to connect a Telnet client to the Windows Server 2003-based Telnet Server. However, in
Windows Server 2003 you must configure Telnet Server options to be able to do certain functions.

For example, the following command uses the credentials of the user who is currently logged on to the
client to create a Telnet connection on port 23 with a host named server01.

telnet server01

The following example creates the same Telnet connection and enables client-side logging to a log file
named c:\telnet_logfile.

telnet -f c:\telnet_logfile server01

The connection with the host remains active until you exit the Telnet session (by using the Exit
command), or you use the Telnet Server administration tool to terminate the Telnet session on the host.
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For more information, see the Windows Server TechCenter at http://technet.microsoft.com/en-
us/library/cc787407(WS.10).aspx.

1. Ifyoutry to enable and install Telnet in Windows 7, and the message “An error has occurred. Not all
of the features were successfully changed” displays, one workaround is to use a third party Telnet
client, such as PUTTY, which also supports recommended SSH client.

PuTTY
PuTTY is a simple, free, but excellent SSH and Telnet replacement for Windows 95/98/NT.

The PUTTY SSH and telnet client was developed originally by Simon Tatham for the Windows platform.
PUTTY is open source software that is developed and supported by a group of volunteers. PUTTY has
been ported to various other operating systems. Official versions exist for some Unix-like platforms, with
on-going ports to Mac OS and Mac OS X.

The PUTTY terminal emulator application also works as a client for the SSH, Telnet, rlogin, and raw TCP
computing protocols.

For PUTTY legal and technical details, see the PuTTY download page at http://putty.org/ or at
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html.

Note:

1) When the user-public key is loaded into the IONMM successfully, the key will take effect
immediately; you do not need to restart the SSH server.

2) The ION system supports SSH2 keys only; SSH1 keys are not supported. When generating using
puttyGen.exe, do not select the SSH1 keys.

3) The ION system currently supports one user named 'root' with public key authentication.

Enter the password for the
corresponding key.

The login name is “root’, not ~ION .

£ 172.16.6. 137 — PuTTY

y—20100517™

TION

C1] :'::1|L1::w::=|
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PuTTY Basic Options:

PulTY Configuration

Categorny:

(=) Seszion
Logaing

(=) Terminal
Keyboard
Bel
Features

= Window
Appearance
Behaviour
Tranzlation
Selection
Colours

(=) Connection
Data
Prosy
Telnet
Rilogin

S5H

Serial

B azic options for pour PUTTY session
Specify the deztination you want to connect bo
Host Mame [or [P address) Fart
| |22 |
Connection type:

(3Raw () Telmet ) Rlagin &) 55H () Serial

Load, sawve or delete a stored session

Saved Sessions

| |
Default Settings Load

Claze window an exit:
Citlways O Mever (3 Only on clean exit

[ Open l [ Cancel

PuTTY SSH Options:

PuTTY Configuration

Categaony:

o Keyboard
- Bell
Features

= Window

L Appearance

- Behaviour

- Tranglation

- Belection

‘o Colours
[=- Connection

s Data

S Prowy

Lo Telnet

- Rlogin

Kex

Auth

TV

=11

Turnelz

Bugs
Serial

|

dplt-i-ons contro-l-ling SSH connect-i-ons
Data to send to the server

Remate command:

Frotozol options

[1Dan't start a shell or cammand at all
[1Enable compression
Preferred S5H pratocol wersion:

1 only O (O (2 only
Enicryption options

Enciyption cipher zelection policy:
AES [55H-2 anly)

Blonwfizh

“DES
- warn below kere -

Arcfour [SSH-2 only)
DES

[]Enable legacy use of single-DES in 55H-2

Open ] ’ Cancel
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Tracert (Traceroute)

Traceroute is a computer network tool used to determine the route taken by packets across an IP net-
work. 'Tracert" (pronounced "traceroute") sends a test network message from a computer to a desig-
nated remote host and tracks the path taken by that message.

Tracert is a Windows based tool that allows you to help test your network infrastructure. In this article
we will look at how to use tracert while trying to troubleshoot real world problems. This will help to re-
inforce the tool's usefulness and show you ways in which to use it when working on your own networks.

The traceroute tool is available on practically all Unix-like operating systems. Variants with similar func-
tionality are also available, such as tracepath on modern Linux installations and tracert on Microsoft
Windows operating systems. Windows NT-based operating systems also provide pathping, which pro-
vides similar functionality.

The tracert TCP/IP utility allows you to determine the route packets take through a network to reach a
particular host that you specify. Tracert works by increasing the "time to live" (TTL) value of each succes-
sive packet sent. When a packet passes through a host, the host decrements the TTL value by one and
forwards the packet to the next host. When a packet with a TTL of one reaches a host, the host discards
the packet and sends an ICMP time exceeded. Tracert, if used properly, can help you find points in your
network that are either routed incorrectly or are not existent at all.

The Tracert Windows based command-line tool lets you trace the path that an IP packet takes to its des-
tination from a source. Tracert determines the path taken to a destination by sending ICMP (Internet
Control Message Protocol) Echo Request messages to the destination. When sending traffic to the desti-
nation, it incrementally increases the TTL (Time to Live) field values to help find the path taken to that
destination address.

Tracert options include:

-? which displays help at the command prompt.

-d which prevents tracert from attempting to resolve the IP addresses of intermediate routers to their
names (this speeds up the display of tracert results). Using the —d option helps when you want to re-
move DNS resolution. Name servers are helpful, but if not available, incorrectly set, or if you just want
the IP address of the host, use the —d option.
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Netstat

Netstat (network statistics) is a command-line tool that displays network connections (both incoming
and outgoing), routing tables, and a number of network interface statistics. It is available on UNIX, Unix-
like, and Windows NT-based operating systems.

The netstat tool is used for finding network problems and determining the amount of traffic on the net-
work as a performance measurement. It displays active TCP connections, ports on which the computer is
listening, Ethernet statistics, the IP routing table, IPv4 statistics (for the IP, ICMP, TCP, and UDP proto-
cols), and IPv6 statistics (for the IPv6, ICMPv6, TCP over IPv6, and UDP over IPv6 protocols). When used
without parameters, netstat displays active TCP connections.

Note: parameters used with this command must be prefixed with a hyphen (-) and NOT a slash (/):
-a Displays all active TCP connections and the TCP and UDP ports on which the computer is listening.

-b Displays the binary (executable) program's name involved in creating each connection or listening
port. (Windows XP, 2003 Server only - not Microsoft Windows 2000 or other non-Windows operating
systems).

-e Displays Ethernet statistics, such as the number of bytes and packets sent and received.
-f Displays fully qualified domain names (FQDN) for foreign addresses.(not available under Windows)
-i Displays network interfaces and their statistics (not available under Windows).

-0 Displays active TCP connections and includes the process ID (PID) for each connection. You can find
the application based on the PID on the Processes tab in Windows Task Manager. This parameter is
available on Windows XP, 2003 Server (but not on Windows 2000).

-p (Windows): Protocol : Shows connections for the protocol specified by Protocol. In this case, the Pro-
tocol can be tcp, udp, tcpv6, or udpvé. If this parameter is used with -s to display statistics by protocol,
Protocol can be tcp, udp, icmp, ip, tcpv6, udpv6, icmpv6, or ipv6.

-p (Linux) Process : Show which processes are using which sockets (you must be root to do this).
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Winipcfg

The winipcfg command is available in Windows ME, Windows 98, and Windows 95 to review your
current TCP/IP network protocol settings. Follow these steps to view your current TCP/IP settings using
winipcfg:

1. Click the Start button and then click Run.
2. Type winipcfg in the Open box, and then click OK. Your current TCP/IP settings are displayed.
3. To view additional information, click More Info.

Note: The Winipcfg display is not updated dynamically. To view changes, quit winipcfg and then run it
again. If your IP address was dynamically allocated by a DHCP server, you can use the Release and
Renew buttons to release and renew the IP address.

The following information is displayed by the winipcfg tool.

Adapter Address: This string of hexadecimal numbers represents the hard-coded identification
number assigned to the network adapter when it was manufactured. When you are viewing the IP
configuration for a PPP connection using Dial-Up Networking, the number is set to a default,
meaningless value (because modems are not hard-coded with this type of address).

IP Address: This is the actual IP networking address that the computer is set to. It is either
dynamically assigned to the computer upon connection to the network, or a static value that is
manually entered in TCP/IP properties.

Subnet Mask: The subnet mask is used to "mask" a portion of an IP address so that TCP/IP can
determine whether any given IP address is on a local or remote network. Each computer configured
with TCP/IP must have a subnet mask defined.

Default Gateway: This specifies the IP address of the host on the local subnet that provides the
physical connection to remote networks, and is used by default when TCP/IP needs to communicate
with computers on other subnets.

Click More Info to display the following settings:

DHCP Server: This specifies the IP address of the DHCP server. The DHCP server provides the
computer with a dynamically assigned IP address upon connection to the network. Clicking the
Release and Renew buttons releases the IP address to the DHCP server and requests a new IP
address from the DHCP server.

Primary and Secondary WINS Server: These settings specify the IP address of the Primary and
Secondary WINS servers (if available on the network). WINS servers provide a service translating
NetBIOS names (the alphanumeric computer names seen in the user interface) to their
corresponding IP address.

Lease Obtained and Lease Expires: These values show when the current IP address was obtained,
and when the current IP address is due to expire. You can use the Release and Renew buttons to
release and renew the current IP address, but this is not necessary because the DHCP client
automatically attempts to renew the lease when 50 % of the lease time has expired.
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Nslookup

nslookup is a computer program used in Windows and Unix to query DNS (Domain Name System)
servers to find DNS details, including IP addresses of a particular computer, MX records for a domain
and the NS servers of a domain. The name nslookup means "name server lookup". A common version of
the program is included as part of the BIND package.

Microsoft Windows 2000 Server, Windows 2000 Advanced Server, and Windows NT Server 4.0 Standard
Edition provide the nslookup tool.

Windows’ nslookup.exe is a command-line administrative tool for testing and troubleshooting DNS
servers. This tool is installed along with the TCP/IP protocol through the Control Panel.

Nslookup.exe can be run in two modes: interactive and noninteractive. Noninteractive mode is used
when just a single piece of data is needed.

1. The syntax for noninteractive mode is:
nslookup [-option] [hostname] [server]

2. To start Nslookup.exe in interactive mode, simply type "nslookup" at the command prompt:
C:\> nslookup

Default Server: nameserverl.domain.com

Address: 10.0.0.1

>

3. Type "help" or "?" at the command prompt to generate a list of available commands.

Notes
e The TCP/IP protocol must be installed on the computer running Nslookup.exe.

e At least one DNS server must be specified when you run the IPCONFIG /ALL command from a
command prompt.

o Nslookup will always devolve the name from the current context. If you fail to fully qualify a name
query (i.e., use a trailing dot), the query will be appended to the current context. For example, if the
current DNS settings are att.com and a query is performed on www.microsoft.com; the first query
will go out as www.microsoft.com.att.com because of the query being unqualified. This behavior
may be inconsistent with other vendor's versions of Nslookup.
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Dr. Watson

Dr. Watson detects information about Windows system and program failures and records the infor-
mation in a log file. Dr. Watson starts automatically at the event of a program error. To start Dr. Watson,
click Start, click Run, and then type drwtsn32. To start Dr. Watson from a command prompt, change to
the root directory, and then type drwtsn32.

When a program error occurs, Dr. Watson creates a log file (Drwtsn32.log) which contains:
e The line Application exception occurred..
e Program error information.
e System information about the user and the computer on which the program error occurred.
e The list of tasks that were running on the system at the time that the program error occurred.
e The list of modules that the program loaded.
e The state dump for the thread ID that is listed.
e The state dump’s register dump.
e The state dump’s instruction disassembly.
e The state dump’s stack back trace.
e The state dump’s raw stack dump.

e The symbol table.

The default log file path is:
C:\Documents and Settings\All Users\Application Data\Microsoft\Dr Watson.

The default Crash Dump path is:
C:\Documents and Settings\All Users\Application Data\Microsoft\Dr Watson\user.dmp.
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Third Party Tool Messages
This section discusses messages generated by HyperTerminal, Ping, and Telnet during ION system

installation, operation and configuration.

HyperTerminal Messages

Message: Windows has reported a TAPI error. Use the Phone and Modem Options icon in the Control
Panel to ensure a modem is installed. Then restart HyperTerminal.

HyperTerminal

.
\:!;) wWindows has reported a TAPI error, Use the Phone and Modem Options icon in the control panel to ensure that a modem is installed. Then restart HyperTerminal,

Response:
1. Verify your computer’s Ports (COM & LPT) setting. See “Configuring HyperTerminal”.

2. Use the Computer Management > Device Manager > Troubleshooter button located on the
General tab in Properties.

3. Unplug and re-plug the USB connector on the IONMM card.

4. |If the problem persists, contact Technical Support.

Message: Unable to open COM x. Please check your port settings.

HyperTerminal

-
1 ) Unable to open COMS, Please check vour port settings

Response:
1. Verify your computer’s Ports (COM & LPT) setting.

2. Use the Computer Management > Device Manager > Troubleshooter button located on the
General tab in Properties.

3. Unplug and re-plug the USB connector on the IONMM card.

4. |If the problem persists, contact Technical Support.
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Problem: HT Overtyping Problem - You tried to edit a typo in a CLI command, the new data is stored, but
the old data is appended to it.

Meaning: HyperTerminal (HT) is a terminal emulation program developed by Hillgraeve, Inc., for
Microsoft and supplied with some Windows OSes. In HyperTerminal, use the Enter key to drop to a new
line, if required, and use the keyboard's Backspace key or the directional arrows to navigate within a
text entry. Overtyping an entry should automatically replace the previous characters. This is a
HyperTerminal problem that the ION CLI stack cannot resolve.

Response:

1. Upgrade to the latest version (a free download from www.hilgreave.com). The more current product
seems to run more smoothly and has text editing features not found in earlier versions.

2. In HT, turn off local echo - refer to the HT helps and documentation for the command to use.
3. Make sure the keyboard Insert mode is turned off.

4. Download and use PuTTY or TeraTerm to use as a replacement for HT.

33496 Rev. E https://www.lantronix.com/ Page 209 of 251



https://www.lantronix.com/

Lantronix ION C3210 Series User Guide

Ping Command Messages

Message: Request timed out.

Command Prompt

Microzoft Windows XP [Verszion 5.1.26801
CC» Copyright 1985-2881 Microsoft Corp.

C=“Documents and Settingssjeffslping 192.168.1.18

1922 _168.1.18 with 32 hytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 192.168.1.18:
Packets: Sent = 4, Received = B, Lost = 4 {188x loss>.

Meaning: The Ping command failed.
Recovery:
1. Verify the connection, verify correct IP address entry, and retry the operation.

2. Verify if the default IP address has changed using the Ipconfig (or similar) command.

Telnet Messages

Message: Could not open connection to the host, on port 23: Connect failed.
« Command Prompt

C:~Documents and Settings-jeffz>telnet 172_168.168.1
Connecting To 122.168_.18_.1.. _Could not open connection to the host,. on port 23:
Connect failed

C:~Documents and Settings~jeffz>_

Meaning: The attempted Telnet connection failed.
Recovery:
1. Verify the physical connection, verify correct IP address entry, and retry the operation.

2. Check if the default IP address has changed using the Ipconfig (or similar) command.
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Message: Invalid location parameters, cannot find the physical entity!

C1iS7IL1AP3 IL2D>go c=1 ==7 llap=3 1l2ap=3 13d

Invalid location parameters, cannot find the physical entity?

Meaning: The go command you entered includes a location that does not exist or that you
entered incorrectly.

Recovery:
1. Run the stat command to verify your configuration.

2. Click the plus sign [+] next to ION Stack to unfold the "ION Stack" node in the left tree view to
refresh device status.

3. Click the plus sign [+] next to Chassis to unfold the chassis devices.
T - - <
-]

= [07]C3231-1040
[ 11 IONMM ~Fort 1
|

Port 1 Port 2

Port 2
[ 31 C2220-1013 = Pont 3
Port 1 = REMC3221-1040
Port 2 Port 1
[ 51 c2220-1014
Port 1 =tPort 2
—REM-C3230-1040
[ 71 €3231-1048 Y
Port 1

Port 2 Port 2
Port 3 | Port 3
REM leveli: €3221-1840
Port 1
Port 2
Port 3
REM level?: C3230-1840

Port 2
[ 111 €3220-1040

d the physical entity?
3 13d
d the physical entityt

lc1:571L1AP3 1120

Compare the stat command results to the Web interface tree view configuration information.
Re-run the stat command with the correct location parameters.
Ping the device in question.

Unplug and re-plug the USB connector on the IONMM card.

© N o U A

If the problem persists, contact Technical Support.

Message: Unknown command!

C1:i51iL1D%go c=1 s=7 13ap=1 1id

Unknown command?

Meaning: The command you entered is not supported, or you entered the wrong command
format / syntax.

Recovery:
1. Verify the CLI command syntax.

2. For acomplete list of the available commands, see the C3210 CLI Reference Manual, 33497.
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TFTP Server Messages

Messages like the ones below may display during TFTP Server operation, depending on the TFTP Server
package that you selected.

Message: File does not exist

5= TFTP Server
File Tools Help

& SolarWinds.Net TFTP Server

.-D; SNR

52.1.10 reguesting IONMM.bin0.5 - File does not

CATFTP-Root 132.168.1.30

Meaning: A TFTP Server error - the TFTP Server Address that you specified does not contain the Firm-
ware File Name specified.

Recovery: 1) Verify the TFTP server’s correct file location (e.g., local disk at C:\TFTP-Root). 2) Make sure
of the filename / extension. 3) Check the TFTP Server’s online helps for suggestions.

Message: File too large for TFTP Protocol

S5 TETP Server
File Tools Help

= SolarWinds.Net TFTP Server

cent [OMMM bin o 3 ko, [132.168,1.101, 3326445 butes

Sent #2224 w3220 bin 05 9o [192.168.1.10], 11415950 bytes

Sent #3232 bin0.5.9 to [192.168.1.10). 11416930 bytes

Sent #3233 hin0.5.9 ta [192.168.1.10), 11416330 bytes

Sent #3232 bin0.5.9 to [192.168.1.10), 11416930 bytez

Sent #3233 hin 0.5.9 ta [192.168.1.10), 11416930 bytes

TFTP Ermor from 132.168.1.10 requesting I0M kM. bin.0.5.zip : File too large for TETP Protocol
TFTP Errar from 132.168.1.10 requesting I0MMM.bin.0.5 zip : File toa large for TETP Protocol
Sent #2224 «322x bin0.5 9 o [192.168.1.10], 11416980 bytes

CATFTP-Root 192.168.1.30

Meaning: A TFTP Server error - you tried to upload a file e.g., (IONMM.bin.0.5 — 50Mb) but the TFTP
server failed. The file you tried to upload via the TFTP server exceeded the file size capability.

Recovery: 1) Check if some extra files ended up in the zip folder — some repeated — 6 FW files total.

2) Remove some of the files from the zip folder and try the upload again. 3) Send the remaining files in a
separate file. 4) Check the TFTP Server’s online helps for suggestions.
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PuTTY Messages

Messages like the ones below may display during PuTTY (or similar package) operation, depending on
the package that you selected.

Message: Server refused key

Meaning: You can connect to a secure telnet session using password authentication, but when you try
to connect using public key authentication, you receive a "Server refused our key" message on the client
(PuTTy) session. For example, you generated a public/private key (using Puttygen) and saved them,
loaded the client public key into the IONMM via TFTP, and enabled SSH. The PuTTY SSH Authentication
pointed to the saved private key. You set the auto-log on user name to root as suggested, but when you
activated PuTTY, after 20-30 seconds, the refusal message displayed and PuTTY reverted back to pass-
word authentication (the default).

Recovery:

1. When generating using puttyGen.exe, select the SSH2 keys - do not select the SSH1 keys.
2. Loginto PuTTy as 'root' with the public key authentication.

3. Use the online helps and documentation to set up Putty as suggested.

4

See the “PuTTY” section notes.
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Recording Model Information and System Information

After performing the troubleshooting procedures, and before calling or emailing Technical Support,
please record as much information as possible in order to help the Lantronix Technical Support
Specialist.

1. Select the ION system MAIN tab. (From the CLI, use the commands needed to gather the

information requested below. This could include commands such as show card info, show slot info,

show system information, show ether config, show ip-mgmt config, or others as request by the
Technical Support Specialist.

\—’ NETWORKS«

System~ \ieww Helpw

ION System m

=HON Stack Model Information

= (?hasms (Serial Number —— Model-——————— Software Revision | [Hardware Revision
++[02]IONMM |l4774302 || [[c3210-1013 | 20 || {[1-0.0 |
"‘ -[03]C3221-1040 [Bootloader Revision———
+[04]C4221-4848 [010 I
+ [05]C3220-1014 System Configuration
T"[DG]CE120'1U4D rSystem Name—————— System Up Time———— [Configuration Mode——— rNumber of Ports—————
+1[08]C3220-1040 [c3210 || |[264:19:31:29.00 || |[software | 2 I
+ [09]C6210-3040 MAC Address
+/[10]53230-1040 [00-CO-F2-01-5A3A |
T"[11]C21 10-1013 |Uptime ResefSystem ReboofAll Counters Rese|Reset To Factory Config|
+:[12]C3210-1013 Device Decerint
_:'_"[13](:3100 |f| evice Description |i
+1[14]C4110-4848
_;___[15](:4120_1043 Link Pass Through(LPT)
-;---[16]C323D-104D Link Pass Through
: Disabled v
+[17]C3221-1040 gsa £
ol [22]IONPS-A Forwarding Learning
-EI---[23]IONPS-A FDB Aging Time (Enter in 15sec increments)
[300
Refresh|Save]Help]
Getting values finished Version: 1.3.19
2. Record the Model Information for your system.
Serial Number: Model:
Software Revision: Hardware Revision:

Bootloader Revision:

3. Record the System Configuration information for your system.

System Up Time: Configuration Mode:

Number of Ports: MAC Address:

Device Description:
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4. Provide additional Model and System information to your Technical Support Specialist. See “Basic
ION System Troubleshooting”.

Your Lantronix service contract number:

A description of the failure:

A description of any action(s) already taken to resolve the problem (e.g., changing switch mode,
rebooting, etc.):

The serial and revision numbers of all involved Lantronix products in the network:

A description of your network environment (layout, cable type, etc.):

Network load and frame size at the time of trouble (if known):

The device history (i.e., have you returned the device before, is this a recurring problem, etc.):

Any previous Return Material Authorization (RMA) numbers:
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Appendix A. Compliance and Safety Information

See the Install Guide for compliance and safety information.

Appendix B. Factory Defaults

The C3210 Device Level Factory Defaults are shown in Table 15 below.
The C3210 Port Level Factory Defaults are shown in Table 16.

Device-Level Factory Defaults
NOTE: The default settings shown are as seen in the tabs/fields of the Web interface.

Table 15: Device-Level Factory Defaults

Item/Field Default Setting
Web Access Password private
Telnet/USB Login ION
Telnet/USB Password private

Main tab

System Configuration System Name: e.g., C3210-1040
Configuration Mode Software
Device Description blank or (none)
Link Pass Through(LPT) Enabled
Forwarding Learning FDB Aging Time: 300
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Port-Level Factory Defaults
NOTE: The default settings shown are as seen in the tabs/fields of the Web interface.

The C3210 Device Level Factory Defaults are shown in the table above.
The C3210 Port Level Factory Defaults are shown in the table below.

Table 16: Port-Level Factory Defaults

Item/Field Default Setting
Main tab

Circuit ID blank

Link Status Up

Admin Status Up

Speed Negotiating

Duplex Negotiating

Port Mode 1000BaseX

AutoCross Mode Auto

Connector Type

RJ-45 (Port 1)
SC Multimode Fiber (Port 2)

Auto Negotiation Enabled
Force Speed 100Mbps
Force Duplex Full Duplex

Capabilities Advertised

* All speed/duplex boxes checked

* Pause and Asymmetric Pause boxes unchecked

Pause Admin Mode

Disabled (copper port)

Forward Settings

All boxes checked

Virtual Cable Test

No records found

Advanced tab

Rate Limiting Mode

Counts All Layer 2

Egress Rate Limit Unlimited
Ingress Rate Limit Unlimited
Filter Unknown Multicast Disabled
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Filter Unknown Unicast Disabled

Discard Tagged Disabled

Discard Untagged Disabled

Default VLAN ID 1

Default Priority 0

IEEE Priority Class Enabled

IP Traffic Class Enabled

Priority Precedence Use IEEE

Frame Tag Mode Network

Provider Ether Type X8100

Network Mode Tagging Unmodified

Rema To

0 0
1 1
2 2

User Priority 3 3
4 4
5 5
6 6
7 7

DMI tab .

(Port 2 only) The DMI feature is not supported on current port.
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Appendix C. SNMP Traps Supported

This appendix provides information on SNMP traps supported on the IONMM, including when a trap is
generated and what information is in each trap.

All ION system critical events are reported via SNMP Traps. The ION system uses only SNMPv2 traps,
with the definition of NOTIFICTION-TYPE in the MIB (Management Information Base).

Traps are generated when a condition has been met on the SNMP agent. These conditions are defined in
the Management Information Base (MIB). The administrator then defines thresholds, or limits to the
conditions, that are to generate a trap. Conditions range from preset thresholds to a restart.

All of the values that SNMP reports are dynamic. The information needed to get the specified values
that SNMP reports is stored in the MIB. This information includes Object IDs (OIDs), Protocol Data Units
(PDUs), etc. The MIBs must be located at both the agent and the manager to work effectively.

Traps List

1. ionSlotStatusChangeEvt
ionChassisDiscoveredEvt
ionChassisRemovedEvt
entSensorThresholdNotification
ionDMIRxIntrusionEvt
ionDMIRxPowerEvt
ionDMITxPowerEvt
ionDMITxBiasEvt
ionDMITemperatureEvt

© X N Uk WN

[EEN
o

. hewroot

[y
[y

. topologyChange

=
N

. linkDown
. linkUp
. risingAlarm

[ T G SN
v b W

. fallingAlarm

=
(<))

. ionlfSourceAddrChangeEvt

[EEN
~

. ionDevSysAclldsEvt

All ION system SNMP Trap messages conform to SNMPv2 MIB RFC-2573.

See the “Supported MIBs” section for information on the C3210s support for public (standard) and pri-
vate MIBs. Also see “Configuring SNMP”. See the ION Management Module (IONMM) User Guide man-
ual for SNMP traps supported on the IONMM.
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A sample SNMP Message sequence is shown below.

SHNMP SNMP
R Community Reguest ID Error Error Warbind (Sequence)
String Index
(Integer) i (Integer (Integer) : = Value
(Octet String) (Integer) Dbjert‘gldg;mﬁer (In  Octet String, stc.)

SNMP Message Seguence
SNMP PDU {GetRequest, Setrequest, efc.)
Varbind List {Sequence)

Figure C-1: SNMP Message Sequence

MIB Traps Summary

The ION system MIB Traps are summarized in the table below in terms of related MIB and varbinds.

Table 17: MIB Traps Summary

MiB
(linked to section)

TRAP

(linked to section) Uil o

TN-ION-BPC-MIB

entPhysicallndex,
ionSlotStatusChangeEvt ionChassisSlotNumber
ionChassisSlotStatus

TN-ION-Chassis-MIB

entPhysicallndex

lonChassisDiscoveredEVt ionChassisStackSerialNo

entPhysicallndex

lonChassisRemovedEvt ionChassisStackSerialNo

TN-ION-ENTITY-SEN-
SOR-MIB

entSensorThresholdValue

entSensorThresholdNaotification
entSensorValue

TN-ION-MGMT-MIB

ifindex
ionDMIRXxIntrusionEvt ionDMIRxPwrLvIPreset
ionDMIRxPowerLevel

ifindex
ionDMIRxPowerEvt ionDMIRxPowerAlarm
ionDMIRxPowerLevel

ifindex
ionDMITxPowerEvt ionDMITxPowerAlarm
ionDMITxPowerlLevel

ifindex,
ionDMITxBiasEvt ionDMITxBiasAlarm,

ionDMITxBiasCurrent

ifindex
ionDMITemperatureEvt ionDMITempAlarm

ionDMITemperature
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MIB TRAP
(linked to section) (linked to section) LR
rxPwrThreshold

BRIDGE-MIB newroot

topologyChange
ifindex,

IF-MIB linkDown ifAdminStatus,
ifOperStatus
ifindex,

linkUp ifAdminStatus,
ifOperStatus
alarmindex,
alarmVariable,

RMON risingAlarm alarmSampleType,
alarmValue,
alarmFallingThreshold
alarmindex, alarmVariable, alarmSample-

. Type,
fallingAlarm alarmValue,

alarmFallingThreshold

TN-ION-VLAN-MGMT-

MIB ionlfSourceAddrChangeEvt

ION-DEV-SYS-ACL- ionDevSysAclldsEvt

MIB
TN-ION-MGMT-MIB.smi
ionDevSysMgmt OBJECT IDENTIFIER ::= { ionDevMgmt 1 }
ionDevSysLPT OBJECT IDENTIFIER ::= { ionDevMgmt 2 }

--ION Ethernet Interface management

::= { tnlonMgmtNotifications 6 }
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Agent_lll_Private MIBS

ION-DEV-SYS-ACL-MIB

The ionDevSysAclldsEvt event is included in ‘ION-DEV-SYS-ACL-MIB.my’. This event is related to
‘iptableRulesTable’ which is also defined in ‘ION-DEV-SYS-ACL-MIB.my’.

ionDevSysAclIdsEvt NOTIFICATION-TYPE
OBJECTS {
entPhysicallIndex, gRulelndex

}
STATUS current
DESCRIPTION
"An ionDevSysAclldsEvt event is sent if an IDS (Intrusion Detection Systems) is detected.
The entPhysicallndex event indicates in which SIC the IDS is detected.
The entPhysicallndex/gRulelndex indicates which ACL rule is matched for this IDS."
= { tnlonMgmtNotifications 16 }

ION-DEV-SYS-HTTPS-MIB

None

ION-DEV-SYS-IPMGMT-MIB

None

ION-DEV-SYS-RADIUS-MIB

None

ION-DEV-SYS-SNMPMGMT-MIB

None

ION-DEV-SYS-SNTP-MIB

None

ION-DEV-SYS-SSH-MIB

None

ION-DEV-SYS-TFTP-MIB

None
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TN-ION-VLAN-MGMT-MIB.mib

The ionlfSourceAddrChangeEvt event is included ‘TN-ION-VLAN-MGMT-MIB.mib’.
The ‘ionlfSourceAddrChangeEvt’ event is related to ‘ionlfMACSecurityTable’ which is defined in
‘TN-ION-MGMT-MIB.smi’.

ionIfSourceAddrChangeEvt NOTIFICATION-TYPE
OBJECTS {
ionFIDDbMacAddress, ionFIDDbConnPort
}

STATUS current
DESCRIPTION
"An ionlfSourceAddrChangeEvt event is sent when the ionlfSourceAddrLock is set to 'true’,
the ionlfSourceAddrLockAction is set to 'discard AndNotify' or 'all' and there is an intrusion/SA change
on this port."
::= { tnlonVlanQoSMgmtNotifications 1 }
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TN_ION Private MIBS
TN-ION-BPC-MIB

ionSlotStatusChangeEvt

An ionSlotStatusChangeEvt event is sent when a new module is inserted in this slot or when it is removed.

The chassis is identified by its entPhysicallndex.
Varbinds

entPhysicallndex
SYNTAX INTEGER

DESCRIPTION

"The entPhysicalIndex in this chassis."

ionChassisSlotNumber,

SYNTAX INTEGER
DESCRIPTION

"The slot number in this chassis."

ionChassisSlotStatus
SYNTAX INTEGER { empty(l), occupied(2)
DESCRIPTION
"The status of the slot, whether occupied or empty."

OoID

MIB Description
ionSlotStatusChangeEvt NOTIFICATION-TYPE
OBJECTS {
entPhysicallndex,
ionChassisSlotNumber,
ionChassisSlotStatus
¥
STATUS current
DESCRIPTION

}

"An ionSlotStatusChangeEvt event is sent when a new module is inserted in this slot or when it is re-

moved. The chassis is identified by its entPhysicallndex."

::== { tnlonBkPlaneNotifications 1 }
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TN-IONCHASSIS-MIB

ionChassisDiscoveredEvt
An ionChassisDiscoveredEvt event is sent when a new chassis is discovered.

Varbinds

entPhysicallndex

SYNTAX INTEGER
DESCRIPTION

"The entPhysicallndex in this chassis."

ionChassisStackSerialNo
SYNTAX OCTET STRING
DESCRIPTION
"The chassis serial number, this is unique to each chassis."

OID

MIB Definition
ionChassisDiscoveredEvt NOTIFICATION-TYPE
OBJECTS {
entPhysicalIndex,
ionChassisStackSerialNo
}
STATUS current
DESCRIPTION
"An ionChassisDiscoveredEvt event is sent when a new chassis is discovered."
::= { tnIonChassisNotifications 1 }
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ionChassisRemovedEvt
An ionChassisRemovedEvt event is sent when a managed chassis is removed.

Varbinds

entPhysicallndex

SYNTAX INTEGER

DESCRIPTION

"The entPhysicallndex in this chassis."

ionChassisStackSerialNo

SYNTAX OCTET STRING

DESCRIPTION

"The chassis serial number, this is unique to each chassis."

OoID

MIB Description
ionChassisRemovedEvt NOTIFICATION-TYPE
OBJECTS {
entPhysicalIndex,
ionChassisStackSerialNo
}
STATUS current
DESCRIPTION
"An ionChassisRemovedEvt event is sent when a managed chassis is removed."
::= { tnIonChassisNotifications 2 }
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TN-ION-ENTITY-SENSOR-MIB

entSensorThresholdNotification
The sensor value crossed the threshold listed in entSensorThresholdTable.

This notification is generated once each time the sensor value crosses the threshold.

The agent implementation guarantees prompt, timely evaluation of threshold and generation of this notifi-
cation.

Varbinds
entSensorThresholdValue
SYNTAX SensorValue
DESCRIPTION

"This variable indicates the value of the threshold.

To correctly display or interpret this variable's value, you must also know entSensorType, entSen-
sorScale, and entSensorPrecision.

However, you can directly compare entSensorValue with the threshold values given in entSensorThresh-
oldTable without any semantic knowledge."

entSensorValue
SYNTAX SensorValue
DESCRIPTION

"This variable reports the most recent measurement seen by the sensor.

To correctly display or interpret this variable's value, you must also know entSensorType, entSen-
sorScale, and entSensorPrecision.

However, you can compare entSensorValue with the threshold values given in entSensorThresholdTable
without any semantic knowledge."

SensorValue TEXTUAL-CONVENTION

SensorValue ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION

"For sensors that measure volts AC, volts DC, amperes, watts, hertz, Celsius, or cmm, this item is a fixed
point number ranging from -999,999,999 to +999,999,999. Use the value -1000000000 to indicate under-
flow. Use the value +1000000000 to indicate overflow. Use SensorPrecision to indicate how many frac-
tional digits the SensorValue has.

For sensors that measure percentRH, this item is a number ranging from 0 to 100.

For sensors that measure rpm, this item can take only nonnegative values, 0..999999999.

For sensors of type truthvalue, this item can take only two values: true(1), false(2).

For sensors of type specialEnum, this item can take any value in the range (-1000000000..1000000000),
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but the meaning of each value is specific to the sensor.

For sensors of type other and unknown, this item can take any value in the range
(-1000000000..1000000000), but the meaning of the values are specific to the sensor.

Use Entity-MIB entPhysicalTable.entPhysical VendorType to learn about the sensor type."
SYNTAX INTEGER (-1000000000..1000000000)

OID

MIB Description

entSensorThresholdNotification NOTIFICATION-TYPE
OBJECTS { entSensorThresholdValue, entSensorValue }
STATUS current

DESCRIPTION

"The sensor value crossed the threshold listed in entSensorThresholdTable.

This notification is generated once each time the sensor value crosses the threshold.
The agent implementation guarantees prompt, timely evaluation of threshold and generation of this

notification."
::= { entitySensorMIBNotifications 1 }
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TN-ION-MGMT-MIB

ionDMIRXxIntrusionEvt

An ionDMIRxIntrusionEvt event is sent if the ionDMIRxPowerLevel falls below the
ionDMIRxPwrLvlPreset indicating an intrusion on the fiber.

Varbinds

iflndex

SYNTAX INTEGER32 ()
DESCRIPTION

"[F-MIB Index of the port this was relevant to.”

ionDMIRxPwrLvIPreset

SYNTAX INTEGER (0..65535)

DESCRIPTION

"A preset level for Rx Power on the Fiber port, if the DMI read value falls below the preset value, an in-
trusion is detected, and a trap is generated."

ionDMIRxPowerLevel

SYNTAX INTEGER

DESCRIPTION

"DMI: Diagnostic Monitoring Interface for fiber transceivers. Receive power on local fiber measured in
microwatts."

OoID

MIB Description
ionDMIRxIntrusionEvt NOTIFICATION-TYPE
OBJECTS {
ifIndex, ionDMIRxPwrLvlPreset, ionDMIRxPowerLevel
}
STATUS current
DESCRIPTION
"An ionDMIRxIntrusionEvt event is sent if the ionDMIRxPowerLevel falls below the
ionDMIRxPwrLvlPreset indicating an intrusion on the fiber."
::= { tnIonMgmtNotifications 1 }
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ionDMIRxPowerEvt
An ionDMIRxPowerEvt event is sent when there is a warning or alarm on Rx Power.

Varbinds
iflndex

ionDMIRxPowerAlarm

SYNTAX INTEGER { normal (l), notSupported(2), lowWarn(3), highWarn(4),
lowAlarm(6), highAlarm(7) }

DESCRIPTION "."

ionDMIRxPowerLevel

SYNTAX INTEGER

DESCRIPTION

"DMI: Diagnostic Monitoring Interface for fiber transceivers. Receive power on local fiber, measured in
microwatts."

OID

MIB Description
ionDMIRxPowerEvt NOTIFICATION-TYPE
OBJECTS {

ifIndex, ionDMIRxPowerAlarm, ionDMIRxPowerLevel

}

STATUS current
DESCRIPTION
"An ionDMIRxPowerEvt event is sent when there is a warning or alarm on Rx Power."
::= { tnIonMgmtNotifications 2 }
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ionDMITxPowerEvt

An ionDMITxPowerEvt event is sent when there is a warning or alarm on Tx Power.
Varbinds
iflndex

ionDMITxPowerAlarm

SYNTAX INTEGER { normal (l), notSupported(2), lowWarn(3), highWarn(4),
lowAlarm(6), highAlarm(7) }

DESCRIPTION "."

ionDMITxPowerLevel

SYNTAX INTEGER
DESCRIPTION "DMI: Diagnostic Monitoring Interface for fiber transceiv-
ers. Transmit power on local fiber measured in microwatts."

OID

MIB Definition
ionDMITxPowerEvt NOTIFICATION-TYPE
OBJECTS {
ifIndex, ionDMITxPowerAlarm, ionDMITxPowerLevel

}
STATUS current
DESCRIPTION
"An ionDMITxPowerEvt event is sent when there is a warning or alarm on Tx Power."
::= { tnIonMgmtNotifications 3 }
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ionDMITxBiasEvt

An ionDMITxBiasEvt event is sent when there is a warning or alarm on Tx Bias current,
Varbinds
iflndex

ionDMITxBiasAlarm

SYNTAX INTEGER { normal (l), notSupported(2), lowWarn(3), highWarn(4),
lowAlarm(6), highAlarm(7) }

DESCRIPTION "."

ionDMITxBiasCurrent

SYNTAX INTEGER

DESCRIPTION

"Transmit bias current on local fiber interface, in microamperes."

OoID

MIB Description
ionDMITxBiasEvt NOTIFICATION-TYPE
OBJECTS {
ifIndex, ionDMITxBiasAlarm, ionDMITxBiasCurrent
1
STATUS current
DESCRIPTION
"An ionDMITxBiasEvt event is sent when there is a warning or alarm on Tx Bias current."
::= { tnIonMgmtNotifications 4 }
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ionDMITemperatureEvt

Varbinds
iflndex

ionDMITempAlarm

SYNTAX  INTEGER
DESCRIPTION "."

ionDMITemperature

SYNTAX INTEGER
STATUS current
DESCRIPTION

"Temperature of fiber transceiver in tenths of degrees C."

OoID

MIB Description
ionDMITemperatureEvt NOTIFICATION-TYPE
OBJECTS {
ifIndex, ionDMITempAlarm, ionDMITemperature

}
STATUS current
DESCRIPTION

"An ionDMITemperatureEvt event is sent when there is a warning or alarm on DMI temperature."
::= { tnIonMgmtNotifications 5 }

TN-PROVBRIDGE-MIB

None
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ION Public MIBS
BRIDGE-MIB

newRoot

The newRoot trap indicates that the sending agent has become the new root of the Spanning Tree; the trap
is sent by a bridge soon after its election as the new root, e.g., upon expiration of the Topology Change
Timer, immediately subsequent to its election. Implementation of this trap is optional.

Varbinds
None

OID

MIB Description

newRoot NOTIFICATION-TYPE

—-— OBJECTS {1}

STATUS current

DESCRIPTION

"The newRoot trap indicates that the sending agent has become the new root of the Spanning Tree; the
trap is sent by a bridge soon after its election as the new root, e.g., upon expiration of the Topology
Change Timer, immediately subsequent to its election. Implementation of this trap is optional."

::= { dotldNotifications 1 }

topologyChange

A topologyChange trap is sent by a bridge when any of its configured ports transitions from the Learning
state to the Forwarding state, or from the Forwarding state to the Blocking state. The trap is not sent if a
newroot trap is sent for the same transition. Implementation of this trap is optional.

Varbinds
None

OID

MIB Description

topologyChange NOTIFICATION-TYPE

—-— OBJECTS {1}

STATUS current

DESCRIPTION

"A topologyChange trap is sent by a bridge when any of its configured ports transitions from the Learning
state to the Forwarding state, or from the Forwarding state to the Blocking state. The trap is not sent if a
newroot trap is sent for the same transition. Implementation of this trap is optional."

::= { dotldNotifications 2 }
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ENTITY-MIB

entConfigChange NOTIFICATION-TYPE

STATUS current

DESCRIPTION

"An entConfigChange notification is generated when the value of entLastChangeTime changes. It can be
utilized by an NMS to trigger logical/physical entity table maintenance polls.

An agent should not generate more than one entConfigChange 'notification-event' in a given time interval
(five seconds is the suggested default). A 'notification-event' is the transmission of a single trap or in-
forms PDU to a list of notification destinations.

If additional configuration changes occur within the throttling period, then notification-events for these
changes should be suppressed by the agent until the current throttling period expires. At the end of a
throttling period, one notification-event should be generated if any configuration changes occurred since
the start of the throttling period. In such a case, another throttling period is started right away.

An NMS should periodically check the value of entLastChangeTime to detect any missed entCon-
figChange notification-events, e.g., due to throttling or transmission loss."
= { entityMIBTrapPrefix 1 }

EtherLike-MIB
None

IANA-MAU-MIB
None

IEEE8021-CFM-V2-MIB
None

IEEE8021-TC-MIB
None

IF-MIB
linkDown

varbinds

iflndex

SYNTAX InterfacelIndex

DESCRIPTION

"A unique value, greater than zero, for each interface. It is recommended that values are assigned contig-
uously starting from 1. The value for each interface sub-layer must remain constant at least from one re-
initialization of the entity's network management system to the next re-initialization."
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ifAdminStatus

SYNTAX INTEGER {
up (1), -- ready to pass packets
down (2),
testing (3) —-— 1in some test mode
}

DESCRIPTION

"The desired state of the interface. The testing(3) state indicates that no
operational packets can be passed. When a managed system initializes, all
interfaces start with ifAdminStatus in the down(2) state. As a result of ei-
ther explicit management action or per configuration information retained by
the managed system, ifAdminStatus is then changed to either the up(l) or
testing (3) states (or remains in the down (2) state)."

ifOperStatus
SYNTAX INTEGER {
up (1), -- ready to pass packets
down (2),
testing (3), -— 1in some test mode
unknown (4) , -— status can not be determined
-— for some reason.
dormant (5),
notPresent (6), -—- some component is missing
lowerLayerDown (7) —-- down due to state of
-- lower-layer interface(s)
}
DESCRIPTION

"The current operational state of the interface. The testing(3) state indicates that no operational packets
can be passed. If ifAdminStatus is down(2) then ifOperStatus should be down(2). If ifAdminStatus is
changed to up(1)then ifOperStatus should change to up(1) if the interface is ready to transmit and receive
network traffic; it should change to dormant(5) if the interface is waiting for external actions (such as a
serial line waiting for an incoming connection); it should remain in the down(2) state if and only if there
is a fault that prevents it from going to the up(1) state; it should remain in the notPresent(6) state if the
interface has missing (typically, hardware) components."

Interfacelndex ::= TEXTUAL-CONVENTION

DISPLAY-HINT "d"

DESCRIPTION

"A unique value, greater than zero, for each interface or interface sub-layer in the managed system. It is
recommended that values are assigned contiguously starting from 1. The value for each interface sub-
layer must remain constant at least from one re-initialization of the entity's network management system

to the next re-initialization."
SYNTAX Integer32 (1..2147483647)
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OID

MIB Description

linkDown NOTIFICATION-TYPE

OBJECTS { ifIndex, ifAdminStatus, ifOperStatus }
STATUS current

DESCRIPTION

"A linkDown trap signifies that the SNMP entity, acting in an agent role, has detected that the ifOper-
Status object for one of its communication links is about to enter the down state from some other state
(but not from the notPresent state). This other state is indicated by the included value

of ifOperStatus."
::= { snmpTraps 3 }

linkUp
varbinds

iflndex

SYNTAX InterfacelIndex

DESCRIPTION

"A unique value, greater than zero, for each interface. It is recommended that values are assigned contig-
uously starting from 1. The value for each interface sub-layer must remain constant at least from one re-
initialization of the entity's network management system to the next re-initialization."

ifAdminStatus
SYNTAX INTEGER {
up (1), -—- ready to pass packets
down (2),
testing (3) --— 1in some test mode
}

DESCRIPTION

"The desired state of the interface. The testing(3) state indicates that no operational packets can be
passed. When a managed system initializes, all interfaces start with ifAdminStatus in the down(2) state.
As a result of either explicit management action or per configuration information retained by the managed
system, ifAdminStatus is then changed to either the up(1) or testing(3) states (or remains in the down(2)
state)."

ifOperStatus
SYNTAX INTEGER {
up (1), -- ready to pass packets
down (2),
testing (3), -— 1in some test mode
unknown (4) , -- status can not be determined -- for some reason.
dormant (5),
notPresent (6), -— some component is missing
lowerLayerDown (7) —-- down due to state of -- lower-layer interface(s)
}
DESCRIPTION

33496 Rev. E https://www.lantronix.com/ Page 237 of 251



https://www.lantronix.com/

Lantronix ION C3210 Series User Guide

"The current operational state of the interface. The testing(3) state indicates that no operational packets
can be passed. If ifAdminStatus is down(2) then ifOperStatus should be down(2). If ifAdminStatus is
changed to up(1) then ifOperStatus should change to up(1) if the interface is ready to transmit and receive
network traffic; it should change to dormant(5) if the interface is waiting for external actions (such as a
serial line waiting for an incoming connection); it should remain in the down(2) state if and only if there
is a fault that prevents it from going to the up(1) state; it should remain in the notPresent(6) state if the
interface has missing (typically, hardware) components."

Interfacelndex ::= TEXTUAL-CONVENTION

DISPLAY-HINT "d"

DESCRIPTION

"A unique value, greater than zero, for each interface or interface sub-layer in the managed system. It is
recommended that values are assigned contiguously starting from 1. The value for each interface sub-
layer must remain constant at least from one re-initialization of the entity's network management system
to the next re-initialization."

SYNTAX Integer32 (1..2147483647)
OID
MIB Description

1linkUp NOTIFICATION-TYPE

OBJECTS { ifIndex, ifAdminStatus, ifOperStatus }
STATUS current

DESCRIPTION

"A linkUp trap signifies that the SNMP entity, acting in an agent role, has detected that the ifOperStatus
object for one of its communication links left the down state and transitioned into some other state (but

not into the notPresent state). This other state is indicated by the included value of ifOperStatus."
::= { snmpTraps 4 }

LLDP-MIB

None

NOTIFICATION-LOG-MIB
None

P-BRIDGE-MIB

None

Q-BRIDGE-MIB

None

RFC1213-MIB

None
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RMON-MIB (RFC 2819)

risingAlarm
SNMP trap that is generated when an alarm entry crosses its rising threshold and generates an event that
is configured for sending SNMP.

Varbinds

alarmIndex

SYNTAX Integer32 (1..65535)

DESCRIPTION

"An index that uniquely identifies an entry in the alarm table. Each such entry defines a diagnostic sam-
ple at a particular interval for an object on the device."

alarmVariable

SYNTAX OBJECT IDENTIFIER

DESCRIPTION

"The object identifier of the particular variable to be sampled. Only variables that resolve to an ASN.1
primitive type of INTEGER (INTEGER, Integer32, Counter32, Counter64, Gauge, or TimeTicks) may be
sampled.

Because SNMP access control is articulated entirely in terms of the contents of MIB views, no access
control mechanism exists that can restrict the value of this object to identify only those objects that exist
in a particular MIB view. Because there is thus no acceptable means of restricting the read access that
could be obtained through the alarm mechanism, the probe must only grant write access to this object in
those views that have read access to all objects on the probe.

During a set operation, if the supplied variable name is not available in the selected MIB view, a
badValue error must be returned. If at any time the variable name of an established alarmEntry is no
longer available in the selected MIB view, the probe must change the status of this alarmEntry to inva-
lid(4).

This object may not be modified if the associated alarmStatus object is equal to valid(1)."

alarmSampleType

SYNTAX INTEGER {
absoluteValue (1),
deltaValue (2)

}
DESCRIPTION

The method of sampling the selected variable and calculating the value to be compared against the thresh-
olds. If the value of this object is absoluteValue(1), the value of the selected variable will be compared
directly with the thresholds at the end of the sampling interval. If the value of this object is deltaValue(2),
the value of the selected variable at the last sample will be subtracted from the current value, and the dif-
ference compared with the thresholds.

This object may not be modified if the associated alarmStatus object is equal to valid(1).
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alarmValue

SYNTAX Integer32

DESCRIPTION

"The value of the statistic during the last sampling period. For example, if the sample type is deltaValue,
this value will be the difference between the samples at the beginning and end of the period. If the sam-
ple type is absoluteValue, this value will be the sampled value at the end of the period. This is the value
that is compared with the rising and falling thresholds.

The value during the current sampling period is not made available until the period is completed and will
remain available until the next period completes."

alarmRisingThreshold

SYNTAX Integer32

DESCRIPTION

"A threshold for the sampled statistic. When the current sampled value is greater than or equal to this
threshold, and the value at the last sampling interval was less than this threshold, a single event will be
generated.

A single event will also be generated if the first sample after this entry becomes valid is greater than or
equal to this threshold and the associated alarmStartupAlarm is equal to risingAlarm(1) or risingOr-
FallingAlarm(3).

After a rising event is generated, another such event will not be generated until the sampled value
falls below this threshold and reaches the alarmFallingThreshold.

This object may not be modified if the associated alarmStatus object is equal to valid(1)."
OID

MIB Description

risingAlarm NOTIFICATION-TYPE

OBJECTS { alarmIndex, alarmVariable, alarmSampleType, alarmValue, alarmRis-
ingThreshold }

STATUS current

DESCRIPTION

"The SNMP trap that is generated when an alarm entry crosses its rising threshold and generates

an event that is configured for sending SNMP traps."

== { rmonEventsV2 1 }
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fallingAlarm
The SNMP trap that is generated when an alarm entry crosses its falling threshold and generates an event
that is configured for sending SNMP traps.

Varbinds

alarmIndex

SYNTAX Integer32 (1..65535)

DESCRIPTION

"An index that uniquely identifies an entry in the alarm table. Each such entry defines a diagnostic sam-
ple at a particular interval for an object on the device."

alarmVariable

SYNTAX OBJECT IDENTIFIER

DESCRIPTION

"The object identifier of the particular variable to be sampled. Only variables that resolve to an ASN.1
primitive type of INTEGER (INTEGER, Integer32, Counter32, Counter64, Gauge, or TimeTicks) may be
sampled.

Because SNMP access control is articulated entirely in terms of the contents of MIB views, no access
control mechanism exists that can restrict the value of this object to identify only those objects that exist
in a particular MIB view. Because there is thus no acceptable means of restricting the read access that
could be obtained through the alarm mechanism, the probe must only grant write access to this object in
those views that have read access to all objects on the probe.

During a set operation, if the supplied variable name is not available in the selected MIB view, a
badValue error must be returned. If at any time the variable name of an established alarmEntry is no
longer available in the selected MIB view, the probe must change the status of this alarmEntry to inva-
lid(4).

This object may not be modified if the associated alarmStatus object is equal to valid(1)."

alarmSampleType

SYNTAX INTEGER ({
absoluteValue (1),
deltaValue (2)

}
DESCRIPTION

The method of sampling the selected variable and calculating the value to be compared against the thresh-
olds. Ifthe value of this object is absoluteValue(1), the value of the selected variable will be compared
directly with the thresholds at the end of the sampling interval. If the value of this object is deltaValue(2),
the value of the selected variable at the last sample will be subtracted from the current value, and the dif-
ference compared with the thresholds.

This object may not be modified if the associated alarmStatus object is equal to valid(1).
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alarmValue

SYNTAX Integer32
DESCRIPTION

"The value of the statistic during the last sampling period. For example, if the sample type is deltaValue,
this value will be the difference between the samples at the beginning and end of the period. If the sam-
ple type is absoluteValue, this value will be the sampled value at the end of the period. This is the value
that is compared with the rising and falling thresholds.

The value during the current sampling period is not made available until the period is completed and will
remain available until the next period completes."

alarmRisingThreshold

SYNTAX Integer32
DESCRIPTION

"A threshold for the sampled statistic. When the current sampled value is greater than or equal to this
threshold, and the value at the last sampling interval was less than this threshold, a single event will be
generated. A single event will also be generated if the first sample after this entry becomes valid is greater
than or equal to this threshold and the associated alarmStartupAlarm is equal to risingAlarm(1) or ris-
ingOrFallingAlarm(3).

After a rising event is generated, another such event will not be generated until the sampled value falls
below this threshold and reaches the alarmFallingThreshold.

This object may not be modified if the associated alarmStatus object is equal to valid(1)."

MIB Description
fallingAlarm NOTIFICATION-TYPE
OBJECTS { alarmIndex, alarmVariable, alarmSampleType,
alarmvValue, alarmFallingThreshold }
STATUS current
DESCRIPTION
"The SNMP trap that is generated when an alarm entry crosses its falling threshold and generates
an event that is configured for sending SNMP traps."
::= { rmonEventsV2 2 }

RMON2-MIB

None

SNMP-COMMUNITY-MIB

None

SNMP-NOTIFICATION-MIB

None

SNMP-TARGET-MIB

None
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Trap Server Log

The Trap Server log file contains information presented to the trap server by ION devices.

A sample part of a trap server log file is shown below.

Line

1

2

3E=

4 Ebig=

51P=192.251.144.220

6 com=trap

7 GT=Notification

8 ST=

9 TS=Thu May 13 10:06:37 2010

10 VB-Count=3

11 Vars=is0.3.6.1.2.1.1.3.0 = Timeticks: (2822266290) 326 days, 15:37:42.90 | is0.3.6.1.6.3.1.1.4.1.0 = i50.3.6.1.2.1.47.2.0.1 |
i80.3.6.1.6.3.1.1.4.3.0 = is0.3.6.1.2.1.47.2

12

13 E=

14 Ebig=

15 1P=192.251.144.220

16 com=trap

17 GT=Notification

18 ST=

19 TS=Thu May 13 10:06:42 2010

20 VB-Count=3

21 Vars=is0.3.6.1.2.1.1.3.0 = Timeticks: (2822266790) 326 days, 15:37:47.90 | is0.3.6.1.6.3.1.1.4.1.0 = i50.3.6.1.2.1.47.2.0.1 |
i80.3.6.1.6.3.1.1.4.3.0 = is0.3.6.1.2.1.47.2

22

23 E=

24 Ebig=

25 1P=192.251.144.220

26 com=trap

27 GT=Notification

28 ST=

29 TS=Thu May 13 10:10:17 2010

30 VB-Count=3

31 Vars=is0.3.6.1.2.1.1.3.0 = Timeticks: (2822288348) 326 days, 15:41:23.48 | is0.3.6.1.6.3.1.1.4.1.0 = i50.3.6.1.2.1.47.2.0.1 |
180.3.6.1.6.3.1.1.4.3.0 = is0.3.6.1.2.1.47.2

32

33 E=

34 Ebig=

351P=192.251.144.220

36 com=trap

37 GT=Notification

38 ST=

39 TS=Thu May 13 10:10:18 2010

40 VB-Count=5

41 Vars=is0.3.6.1.2.1.1.3.0 = Timeticks: (2822288428) 326 days, 15:41:24.28 | i50.3.6.1.6.3.1.1.4.1.0 = i50.3.6.1.4.1.868.2.5.2.0.1 |
150.3.6.1.2.1.47.1.1.1.1.1.134217728 = 134217728 | is0.3.6.1.4.1.868.2.5.2.1.1.1.1.134217728.6 = 6 | is0.3.6.1.4.1.868.2.5.2.1.1.1.2.134217728.6
=1
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The trap server log file lines are described below.

3E=

4 Ebig=

51P=192.251.144.220

6 com=trap

7 GT=Notification

8 ST=

9 TS=Thu May 13 10:06:37 2010

10 VB-Count=3

11 Vars=is0.3.6.1.2.1.1.3.0 = Timeticks: (2822266290) 326 days, 15:37:42.90 | is0.3.6.1.6.3.1.1.4.1.0 =

Table 18: Trap Server Log File Description

Category Example Meaning

E= Endian

Ebig= bugEndian

IP= 192.251.144.220 IP address

com= trap

GT= Notification

ST=

TS= Thu May 13 10:06:37 2010 Timestamp — the log date that
the file was recorded

VB-Count= 3

Vars= is0.3.6.1.2.1.1.3.0 = Varbinds (Variable bindings) -
the variable number of values
that are included in an SNMP
packet. Each varbind has an
OID, type, and value (the value
for/from that Object ID).

Timeticks: (2822266290) 326 days, 15:37:42.90

is0.3.6.1.6.3.1.1.4.1.0 = | is0.3.6.1.2.1.47.2.0.1

i50.3.6.1.6.3.1.1.4.3.0 = | is0.3.6.1.2.1.47.2

For Additional SNMP MIB Trap Information

For information on Network Management for Microsoft Networks Using SNMP, see http://technet.mi-
crosoft.com/en-us/library/cc723469.aspx or the MSDN Library.

The notification MIB is described in section 4.2 and section 7.2 of IETF RFC 2573, available from the IETF
web site at http://www.ietf.org/rfc/rfc2573.txt.
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Appendix D. ION C3210 to GFEB105 Feature Mapping

The C3210 is intended to be linked over fiber to a stand-alone CGFEB10xx-120. This appendix describes
how these two converters work together, particularly in the area of Max frame size limitations in this
configuration.

This appendix outlines the similarities and differences in the terminology used in the management of each
product (see figures and table below) for concurrent C3210 and CGFEB10xx-120 users.

The SGFEB10xx-12x is a 10/100/1000 Ethernet Media Converter that can integrate 1000Base-SX/LX Fiber
into 10/100/1000 Copper environments, extend network distance, and bridge legacy 10/100 devices to a
Gigabit backbone. SGFEB10xx-12x features include Auto-Negotiation (copper and fiber ports), Switch-se-
lectable speeds (UTP) when Auto Negotiation is off, AutoCross, Link Pass Through, Remote Fault Detect,
and Pause.

Device Level configuration is very similar, so the focus here is on the port level configuration comparisons.
At port level, some fields like Auto Negotiation are not addressed here since they are the same between
the devices. Fields which are very different are highlighted in the table below in red. These are distinguish-
able feature differences between the products.

PS GFEB Port 1 (Copper) Main Tab
The Main tab of Port # 1 of the Point System CGFEB1040-140 is shown below.

File Tools Help

¢ 3% Group(ond ("Main | Counters ]
Stack192.168.144.10)
§ % Stack192.166.144.20) Media Connector Link—| [Duplex and Speed—, Port Mode:
¢ @ 18 Siot Chassis Ru-45 - Unshielded Twisted Pair Down Negotiating 10/100/1 000BaseT
@ [1ICPSMMz00 =
o [ICBFFG1213-100 Admin Status Default Forward Forward Unknown
o g# MICFERM1011-100 @® Enable ) Disable | | @ Enable O Disable | @ Enable ) Disable
o g [S|CBFFG1314-100
o @ [BICFERM1014-100 Link Management
o @ [FICOFEBTD40-140(ABCD) Auto Negotiation Settings
o g [SICFERM1011-100
o @ [GICFERM1011-100 10 HDX 100 HDX
3 Auto Negotiation
:: [ o @ Enable ) Disable @ Enable () Disable
[11]CFBRM1029-1 00 EEED
o ¢ [12JCFERM1028-100 10 FDX 100 FDX 1000 FDX
o @ [13]CFEBRMI029-100 ) Disable
o g [14]CFERM1028-100 {® Enable ) Disable || (& Enable (Disable || (® Enable (Disable

o @ [15ICFBRM1028-100
o @ [16ICFERM1029-100 _
+ # [171COFEB1 040140 TXRX Pairs—| [Pause Type

Eror#2

@ [’2: Dpnvﬁencpsmm 00 Bandwidth Allocation
Egress rate limit Rate Limiting Mode Pri0 Ingress Rate Limit
‘Llﬂllmilﬂﬂ ‘ - ‘ ‘NI Packets | - | |Hthps ‘ - ‘
Pri1 Ingress Rate Limit Pri2 Ingress Rate Limit Pri3 Ingress Rate Limit T
[same as priority 0 Rate [~ [same as priority 1 Rate |~ | [same as priority 2 Rate |~ |

VLAN Tagging | Default Priority | -Defautt VD [ Tag If Both
[ ] @useTag Ciuselp

Discard Tagged Discard Untagged Use P Use Tag

' Enable ® Disable | | ( Enable ® Disable | @ Enable O Disable | @® Enable (> Disable
IEEE Priority Remapping

Remap 01o: Remap 110: . Remap 2to:[2 |+ | Reman 3t0:

Remap 4 to: : Remap 5to: ﬂ Remap 6 to: Eﬂ Remap 7to: ﬂ

Virtual Cable Test

Status 0 Status 1 Status 2 Status 3
normal nottnal normal nottnal
Length 0 Length 1 Length 2 Length 3
Virtual Cable Test

Configuration Mode

Software

Refresh Save ew | 2]

Trap Server || open.. || Refresn |[ save |[ prnt. |[ ExpandEnterprise || configue.. || Fitertraps.. |5

DaleiTime | sourcelP | GenericTran | Specific Trap | Enterprise | Variahle Bindings 1|
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ION 3210 Port level MAIN Tab

VNEFWORKS-
System~  View~ Help~ ‘
10N System | YR AvanceD || COUNTERS [1<]
—-l0ON Stack =
S chaskis hCm:ult D ‘i
+ [01]IONMM
+1[02]C6010-1040 Port Configuration
+1-[03]C6210-3040 \Link Status 11Admin Statu: 1 Speed Duplex
+[04]C6120-1013 | Down |3 v\ [100Mbps | [Full Duplex
+/[06]C3220-1040 |Port Mode |AutoCross Mode—— | Connector Type
—[07]C3210-1013 |[10/1001000BaseT IEE] | [Ri45 I
- Auto Negotiation Settings
""" Port 2 Auto Negotiation 1|Force Speed 1/Force Duple 1
+1[08]C3221-1040 I | Disabled ~/||[100MBps w|[|[Full Duplex ¥
+:[09]C3230-1040
L 0]C3231-1040 Port Forward Management ) Js
Source Port orward Settings
+ [121C210-1013 Y
+:[14]C2210-1013
+/[16]C2220-1014 Virtual Cable Test
+1[18]C3230-1040 Index Status Distance To Fault
+/[22]ONPS-A Pair 1 and 2 Unknown
+-[23]IONPS-D Pair 3 and 6 Unknown
Pair 4 and 5 Unknown
Pair 7 and 8 Unknown
Virtual Cable Test|
[Heid
Getting values finished Version: 0.7.6
ION 3210 Port level ADVANCED Tab
Nam NETWORKS«
System~ View~ Help~ ‘
ION System B [ e |[PVAYESl counters | Dui | ]
S Banduidth Allacation
il Chiassis |Rate Limiting Mode— |Egress Rate Limit——|Ingress Rate Limit————
+[01]IONMM ”Coums All Layer 2 VH”Unhmned V”HUnhmned V”
+:[02]C6010-1040
+[03]C6210-3040 AL ecuilly
Filter Unknown Unicast Filter Unknown Multicast
Fal 3 i K
Ia1c6a20-101 | Disahled V—H Disabled V—|
+1[06]C3220-1040
—=+[07]C3210-1013 VLA Forwarding Rules
Port 1 |Discard Tagged—|Discard Untagged | |Default VLAN D
s | Disabled ~|| | Disabled CA(RIE I
+[08]C3221-1040 I Priority Forwarding Rules
+:[09]C3230-1040 |Default Priority—|IEEE Priority Class—|IP Traffic Class——|Priority Precedence—
+[10]C3231-1040 |lo /| |[Enabled ~]||[Enabled ¥]|use P |
+4[12]C2110-1013 VLAN Tag M E
ag Managemen
+/[14]C2210-1013
14 Frame Tag Mode Provider Ether Type Network Mode Tagging
+:[16]C2220-1014 hm'?—v‘ XB8AE T
+/[18]C3230-1040
+-[22]IONPS-A User Priority
+1[23]I0NPS-D |Remap 0 ta- 1|Remap 1 to: 1|Remap 2 ta- 1|Remap 3 to-
[lo o)1 ¥ 2 |3 5
|Remap 4 to- 1|Remap 5 to- 1|Remap 6 to- 1|Remap 7 to-
(4 >[5 ¥ [s o 7 5|
()
Getting values finished Version- 0.7.6
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Fields (features) which are very different are shown with an asterisk in red* in the table below.

Table 19: ION C3210-to-xGFEB105 Feature Mapping

PS GFEB ION C3210 Description
Tx/Rx Pairs Autocross Autocross options of MDI, MDI-X, Auto.
Default Forward Filter Unknown Multicast To forward or discard unknown Multicast

frames.

Forward unknown

Filter unknown Unicast

To forward or discard unknown Unicast frames.

Default priority of this port; frames that ingress

Default priority Default priority this port untagged are assigned this priority
Default VLAN ID of this port; frames that in-
Default VID Default VLAN ID gress this port untagged are assigned this VLAN

ID.

Rate Limiting Mode*

Rate Limiting Mode*

Controls how to count the rate for the purpose of
rate limiting.

CGFEB: the options are the types of frames
(Broadcast, Multicast, Unknown, Unicast, or All
Packets).

C3210: the options are different.

The Rate Limiting Mode field controls which
bytes in a frame will be counted in determining
the rate limit:

* Counts All Layer 1: (the default): in determin-
ing the rate limit, this selection counts the fol-
lowing bytes in a frame: Preamble (8 Bytes) +
DA to CRC + Inter Frame Gap (12 bytes).

* Counts All Layer 2: in determining the rate
limit, this selection counts the bytes in a frame
from the DA to the CRC in determining the rate
limit.

* Counts All Layer 3: in determining the rate
limit, this selection counts the following bytes in
a frame; either 1) from the DA (Destination
MAC) to the CRC (18 bytes if untagged), or 2)
from the DA (Destination MAC) to the CRC (22
bytes if tagged).

Note: The Counts All Layer 3 selection will skip
the Ethernet header, the CRC, and Tags (if any
tags exist).

Egress rate limit

Egress rate limit

Egress rate control, the actual list of values dif-
fers between the products.

Prio0 Ingress rate limit*

Ingress rate limit*

Ingress rate limiting.

CGFEB: this is only for frames that are in the
prio0 queue.

ION C3110: the rate limits apply to all kinds of
traffic.

Priol Ingress rate limit*

Not Applicable*

Ingress rate limiting. On CGFEB, this is only for
frames that are in the priol queue.

Prio2 Ingress rate limit*

Not Applicable*

Ingress rate limiting. On CGFEB, this is only for
frames that are in the prio2 queue.

Prio3 Ingress rate limit*

Not Applicable*

Ingress rate limiting. On CGFEB, this is only for
frames that are in the prio3 queue.

33496 Rev. E

https://www.lantronix.com/

Page 247 of 251



https://www.lantronix.com/

Lantronix

ION C3210 Series User Guide

PS GFEB ION C3210 Description

Discard Tagged Discard Tagged To discard or forward tagged frames
Discard untagged Discard untagged To discard or forward untagged frames

VLAN Tag Management™:

Frame Tag Mode & Net-
VLAN Tagging* work Mode tagging

The devices do the same kind of VLAN tag/un-

1) Normal ) Customer tagging options but the terminology options dif-
2) Double Tag 2) Provider p hichliehted
3) Tag 3) Network (Add tag in net- et as ughlighted.
4) Untag work mode tagging)

4) Network (Remove tag in

network mode tagging)
Ether type default to The ION C3210 lets you choose one of the 3

0x8100 not user configura-
ble*

Provider Ether type *

Ether types (0x8100, 0x9100, 0x88a8) when
Provider mode (double tagging) is enabled.

Use IP

IP traffic class

To enable or disable using the IP traffic class or
DiffServ priority if present in the frame for
switching decisions.

Use IEEE

IEEE priority class

To enable or disable using the IEEE priority if
present in the frame for switching decisions.

Tag if Both

Priority precedence

If both the options of using IP and IEEE priority
are enabled and if a frame happens to have both
then which one should be used for switching de-
cision is decided by this field. The options are
‘use IP’ or ‘use IEEE’ priority for this frame.

IEEE priority remapping

User priority

Gives a table of remapping options 0-7.

Counters which are very different are shown with an asterisk in red * in the table below.

PS GFEB

ION C3210

Description

Only RMON mib coun-
ters*®

RMON, IF-MIB stats and
Ether-like MIB statistics *

The ION C3210 provides more MIB counters.

Other notable differences are shown with an asterisk in red * in the table below.

PS GFEB

ION C3210

Description

Max frame size is 1632*

Max frame size is 10k*

The ION C3210 supports Jumbo frames.

‘Port x-y Block forwar-
ding’ [3-port version] and
‘Port VLAN’ [2-port ver-
sion] available at device le-
vel

It is available on each port
as ‘Port Forward Manage-
ment’ - Forward settings
checkbox *

To allow frames to be forwarded between Port 1
and Port 2 or not. Typically used for spoofing in
one direction.

No uptime information

Uptime available*

The ION C3210 reports System Uptime.

No unique string for device
or port level

Unique string “Circuit ID”
can be assigned to the de-
vice and on each port. *

The ION C3210 supports Circuit ID assignment
and display.

Has a unique MAC address
used for all backplane com-

E‘; uMn‘/;‘C address given to munication. Not really used | The ION C3210 supports MAC addressing.
for any user communication.
*
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Index
Archive file IONMM, 20
Creating, 105 SFPs, 21
Uploading, 106 USB driver, 24
Auto negotiate, 51 LEDs, 22

AutoCross, 9, 49
Auto-negotiation, 9
Backing up the configuration, 75, 77
browser support, 27
CGFEB10xx-120, 245
Chassis installation, 20
Circuit ID, 44, 46
CLI error messages, 120
Config File, 79
Configuration

Backing up, 10, 75, 77

Restoring, 80
Connecting by

Telnet, 26

Web, 27
Conventions, documentation, 18
Database index file, 105
db.idx.file, 105
db.zip file, 105
Defaults

Reset factory setings, 85
Device Description field, 12
Documentation conventions, 18
Duplex LED

Model x3230-10xx, 23
Duplex modes, 23
Duplex setting, 52, 55
Error messages

CLI commands, 120

Web interface, 153
Ethernet connection

Telnet CLI, 26

Web interface, 27
Ethernet connector

Model x3230-10xx, 23
Features

Management module, 8
Firmware

Archive file, 105

Backing up, 75, 77

Database index file (db.idx), 105

Upgrading, 97
FocalPoint, 9
Full duplex operation, 23
GFEB105, 245
GUI, 30
Half-duplex operation, 23
Install

Chassis model, 20

Link active LED

Model x3230-10xx, 23
MAC address

Blocking, 12, 61

Filtering, 11
Management VLAN, 68

Configuring, CLI method, 68
MDI, 9, 49
MDIX, 9, 49
Network access, 25

Telnet session, 26

Web interface, 27
Network management system (NMS), 11
Operating mode

10 MBps, 23

100 MBps, 23

100Base-TX, 23

10Base-T, 23

Full duplex, 23

Half-duplex, 23
Pause, 9
Pause frames, 52
Point System, 7, 10, 16, 19, 245
Port

Advertisied capabilities, 51

Duplex setting, 52, 55

Pause capability, 52

Speed setting, 52, 55
Power LED

Model x3230-10xx, 23
Problem conditions, 115
Provisioning tab, 75, 77, 80
RADIUS

Configuring, CLI method, 61, 63

Configuring, Web method, 186
Reboot, 94

Web method, 95
Reset

Factory defaults, 85

Uptime, 88
Reset to Factory Config, 86
Resetting Defaults, 86
Restart

ION MM, 94
Restoring the configuration, 80, 83
RFC 2544 Benchmarking, 13
Security

MAC address blocking, 12, 61
Serial interface
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Setup, 24 Terminate session, 26
Setup Terminate
Serial interface, 24 Telnet session, 26
Telnet, 26 TFTP, 10
USB, 24 Server address, 106

Web interface, 27
SFP installation, 21
SGFEB, 7, 8, 245, 247
Signing in, 27
Signing out, 29
Simple network management protocol, see
SNMP, 11
SNMP, 11
SOAM
Configuring, CLI method, 185
Speed setting, 52, 55
SSH
Configuring, CLI method, 69
System Restart, 94
Tech Support, 214
Telnet
Default login, 216
Default password, 216
Ethernet connector, 23
Setup, 26

Upgrading firmware, 99, 105
Troubleshooting, 112
Upgrade firmware

IONMM, 109

Other modules, 105
USB

Default login, 216

Default password, 216

Driver installation, 24, 27

Setup, 24
VLAN, 10
VLAN Configuration, 67
VLANs

Configuring, 67
Web interface

Error messages, 153

Ethernet connector, 23

Signing in, 27

Signing out, 29
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Lantronix Corporate Headquarters

48 Discovery

Suite250

Irvine, CA 92618, USA
Toll Free: 800-526-8766
Phone: 949-453-3990
Fax: 949-453-3995

Technical Support
Online: https://www.lantronix.com/technical-support/

Sales Offices
For a current list of our domestic and international sales offices, go to the Lantronix web site at
www.lantronix.com/about/contact.
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