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Revision History

FW v 1.3.16 added support for the IONPS-D-R1 48VDC power supply for the 19-
slot ION chassis. FW v 1.3.18 updated the Backup All / Restore All feature and
10/31/18 added IONMM-232 support. FW v 1.3.19 added C4221 support and updated the
left column of the ION Web Ul. FW v 1.4.2 added RMPS support and fixed red-
boxing, CLI display of remote power supplies, and Restore.
FW v 1.5.0: Fixed issues with Daylight Savings Time (DST) enablement. Added
9/14/22 management support for enhancements to C4221-4848. Added support for
x6310 ION POTS Adapter, enhanced backup and restore operation, and added
support for x4221 L2CP configuration. Initial Lantronix rebrand.
IONMM and IONMM-232 FW v 1.5.12:
e Updated ssh server to v2022.82.
e Updated DMI to show Vendor Specific Information.
e Updated certificate and noted that after upgrading from version earlier than
1.5.0, new backups should be made.
e Removed Glossary and Index.
e Re-branded IONMM and IONMM-232 FW.
e Updated online Help files.
11/6/24 e Fixed expired IONMM Certificate. Added note that to see the new
certificate, do a “Factory Reset” on the IONMM and then turn on HTTPs.
e Added Note that Telnet is not secure.
e Noted TAA and NDAA Compliant.
e Updated features and specifications.
e Allow IONMM CLI to view remote Ports from attached Local card C6120-
1040.
e Update DoCs.
See the Release Notes for more information.
IONMM 1.5.17:
e Added SFTP support
September 2025 e  Moved Backup All / Restore All command reference to ION System CLI Ref-
erence, 33461.
e See the Release Notes for more information.
33457 Rev. M https://www.lantronix.com 3



https://www.lantronix.com/

Lantronix IONMM and IONMM-232 User Guide

Cautions and Warnings

Definitions

Cautions indicate that there is the possibility of poor equipment performance or potential damage to the
equipment. Warnings indicate that there is the possibility of injury to person.

Cautions and Warnings appear here and may appear throughout this manual where appropriate. Failure
to read and understand the information identified by this symbol could result in poor equipment
performance, damage to the equipment, or injury to persons.

A Cautions

Caution: Do not ship or store devices near strong electrostatic, electromagnetic, magnetic, or radioactive
fields.

Caution: When handling chassis Network Interface Devices (NIDs) observe electrostatic discharge pre-
cautions. This requires proper grounding; i.e., wear a wrist strap.

Caution: Copper based media ports, e.g., Twisted Pair (TP) Ethernet, USB, RS232, RS422, RS485,
DS1, DS3, Video Coax, etc., are intended to be connected to intra-building (inside plant) link segments
that are not subject to lightening transients or power faults. They are not to be connected to inter-building
(outside plant) link segments that are subject to lightening.

Caution: Do not install the NIDs in areas where strong electromagnetic fields (EMF) exist. Failure to ob-
serve this caution could result in poor NID performance.

Caution: Read the installation instructions before connecting the chassis to a power source. Failure to
observe this caution could result in poor performance or damage to the equipment.

Caution: Only trained and qualified personnel should install or perform maintenance on the ION210-A
chassis. Failure to observe this caution could result in poor performance or damage to the equipment.

& Warnings

Warning: Use of controls, adjustments or the performance of procedures other than those specified
herein may result in hazardous radiation exposure.

Warning: Visible and invisible laser radiation when open. Do not stare into the beam or view the beam
directly with optical instruments. Failure to observe this warning could result in an eye injury or blindness.
Warning: DO NOT connect the power supply module to external power before installing it into the chas-
sis. Failure to observe this warning could result in an electrical shock or death.

Warning: Select mounting bracket locations on the chassis that will keep the chassis balanced when
mounted in the rack. Failure to observe this warning could allow the chassis to fall, resulting in equipment
damage and/or possible injury to persons.

Warning: Do not work on the chassis, connect, or disconnect cables during a storm with lightning. Failure
to observe this warning could result in an electrical shock or death.

& Warning: These products are not intended for use in life support products where failure of a
product could reasonably be expected to result in death or personal injury. Anyone using this product in
such an application without express written consent of an officer of Lantronix does so at their own risk,
and agrees to fully indemnify Lantronix for any damages that may result from such use or sale.

See Chapter 6, for Electrical Safety Warnings translated into multiple languages.
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1. Introduction

Document Overview

The purpose of this manual is to provide you with information necessary to install, configure and use the
ION Management Module (IONMM) from Lantronix.

This manual is set up as follows:

1: Introduction — This section provides an overview of the ION Management Module (IONMM)
and briefly describes its features and functions.

2: Installing and Accessing the IONMM — This section describes how to install the IONMM in a
chassis and connect to it through either a USB or SNMP interface. It also describes the connectors
and LEDs that are on the IONMM.

3: Configuration — This section describes how to set up and configure the IONMM device and
ports for various operations (HTTPS, SNMP, VLAN, etc.). Configuration guidelines are given for
both serial interface and Web connections.

4: Operation — This section describes the various operations that can be performed via the
IONMM.

5: Troubleshooting — This section describes any error messages, codes, or conditions that could
occur during IONMM operations.

6: Compliance and Safety Information — This section provides compliance and safety information.

Appendix A: Factory Default Settings — This appendix provides a table listing the default settings
for the IONMM.

Appendix B. Configuration Quick Reference —CLI - This appendix provides an overview of several
main functions configurable via the CLI.

Appendix C: ION System File Content and Location — This appendix provides information on the
status of standard ION system files following Reset, Back Up, Reboot, and Firmware Upgrade
operations.

Note: Some Documentation may have Transition Networks named or pictured. Transition Networks was
acquired by Lantronix in August 2021.
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Product Overview

The ION Management Module (IONMM) is a single slot design slide-in module that lets you configure
and manage all the other ION family slide-in modules installed in an ION Chassis and remotely
connected standalone modules. The IONMM can also manage standalone ION family media converters
that are configured as remote devices (connected to a slide-in module in the ION chassis).

The IONMM connects directly to the chassis backplane and communicates with the individual ION slide-
in modules installed within that ION Chassis. Only management traffic is sent across the ION Chassis
backplane to maintain security of management access and information. No customer data traffic is
shared on the backplane. The purpose of all other ION slide-in modules is to provide a network interface
to various devices.

A simple ION System configuration is shown below.

fiedia converter
ISH kAN slide-in carde (31Ce)
-~ .

.

Ush

Wiorkatation

Fiber swilch Copper-basad
restivork ebemant

Fibsar-nased
nebaark alemenl

Figure 1: Sample ION System Configuration

Each slide-in module for the ION Chassis has specific features and functions that can be controlled via
the IONMM. A network administrator can configure, monitor and troubleshoot ION modules remotely
via the IONMM. Remote access to management information helps reduce operating expenses by
reducing technician dispatches and lowering the mean-time-to-repair by proactively looking for
potential issues and receiving detailed SNMP traps if a problem occurs.

For more information on managing other slide-in modules, see “Management of Other Modules”.
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Model Descriptions

Model Description

IONMM Management Module for the ION Chassis with a USB Type B CLI port.
Provides two 10/100 Mbps RJ-45 ports, one USB 2.0 device port, and one USB
2.0 host port.

IONMM-232 Management Module for the ION Chassis with a RS232 RJ-45 CLI port.
Provides two 10/100 Mbps RJ-45 ports, one USB 2.0 device port, and one RS232
RJ-45 host port.

Cable-CCC-06 Cisco DB9 to RJ-45 console cable, 6 ft.; option, order separately. TAA Compliant.

Features

The following are features of the ION Management Module. Backup/restore/upgrade ION modules

e Various management access methods

e Two 10/100BaseT/TX Ethernet interfaces
¢ Single slot design

e Several security features

e Enhanced user management

e Syslog (System Logging)

e Multiple IP addressing modes (IPv4 / IPv6, DHCP, Static, Bootp)
e SNMP v1, v2c, and v3 Support

e Multiple community strings

e Public and private MIB support

e Management VLAN

e TLS/SSL

e SSH

e |EEE 802.1X/RADIUS

e ACLRules

e SNTP

Backup / Restore / Upgrade

Through the IONMM you can backup and/or restore configurations for each of the modules in the ION
system. You can also upgrade the firmware for all modules.

The IONMM can use TFTP (Trivial File Transfer Protocol) or SFTP (Secure File Transfer Protocol) to
upload its present configuration onto a TFTP or SFTP server. The IONMM can also download the
configuration from the TFTP or SFTP server to update its settings. TFTP or SFTP is useful when a user
wants to program more than one unit to the same or similar configurations. One unit can be
programmed and saved, and that configuration can be used to populate the other units. Care should be
taken on some settings such as IP address and Virtual LAN (VLAN) settings.

For more information see “Backup/Restore Operations” and “Upgrade the Firmware”.

To find the latest version of the firmware, go to the Tech Support webpage.
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Management Access Methods

Management of the IONMM, and subsequently the other slide-in modules, is accomplished through one
of the following methods.

* Universal Serial Bus (USB) — uses a command line interface (CLI) to access and control the
IONMM through a locally-connected workstation running a terminal emulation program such as
HyperTerminal.

* SSH/Telnet session — uses the CLI to access and control the IONMM through the network.

* Web-browser — access and control the IONMM using a standard web browser and a graphical
user interface (GUI).

* Simple Network Management Protocol (SNMP) — ION management uses both public and private
Management Information Bases (MIBs) allowing a user to easily integrate and manage the ION
platform with an SNMP based network management system (NMS).

IP Address Modes (IPv4 / IPv6, DHCP, Static, BootP)

The ION software supports IPv4/IPv6 dual protocol stacks, which allows IPv4 and IPv6 to co-exist in the
same devices, in the same physical interface, and in the same networks. IPv4 is a basic feature that is
always enabled, but the IPv6 is an enhanced feature that you can disable and enable. When IPv6 is disa-
bled, the configurations related to IPv6 will exist but will not function. These configurations can be
changed or removed by the user. The ION software supports multiple DHCP or DHCPvV6 or Stateless
(Router) servers.

The IONMM supports DHCP, Static IP, and BootP addressing modes.

BOOTP (Bootstrap Protocol) is a network protocol used by a network client to obtain an IP address from
a configuration server. BOOTP is usually used during the bootstrap process when a computer is starting
up. A BOOTP configuration server assigns an IP address to each client from a pool of addresses. BOOTP

uses the User Datagram Protocol (UDP) as a transport on IPv4 networks only.

BOOTP uses two well-known port numbers: UDP port number 67 for the server and UDP port number 68
for the BOOTP client. BOOTP and its extensions became the basis for the Dynamic Host Configuration
Protocol (DHCP). If configured for BOOTP mode, the IP address will be assigned by IETF RFC951.

Ethernet and USB Interfaces

The IONMM has two Ethernet 10/100 BaseT RJ-45 connectors that allow the network administrator to
manage the ION chassis through a remote computer using either a remote Telnet connection or a Web
interface. The IONMM has a Universal Serial Bus (USB) connector; a serial port for configuring and
controlling the IONMM and other slide-in cards through a command line interface (CLI). The IONMM-
232 has an RJ-45 RS-232 CONSOLE connector for CLI commands.

Single Slot Design

The single slot design of the IONMM optimizes the number of slide-in modules that can be installed in
the ION chassis.
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Security Features

The security features allow you to control access to the ION Chassis via the IONMM to ensure that only
authorized personnel can view and change the settings of the slide-in modules.

* Log user out if idle (inactive) for 15 minutes and display “You are now logged out.".

* Access Control Lists (ACLs) — ACLs can be configured in the IONMM to allow access to authorized
users and to deny access to all others. For more information see “Configuring an ACL”".

* Hypertext Transfer Protocol Secure (HTTPS) —the IONMM supports the use of HTTPS, which
utilizes the secure socket layer (SSL) protocol for transmitting private documents via the Internet.
For more information see “Configuring HTTPS”.

* Management VLAN — In a VLAN enabled network, the administrator can assign a VLAN as a
management VLAN. This VLAN ID will be used in all management frames. This separates the
management traffic from the data. For more information see “Configuring Management VLAN”.

* RADIUS authentication — The IONMM supports authentication using the Remote Authentication
Dial In User Service (RADIUS) protocol. When enabled, RADIUS is used to authenticate and
authorize users trying to access the IONMM through either the Web login, serial port (USB), or
SSH/Telnet session. The RADIUS server must be configured before RADIUS authentication is
enabled. For more information see “Configuring RADIUS”.

* TACACS+ (Terminal Access Controller Access Control System) provides routers and access servers
with authentication, authorization and accounting services. TACACS+ is used along with or as a
replacement for RADIUS. TACACS+ uses the Transmission Control Protocol (TCP) and RADIUS uses
the User Datagram Protocol (UDP). Some administrators recommend using TACACS+ because
TCP is seen as a more reliable protocol. While RADIUS combines authentication and authorization
in a user profile, TACACS+ separates the authentication and authorization operations. By default,
Tacplus listens on TCP port 49 and provides network devices with authentication, authorization
and accounting services (AAA). For more information see “Configuring TACACS+”.

* Secure Shell (SSH) authentication — the IONMM supports both the Rivest-Shamir-Adleman (RSA)
and Digital Signature Algorithm (DSA) for public key cryptography for both connection and
authentication. For more information see “Configuring SSH”.

* USB access — The USB port can be turned off to prevent unauthorized access to the system
through the serial interface. For more information see “Disabling the Serial Interface (USB)".

System Logging (Syslog)

The IONMM supports system logging via the Syslog function. Syslog can be used for system manage-
ment and security auditing, as well as generalized information, analysis, and message debugging. Since
Syslog is supported by a wide variety of devices and receivers across multiple platforms, it is used to in-
tegrate log data from many different types of devices into a central repository. The syslog protocol con-
veys event notification messages using a layered architecture, allowing a variety of transport protocols,
and providing a message format of vendor-specific extensions to be provided in a structured way.

The IONMM System Log lets you configure the Syslog Server Address, Server Port, Level (one of eight
levels of reporting), and logging Mode (local, remote, local and remote, or no logging). A recommended
practice is to use the Notice or Informational level for normal messages.
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SNMP Support

Simple Network Management Protocol (SNMP) is a network management protocol that provides a
means to monitor and control network devices, and to manage configurations, statistics collection, per-
formance, and security. The IONMM supports three security models: SNMPv1, SNMPv2c, and SNMPv3.

SNMPv1 (SNMP version 1) is the original Internet-standard Network Management Framework, as de-
scribed in IETF RFCs 1155, 1157, and 1212.

SNMPv2c (Community-based SNMP version 2) is a SNMP Framework which supplements the SNMPv2
Framework, as described in RFC 1901. It adds the SNMPv2c message format, which is like the SNMPv1
message format. The second version of SNMP, it supports centralized and distributed network manage-
ment strategies and includes improvements in the Structure of Management Information (SMI), proto-
col operations, management architecture, and security. Both versions (SNMPv1 and SNMPv2) of the In-
ternet Standard Management SNMP Framework share the same basic structure and components, and
all versions follow the same architecture. The SNMP framework consists of 1) a data definition language,
2) definitions of management information (the Management Information Base, or MIB), 3) a protocol
definition, and 4) security and administration.

SNMPv3 (Simple Network Management Protocol Version 3) is an interoperable standards-based proto-
col for network management. SNMPv3 provides secure access to devices by a combination of authenti-
cating and encrypting packets over the network. Although SNMPv3 makes no changes to the protocol
aside from the addition of cryptographic security, its developers have managed to make things look
much different by introducing new textual conventions, concepts, and terminology.

SNMPv3 provides important security features: 1) Confidentiality - Encryption of packets to prevent
snooping by an unauthorized source. 2) Integrity - Message integrity to ensure that a packet has not
been tampered with in transit including an optional packet replay protection mechanism. 3) Authentica-
tion - to verify that the message is from a valid source.

Multiple Community Strings

The IONMM supports the use of multiple SNMP community strings. SNMP community strings are like
passwords for network elements. Most often, there is one community string which is used for read-only
access to a network element. The default value for this community string is often “public”. Using this
community string like a password, the NMS can retrieve data from network elements.

Less often, there is also a read-write community string. The default value for this is often “private”.
Using this community string, the NMS can change MIB variables on a network element.
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Physical Specifications

The physical specifications for the IONMM are described in the table below. See the IONMM-232 Install

Guide for IONMM-232 specifications.

Table 1: Physical Specifications

Item Specification

Standards IEEE 802.3, IEEE 802.1x

USB 2.0 host port.

IONMM: two 10/100 Mbps RJ-45 ports, one USB 2.0 device port, one

Humidity: 5% - 95% (non-condensing)
Altitude: 0 to 10,000 ft.

Ports
IONMM-232: two 10/100 Mbps RJ-45 ports, one USB 2.0 device port,
one RS232 RJ-45 host port.
Dimensions Width: 0.86” (22 mm) x Depth: 6.5” (165 mm) x Height: 3.4” (86 mm)
b 2 Watts under normal operation.
ower 4.8 Watts with full 2.5 Watts used by USB host port (e.g., with a Flash
Consumption . .
Drive connected requiring 2.5 Watts).
Environment specs are dependent on the chassis chosen.
Operating Temp: 0°C to +50°C (+32 to +122°F)
Environment Storage Temp: 0 to 85°C (-40 to 185°F)

Shipping Weight 1 1b. [0.45 kg]

Compliance EN55022 Class A, EN55024, CE Mark, TAA and NDAA Compliance

Warranty Lifetime

33457 Rev. M https://www.lantronix.com

18


https://www.lantronix.com/

Lantronix

IONMM and IONMM-232 User Guide

Documentation Conventions

The following conventions are used in this manual for commands/input entries.

Table 2: Documentation Conventions

Convention

Meaning

Boldface text

Indicates the entry must be made as shown. For example:

ipaddr=<addr>
In the above, only ipaddr= must be entered exactly as you see it, including the equal
sign (=).

<>

Arrow brackets indicate a value that must be supplied by you. Do not enter the
symbols < >. For example:

ipaddr=<addr>
In place of <addr> you must enter a valid IP address.

[

Indicates an optional keyword or parameter. For example:
go [s=<xx>]
In the above, go must be entered, but s= does not have to be.

{1

Indicates that a choice must be made between the items shown in the braces. The
choices are separated by the | symbol. For example:

state={enable | disable}
Enter state=enable or state=disable.

{3t

Indicates that the parameter must be entered in quotes. For example:
time=<“value”>
Enter time="20100115 13:15:00”.

Indicates a selection string. For example:
Select File>Save.
This means to first select/click File then select/click Save.
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Related Documents and Online Help

A printed Documentation Postcard is shipped with each IONMM. Context-sensitive Help screens and
cursor-over-help (COH) facilities are built into the Web interface.

For Lantronix Documentation, Firmware, Application notes, etc. see the Lantronix Technical Resource
Center.

The ION system and related manuals are listed below.

IONMM-232 Install Guide, 33725

ION System CLI Reference, 33461

ION106-x Six Slot Chassis User Guide, 33658
ION219-x 19-Slot Chassis Installation Guide, 33412
ION219 Cxx1x NID Installation Guides, 33414 - 33417
ION Dry Contact Relay (DCR) Kit Install Guide, 33422
ION ADP Install Guide, 33413

SFP manuals (see the Lantronix SFP page)

L 0 N Uk WwWN

ION System Release Notes (software version related)
10. Product Support Postcard, 33504

Note: Information in this document is subject to change without notice. All information was deemed
accurate and complete at the time of publication. This manual documents the latest software/firmware
version. While all screen examples may not display the latest version number, all the descriptions and
procedures reflect the latest software/firmware version, noted in the Revision History.

Note that this manual provides links to third part web sites for which Lantronix is not responsible.
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2. Installation

General

This section describes how to install the ION Management Module (IONMM) in an ION Chassis, and the
procedures to access and initially set up the IONMM through either a local serial interface (USB) or a
remote Ethernet connection (SSH/Telnet session or Web interface).

Installing the IONMM

The IONMM is to be installed only in a Lantronix ION chassis (e.g., ION106-x or ION219-x). A complete
list of ION products is on our IONMM webpage.

Note: While the IONMM can be hot swapped in any slot in the chassis system, Lantronix recommends
that an organization use the same slot in every chassis, thereby normalizing any maintenance
procedures and techniques. Typically, this has the IONMM installed in slot 1 of the chassis as shown in
the figure below.

Use the procedure below to install the IONMM in the ION chassis.

A Wear a grounding device and observe electrostatic discharge precautions when installing
the IONMM into the chassis. Failure to observe this caution could result in damage to or failure of
the module.

Chassis

Panel Fastener

Management Module

Figure 2: IONMM Installation
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Note: The IONMM is a “hot swappable” device and can be installed with power on in the chassis.

1. Locate an empty slot in the ION System chassis.

2. Grasp the edges of the card by its front panel.

3. Align the module with the upper and lower slot guides, and carefully insert the card into the
installation slot.

Firmly seat the card against the chassis back panel.

Push in and rotate clockwise the panel fastener screw to secure the card (see Installing the IONMM
on the previous page).

Connect the management module to the network via the USB Device and Port 1 or Port 2.
See “Accessing the IONMM”.

Connections and LEDs

The IONMM connections and LEDs are shown in the figure below.

£ Panel Fastner
Resst BUMan O Reset button
e USB connecior Power LED
Cover LD T — - {tyee A, Host] USB Connector (type A, Host)
oET — 1 I] i
ﬂ USHE connector
& itype B, Device) CONSOLE Connector
” (RS232 CLI Port)
F - PuriZLED D
Port2 g Port 2 Port 2 LED 1
RJ-45 connector 1
{10/100Base-T) a Port 2 LED 1 R;J-45 Connector
(10/100Base-T/TX) Port 2 LED 2
g Port 1 LED 2 Port 1 LED 2
Port 1 g Port 1
RJ-45 connector ' RJ-45 Connector
(10/100Base-T) j Port 1 LED (10/100Base-T/TX) a" Port 1 LED 1
ioNMM IONMM-232
Figure 3: IONMM and IONMM-232 Connectors and LEDs
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The IONMM connections and LEDs shown in Figure 3 above are described in the table below.

Table 3: IONMM Connector and LED Descriptions

Connector/LED

Description

RESET button

Pressing this button reinitializes the IONMM.

USB connectors
(IONMM)

Two universal serial bus (USB) connectors.

USB-HOST — not used (for future use).

USB-DEVICE — used to connect the IONMM to a PC for a direct serial
interface. A system administrator can access and control the IONMM
using CLI commands through this connection.

USB connector
(IONMM-232)

One USB Connector (type A, Host)

CONSOLE Connector
(IONMM-232)

One RJ-45 RS-232 connector for CLI commands)

10/100BASE-T/TX
RJ-45 connectors
(Port 1 and Port 2)

Two connectors for Ethernet 10/100Base-T. The RJ-45 connectors allow
the network administrator to manage the chassis through a remote
computer using either a remote SSH/Telnet session or the Web
interface.

Note: Portl is the lower port and Port 2 is the upper port.

PWR (Power) LED

When lit, the PWR led indicates that there is power to the
Management Module.

LED 1
(Ports 1 and 2)

Yellow — operation is 10 Mbps, 10Base-T.
Green — operation is 100 Mbps, 100Base-T.

LED 2
(Ports 1 and 2)

On (lit) indicates duplex mode:
* Yellow — half-duplex
* Green —full duplex
Blinking indicates link activity.
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Accessing the IONMM

The IONMM (or IONMM-232, hereafter “lIONMM?”) can be accessed by using either a local serial
interface via a USB connection or through an Ethernet network connection. The network connection can
be done via an SSH or Telnet session or a Web graphical user interface (GUI).

Using a Local Serial Interface (USB)

The IONMM can be connected to a local management station (PC) through a serial interface using a
connection. The IONMM is controlled by entering command line interface (CLI) commands at the local
management station. To use the serial interface (USB) the following is required:

* Personal computer (PC)

* USB cable (type A male connector on one end and type B male connector on the other end)

* Terminal emulator program (e.g., HyperTerminal) on the PC

* USB driver installed on the PC

* Configured COM port

Operating Systems Supported

USB drivers for the following Operating Systems are available on the ION System web page.

Windows® 7 Windows 8 (32 bit) Windows 10 (32 bit/64 bit)
Windows 7 x64 Windows 8 (64-bit) Windows 11

The Virtual COM port (VCP) drivers make the USB device appear as an additional COM port available to
the PC. Application software can access the USB device in the same way as it would access a standard
COM port. The drivers are not required with the IONMM-232.
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Installing the USB Driver - Windows XP

IMPORTANT

The following driver installation instructions are for the Windows XP operating system only. Installing
the USB driver using another operating system is similar, but not necessarily identical to this procedure.
The drivers are not required with the IONMM-232.

To install the USB driver on a computer with the Windows XP operating system, do the following.

1.

W ® N o U kW

Extract the driver from the website and place it in an accessible folder on the local drive of the PC.

Connect the IONMM to the USB port on the PC. The “Welcome to the Found New Hardware Wizard”
window displays.

Select No, not this time.

Click Next. The installation options window displays.

Select Install from a list or specific location (Advanced).

Click Next. The driver search installation options window displays.
Click Browse.

Locate and select the USB driver downloaded in step 1.

Click Next. Installation of the driver begins.

10. When the finished installing screen displays, click Finish.

The USB driver installation is complete. You must now configure the COM port to be used by the
terminal emulator.
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Installing the USB Driver - Windows 7

IMPORTANT

The following driver installation instructions are for the Windows 7 (64-bit) operating system only.

Installing the USB driver using another operating system is similar, but not necessarily identical to this

procedure. The drivers are not required with the IONMM-232.

To manually install the USB driver on a computer with the Windows 7 64-bit operating system, do the
following.

1. Extract the driver from the website and place it in an accessible folder on the local drive of the PC.

Connect the IONMM to the USB port on the PC.

2
3. Open Windows Control Panel.
4

Select System > Hardware > Device Manager. The Device Manager window displays. Note: You must

be logged on as an administrator or have administrative privileges to access the Device Manager.

5. Right-click USB-Serial Controller in the Other devices tab, and then select Install from the drop down

menu. A dialog box displays.

6. Select Browse my computer for driver software. You will be asked to install the driver.

7. Select Install. When updating the driver software is complete a dialog box appears saying, “Windows

has successfully updated your driver software...”.

8. The USB driver installation is complete. You must now configure the COM port to be used by the
terminal emulator.

9. If the successfully updated message does not display, check your computer’s user documentation
for help.

r =

= Device Manager =RICH X

File  Action View Help
s | = HmE ®
‘ 217" Ports (COM & LPT) -

S el IO e Gt (COM3)
IS TNICDC USB to UART (COM4) i
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Installing the USB Driver - Windows 8.1

IMPORTANT

The following driver installation instructions are for the Windows 8 operating system only. Installing the
USB driver using another operating system is similar, but not necessarily identical to this procedure. The
drivers are not required with the IONMM-232.

To install the USB driver on a computer with the Windows 8 operating system:

W oo NV R WDNPR

=
e

11.

12.
13.
14.
15.
16.

17.

Press the Windows key and type “startup”. Choose “Change advanced startup options”.

On the right side click on the “Restart now” button under Advanced startup.

Your PC will reboot and display the “Choose an Option” screen; choose “Troubleshoot”.

At the Troubleshoot screen choose “Advanced options”.

In the Advanced options screen choose “Startup Settings”.

A list of Windows Startup Settings displays; click the “Restart” button. Your PC will reboot.

Your PC will boot into a Startup Settings screen. Select “7) Disable driver signature enforcement”.
Your PC will reboot one more time and will not load normally.

Plug the USB into the PC and IONMM card and have the USB driver saved locally to the PC.

The install will fail again; right click on “My computer” and click “Manage” to get to “Device
Manager”.

In Device Manager, expand “Ports (COM& LPT)” to view your connection with an error on the
driver.

Right click on the driver and choose “Update driver software”.

You will get a pop up with two options; choose “Browse my PC for driver”.
Point to the folder location where you have the driver installed and click “install”.

You will receive another Windows Security pop up; choose “Install this driver software anyway”.

The driver will install correctly, and you will no longer see the error on the connection in Device
Manager.

You will now be able to connect via USB to the device and log in. On a stand-alone device, be sure
to set it to “Remote” so you can remotely manage the device.
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Configuring Terminal Emulator

After the USB driver has been installed you must set up the terminal emulator software (e.g., Tera Term
or HyperTerminal) to use the USB COM port.

1.
2.
3.

Download and install a terminal emulator program such as HyperTerminal or Tera Term.
Select the appropriate COM port in the terminal emulator program.

Set the console terminal interface to: 115200-8-N-1-N (bps=115200, data bits=8, parity=None, stop
bits=1, flow control=None).

At the Log In screen, use the keyboard to enter Username root and Password root and hit the Enter
key.

Login (see “Starting a USB Session” below).

Change COM Port for USB Serial Adapter

This section applies for workstations running Windows 7, 8.1, or 10.

1.
2.
3.

7.

Go to the Device Manager.
Expand the Ports (COM& LPT)’

If Windows has set the port to something like COM10 you will want to change it. Many legacy appli-
cations expect the port to be 1-4.

Right click on the device and click on ‘Properties’.
Click on ‘Port Settings’. Then click on ‘Advanced...’.

Once you're in ‘Advanced Settings for COM10’ on the bottom you can see the ‘COM Port Number:
COM10'. Click on that to change it to the lowest possible number (1-4).

Click ‘OK’ on all open Property Windows.

The Device Manager > Ports ‘(COM& LPT)’ should look like this:

e

&4 Device Manager - - =RNEN X
File Action View Help
il ARl 7 Bol S
475 Ports (COM BLLPT) -
17 R OSe- 0= S0 arCommealort (COM3)
%05 TNICDC USB to UART (COM4) i
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Starting a USB Session
The following procedure describes how to access the IONMM via a USB connection in HyperTerminal.
1. Start the terminal emulator program (e.g., HyperTerminal).

2. After the emulator screen displays, press Enter. The login prompt displays. Note: if a “Login
incorrect” message displays, ignore it.

Note: If your systems uses a security protocol (e.g., RADIUS, SSH, etc.), you must enter the login and
password required by that protocol.

3. Type your login (the default is ION). Note that the login is case sensitive
(all capital letters).

Do %@ =l i =
4. Press Enter. The HyperTerminal password prompt displays. & @3 o

5. Type your password (the default is private). Note that the password is Login incorrect
case sensitive (all lower case letters). L

6. Press Enter. The command line prompt displays.

You can now enter commands to set up the various configurations for the IONMM (see “Section 3:
Configuration”). For a description of all available CLI commands see the ION System CLI Reference
Manual, 33461.

Terminating a USB Connection
To terminate the USB, connection, do the following.

1. Atthe command prompt, type quit.
2. Press Enter.

3. Click Call > Disconnect.

4. Click File > Exit.

Cable-CCC-06

Cable-CCC-06 is a blue 6 foot Cisco DB9 to RJ-45 console cable. It is an optional accessory (sold sepa-
rately).
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Access via an Ethernet Network

The IONMM can be managed remotely through the Ethernet network via either an SSH/Telnet session
or a Web interface. Before this is possible you must set up the IP configuration for the IONMM.

IMPORTANT

It is recommended that you initially set up the IP configuration through the serial interface connection.
See Setting Up the IP Configuration section.

Otherwise, to communicate with the IONMM across the network for the first time, you must change the
network settings (IP address, subnet mask and default gateway address) of your PC to coincide with the
defaults of the IONMM (see “Appendix A: Factory Default Settings”).

Make note of the original settings for the PC as you must reset them after setting the IP configuration
for the IONMM.

Starting a Telnet Session

The IONMM can be controlled from a remote management station via a Telnet session over an Ethernet
connection. The IONMM is controlled and configured through CLI commands.

Note that Telnet is not secure and can expose data to potential eavesdroppers. Consider using SSH for
more secure communications. See “Using SSH” below.

Note: If required, use the set community CLI command to change the default password according to
your organization’s security policies and procedures.

For configuration information, see “Section 3: Configuration”.
Terminating a Telnet Session

To terminate the Telnet session:

1. Type: quit.

2. Pressthe Enter key.
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Using SSH

Use a terminal emulator (such as TeraTerm) with SSH client functionality to establish an SSH connection
with the IONMM system. After opening the SSH connection, use the CLI commands to interact with and
configure the device.

Web Browser Support

The ION system supports current versions of most current web browsers (e.g., Mozilla Firefox, Google
Chrome, Opera, Safari, Microsoft Edge).

Starting the Web Interface

The IONMM can be controlled and configured from a remote management station via a Web graphical
user interface (GUI) over an Ethernet connection. Information is entered into fields on the various
screens of the interface. Note: fields that have a grey background cannot be modified (edited).

A Web session can be used to connect to and set up the IONMM.

IMPORTANT

* Do not use the browser’s back button to navigate the ION screens. This will cause the connection
to drop.

* Do not use the back space key in grayed out ION fields. This will cause the browser connection to
drop.

* For DHCP operations, a DHCP server must be on the network and available.

To sign in to the IONMM via the Web:

1. Open a web browser.

2. Inthe address (URL) block, type the IP address of the NID (the default address is 192.168.0.10).
3. Click Go or press Enter. The ION System Sign in screen displays.

LANTRONIX

Sign in to ION System Web Interface
usermame: [ ]

Password:

\SWgn in\

Note: If your systems uses a security protocol (e.g., RADIUS, SSH, etc.), you must enter the login and
password required by that protocol.

4. Type a User Name of up to 64 characters (the default is ION). Note that the User Name is case
sensitive (all capital letters).

5. Type the Password (the default is private). Note that the Password is case sensitive (all lower case
letters).
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6. Click the Sign in button or press the Enter key. The opening screen displays.

LANTRONIX

Systemw Vieww Help~w

ION System
+ 10N Stack

7. Click the plus sign [+] next to ION Stack. This unfolds "ION Stack" node in the left tree view and will

refresh device status.

8. Click the plus sign [+] next to Chassis to unfold the chassis devices.

ION System [<]
—-10N Stack
— Chassis
+ - [01]IONMM
+:[03]C3230-1040
++[04]C6010-3040

9. Click IONMM. The IONMM MAIN screen displays.

LANTRONIX

Systemv Vieww Help~v

System Log Configuration
rServer Addre! 1

ION System (T > | sntP | HTTPS | ssH | RADIUS || TACACS+ | ACL | SNMP | USERS | BACKUP-RESTORE | UPGRADE
=/ ION Stack Model Information
=r Chassis rSerial Number 1 Model 1 rSoftware Revision———— [Hardware Revision———
+:[04]C6210-3040 20092819 || [1oNMmM || [[1:5.9 | 0-01 I
f [08]C3220-1040 Bootloader Revision
+1091C8120-1040
i (1ZJIONMM System Configuration
+[16]C3220-1040
1 rSystem Name——— System Up Time———— System Contact——— [System Location———
+[17]C6210-3040 |mgent i | [12:3:07:36.66 || |[Lantronix (nttps:/iwww.lani| [48 Discovery, Suite 250 1|
+ [18]C3220-1014 Console Access Number of Ports————— /MAC Address
+[19]C3221-1040 h Enabled v 2 || |00-co-F2-7B-69-34 |
+/ [22]IONPS-A \Upt\me Reset|8yslem Rebuat|Reset To Factory Cunﬂg|
Login Type
Local v
Management VLAN Configuration
VLAN ID- Statu Member Ports
[ )
|2 | [Disabled v| [OPort1 Cport2

loooo |
(Server Port | [Level Mode 1
H514 ” H Notice V| H Log local VH
TFTP Settings
[TFTP Server Address————— Firmware File Name rStatus
[172.27.100.96 il | [ No Action I
[Save Server Address|Upgrade Firmware|Refresh|
Refresh[Save|Help

10. You can use the various tabs to configure the IONMM device and ports. For configuration

information, see “Section 3: Configuration”.
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Note that the IONMM MAIN screen tabs that display will depend on the user level assigned. Users
with read/write privileges do not view the IONMM UPGRADE tab or the BACKUP-RESTORE tab.

11. Click the plus sign [+] next to IONMM to unfold the IONMM ports.
Note that the ION system supports up to three levels of device discovery (two remote and one local).

Note: At IONMM FW v 1.3.14 and before, the ION System does not automatically log out upon exit or
after a timeout period, which could leave it vulnerable if left unattended. Follow your organizational pol-
icy on when to sign out.

At IONMM FW v 1.3.15 and above, a 15 minute inactivity timeout was added. Also note that at login, a
timestamp is shown while the page loads.

Note: At IONMM v 1.3.19 the left column of the ION Web Ul is changed so that if a "stack" has been
given a name, that name will be displayed at the top of the tree in the left column, once the stack is
selected in the left column. If the "stack" hasn't been given a name, then the default name "ION Stack"
will be displayed.

Terminating the Web Interface

To sign out from the Web interface, in the upper left corner of the ION System Web interface:

LANTRONIX

J Systemv Vieww Helpw

ION System
+} ION Stack

1. Click System.
2. Click Sign out.

LANTRONIX

System+ Vieww Helpw
|

Sign out
+-10N Stack

The ION sign in screen displays.

3. Continue with the “Setting Up the IP Configuration” section below.
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Setting up the IP Configuration
IPv4 Config Setup

This section describes the procedure for setting a static IPv4 address for the IONMM. When this
procedure is completed, you can communicate with the IONMM across the network via either a Telnet
session or through the Web interface.

When manually setting the IONMM’s IP address, it can only be given a Class A, Class B or Class C
address; it cannot be given a multicast or reserved IP address. The multicast addresses, loopback
addresses, and link local addresses that can be used in a local network include 10.0.0.0~10.255.255.255,
172.16.0.0~172.31.255.255, and 192.168.0.0~192.168.255.255).

1. Access the IONMM through either a USB connection (see “Starting a USB Session”) or an SSH or
Telnet session (see “Starting a Telnet Session”).

2. At the command prompt type: set ip type=ipv4 addr=<xx> subnet—mask =<yy> where:
xx = the IP address of the ONMM
yy = subnet mask
Press Enter.
4. Type: set gateway type=ipv4 addr=<xx> where:
xx = default gateway address
5. Press Enter.

6. Setthe IP Address Mode. Type set ip address mode={bootp}dhcp|static} and press Enter.
The default is static.

7. Verify the IP configuration is set. Type: show ip—mgmt config and press Enter.

8. View the displayed IP configuration and verify that it is set properly. For example:

Agent III C1|S1|L1D>show ip-mgmt config
IPv4 management configuration:

IP management state: enable

IP address: 192.168.0.10
IP subnet mask: 255.255.255.0
Gateway IP address: 192.168.0.1
IP address mode : Static

IPv6 management configuration:

Management State: disable

Link Local Address: fe80::2c0:f2ff:fe20:e939
Global Address Mode: static

Global Address: M-

Management Prefix: (%]

Duplicate Address Detect: false

Gateway Mode: static
Gateway Address: M-

server index addr_type address
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DNS
DNS
DNS
DNS
DNS
DNS

serverl ipv4d 0.0.0.0
server2 ipv4d 0.0.0.0
server3 ipv4d 0.0.0.0
server4 ipv6 :
server5 ipv6

serveré ipv6

Agent III C1|S1|L1D>

IPv6 Config Setup

This section describes the procedure for setting an IPv6 address for the IONMM. When this procedure is
completed, you can communicate with the IONMM across the network via either an SSH/ Telnet session
or via the Web UI.

1

Set the IPv6 Mode to either static, dhcpv6, or stateless. The default is static.
If ‘Stateless Auto configuration’ is selected, then Route Discovery must first be enabled.
Type set ipv6 address mode=<static|dhcpv6 | stateless> and press Enter.

Enable IPv6 Management state. Type set ipv6-mgmt state=enable and press Enter.

Configure the IPv6 gateway method to use. Type set ipv6 gateway mode=<static|routerdisc>,
where static = the static method is to be used (the default) and routerdisc = the dynamic
method (Route Discovery) is to be used.

Configures the IPv6 method to be used on this device. The default is static.
If ‘Stateless Auto configuration’ is selected, then Route Discovery must first be enabled.
Type set ipv6 address mode=<static|dhcpv6 |stateless> and press Enter.

For example:

Agent III C1|S1|L1D>set ipv6-mgmt state=enable

Agent III C1|S1|L1D>set ip type=ipv6é addr=2001:1234::1 prefix=64
Agent III C1|S1|L1D>set ipvé gateway mode routerDisc

Agent III C1|S1|L1D>set ipvé address mode static

Use the show ip-mgmt config command to verify the settings. For example:

Agent III C1|S1|L1D>set ipv6-mgmt state=enable

Agent III C1|S1|L1D>set ip type=ipv6é addr=2001:1234::1 prefix=64
Agent III C1|S1|L1D>set ipvé gateway mode routerDisc

Agent III C1|S1|L1D>set ipvé address mode static

Agent III C1|S1|L1D>show ip-mgmt config

IPv4 management configuration:

IP management state: enable

IP address: 192.168.0.10
IP subnet mask: 255.255.255.0
Gateway IP address: 192.168.0.1
IP address mode : Static

IPv6 management configuration:

Management State: enable

Link Local Address: fe80::2c0:f2ff:fe20:e939
Global Address Mode: static

Global Address: 2001:1234::1
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Management Prefix: 64
Duplicate Address Detect: false
Gateway Mode: routerDisc

Dynamic Router Table:

Tablel Destination: 2001:1234::
Tablel PfxLen: 64
Tablel NextHop: -
Tablel_ Age: 15
Table2 Destination: fe80::
Table2 PfxLen: 64
Table2__ NextHop: M-
Table2_ Age: 15
Table3 Destination: ff00::
Table3 PfxLen: 8
Table3__ NextHop: M-
Table3_ Age: 15

server index addr_type address
DNS serverl ipv4d 0.0.0.0
DNS server2 ipv4d 0.0.0.0
DNS server3 ipv4d 0.0.0.0
DNS server4d ipv6
DNS server5 ipv6
DNS server6 ipv6
Agent III C1|S1|L1D>
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Menu System Description

The table below describes the IONMM Web interface in terms of its system-level tabs and sub-tabs.

Table 4: IONMM System-Level Menu Description

Tab

Description

MAIN Tab

Sections: Model Information, System Configuration, Login Type, Management VLAN
Configuration, System Log Configuration, and TFTP Settings.

Buttons: Uptime Reset - resets the device's system uptime.

System Reboot - resets all system states and reinitializes the system. Configuration
settings are NOT saved during a System Reboot.

All Counters Reset - resets all system counters including port counters. Reset To
Factory Config - resets all system configurations to factory defaults. Wipes out all
current configuration details and loads the factory defaults.

Save Server Address —saves the current TFTP Server Address.

Upgrade Firmware — starts the firmware upgrade process with the Firmware File
Name specified.

Refresh — restores the previous settings. Save — stores the current settings in
memory. Help — displays context-sensitive online Help information.

IP Tab

Sections: IPv4, IPv6, and DNS Configuration.
Buttons: Refresh, Save Help.

SNTP Tab

Sections: SNTP Configuration, Daylight Saving Time (DST) Configuration, and SNTP
Servers.
Buttons: Refresh, Save Help.

HTTPS Tab

Sections: HTTPS Status, HTTPS Port, and Copy HTTPS Certification functions.
Buttons: Copy Certificate, Refresh, Save Help.

SSH Tab

Sections: SSH Server Status, Host Public-Key Settings, and User Public-Key
Settings.

Buttons: Refresh / Save / Help. Generate / Delete / Refresh.

Copy Public Key / Delete / Refresh.

RADIUS Tab

Sections: RADIUS Client and RADIUS Server 1-6 Config.
Buttons: Refresh, Save, Help.

TACACS+
Tab

Sections: TACACS+ Client and TACACS Server 1 - TACACS Server 6 sections.
Buttons: Refresh, Save, Help.
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ACL Tab

Sections: ACL Status, Chain Name / Chain Policy. Rules / Conditions for Rules.

Buttons: Refresh / Save / Help. Refresh / Add / Edit / Delete / Help. Add / Edit/
Delete.

SNMP Tab*

Sub-tabs: General, Users, Groups, Views, Trap Hosts, Remote Users.
Fields: Community String, Access Mode, SNMP V3 Engine ID.
Buttons: Add, Delete, Refresh, Save, Help buttons.

USERS Tab*

Fields: User Name, Password, Confirm Password, Level fields.
Buttons: Refresh, Add, Edit, Delete, and Help buttons.

SFTP Tab*

Fields: SFTP Status, SFTP Server Address, SFTP Server Port, SFTP User Name,
Remote File Location, SFTP Password, Confirm Password
Buttons: Refresh, Save, Help, Save Password

BACKUP -
RESTORE
Tab*

Sub-tabs: Backup and Restore.
Fields: TFTP/SFTP Server Address and Status fields.

Backup - lets you select modules from a list to Back Up (you must download config
files after backing up is done).
Buttons: Download, Refresh, Back Up, Help.

Restore - lets you select modules to Restore (you must upload config files before
restoring is started).
Buttons: Upload, Refresh, Restore, and Help.

UPGRADE
Tab*

Sub-tabs: Firmware Database and Firmware Upgrade.

Firmware Database lets you specify a Firmware File Name to upload, the target
TFTP/SFTP Server Address, the upload results, and resulting Firmware Database
details.

Fields: TFTP/SFTP Server Address, Firmware File Name, Upload Result, and
Upload Result Reason fields.

Buttons: Upload, Refresh, Help.

Firmware Upgrade provides two sub-tabs that let you select Target Modules to
upgrade and to view upgrade results.

Two sub tabs: Targets and Results.

Buttons: Upgrade, Refresh, Help.

* Note that not all tabs are viewable by all user levels. For example, the BACKUP-RESTORE tab and

the USERS tab are only available to admin users.
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The table below describes the IONMM interface in terms of its port-level tabs and sub-tabs.

Table 5: Port-Level Menu Description

Tab Description

MAIN tab Sections: Port Configuration, Auto Negotiation Settings, and Capabilities
(Port 1) Advertised.
Buttons: Refresh, Save, and Help.

MAIN tab Sections: Sections: Port Configuration, Auto Negotiation Settings, and
(Port 2) Capabilities Advertised.
Buttons: Refresh, Save, and Help.

Reboot and Reset Functions

Certain functions such as a System Reboot, Reset to Factory Configuration, Reset Power to a Slot, and
Power Off a Slot cause the system to delete its stored files. Caution: These stored files are lost unless
you first perform a system Backup. See the “Backup and Restore Operations” section starting for
information on how to save the stored files from deletion. For more information on how the Reboot,
Reset, and Power Off functions impact stored files, see “ Appendix C: ION System File Content and
Location”.

& Doing a reboot, restart or upgrade of the IONMM, a power restart of the chassis, or a reset to
factory removes temporary files (e.g., configuration backup files, Syslog file). A Factory Reset also
removes the permanent settings (e.g., configuration files, HTTPS certification file, SSH key).

System Reboot

Clicking the System Reboot button resets all system states and reinitializes the system; all configuration
data is saved during a restart. From the IONMM MAIN tab, click the System Reboot button. A
confirmation message displays.

192.168.1.77 192.168.1.77 Mz
172.27.100.2 says

LAN | !O System will be rebooted, are you sure to proceed?

canee!
I Systemw» Vieww Help»

ION System < JEEC| P | SNTP | HTTPS | SSH || RADIUS | TACACS+ || ACL | SNMP | USERS ~
~'ION Stack BACKUP-RESTORE UPGRADE
= Chassis Model Information
+-[04]C6210-3040 Serial Number Model Software Revision Hardware Revision
+-[09]C6120-1040 20092819 ‘ [IONMM | 159 [0 0.1

+ [12]IONMM

]
1 Bootloader Revision
'; [171C6210-3040 M
]
]

+[19]C3221-1040
+[22]lONPS-A

System Configuration
System Nam System Up Time System Contact System Location
Agent II1 [12 21:37:49.69 Lantronix (https://www_lani [48 Discovery, Suite 250 |
Console Access Number of Ports: MAC Address
Enabled ﬂ.{g [OO—CO—FZ—TBBQ—EA

[Uptime ReS‘IlSystem Reboot|Rghset To Factory Config|
‘-..._____-_/

rLoain Tvpe
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Press the Cancel button if you are not sure you want a system reboot to occur.
Press the OK button to clear the webpage message and begin the reboot process.

The message “Loading, please wait... displays. A System Reboot can take several minutes.
Note: A System Reboot will reset all the system states and reinitialize the system. All existing
configuration data is saved during a restart.

Reset to Factory Config

Clicking the Reset To Factory Config button resets the entire system configuration to the state it was in
when it shipped from the factory. This permanently removes all current configuration details and loads
the system configuration with the factory default settings.

The message “A factory reset will wipe out all current configuration and load the factory defaults along
with a system reboot; are you sure to proceed?” displays.

192.168.1.77 192168177 ol Mz
172.27.100.2 says

A factory reset will wipe out all current configuration and load the
factory defaults along with a system reboot, are you sure to proceed?

System~ = Vieww Help»

ION System MAIN Cancel AP | USERS | BACKUP-RESTORE | «|/|

~"ION Stack UPGR#
= Chassis Model Information
+-[04]C6210-3040 1Serial Number 1 Model | (Software Revision——— (Hardware Revision———
[09)C6120-1040 |20092819 || loNMM | {[1:5.9 J| {001 |

[19]C3221-1040
[22]IONPS-A

System Configuration

{System Name—| [System Up Timeﬁ [System Contactﬁ System Loc:auon*‘
|Agent 11l || |[12:21:37:49.69 | |[Lantronix (https:/iwww lani| Mm Discovery, Suite 250 1|

e
+-[12]IONMM Bootloader Revision

+ [171C6210-3040
+[19]

+ 122

Console Access——— [Number of Ports————— [MAC Address
Enabled v |2 I {OO—CO—FQ—TB—GQ—M |

[Uptime Reset|System Retfoot|Reset To Factory Config >
———

{Log\n Type—‘
[

I nral wl

You should only click OK if you wish to reboot. Otherwise, click Cancel if you are not sure you want a
factory reset / reboot to occur.
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3. Configuration

General
This section describes how to configure the IONMM.

After the IONMM has been installed and access has been established, it must be configured to operate
within your network. Besides the initial system configuration which establishes the IP addressing, the
IONMM can also be configured to operate with various security protocols.

Configurations can be done either by entering CLI commands (USB and Telnet) or through a Web
interface. For a complete description of all CLI commands, see the related ION System CLI Reference
Manual.

Setting the IPv4 Configuration

The IP configuration allows the IONMM to communicate across the network with other devices in the
network, most notably, a management station. It is this configuration that defines the IP address, IP
type, IP mode, default gateway address and subnet mask of the IONMM. Additionally, Domain Name
System (DNS) servers can be set up as part of the IP configuration.

The IP address assigned to the IONMM can either be a static (permanent) address entered by you, or a
dynamic (temporary) address assigned by a DHCP server.

The IP Address Mode can be BootP, DHCP, or Static IP addressing.

IMPORTANT

It is recommended that you initially set up the IP configuration through the serial interface (USB
connection). See “Setting up the IP Configuration”.

Otherwise, to communicate with the IONMM across the network for the first time, you must change the
network settings (IP address, subnet mask and default gateway address) of your PC to coincide with the
defaults of the IONMM (see “Appendix B: Factory Default Settings”).

Make note of the original settings for the PC as you will need to reset them after setting the IP
configuration for the IONMM.

The factory default settings are:
IP Address = 192.168.0.10
Subnet Mask =255.255.255.0
Default Gateway addr = 192.168.0.1
IP Type =IPv4
IP Addr = 192.168.0.10
Subnet-mask = 255.255.255.0
IP Address mode = Static
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Configuring IPv4 Address Mode

A static IP address is one that is permanently assigned to the IONMM. The static IP address, type, and
mode, subnet mask, and default gateway address can be configured in the IONMM using either the CLI
or Web method.

IPv4 Addressing Config — CLI Method

1

Access the IONMM through either a USB connection (see “Starting a USB Session”) or an SSH or
Telnet session (see “Starting a Telnet Session”).

Define the IP address and subnet mask for the IONMM. Type:
set ip type=ipv4 addr=<xx> subnet-mask =<yy>

where:
xx = |P address of the ONMM
yy = subnet mask

Press Enter.

Define the IP address mode (select either bootp, dhcp, or static) and press Enter. (If you select
bootp, the IP address will be assigned per RFC951.)

Define the default gateway address. Type: set gateway type=ipv4 addr=<xx>
where:

xx = default gateway address
Press Enter.

Verify the configuration has been set. Type show ip—mgmt config and press Enter. For example:

Agent III C1|S1|L1D>set ip type=ipv4 addr=192.168.0.10 subnet-mask=255.255.255.0

Agent III C1|S1|L1D>set gateway type=ipv4 addr=192.168.0.1
Agent III C1|S1|L1D>set ip address mode ?
bootp
dhcp
static
Agent III C1|S1|L1D>set ip address mode=static
Agent III C1|S1|L1D>show ip-mgmt config
IP management configuration:

IP management state: enable

IP address: 192.168.0.10

IP subnet mask: 255.255.255.0
Gateway IP address: 192.168.0.1

IP address mode : Static

server index addr_type address
DNS serverl ipv4d 0.0.0.0
DNS server2 ipv4d 0.0.0.0
DNS server3 ipv4d 0.0.0.0
DNS server4d ipv4d 0.0.0.0
DNS server5 ipv4d 0.0.0.0
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DNS serveré6 ipva
Agent III C1|S1|L1D>set ip
address

type

Agent III C1|S1|L1D>set ip address mode

bootp
dhcp
static
Agent III C1|S1|L1D>

IPv4 Addressing Config — Web Method

0.0.0.0

1. Access the IONMM through the Web interface (see “Starting the Web Interface”).

2. Select the IP tab if not already displayed.

3. Locate the IPv4 configuration section.

LANTRONIX

Systemw Vieww Help~

IPv6

Status—| [Address Dup\icated*‘

¥ BZTI73040 h Disabled v | [False

+-[19]C3221-1040

ION System M@NTP HTTPS | SSH | RADIUS || TACAGS+ | ACL | SNMP | USERS | BACKUP-RESTORE | UPGRADE
= |ON Stack =)
= Chassis TP Adress Mode P Addra | (Subnet Mask——————— [Default Gateway
+1[04]C6210-3040 ( { DHGP v 72271002 || |[255.255 255.0 | [172:27.100.1 |
+LI0ICE120.1040

IP Address Mode——— (Link Local Addre:

1 [Prefix Lenglh—‘

|

+[22]ONPS-A | Static v || |fe80::2c0:f2fffe 7b:6934
(IP Addre:
=
Gateway Mode | [Gatewa
[ Static ~| ”

4. Atthe IP Address Mode dropdown, select DHCP, Static, or BootP. The default is Static.

5. Enter the IP Address, Subnet Mask, and Default Gateway address into the appropriate fields.

6. Scroll down and click Save when done.
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Assigning an IPv4 DHCP Address

A dynamic or temporary IP address can be assigned using a DHCP server. The DHCP server contains a list
of IP address that can be used and assigns one when a requesting device wants to communicate. The
address is assigned to the device for that session only.

Note:

e A DHCP server must be on the network, configured, and accessible for dynamic IP address assign-
ment via DHCP.

e A Configuration backup does not back up the leased IP address; only the DHCP state is backed up.

e |f the DHCP server can’t be reached, the DHCP client will try to reach the DHCP server every 30
seconds until it gets a correct response from the DHCP server. Before getting the IP address, an
ION device is not manageable via the Web interface. You must log in through CLI and set the DHCP
function to ‘disable’, set an IP address, and then login via the Web interface again.

e |If any port changes from link down to link up, the DHCP client will try to renew the IP settings by
resending the DHCP request to the DHCP server.

A dynamic IP address can be configured in the IONMM using either the CLI or Web method.
[Pv4 DHCP Config — CLI Method

1. Access the IONMM through either a USB connection (see “Starting a USB Session”) or an SSH or
Telnet session (see “Starting a Telnet Session”).

2. Set the IP Address mode. Type set ip address mode={bootp|dhcp|static} and press Enter.

3. Use the show ip config command to verify the DHCP configuration. For example:

Agent III C1|S1|L1D>set ip type dhcp addr=192.168.30.30 subnet-mask=255.255.255.0
Agent III C1|S1|L1D>set ip address mode=dhcp

Agent III C1|S1|L1D>show ip-mgmt config

IPv4 management configuration:

IP management state: enable

IP address: 192.168.0.10
IP subnet mask: 255.255.255.0
Gateway IP address: 192.168.0.1
IP address mode : Static

IPv6 management configuration:

Management State: enable

Link Local Address: fe80::2c0:f2ff:fe20:e939
Global Address Mode: static

Global Address: 2001:1234::1

Management Prefix: 64

Duplicate Address Detect: false

Gateway Mode: routerDisc

Dynamic Router Table:

Tablel_ Destination: 2001:1234::
Tablel PfxLen: 64

Tablel NextHop: -

Tablel_ Age: 116269
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Table2_ Destination:

Table2_ PfxLen:

Table2__ NextHop:

Table2_ Age:

Table3 Destination:

Table3 PfxLen:

Table3__ NextHop:

Table3_ Age:

server index

addr_type

fe80::
64
30713
ffo0::
8

30713

address

DNS
DNS

serverl
server2
server3
server4
server5
servere

ipv4d
ipv4d
ipv4d
ipv6
ipv6
ipv6

Agent III C1|S1|L1D>
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IPv4 Address Mode (DHCP / Static / BootP) Config — Web Method

1. Access the IONMM through the Web interface (see “Starting the Web Interface”).

2. Atthe device’s IP tab, locate the IPv4 configuration section.

—+10N Stack
= Cha

(

Py

IP Address Mode—— | P\Address 1| Subnet Mask: —1Default Gateway
|Static v]|1g2.168.1.10 | (256 256.255.0 ||[rs2.168 1.0

IO System Al snTP HTTPS | ssH || rapis | Tacacss || acL | swwp | users | Backup-RESTORE | UPGRADE

+4[02]C2110-1013
+(03]C2210-1013
+-[04]C2220-1014
%--[05]03110-1013 =
FLIRICA210-1013 |IP Address Mode——|Link Local Address—————————————

3. Inthe IP Address Mode field, select DHCP. The default is Static.

—||Address Duplicated———
| [False |

4. Scroll down and click Save.

BootP Addressing Configuration

1. Configure IPv4 address mode to "bootp".
2. Connect ION to the BootP server.
3. The BootP options display:
Option: (t=55,1=9) Parameter Request List
1=Subnet Mask
3=Router
6=Domain Name server
12=Host Name
15=Domain Name
28=Broadcast Address
40=Network Information Service Domain
41=Network Information Service Servers
42=Network Time Protocol Servers
4, For more definition, refer to IETF RFC 951, RFC 2132, etc.

Note that ION does not support some of the displayed BootP options, such as Network Information
Service Domain (40), Network Information Service Servers (41), Network Time Protocol Servers (42)

or others.

The BootP function is restricted from supporting dynamic getting DNS. Unlike DHCP, the BOOTP pro-

tocol does not provide a protocol for recovering dynamically assigned addresses once they are no

longer needed. It is still possible to dynamically assign addresses to BOOTP clients, but some admin-

istrative process for reclaiming addresses is required.

33457 Rev. M https://www.lantronix.com

46


https://www.lantronix.com/

Lantronix IONMM and IONMM-232 User Guide

Defining Domain Name System (DNS) Servers

A Domain Name System (DNS) is a database that correlates names of devices and domains on the
network to IP addresses. Every device and domain in a network is assigned an IP address. It is the
responsibility of the DNS server to translate the name assigned to a device to the actual IP address of
the device. Every domain has a DNS server that handles its requests for translating names to IP
addresses.

Up to six DNS servers can be defined using either the CLI or Web method.

DNS Lookups over IPv6 Transport

ION supports two approaches of recursive DNS server address configuration for an IPv6 host: 1) DHCPv6,
and 2) static configuration.

The total max number of DNS Server addresses is six; when IPv6 is enabled, the max number is three for
each IP style (IPv4 or IPv6). All the network applications will try only three server addresses (e.g., if IPv4
has two or more valid DNS server address (not 0.0.0.0) and IPv6 has one or more DNS server valid ad-
dress (not ::), the network application will try the first IPv4 DNS server, then the first IPv6 DNS server,
and then the second IPv4 DNS server. If IPv4 has only one or less, then the application will try more IPv6.

DNS ‘3 vs. 3’ Rule (‘Up to 3’ Rule)
Up to six DNS IPv6 services are supported. The ION DNS ‘3 vs. 3’ rule (or “up to 3” rule) is based on two
concepts:

1. If the DNS serveris 0.0.0.0 or ::, ION considers it an invalid DNS address; others are considered
valid DNS addresses.

2. If the DNS server works, ION consider it an available DNS address, and others are considered ‘una-
vailable’ addresses even if they are ‘valid’ addresses.

ION supports six DNS servers; however, because of some system constraints (e.g., timeout issues) ION
utilizes up to three valid DNS addresses to determine if they are available. So there may be at most
three valid DNS addresses which cannot be used, though one of them might be valid and available. ION
DNS Servers 1, 2, and 3 are reserved for IPv4 only, and DNS Servers 4, 5, and 6 are just for IPv6.

To balance the IPv4 and IPv6, the sequence of DNS Server validity checking is 1, 4, 2, 5, 3, 6 with sup-
porting logic that determines:

1. If the DNS address is invalid, it will be skipped.
2. ION will check up to three valid DNS addresses in the sequence above to find the first available DNS
address. When an available DNS address is found, the validity checking process will stop.

DHCPv6 DNS Server Configuration

DHCPv6 includes the "DNS Recursive Name Server" option, through which a host can obtain a list of IP
addresses of recursive DNS servers. The DNS Recursive Name Server option carries a list of IPv6 ad-
dresses of RDNSes to which the host may send DNS queries. The DNS servers are listed in the order of
preference for use by the DNS resolver on the host. The DNS Recursive Name Server option can be car-
ried in any DHCPv6 Reply message, in response to either a Request or an Information request message.

If the IPv6 IP address mode is changed to DHCPv6, the old three IPv6 DNS server addresses will be
cleared to the unspecified address (::). When the DHCPv6 reply message comes, the ION system will get
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the first three DNS server addresses to be the candidates for up layer application to use. The Save be-
havior occurs for IPv4 DHCP and Bootp.

Static DNS Server Configuration

You can enter a DNS Server address manually. For IPv4, if IP address mode is static, you must enter the
DNS server addresses manually. For IPv6, if IP address mode is static or stateless, you must enter the
DNS server address manually.

DNS Config — CLI Method

1. Access the IONMM through either a USB connection (see “Starting a USB Session”) or an SSH or
Telnet session (see “Starting a Telnet Session”).

2. Atthe command prompt type: set dns—svr svr=<xx> type=ipv4 or ipv6 addr=<zz> where:

xx = the number (1-6) of the DNS server being defined. Up to six DNS servers can be defined.
yy = format of the DNS server IP address; select dns (domain name address format).
zz = |P address of the DNS server.

3. Press Enter.

4. Repeat Steps 2 and 3 for each server to be defined. For example:

Agent III C1|S1|L1D>set dns-svr svr=1 type ipv4 addr=192.168.1.30
Agent III C1|S1|L1D>set dns-svr svr=2 type=type addr=192.168.2.30
Agent III C1|S1|L1D>set dns-svr svr=3 type ipv4 addr=192.168.3.30

5. Use the show ip config command to verify the DNS configuration. For example:

Agent III C1|S1|L1D>show ip-mgmt config
IPv4 management configuration:

IP management state: enable

IP address: 192.168.0.10
IP subnet mask: 255.255.255.0
Gateway IP address: 192.168.0.1
IP address mode : Static

IPv6 management configuration:

Management State: enable

Link Local Address: fe80::2c0:f2ff:fe20:e939
Global Address Mode: static

Global Address: 2001:1234::1

Management Prefix: 64

Duplicate Address Detect: false

Gateway Mode: routerDisc

Dynamic Router Table:

Tablel_ Destination: 2001:1234::
Tablel_ PfxLen: 64

Tablel NextHop: -

Tablel_ Age: 13539
Table2_ Destination: fe80::
Table2 PfxLen: 64
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Table2__ NextHop:
Table2_ Age:

Table3_Destination:
Table3_ PfxLen:
Table3 NextHop:
Table3_ Age:

13539

ff00::
8

13539

server index addr_type address

DNS serverl ipv4d
DNS server2 ipv4d
DNS server3 ipv4d
DNS server4 ipv6
DNS server5 ipv6
DNS server6 ipv6
Agent III C1|S1|L1D>

Example:

Agent III C1|S1|L1D>set dns-svr svr 1 type ipv4 addr 192.168.1.30
Caution: only the first three valid DNS server can be available, please refer to user

menu for the details

Agent III C1|S1|L1D>set dns-svr svr 1 type ipvé addr 192.168.1.30
serverl to server3 is just used for ipv4!
Agent III C1|S1|L1D>show ip-mgmt config
IPv4 management configuration:

IP management state:
IP address:

IP subnet mask:
Gateway IP address:
IP address mode :

enable
192.168.0.10
255.255.255.0
192.168.0.1
Static

IPv6 management configuration:

Management State:

Link Local Address:
Global Address Mode:
Global Address:
Management Prefix:
Duplicate Address Detect:
Gateway Mode:

Gateway Address:

server index addr_type

enable
fe80::2c0:f2ff:fe20:de%e
static

64

false

static
fe80::2c0:f2ff:fe21:789a

address

DNS serverl ipv4d
DNS server2 ipv4d
DNS server3 ipv4d
DNS server4 ipv6
DNS server5 ipv6
DNS server6é ipv6
Agent III C1|S1|L1D>

192.168.1.30
192.168.1.40
192.168.1.50
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Messages:
warning: serverl to server3 is just used for ipv4!
warning: serverd to serveré6 is just used for ipv6!

DNS Config — Web Method

The DNS 1 through DNS 6 entries can be in IPv4 or IPv6 format, or both (a combination of up to 3 of
each). DNS servers 1-3 are for IPv4; DNS servers 4-6 are for IPv6. See “DNS ‘3 vs. 3’ Rule (‘Up to 3’ Rule)’.

1. Access the NID via the Web interface (see “Starting the Web Interface”).

2. Select the IP tab.

3. Locate the DNS Configuration section.

L/\NT?ONIX

‘ Systemw Vieww Helpw

ION System MAIN; n HTTPS || SSH RADIUS || TACACS+ || ACL | SNMP | USERS | BACKUP-RESTORE
= |ON Stack P4
= Chassis IP Address Mode [P Addre: | (Subnel Mask [Default Gateway————
+-[04]C6210-3040 [\DHCP vl‘ |[172.27.100.2 | ([255.255.255.0 || {[172:27.100.1 |
+ 1040
[091C6120-TU Pue
4 [Z]IDHME Status- rAddress Duph:aled—‘
6210-3540 hD\sab\ed v| |[False I
+[8je3220-1014 IP Address Mode [Link Local Addre |
+ [19]C3221-1040 [\stauc || | /880 2c0:12ff.fe7b.6934 I
+[22]IONPS-A (IP Addre | [Prefix Length————
B | [0 |
Gateway Mode Gateway 1
[\ Static v |‘ H
rDNS Configration 3
[DNS 1 1 [DNS 2 |
[0000 | Joooo |
[DNS 3 | [DNS 4 |
[0.000 | [ |
DNS 5 | (DNS 6 |
[ | [ |
Note: Only the first 3 DNS servers except for 0.0.0.0 and - might be available
\ Please refer to the user manual if necessary. Y,

Refresh|Save|Help

UPGRADE

| Getting values finished

Note: Only the first 3 DNS servers except for 0.0.0.0 and :: might be available.

Version: 1.5.9

4. Inthe DNS 1- DNS 3 fields, enter a valid IPv4 IP address (not applicable if DHCP is selected for IPv4

Address Mode).

5. Inthe DNS 4- DNS 6 fields, enter a valid IPv6 IP address (not applicable if DHCP v6 is selected for IPv6

Address Mode).

6. Scroll down and click Save when done.

The DNS Configuration with Static or Stateless selected as the IPv6 Address Mode has DNS 1 - DNS 6

enabled is shown above.
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The DNS Configuration with DHCPv6 selected as the IPv6 Address Mode has DNS 4, DNS 5, and DNS 6
disabled (grayed out) is shown below.

ION System <]

—ION Stack

+ [02]C6010-1040
+[03]C6120-1013
+-[05]C6210-3040
+-[08]C2110-1013
+-[09]C2210-1013 (
H-[11]C3210-1013
[+ [14]03230-1040
+[16]C3231-1040
+-[22]IONPS-A

+-[23]IONPSD

MA\N@NTP | HrrPs | sst | Rapus | Tacacss | AcL | shup || USERS | BACKUP-RESTORE | UPGRADE

P4
|IP Address Mode 1(IP Addres:
| static v [192.168.1.10

11Subnet Mask

H” 1Default Gatewa
255.255.265.0

—
|l [122.165.1.0 I

IPvG

Status— 7 Address Duplicated———
Enabled V”HFalse H

IP Address Mode— M ink Local Address

DHCPv6 v JiffeB0-2c0 f2ff fo20-de9e I
|IP Address 1|Prefix Length 1
[k |0 |
|Gateway Mode 1| Gatewa 1
[[Static ) |l |
DNS Configration
|DNS 1 1|DNS 1
(0000 |[o000 |
IDNS 3 \'DN.ﬁA_ |
[0000 | |
DUS & 1DNS 6
@ I \\

Mote: Only the first 3 DNS servers except for 0.0.0.0 and - might be available

Please refer to the user manual if necessary.

The figure below shows an invalid configuration:

+ [03]C6120-1013
+-[05]C6210-3040
+-[08]C2110-1013

ION System ] MAINm shTP | HTTPS || ssH || RaDiUs || TAcACS: | ACL | sNMP || USERS || BACKUP-RESTORE | UPGRADE | [1¢]
/10N Stack
;i Pyt
~ o |IP Address Mode 111P Addres: 1/Subnet Mask 1|Default Gateway
[ static ¥ [192 168 110 J||[255 255 255 0 |[{[192 16810 |
+-02]C6010-1040
: Py

Status Address Duplicated
‘ Enabled B |’F—alae

+1109]C2210-1013 |IP Address Mode \Link Local Address———————————————

£ [1]C3210.1013 [Static | ([feB0. 200 2 fe20.dege |

+ [14]C3230-1040 |IP Address 11 Prefix Langth |

Feciang || (o8O 20120 dste || I

-5---[22]\ONPS—A | Gateway Mode 1| Gatewa |

+-[23]0MPSD [ Static VH|feEﬂ: 2c0 2 fo21 7893 I
DNS Configration
|DNS 1 | |DNS
[[192 188 1.30 | 192168 140 |‘
|DNS 3 1|DNS 4 1
[192 188 150 ||[f=80- 2c0 2/ fe21-b243 I
DNS & 1|DNS 6 1

|[fe80--2c0 A fe21:234c | |[fe80-2c0 2 fe21-d567 i

MNote: Only the first 3 DNS semvers except for 0.0.0.0 and == might be available.

Please refer to the user manual if necessary.
[Reftesh]Eau Helo

tting values failed (snmp operation e(rtﬂ_)

Version 081 ‘

See the “DNS ‘3 vs. 3’ Rule (‘Up to 3’ Rule)” above for more information.
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IPv6 Description

IP version 6 (IPv6) is a new version of the Internet Protocol, designed as the successor to IP version 4
(IPv4). The changes from IPv4 to IPv6 include:

Expanded Addressing Capabilities: IPv6 increases the IP address size from 32 bits to 128 bits, to
support more levels of addressing hierarchy, a much greater number of addressable nodes, and
simpler auto-configuration of addresses. The scalability of multicast routing is improved by add-
ing a "scope" field to multicast addresses. A new type of address called an "anycast address" is
defined, which is used to send a packet to any one of a group of nodes.

Header Format Simplification: Some IPv4 header fields have been dropped or made optional, to
reduce the common-case processing cost of packet handling and to limit the bandwidth cost of
the IPv6 header.

Improved Support for Extensions and Options: Changes in the way IP header options are en-
coded allows for more efficient forwarding, less stringent limits on the length of options, and
greater flexibility for introducing new options in the future.

Flow Labeling Capability: A new capability is added to enable the labeling of packets belonging
to traffic "flows" for which the sender requests special handling, such as non-default quality of
service or "real-time" service.

Authentication and Privacy Capabilities: Extensions to support authentication, data integrity,
and (optional) data confidentiality are specified for IPv6.

Note: The IPv6 version of ICMP is required by all IPv6 implementations.

Maximum Packet Lifetime: Unlike IPv4, IPv6 nodes are not required to enforce maximum
packet lifetime. That is the reason the IPv4 "Time to Live" field was renamed "Hop Limit" in
IPv6.

Fragmenting: The Fragment header is used by an IPv6 source to send a packet larger than would
fit in the path MTU to its destination. Unlike IPv4, fragmentation in IPv6 is performed only by
source nodes, not by routers along a packet's delivery path. To send a packet that is too large to
fit in the MTU of the path to its destination, a source node may divide the packet into fragments
and send each fragment as a separate packet, to be reassembled at the receiver. For every
packet that is to be fragmented, the source node generates an Identification value. The identifi-
cation must be different than that of any other fragmented packet sent recently* with the same
Source Address and Destination Address. If a Routing header is present, the Destination Ad-
dress of concern is that of the destination.
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Differences between IPv4 and IPv6

One major difference between IPv4 and IPv6 is the number of available IP addresses. Other differences

are shown below.

IPv4

IPv6

Address size

32-bit number

128-bit number

Address format

Dotted Decimal Notation
(e.g., 192.149.252.76)

Hexadecimal Notation (e.g.,
2001:0DB8:0004:0015:BE30:
S5BFF:FEA2:0B59

192.149.0.0/24 2001:0DB8:0004::/32)

Prefix notation

192.149.0.0/24

2001:0DB8:0004::/32

No. of avail. ad-

232=~4,294,967,296

2128 = ~340,282,366,
920,938,463,463,374,

dresses
607,431,768,211,456
IPv4 limits packets to 64 KB of optional support for “jumbogram”
Payload
payload packets - up to 4 GB
TTL / Hop limit Time-to-Live field Hop-Limit field
Multicast Optional, but usually imple- Part of the base specification in IPv6
mented
QoS support No standard support IPv6 has standardized support for QoS

IPv6 Features

The ION system provides the following IPv6 features.

e |IPv4/IPv6 Dual Protocol Stack

e |IPv6 Routing Protocols

e |Pv6 Management

o O O O O O O O O o©O

IPv6 Address Types, Unicast/Multicast
ICMPv6

IPv6 Neighbor Discovery protocol
IPv6 DAD

IPv6 Stateful Auto-configuration with support of DHCPv6
IPv6 MTU Path Discovery

SNMP over IPv6 Transport

DNS Lookups over IPv6 Transport
IPv6 ACL

IPv6 Mode Applications

— Telnet, HTTP, Https,
— TFTP, SNMP, SNTP
— RADIUS, TACACS+

These features are described in the following sections.
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ION IPv6 Function Descriptions

IPv6 Dual Protocol Stacks and Multiple Server Support
The ION software supports IPv4/IPv6 dual protocol stacks, which allows IPv4 and IPv6 to co-exist in the
same devices, in the same physical interface, and in the same networks. IPv4 is a basic feature that is

always enabled, but the IPv6 is an enhanced feature that you can disable and enable. When IPv6 is disa-

bled, the configurations related to IPv6 will exist but will not function. These configurations can be
changed or removed by the user.

The ION software supports multiple DHCP or DHCPv6 or Stateless (Router) servers. In the scenarios be-
low, ION will get one IP addresses (the first one to arrive to ION) and all router information

R,

Router

DHCPv6 Protocols Router Discovery Protocols

IONMM
Figure 4 Multiple Routers - One DHCPv6 Router and One Router

DHCPvE Protocols

DHCP v6

DHCPv6 Protocols

IONMM
Figure 5 Multiple DHCPv6 Servers and One Router
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=

g

Router 1 Router 2

Router Discovery Protocols

Router Discovery Protocols

IONMM

DHCP v6

DHCPv6 Protocols

DHCP vé

Router 3

IONMM
Figure 7 Multiple DHCPv6 Servers and Routers

IPv6 Management Functions
IPv6 Address Formats

IPv6 addresses are represented as a series of 16-bit hexadecimal fields separated by colons (:) in the for-
mat: x:axaxex:x:x:x:x. 1t is common for IPv6 addresses to contain successive hexadecimal fields of zeros. To
make IPv6 addresses less cumbersome, two colons (::) may be used to compress successive hexadecimal
fields of zeros at the beginning, middle, or end of an IPv6 address (the colons represent successive hexa-
decimal fields of zeros). The compressed IPv6 address formats (Unicast and Multicast) are explained be-
low.

IPv6 Unicast Addresses

ION IPv6 Unicast Address support includes:

e Link-local IPv6 address (FE80::/10 + Intf(64))

e Global address (2000::/3 + prefix(45) + Subnet(16) + Intf(64))

e Unique Local IPv6 Unicast Addresses (FC00::/7 + Global ID(40) + Subnet(16) + Intf(64))
Note: ION supports one Link-local IPv6 address which is read-only and one Global Address or Unique Lo-
cal address. The Link-local address is configured on ION device using the link-local prefix FE80:: /10
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(1111 1110 10) and the interface identifier in the modified EUI-64 format. The Global Address or Unique
Local address can be configured via the static method, DHCPv6, and stateless auto-configuration.

Other IP v6 addresses can be set in ION system by Web/CLI/FP, but only to test in certain situations.

ION does not allow Loopback [::1/128] in any address field user can input. Unspecified address [::/128] is
used for user to clear current address.)

IPv6 Multicast Addresses

ION IPv6 multicast support includes:

e Solicited-node multicast group (FF02:0:0:0:0:1:FF00::/104)
e All nodes link-local multicast group (FF02::1)
e Allrouters link-local multicast group (FF02::2)

ION does not support any Multicast Address in any user-editable address field.
ICMP v6 (Internet Control Message Protocol for IPv6)

ICMPv6 provides the same functionality as ICMP in IPv4. ICMP generates error messages, such as ICMP
destination unreachable messages, and informational messages, such as ICMP echo request and reply
messages. Additionally, ICMP packets in IPv6 are used in the IPv6 neighbor discovery process, path MTU
discovery, and the Multicast Listener Discovery (MLD) protocol for IPv6.

IPv6 Neighbor Discovery Protocol

The Neighbor Discovery protocol is used by nodes on the same link to handle following functions:

e To determine each other’s link-local addresses

¢ To maintain reach-ability information of the paths to active neighbors
e Host Discovery

e Router Discovery

e Prefix Discovery

o Parameter Discovery

e Address Auto-configuration

e Address Resolution

e Duplicate Address Detection

The Neighbor Discovery protocol uses the following messages:

e Neighbor solicitation and advertisement messages
e Router advertisement and solicitation messages

IPv6 DAD (Duplicate Address Detection)

IPv6 DAD is an IPv6 component to check the duplicated address. The function is always enabled on ION.
When a new IPv6 address is configured on ION, this device will first check duplicated address on the link.
If the S3280 finds the new address has existed on the link, this new address cannot been used. If the IP
address is duplicated with another node, the ION Web/CLI will show the DAD attribute if the duplicated
address is detected.

IPv6 Auto Configuration per IETF RFC 2462

One important goal for IPv6 is to support node Plug and Play. That is, it should be possible to plug a
node into an IPv6 network and have it automatically configured without any human intervention. IETF
RFC 2462 defines both a stateful and stateless address autoconfiguration mechanism for IPv6.
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IPv6 supports the following types of auto-configuration:

e Stateless auto-configuration
e Stateful auto-configuration

Stateless and stateful autoconfiguration complement each other. For example, a host can use stateless
autoconfiguration to configure its own addresses but use stateful autoconfiguration to obtain other in-
formation. The site administrator specifies which type of autoconfiguration to use through the setting of
appropriate fields in Router Advertisement messages (Discovery). Stateful autoconfiguration for IPv6 is
the subject of DHCPv6.

IPv6 addresses are leased to an interface for a fixed (possibly infinite) length of time. Each address has
an associated lifetime that indicates how long the address is bound to an interface. When a lifetime ex-
pires, the binding (and address) become invalid, and the address may be reassigned to another interface
elsewhere on the Internet. To handle the expiration of address bindings gracefully, an address goes
through two distinct phases while assigned to an interface. Initially, an address is "preferred", meaning
that its use in arbitrary communication is unrestricted. Later, an address becomes "deprecated" in antic-
ipation that its current interface binding will become invalid. While in a deprecated state, the use of an
address is discouraged, but not strictly forbidden. New communication (e.g., the opening of a new TCP
connection) should use a preferred address when possible. A deprecated address should be used only
by applications that have been using it and would have difficulty switching to another address without a
service disruption.

To ensure that all configured addresses are likely to be unique on a given link, nodes run a "duplicate
address detection" algorithm on addresses before assigning them to an interface. The Duplicate Address
Detection algorithm is performed on all addresses, independent of whether they are obtained via state-
less or stateful autoconfiguration.

In IPv6, a valid address can be a preferred or deprecated address. A valid address may appear as the
source or destination address of a packet, and the internet routing system is expected to deliver packets
sent to a valid address to their intended recipients.

The symbol "::' is a special syntax that can be used as a shorthand way of representing multiple 16-bit
groups of contiguous zeros; but it can only appear once. The "::' symbol can also represent a valid IPv4
address (e.g., '::192.1.2.34").

In IPv6, routers advertise prefixes that identify the subnet(s) associated with a link, while hosts generate
an "interface identifier" that uniquely identifies an interface on a subnet. An address is formed by com-
bining the two. In the absence of routers, a host can only generate link-local addresses. However, link-
local addresses are sufficient for allowing communication among nodes attached to the same link.

Routers generate periodic Router Advertisements that include options listing the set of active prefixes
on a link. A ‘Lease lifetime’ provides the mechanism through which a site phases out old prefixes. The
system administrator must set appropriate prefix lifetimes to minimize the impact of failed communica-
tion when renumbering takes place. The deprecation period should be long enough that most, if not all,
communications are using the new address at the time an address becomes invalid.

IPv6 Stateless Auto-configuration

The ION software implements the stateless auto-configuration feature of IPv6 which is used to automat-
ically configure ION device. The new and globally assigned unique IPv6 addresses are associated with the
ION device. A router on a local link periodically sends router advertisement messages with 64-bit prefix
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of the link and the default route to all hosts on the link. When an ION device on the link receives the
message, it takes the link prefix from the message and appends a 64-bit interface ID (link-layer address
from MAC address in EUI-64 format) to automatically compose its IPv6 local-link address. The Duplicate
Address Detection (DAD) logic of IPv6 stateless auto-configuration verifies the uniqueness of the as-
signed unicast address. It uses neighbor solicitation messages to verify the uniqueness of a unicast IPv6
address. A station might fail the IPv6 stateless auto-configuration process when the router is not pre-
sented on the same link, or its DAD cycle is failed. The Stateless Auto-configuration feature is enabled by
default. DNS server address list is not supported in Stateless Auto-configuration.

Stateless autoconfiguration requires no manual configuration of hosts, minimal (if any) configuration of
routers, and no additional servers. The stateless mechanism allows a host to generate its own addresses
using a combination of locally available information and information advertised by routers. Routers ad-
vertise prefixes that identify the subnet(s) associated with a link, while hosts generate an "interface
identifier" that uniquely identifies an interface on a subnet. An address is formed by combining the two.
In the absence of routers, a host can only generate link-local addresses. However, link-local addresses
are sufficient for allowing communication among nodes attached to the same link.

Stateless auto-configuration is suitable for small organizations and individuals. It allows each host to de-
termine its address from the contents of received user advertisements. It makes use of the IEEE EUI-64
standard to define the network ID portion of the address.

The stateless approach is used when a site is not particularly concerned with the exact addresses hosts
use, so long as they are unique and properly routable. Stateless auto-configuration is suitable for small
organizations and individuals. In this case, each host determines its addresses from the contents of re-
ceived router advertisements. Using the IEEE EUI-64 standard to define the network ID portion of the
address, it is reasonable to assume the uniqueness of the host address on the link.

IPv6 Stateful Auto-configuration with DHCPv6 Support

The Dynamic Host Configuration Protocol for IPv6 (DHCPv6) enables DHCP servers to pass configuration
parameters such as IPv6 network addresses to IPv6 nodes. It offers the capability of automatic alloca-
tion of reusable network addresses and additional configuration flexibility. ION only supports IPv6 ad-
dress, prefix, and DNS address allocation in DHCPv6.

Stateful autoconfiguration has hosts obtain interface addresses and/or configuration information and
parameters from a server. Servers maintain a database that keeps track of which addresses have been
assigned to which hosts. The stateful autoconfiguration protocol allows hosts to obtain addresses, other
configuration information or both from a server. Stateful auto-configuration requires a certain level of
human intervention because it needs a Dynamic Host Configuration Protocol for IPv6 (DHCPv6) server
for the installation and administration of the nodes. The DHCPv6 server keeps a list of nodes to which it
supplies configuration information. It also maintains state information so the server knows how long
each address is in use, and when it might be available for reassignment.

The stateful approach is used when a site requires tighter control over exact address assignments. Both
stateful and stateless address autoconfiguration may be used simultaneously.

Stateful auto-configuration requires some human intervention as it makes use of the Dynamic Host Con-
figuration Protocol for IPv6 (DHCPv6) for installation and administration of nodes over a network. The
DHCPv6 server maintains a list of nodes and the information about their state to know the availability of
each IP address from the range specified by the network administrator.
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IPv6 Static Configuration

As in IPv4, the host address can be statically defined in the case where the IPv6 address, mask, and the
gateway address are all manually defined on the host. Using static configuration causes all of the Auto-
configuration features provided by IPv6 to be lost.

When IPv6 mode is switched from DHCPv6 and Stateless to static, all IPv6 address and prefix and IPv6
DNS values will be set back to the default value of all zero. When IPv4 mode is switched from
DHCP/BootP to static, IP address and Mask and Gateway and DNS values will be set back to default val-
ues (192.168.0.10 and 255.255.255.0 and 192.168.0.1 and all zeros).

When IPv6 mode is switched from DHCP to Static, the IPv6 address and DNS will be set to "::" by the
web interface, and IPv4 will be set to the default of 192.168.0.10 and DNS will be set to 0.0.0.0.

The ION system behavior when switching IP modes is summarized below:

1. When you switch IPv6 address mode from DHCPv6 to Static, this configuration will be set to de-
fault:
a. IPv6 address (::)
b. IPv6 prefix (0)
c. IPv6 DNS (::)
2. When switch IPv6 address mode from Stateless to static, this configuration will be set to default:
a. IPv6 address (::)
b. IPv6 prefix (0)
3. When switch IP address mode from DHCP to static or from static to DHCP, this configuration will
be set to default:
a. IP address (192.168.0.10)
b. Network Mask (255.255.255.0)
c. Gateway (192.168.0.1)
d. DNS (0.0.0.0)

IPv6 MTU (Maximum Transmission Unit) Path Discovery

Per RFC 1981 - Path MTU Discovery for IPv6, Path MTU discovery in IPv6 allows a host to dynamically
discover and adjust to differences in the MTU size of every link along a given data path. In IPv6, how-
ever, fragmentation is handled by the source of a packet when the path MTU of one link along a given
data path is not large enough to accommodate the size of the packets. Having IPv6 hosts handle packet
fragmentation saves IPv6 router processing resources and helps IPv6 networks run more efficiently. ION
does not allow changes to the default MTU value of 1500.

[Pv6 Route

ION forwards packets using route information that is either manually configured or dynamically learned
using a routing protocol. But the manual configuration and dynamical protocol can’t work together. The
IPv6 route options are:

e Default gateway (manually configured), or

e Asimple routing protocol (Stateless auto-configuration).
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ION IPv6 Configuration Considerations

This section provides IPv6 configuration prerequisites and restrictions. For the latest feature information
and caveats, see the release notes for your device and software release. The prerequisites and re-
strictions below apply to all ION models unless otherwise noted.

1. AnION NID is a L2 device, which is deployed at access edge. The IP stack only provides Management
for the NID cards. As such, the following features are not implemented in ION: IPv6 Anycast, MLD
v1/v2, MLD v1/v2 snooping.

2. ION supports one Link-local IPv6 address which is read-only, and one global address. The Link-local
address is configured on an ION device using the link-local prefix FE80:: /10 (1111 1110 10) and the
interface identifier in the modified EUI-64 format. The aggregatable global address can be config-
ured using the static method, DHCPv6, and stateless auto-configuration.

3. DNS address cannot be saved when you change mode from DHCPv6 to Static (i.e., when changing
from DHCPv6 to Static, only the IPv6 address can be saved).

4. Windows XP has very limited IPv6 support which has been found to be unstable when interoperat-
ing with an ION IPv6 system. Windows Vista or above and the latest Linux are recommend for cus-
tomer use with ION IPv6 systems.

5. The ION Web/CLI/FP interfaces use common MIB operation to get/set configurations, while the
IONMM uses the AgentX protocol to communication with the SIC cards. This mechanism can cause
the specific failure reason of set operation in device can’t get back to the Ul. The TDM card port
loopback setting displays as failed, because either the other port is already in loopback mode or an
internal error occurred.

6. InION products, only these input string fields can support internal space character entry:

a. System Contact

b. System Location

c. CircuitID

d. the filename used for backup-restore.

7. The ION Web/CLI/ supports these characters:

a. Web/FP/CLI only supports ASCII printable characters. Specifically, characters combination
which can pass the test of this Regex is supported: /A [a-zA-Z\d ~!1@#5%*&* (){}[\];:"",.<>\-
_=+\\|\/? ]*$/. This Regex allows “space”. (Where “Regex” is a regular expression - a
sequence of characters with specific meanings, e.g., in Perl, other flavors vary).

b. Some MIBs do not support the “space” character as a valid entry.

8. When you try to run CLI commands by executing a script or pasting strings, some commands need a
‘sleep’ period between them; otherwise, these commands cannot be executed successfully:

a. Add vlan-db.

b. Add fwddb

After adding a VLAN or FWDDB by script, add a 3 second sleep in the script before adding another
VLAN or FWDDB.

9. The SOAM MD name cannot be modified once created.

10. The maximum number of ION System Users is 64.
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IPv4 and IPv6 Initialization Defaults

The IPv4/IPv6 factory default configuration settings are:

e |Pv4: Enable
e |P address: 192.168.0.10
e Default Gateway: 192.168.0.1

The IPv6 default configuration includes:

e Link-Local IP address: FE80::/10 (1111 1110 10)
e |Pv6: Disabled

IPv6 can be configured in the ION system using either the CLI or Web method.
IP Address Mode Notes

1. When you switch IPv6 address mode from DHCPv6 to Static, the defaults become:
a. |IPv6 address (::)
b. IPv6 prefix (0)
c. IPv6DNS (:)
2. When you switch IPv6 address mode from Stateless to static, the defaults become:
a. IPv6 address (::)
b. [IPv6 prefix (0)
3. When you switch IP address mode from DHCP to static or from static to DHCP, the defaults become:
a. IP address (192.168.0.10)
b. Network Mask (255.255.255.0)
c. Gateway (192.168.0.1)
d. DNS(0.0.0.0)
4. 10N will check link up / link down every 3 seconds, so a link down and then a very quick link up (less
than three seconds) will not trigger a DHCPv6 confirm message.

Telnet IPv4 and IPv6 Connections

The ION Telnet server supports both IPv4 connections and IPv6 connections at the same time. A user
can establish a Telnet session directly to the ION device using an IPv6 Telnet client. A VTY (Virtual Type
Terminal) interface and password must be created to enable Telnet access to an IPv6 device.

The ION system supports up to 16 Telnet sessions.

TFTP IPv4 and IPv6 Connections

TFTP is a simple protocol used to transfer files. A TFTP client needs the IP address entered in one action.
The TFTP server can be an IPv4 address, an IPv6 address or a DNS name, but only the latest TFTP IP ad-
dress or DNS name can be saved. If IPv6 is disabled and the TFTP server address is an IPv6 address, the
server cannot be used. In this case you must change the TFTP server either to an IPv4 address or a DNS
name.
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IPv6 Address Config — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session”) or an SSH or Telnet
session (see “Starting a Telnet Session”).

Check the current IP addressing configuration. Type show ipv6 interface and press Enter.

Define the IPv6 Gateway Mode. Type set ipv6 gateway mode=<routerDisc|static> and press Enter.

Define the IPv6 Address. Type set ip type=TYPE addr=ipaddr-type (subnet-mask|prefix)=A and press
Enter.

5. Verify the IP configuration. Type show ip-mgmt config and press Enter. For example:

Agent III C1|S1|L1D>set ipvé address mode ?
dhcpvé
stateless
static

Agent III C1|S1|L1D>set ipvé address mode=static

Agent III C1|S1|L1D>set ipvé gateway mode=<routerDisc|static>

Agent III C1|S1|L1D>set ip type=TYPE addr=ipaddr-type (subnet-mask]|prefix)=A

Agent III C1|S1|L1D>show ip-mgmt config

IPv4 management configuration:

IP management state:

IP address:

IP subnet mask:

Gateway IP address:
IP address mode :

enable
192.168.0.10
255.255.255.0
192.168.0.1
Static

IPv6 management configuration:

Management State:
Link Local Address:
Global Address Mode:

Global Address:

Management Prefix:

Duplicate Address Detect:
Gateway Mode:

Dynamic Router Table:

server index

addr_type

disable
fe80::2c0:f2ff:fe20:de%e
dhcpvé

(]

false

routerDisc

DNS

serverl
server2
server3
serverd
server5
servere6

ipva
ipva
ipva
ipvé6
ipvé6
ipvé

Agent III C1|S1|L1D>

Note: the command "set dhcp state" is replaced by "set ip address mode" after ION v 1.2.0.

Example:

C1|S13|LeD/>set ip type=ipv4 addr=192.168.0.3 subnet-mask=255.255.255.0
C1|S13|LeD/>set ip type=ipv6 addr=2001:1234::1 prefix=64
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IPv6 Address Config— Web Method
1. Access the NID via the Web interface (see “Starting the Web Interface”).
2. Select the IP tab.

3. Locate the IPv6 section.

ION System 3By M 3ure | HrTPs || ssH | RaDUs || TAcacs+ || acL | snmp | USERS | BACKUP-RESTORE | UPGRADE
—-I0N Stack P
hassis " s
IEx AddrasdiMods: [P ass {SubpetNAER ][ PefaultiCat sy
++[01]IONMM Static "H 192 168 1.10 255 255 255 0 | 192168 10
+) BUT0-1040
[% IPvé
+ [03]C6120-1013 i
e — Status | Address Duplicated
+11051C6210-3040 B et 2R sl i et
£H0] Disabled v-‘ False
+:[08]C2110-1013 =
+ [09]C2210-1013 P Address Mode Link Local Address -
DHCPvG V,‘ feB0--2c0-f2ff fe20-ded |
+L[111C3210-1013 i Bl | (et e e |
+[14]C3230-1040 P Address || Prefix Length
+[16]C3231-1040 | |10 |
+ [22)I0NPS-A Q.ater«va.y.fv'nda—‘._ j
+ [23)0NPSD | Route Discovery §
IP Route Table
Destination Prefix Length [ext Hop Age(seconds)
Mo records found
DNS Configration

|DNS 1- J|DNS - |

4. Atthe IPv6 Status dropdown, select Enabled. The default is Disabled. When enabled, the IP Route
Table populates after a Save.

5. Inthe Address Duplicated field, verify False or True is displayed. The default is False (read-only
field). Note that it will take up to three seconds for the Address Duplicated field to display TRUE
when a new address is being verified. This field displays the status of IPv6 address for the device,
where:

True: duplicate address detected.

False: no duplicate address detected.
6. At the IP Address Mode dropdown, select Static, DHCPv6, or Stateless, where:

Static: selects static IPv6 addressing.
DHCPv6: selects DHCP v6 addressing and disables (grays out) the DNS 4 -DNS 6 fields.
Stateless: selects IPv6 stateless addressing.

7. Inthe Link Local Address field, verify the displayed address (e.g., fe80::2c0:f2ff:fe20:de9e).
8. Inthe IP Address field, enter a valid IPv6 address to be used (e.g., fe80::2c0:f2ff:fe21:b243).
9. Inthe Prefix Length field enter a value of 0-127 as the IPv6 prefix length.

10. At the Gateway Mode dropdown, select Static or Route Discovery, where:

Static: selects Static gateway operation, displays the Gateway entry field, and hides the IP Route
Table. In the Gateway field, enter a valid IPv6 address.

Route Discovery: selects route discovery operation, displays the IP Route Table entry field, and
hides the Gateway field. Verify the IP Route Table in terms of Destination, Prefix Length, Next
Hop, and Age time. The IPv6 Address and Gateway should be on the same sub-net.
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11. Verify the IP Route Table settings. For example:

10N System

=]

—"|ON Stack

+[14]C3230-1040
+ [16/C3231-1040
+.[22]I0MPS A
+ [23]I0NPSD

fmmj 0-7040

Static || |[225 285 255 0 [192 16 |
+03]C6120-1013 b
by s Status Address Duplicated——
o+ U Cr210_3040 = = S U Bemimatnde oo wedainah. o T
ilts |Enabled VJ| “
+[08]C2110-1013 ——— -
+ 08122109013 (] e .d_dlress [T — cal Address————————————————— 5
i | tat v |
+ [11]C3210-1013 2 i e —

I'.f1A\NTF' HTTPs || ssk | Rapus | TAcacs+ | Act | snmp | USERS | BACKUP-RESTORE || UPGRADE

Pt
||P,ﬁi,ddr9,55, Mode———

IP Address- ]

Subnet Mask7| |erap\1 Gateway

|I_F'_Address |

Prefix Length—_‘
0 |

Sateway Mode™ ]
[Rout_s_.- Discovery |

TP Houte Table
Destination Prefix Length MNext Hop Age(seconds)
f2B80° 64 2266

|| ff00: 8 > 1038 UL

The screen above shows an IONMM > IP tab with IP Addr Mode = Stateless and Gateway Mode =
Route Discovery. The IP Route table holds a maximum of 16 entries.

IP Route Table Parameters

The table contains an entity's IPv6 dynamic routing information. Each entry is a particular route to a
particular destination. This table is specifically for the result of route discovery which is needed for
stateless auto-configuration feature. The Destination column is for the routing target network, and
the Next Hop column is for the router (gateway). The Static gateway address is one specific default
entry of the routing table. The Static gateway address must be in the same sub-network of current
IPv6 address, otherwise, an error will return when this static gateway address is assigned.

For “Route Discovery”, ION will ignore the routing information from a different sub-network. If the
current IPv6 address was changed by the static assignment or DHCPv6, etc. to a different sub-net-

work of current routing/gateway address, the current routing/gateway becomes invalid.

10N System [<] =
i IP Route Table
= ac
it Destination Prefix Length  Mext Hop Ageiseconds)
oMM 2001:db@:0:A101::1 128 2001:db@:0:A101::1 5348
L Port 1 2001:dbB:0:1101 64 673
L port 2 2001:db8:1:f101 64 673

+[05]c2110-1040 2001:db8:2:1101 B4 673

+:[DB]C2210-1040 f200:1111:2222:4 64 B73

+-[07]C3110-1040 fel0:1111:2222:¢ Bd E73

+:[08]C3210-1040 fol0: 111122225 B4 673

++[09]CB010-3040 80 4 573

e [1D]CE210-3040 f02:1 128 02:1 673

+ [1]02220-1014
f02:16 128 02:16 101

+[12]0322011014

1302201040 f02:1:2 128 02:1:2 24

(141632211040 f02:1:3 128 02:1:3 24

+ [9IC32311040 f02::1:f09: 109 128 02::1:f09: 109 24

+ [22JIONPS-A f02::1:21:2001 128 f02::1:21:2001 24
f02::1:f79:46eb 128 02::1:f79:46eb 24
f02::1:fat:4207 128 02::1:ffat:4207 24
A02::1:fa7: 1414 128 H02::1:fa7: 1474 24
f02::1:ficf:9a3 128 #02::1:fcf:9a3 24
f02::1:fe: cdE3 128 02::1:ffe: coE3 24
00:: 8 24
f00:: 8 1
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The IP Route Table displays each IP route’s Destination, Prefix Length, Next Hop, and Age time,
where:

Destination: The destination IP address of this route (i.e., a valid IPv6 address).

Prefix Length: The number of leading one bits that form the mask to be logical-ANDed with the des-
tination address before being compared to the value in the ipv6DynRouteDest field (e.g., 8, or 64,
etc.) The valid range is 0 - 127.

Next Hop: On remote routes, the address of the next system en route. For non-remote routes, a
zero length string.

Age: The number of seconds since this route was last updated or otherwise determined to be cor-
rect.

Note that no semantics of 'too old' can be implied, except through knowledge of the routing proto-
col by which the route was learned.

Changes to Existing ION Applications with IPv4 / IPv6

The existing ION management applications below support both IPv4 and IPv6 environments at the same
time. These applications support IPv6 and follow the new socket interface extension described in IETF
RFC 2553, 3493, and 3542.

e Telnet, Telnets
e HTTP, HTTPs

e SSHv2

e TFTP

e SNMP

e SNTP

e DNS

e RADIUS
e TACACS+

Dynamic Table Entry Limits

Theses IPv6 changes bring the entry limitations for several dynamic tables shown below.

No. Module Name Table Name Maximum Entries
1 iptableRulesTable 64
ACL
2 iptableConditionsTable 128
3 ip6tablesRulesTable 64
ACL for IPv6 tables
4 ip6tablesConditionsTable 128
5 FDB ionFIDDbTable 255 static and 255 dynamic
6 VLAN ionVLANDbTable 255
7 SNMPvV3 local / remote users |usmUserTable 64
8 SNMP Groups vacmAccessTable 64
9 SNMP views vacmViewTreeFamilyTable 64
10 | SNMP communities snmpCommunityTable 16
11 SNMP trap host 6
12 | System user lonDevSysUserTable 64
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System Configuration
The system configuration defines:

* aname for the IONMM, contact and location information, and

* whether the Console (serial interface / USB connection) is enabled.

The entry for the system contact, system location, and system name must be a text string with no
spaces between characters. Note that numbers, upper/lower case characters, and special characters
(M1 @#S%"&*()_+") are allowed.

The system configuration can be defined via the CLI or the Web interface.
System Configuration — CLI Method
The system information can be alphabetic, numeric or a combination.

1. Access the NID through either a USB connection (see “Starting a USB Session”) or an SSH or Telnet
session (see “Starting a Telnet Session”).

2. At the command prompt type set system contact=CONTACT, where CONTACT is the new contact
(e.g., person, department name), and press Enter.

3. Type set system location=LOC, where LOC is the new location description (e.g., division, address,
etc.) and press Enter.

4. Type set system name=NAME, where NAME is the new system name, and press Enter.

5. Verify the new system Configuration. Type show system info and press Enter. For example:

Agent III C1|S1|L1D>set system ?

contact

location

name
Agent III C1|S1|L1D>set system contact=support
Agent III C1|S1|L1D>set system name=mgmt_module2
mgmt_module2 C1|S1|L1D>set system location=headquarters
mgmt_module2 C1|S1|L1D>show system info

system descr: The management module of the Lantronix ION
(Chassis Generation III) platform products

system objectID: 1.3.6.1.4.1.868.2.5.544108393

system uptime: 06:22:07

system contact: support

system name: mgmt_module2

system location: headquarters

mgmt_module2 C1|S1|L1D>

Note: the show system info command does not function for a Power Supply module.
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System Configuration — Web Method

1. Access the IONMM through the Web interface (see “Starting the Web Interface”).

2. Select the MAIN tab.

3. Locate the System Configuration section.

LANTRONIX

| System~  Vieww Help~

ION System %@IP SNTP | HTTPS || SSH | RADIUS | TACACS+ | ACL | SNMP | USERS | BACKUP-RESTORE | UPGRADE
—ION Stad_‘ nfermation
= Chassis rSerial Number | Model | rSoftware Revision——— Hardware Revision
+-[04]C6210-3040 |[20092819 [ [tonmm I %,5 9 || {001 |

Bootloader Revision
4hystem Configuration

+ [18]C3220-1014

+ [19]C3221-1040

|/Agent 11 | [12:22:22:48.08 |

System Name————— (System Up Time———— (System Contact——— [System Location
{Lantrunix (htips.//www.lani] |48 Discovery, Suite 250 |

+[22]IONPS-A

Console Access

rNumber of Ports————— /MAC Address

Enabled v |2

| [o0-co-F2-7B-69-34

M Reset|System Reboot|Reset To Factory Config

[Login Type
|

Local v

Mananaman it W1 AN Canfinnra tinn

4. Inthe System Name field, enter the name for the IONMM device. The name can be alphabetic,

numeric or a combination.

5. Inthe System Contact field, enter the name and information of the person to contact if there is
a problem with the system. The name and information can be alphabetic, numeric or a

combination.

6. Inthe System Location field, enter the information describing the physical location of where the
system is located (e.g., room 110, IT, lab, etc.). The information can be alphabetic, numeric or a

combination.

7. Inthe Console Access field, select:

* Enabled — allows communications through the USB serial interface (usually to a PC for

entering CLI commands).

* Disabled — communications through the USB serial interface is not allowed (CLI commands

can only be entered through an SSH or Telnet session).

8. Scroll to the bottom and click Save.
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Login Type Configuration (Local / RADIUS / TACACS+)

The MAIN tab and/or CLI commands let you define the ION user login method in terms of local, RADIUS,
and/or TACACS+ capability.

You can configure the ION user login method via either the CLI or Web method. See the “ION IPv6 Con-
figuration Considerations” section.

Login Type Config — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session”) or an SSH or Telnet

session (see “Starting a Telnet Session”).

2. Check the current Login Type configuration. Type show tacplus config and press Enter.

3. Set the desired login method. If more than just “local” login is required, sets the login sequence (or-
der of login validation). Type set login method=type, where:

type = (local|radiuslocal | tacpluslocal | radiustacpluslocal | tacplusradiuslocal), and:

local = the ION software will validate the local login only.

radiuslocal = the ION software will validate the RADIUS login and then the local login.

radiustacpluslocal = the ION software will validate the RADIUS login, then the TACACS+ login,

and then the local login.

tacpluslocal = the 10N software will validate the TACACS+ login and then the local login.
tacplusradiuslocal = the ION software will validate the TACACS+ login, then the RADIUS login,

and then the local login.

4. Verify the TACACS+ and/or RADIUS configuration. For example:

Agent III C1|S1|L1D>set login method ?

local

radiuslocal

radiustacpluslocal

tacpluslocal

tacplusradiuslocal
Agent III C1|S1|L1D>show tacplus config
TACPLUS client state: enable

TACPLUS authentication server:

index type addr retry timeout

1 ipva 192.168.1.30 2 25

2 ipvé fe80::2c0:f2ff:fe21:b24c 3 10

3 dns 0.0.0.0 3 30

4 dns 0.0.0.0 3 30

5 dns 0.0.0.0 3 30

6 dns 0.0.0.0 3 30
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Agent Il C1|S1|L1P1>set tacplus ?

client
svr
Agent III
disable
enable
Agent III
retry
secret
timeout
type
Agent III
Agent III
Agent III
Agent III
ipv4d
ipvé
dns

Agent III C1|S1|L1D>set tacplus svr 1 type ipv6 addr fe80::2c0:f2ff:fe20:de9e

Cl|S1|L1P1>set tacplus client state ?

Cl|S1|L1P1>set tacplus svr 1 ?

Cl|s1|L1D>set tacplus svr
Cl|s1|L1D>set tacplus svr
Cl|s1|L1D>set tacplus svr
Cl|s1|L1D>set tacplus svr

1 retry 3

1 secret Buffreyl
1 timeout 20

1 type ?

Agent III C1|S1|L1D>show tacplus config

TACPLUS client state:

TACPLUS authentication server:
index type addr

enable

retry timeout

1 ipvé fe80::2c0:f2ff:fe20:de9e 3 20

2 ipvé fe80::2c0:f2ff:fe21:b24c 3 10

3 dns 0.0.0.0 3 30

4 dns 0.0.0.0 3 30

5 dns 0.0.0.0 3 30

6 dns 0.0.0.0 3 30

Agent III C1|S1|L1D>
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Login Type Config — Web Method

1. Access the NID through either a USB connection (see “Starting a USB Session”) or an SSH or Telnet

session (see “Starting a Telnet Session”).

LANTRONIX

| System» Vieww Help~w

P

BACKUP-RESTORE

UPGRADE

[17]C6210-3040

. System Configuration
+-[18]C3220-1014

ION System MAIN |\l SNTP | HTTPS | SSH | RADIUS | TACACS+ || ACL | SNMP | USERS
=ION Stack rmation
= Chassis Serial Number 1 Model | rSoftware Revision——— rHardware Revision———
+-[04]C6210-3040 {20092819 | [1oNMM || [15.9 | {001
+:100166120-1040 Bootloader Revision
+[12)IONMM

[System Location

+ [19]C3221-1040

[Agent 11 | [12:2222:48.08

System Name———— [System Up Time———— System Contact————
{ || [Lantronix (https /iwww lani| (48 Discovery, Suite 250 1

+-[22]IONPS-A

[Number of Ports [MAC Address

{Conso\e Access

Enabled vl |2

|| |[oo-co-F2-7B-60-

34 I

Radius, Local
Tacacs+, Local
Radius, Tacacs+, Local

Member Ports
CPort1 Uport2

Tacacs+, Radius, Local
= Loa Configurati

2. At the Login Type dropdown, select the required level of login; the selections are:
Local: only local logins supported (the default - no RADIUS or TACACS+ configured).
Radius, Local: the ION software will validate the RADIUS login and then the lo-

cal login.

Tacacs+, Local: the ION software will validate the TACACS+ login and then the

local login.

Radius, Tacacs+, Local: the ION software will validate the RADIUS login, then

the TACACS+ login, and then the local login.

|Radius Local
|Tacacs+, Local
Radius. Tacacs+, Local
|Tacacs+, Radius, Loca

Tacacs+, Radius, Local: the ION software will validate the TACACS+ login, then the RADIUS login, and

then the local login.

If more than just “local” login is required, select the login sequence (order of login validation).

3. Verify your selection and continue configuration.
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Ports Configuration

The two IONMM 10/100Base-T/TX Ethernet ports can be configured for AutoCross Mode, Auto
Negotiation, and Capabilities Advertised. The read-only information displayed at the port-level MAIN
tab includes Link Status, Speed, Duplex, Port Admin Mode, Port Mode, and Connector Type.

The IONMM ports can be configured via the CLI or the Web interface.

Port Configuration — CLI Method

1.

Access the IONMM through either a USB connection (see “Starting a USB Session”) or an SSH or
Telnet session (see “Starting a Telnet Session”).

Use the go command to select port 1. Type go I11p=1 and press Enter.

Enable or disable AutoCross Mode. At the command prompt type set ether autocross=x and press
Enter.

Enable or disable Auto Negotiation. At the command prompt type set ether autoneg state=x and
press Enter.

Define the set of capabilities to be advertised for this copper IONMM port. At the command prompt
type set ether adv-cap=x and press Enter.

Use the go command to switch to port 2. Type go 11p=2 and press Enter.
Repeat steps 3-5 above for Port 2.

Verify the port configuration settings. Type show ether config and press Enter. For example:

AgentIII C1|S1|L1P1>set ether autoneg state=disable
AgentIII C1|S1|L1P1>set ether speed=100M
AgentIII C1|S1|L1P1>set ether adv-cap ?

STR_ETHER_ADV_CAPABILITY A combination of 10THD,10TFD,100TFD, 100THD,1000THD
and 1000TFD for copper port, like 10TFD+100TFD+100THD+1000TFD; and N/A for none
capability; Cannot set this attribute for fiber port
AgentIII C1|S1|L1P1>set ether adv-cap=10TFD+100TFD+100THD+1000TFD
Agent III C1|S1|L1P1>show ether config

Port-1

TP port:

Link operation status: up

Admin status: up

Port mode: RJ-45

PHY operation mode: phyl0-100BaseT
Speed: 100M

Duplex: full
Autocross: auto

PHY mode change cap: false

AutoNeg admin state:

Agent III C1|S1|L1P1>

Agent III C1|S1|L1P1>go 11p=2

Agent III C1|S1|L1P2>show ether config

Port-2

TP port:

Link operation status: down
Admin status: up
Port mode: RJ-45
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PHY operation mode:
Speed:

Duplex:

Autocross:

PHY mode change cap:

AutoNeg admin state:
Agent III C1|S1|L1P2>

Port Configuration — Web Method

phyl0-100BaseT
10M

half

auto

false

1. Access the IONMM through the Web interface (see “Starting the Web Interface”).

2. Click the plus sign [+] next to IONMM to unfold the IONMM ports.

3. Select Port 1.

LANTRONIX

‘Systemv View~ Help~

+-[17]C6210-3040

ION System [ MAIN
=r 10N Stack Port Configuration
= Chassis Link Status———————— Speed Duplex rPort Mode
+-[04]C6210-3040 {Down | Negotiating | [Negotiating | |[10/100BaseT I
+-[09]C6120-1040 AutoCross Moede Connector Type——————
= [12JIONMM “Auto v | |[RJ-45 |
Port 1
Auto Negotiation Settings
—Port 2

r\um Negotiation“

Enabled A4

+-[18]C3220-1014
+-[19]C3221-1040
1

+[22)|ONPS-A UPause

Capabilities Advertised
10M - Half Duplex

10M - Full Duplex 100M - Half Duplex 100M - Full Duplex

E

Refresh|Save|Help

At the AutoCross Mode dropdown, select MDI, MDIX, or Auto.

At the Auto Negotiation dropdown, select Enable or Disable.

If you select Disabled and click the Save button, the Capabilities Advertised section displays.

If you selected Auto Negotiation Disabled and click Save, the Capabilities Advertised section does

not display.

this port. The capabilities that can

In the Capabilities Advertised section, check the checkboxes for the capabilities to be advertised for

be advertised are 10M - Half Duplex, 10M - Full Duplex, 100M -

Half Duplex, 100M - Full Duplex, and Pause.

Click the Save button when done.
Perform steps 4-7 for Port 2.
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Configuring System Login Users

This section explains how to add, define, configure and delete ION system users via the Web interface
and the CLI. This function works on an IONMM or a standalone SIC. The three levels of ION system login
user rights are described in the table below.

Table 6: User Level Rights via Web / CLI

Chanae own Write configs Upgrade / Create new users,
Level 9 Read configs? | though Web/CLI Backup / Delete users (not itself
password? "
(1) Restore ? and ION)?
Admin Yes Yes Yes Yes Yes
Read-
Write Yes Yes Yes No No
Read-only Yes Yes No No No

Note (1): (except for upgrade and backup/restore)

* There is one default Admin user named “ION”. Its default password is “private”. This user cannot be
deleted.

* An Admin user has full rights to read/write all configurations through Web/CLI. An admin user can
create new users and delete any users other than itself and ION.

* A Read-Write user can read/write all configurations except for Upgrade and Backup/Restore though
Web/CLI. A read-write user can also change its own login password. When a read-write user logs in
via the Web, the “UPGRADE” tab and the “BACKUP/RESTORE” tab are disabled. When a read-write
user logs in via the CLI, all set commands except for upgrade and backup/restore can be executed.

* A Read-Only user can read all configurations except for Upgrade and Backup/Restore via the
Web/CLI. When a read-only user logs into the Web interface, the Web will be disabled (like hardware
mode) and only its own login password can be changed. When a read-only user logs in CLI, all set
commands will be invisible and only its own password can be changed.

* This user management does not apply to Focal Point.

* Doing an SNMP get operation on the password object will return “********” (aight ‘asterisks).

Note Regarding SNMPv3 Users vs. Web/CLI Login Users

Note: do not confuse SNMPv3 users with the Web/CLI login users. SNMPv3 user configuration has noth-
ing to do with the WEB/CLI login users. These two type users are different and have different functional-
ities. The SNMPv3 users are used for SNMPv3 access (for example MGSoft). The Web/CLI login users are
used for Web/CLI login when users try to use the ION Web interface or CLI to access the ION system.
SNMPv3 users cannot use their SNMP login credentials to log in to the ION Web/CLI (and vice-versa).
See “Configuring SNMP Users” for information on configuring Web/CLI login users.

You can add, edit and delete ION system users via the CLI method or via the Web interface.
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Configuring System Login Users - CLI Method

The User Level assignment defines the set of CLI commands that are accessible to a user. An Admin
level user can access 251 commands; a Read-write user can access 248 commands; a Read-only user can
access 52 commands (show commands only).

1. Access the NID through either a USB connection (see “Starting a USB Session”) or an SSH or Telnet
session (see “Starting a Telnet Session”).

2. Check the existing set of ION system users. At the device’s command prompt type show sysuser and
press the Enter key. All the existing ION system users and related information displays. This command
only works on an IONMM or a standalone SIC.

3. Create a new system user. Type: add sysuser name=NAMESTR level=<admin|read-write|read-only>
pass=PASSSTR confirmpass=PASSSTR

where:

name = NAMESTR = the new user’s login username (1-63 characters, beginning with an
alphanumeric character; no spaces).

level = <administrator, read-write, or read-only>

pass = PASSSTR = the new user’s password string. The user password cannot contain any space
characters.

confirmpass = PASSSTR = reentry of the new user password; must match the “pass” entry exactly.
4. Press the Enter key.

5. To edit an existing user’s access level, type set sysuser name=NAMESTR level=(admin|read-
write |read-only) and press Enter.

where:

name = NAMESTR = the existing user’s current username.
level = the user’s new access level; either administrator, read-write, or read-only.

6. To set a new password for an existing ION system user, type set sysuser name=NAMESTR
pass=PASSSTR confirmpass=PASSSTR and press Enter.

where:

name = NAMESTR = the new user’s login username (1-63 characters; no spaces).

pass = PASSSTR = the new user’s password string. The user password must begin with an
alphanumeric character and cannot contain any space characters.

confirmpass = PASSSTR = the new user’s password string; type the same as for pass above.

7. To remove an existing system user, type remove sysuser name=NAMESTR and press Enter.
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For example:

Agent III C1|S1|L1D>show sysuser

name level password
TION admin 3k 3k >k 3k >k 3k k ¥

Agent III C1|S1|L1D>add sysuser name AndersonT level read-only pass *****¥** confirmpass
3% 3 ok 3k %k 3k %k k

Agent III C1|S1|L1D>add sysuser name Benson] level read-only pass **¥***** confirmpass
3% 3 ok 3k %k 3k %k k

Agent III C1|S1|L1D>add sysuser name CarlsonAnn level read-only pass ******¥* confirmpass
3% 3% 3k 3k %k %k %k ok

Agent III C1|S1|L1D>add sysuser name CarlsonAndy level read-only pass *****¥¥* confirmpass
%k 3k %k %k Kk k¥

Agent III C1|S1|L1D>add sysuser name Fitz level read-only pass **¥*¥*x*** confirmpass
3% 3k ok 3k ok 3k ok kK k

Agent III C1|S1|L1D>show sysuser

name level password
ION admin Kok ok kKKK
ion admin * % % % k % k%
AndersonT read-only Kok ok KK Kok ok
Benson] read-only stk sk ok K ok ok
CarlsonAnn read-only Kok ok KoK ok ok ok
CarlsonAndy read-only Kok ok ok K Kok
Fitz read-only sk sk ok ok sk sk ok

Agent III C1|S1|L1D>

8. Backup the configuration. See “Backup and Restore Operations (Provisioning)”.

Configuring System / Login Users - Web Method
1. Access the IONMM or NID through the Web interface (see “Starting the Web Interface”).
2. At the IONMM USERS tab, locate the Users table.

LANTRONIX

1 System~ View~> Helpw

||ION System (<] man [ 1P || snTP || HTTPS | ssH | rRaDws || Tacacs+ || acL | snvp VSRR BACKUP-RESTORE
: = |ON Stack UPGRADE
= Chassis

+-[04]C6210-3040 User Name Password Level

+-[09]C6120-1040 ION admin

+ [12]IONMM User Name Password Confirm Password Level

+1[17]C6210-3040

+[18]C3220-1014 [Refresh|Add|Edit| Delete[Help|

+.1191C3221.1040

3. Inthe User Name field, enter this user’s name (1-64 alphanumeric characters with no spaces
between characters).

4. Inthe Password field, enter this user’s password.

5. Inthe Confirm Password field, re-enter the password as entered in step 4. If the two password
entries do not match, the message “ERROR: The two passwords are not the same, please check!”
displays and you must enter matching passwords.
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de

6. At the Level dropdown, select this user’s access level (admin, read write, or read only).
7. Click the Add button. The new user is added to the User s table.

ION System man | P | snte [ HTiPs || sst | Rapws || Tacacs+ || act || s'rir-n@EACKUP-RESTORE || upcrapE | ||l
—+IOM Stack 2
: i User Name Password Level
—=Cha
Ion | e admin

¥ [02]22110-1013 AndersT | e read write

+ [03]C2210-1013 Bensond | e read write

+[04]C2220-1014 Carlsonfnn | T read write

+-[05]C3110-1013 I| | CadsonBab | s read only

+-[06]C3210-1013 Dohsony s read only

+-[07]C3220-1040 e read only

! 104

: 108]C322 1040 Fitz | e read only

+-[09]C3230-1040

4__[1010323171040 ig_gzgr Name -. Password Confirm Passwaord | |Level ==

: |Fitz | weessnen | [ewsessne | |read only Sl

+-[12]C6010-3040 = Z = — - — '_

+-[13]SG120—1013

+ [15]C6210-3040 ~ L
Adding Local User succeeded Version: 1.3.0 |

8. Perform steps 3-7 above for each new user to be added.

9. Click the Refresh button to update the screen information.

10. To edit an existing user, select (highlight) the entry in the table, edit the User Name, Password,
and/or Level fields, and click the Edit button. The message “Modifying Local User succeeded”
displays.

11. To delete an existing user, select (highlight) the entry in the table and click the Delete button. The
selected user is deleted from the table and the message “Deleting Local User succeeded” displays.

Configuring Security Features
The IONMM can be configured to work with:
* Access Control List (ACL) from the ACL tab.
* Hyper Text Transfer Protocol Secure (HTTPS) from the HTTPS tab.
* Management VLAN from the IONMM MAIN tab.
* Remote Authentication Dial In User Service (RADIUS) from the RADIUS tab.

* Terminal Access Controller Access Control System (TACACS+) authentication, authorization and
accounting services from the TACACS+ tab.

* Simple Network Time Protocol (SNTP) from the SNTP tab.
* Secure Shell (SSH) from the SSH tab.
* Simple Network Management Protocol (SNMP) from the IONMM SNMP tab.
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ION System

| snte || Hrres || ssH || rabus || Tacacss || act | snme | users || BAckuP-RESTORE

— 10N Stack

-:I--[U2]C2110-1013
-:I--[03]C2210-1013
+[04]C2220-1014
+-[05]C3110-1013
-;--[06](:3210.1013 System Configuration

+-[07]C3220-1040 System Mame ;
+1[08]C3221-1040 "’”‘99‘“ i

+-[09]C3230-1040 Console Access —Number of Ports IMAC Addre -

+H[10]C3231-1040 |Enabled || ‘ 2 3| |00-CO-F2-20-E9-39 ‘

.;..[12](;5(]10_3040 [Uphme Reset][System Rehoot][Reset To Factory Conﬂg]

+-[13]56120-1013 .

Eot Login Type

+[15]C6210-3040 @l | i =l ~

UPGRADE

Model Infarmation

Serial Number | Model | Software Revisian
‘;116339[}7 || 1OMMI H:1 31

Hardware Revision :
‘:1 0o I

Bootloader Revision
.21

System Up Time System Contact 1/ System Location o
|0:1:55:45.25 |2Transitmn Metworks(techs|| |[10900 Red Circle Drive |

Configuring these features is discussed in the following sections.

Configuring an ACL

An Access Control List (ACL) is a collection of permit and deny rules and conditions that provide security
across an Ethernet connection internet or intranet) by blocking unauthorized users and allowing
authorized users to access specific resources.

IMPORTANT

An ACL does not control access to the IONMM through a serial interface (USB connection).

If the NID is managed by the IONMM, configuring ACL should be done at the IONMM and not at
the NID.

The ION system supports the configuration of the INPUT chain of the filter table of Linux
iptables; all rules being added belong to the INPUT chain of the filter table.

At least one condition is needed for a rule before the rule can work. After you create a rule, you
also need to create at least one condition for it.

Multiple conditions can be assigned to one rule; only when all conditions of the rule are
matched for an input packet, the policy of the rule can be applied to it.

If multiple rules are matched to an input packet, the rule with the highest priority will be
applied.

You can add/modify/delete a rule or a condition whether the ACL is enabled or disabled.

Since only the configuration for INPUT chain of the filter table is supported, there is no option to
select the table-type and chain-type. They are fixed values: table is filter and chain is INPUT. This
table and chain meets most, if not all, ACL functionality requirements.

The IONMM does not support two ACL conditions with the same condition type. The ACL only
blocks access from outside of the IONMM. The ACL does not apply any restriction to the out-
going packets from the IONMM.

Configure both a rule and a condition; even if a rule is configured without a condition, the top
ACL condition applies to all packets.

In a very basic sense, ACLs consist of chains, rules, and conditions.
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A chain is a table that contains a set of rules, usually for a particular function, such as input or output.
The chain also defines a default policy that will be used if a policy is not determined by the end of
processing for all rules. The only chain that can be specified for the IONMM is INPUT. This chain contains
the rules and conditions for accessing the IONMM through an Ethernet connection (Telnet session or
Web interface).

The rules of an ACL define the policy to be followed for certain defined conditions. There are three
different policies (rules) that can be defined for the IONMM:

* Accept —allow communication from the device
* Drop — disallow communication from the device
* Trap —initiate an SNMP trap message

The conditions of an ACL define the objects the policies apply to (e.g., MAC or IP addresses, ports, etc.).

ACLs are read from top to bottom. When a packet comes to the IONMM, it is matched against the first
line in the ACL; if it does not meet the criteria there, then it drops to the next line, and so on until it
reaches a permit or deny that fits it. For all ACLs there is an implied deny beneath the last line of the
ACL. When applying an ACL to an interface it is recommended that there be at least one permit
statement.

The Access Control List (ACL) can be configured for IPv6 traffic flows in the IP stack. An ACL ensures that
only permitted traffic flows working in the IP stack for security reasons.

The ION system supports a maximum of 64 ACL rules and 128 ACL conditions. If the maximum is ex-
ceeded, the message "Setting values failed (snmp operation error, possible reasons: invalid data, error
data sequence, dynamic table capability limit, etc)" displays. Note that when displaying ACL rules, the
CLI must check multiple dynamic tables and find the relationship between ACL rules and ACL conditions.
It will take much more time than other simple commands. The more ACL rules and conditions added, the
slower the display command will be.

ION uses an ‘index’ to identify an ACL instead of using a name. For ION ACLs, IPv4 and IPv6 are totally
separate functions.

When IPv6 is enabled, you can have up to three of an IP style (IPv4 or IPv6).
For IPv6:

1. Oneip6tables ACL rule can only have one layer 2 ACL condition (macaddr).

2. Oneip6tables ACL rule can only have one layer 3 ACL condition (ipv6addr or ipv6network).

3. One ip6tables ACL rule can only have one layer 4 ACL condition (tcpport or tcpportrange or udpport
or udpportrange or icmp).

For IPv4:

1. One ACL rule can only have one layer 2 ACL condition (macaddr).

2. One ACL rule can only have one layer 3 ACL condition (ipv4addr or ipv4addrrange or ipv4dnetwork).

3. One ACL rule can only have one layer 4 ACL condition (tcpport or tcpportrange or udpport or
udpportrange or icmp).

An ACL can be configured in the IONMM using either the CLI or Web method.

33457 Rev. M https://www.lantronix.com 78



https://www.lantronix.com/

Lantronix IONMM and IONMM-232 User Guide

ACL Config (IPv4) — CLI Method

For a complete list of all CLI commands for ACL operations see the ION System CLI Reference Manual,
33461.

1. Access the IONMM through either a USB connection (see “Starting a USB Session”) or an SSH or
Telnet session (see “Starting a Telnet Session”).

2. Enable ACL. Type: set acl state=enable and press Enter.

3. Define the default chain policy. Note: the defaults are set to table=filter and chain=input and
cannot be changed. Type:

set acl table=filter chain=input policy=<xx>
where:
xx = default policy if a policy is not determined by the end of the table; valid choices are:
* accept (allows communication — the factory default setting)

* drop (disallows communication)

4. Press Enter.
5. Define a condition that will be associated with a rule. Type:
add acl condition type=<ww> srcdst=<xx> oper=<yy> value=<zz> index=<aa>

where:
ww = what the condition applies to; the valid choices are:

* macaddr * ipv4network ¢ udpport
* jpv4addr ¢ ipv4addrrange ¢ udpportrange
* tcpport * tcpportrange * icmp

XX = restriction stream; valid choices are:
* src (the condition applies to the source address)
* dst (the condition applies to the destination address)
yy = operation type; valid choices are:
* equal (the condition applies if the packet equals the condition type)
* notequal (the condition applies if the packet does not equal the condition type)
zz = address, port number or type associated with the value specified for operation type=

Note: if a range is specified for type=, then the two values for num must be separated by a hyphen
(i.e., 1-4).

6. Press Enter.
7. Repeat steps 5 and 6 for each condition to be defined.

8. Define a rule to be associated with the chain. Type:
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add acl rule position=<ww> table=filter chain=input policy=<xx> traprate=<yy> condition=<zz>
where:
ww = whether the new rule is put to the top or end of rule list; valid choices are:
* head

¢ tail

XX ACL policy type; valid choices are:
* accept (if the rule is met, packets are to be accepted)
* drop (if the rule is met, packets are to be dropped)

* trap (if the rule is met, a trap is to be sent)

vy number (1 — 65535) of times the trap can be sent in a minute. This value is only valid if:

* policy=trap is specified.
* Atrap server is defined on the MAIN tab.
* Atrap serverisin the network and available.
Zz = index numbers of the conditions that will be assigned to the rule.

If more than one condition is specified, each must be separated by a comma with no spaces (e.g.,
2,3,6).

9. Press Enter when done. The Condition List index information displays (e.g. cond_list=1).
10. Repeat steps 8 and 9 to define a rule for each condition to be associated with the chain.

11. Verify that ACL has been enabled. Type: show acl state and press Enter. The current ACL
management state information displays:

Cl|S7|L1D>show acl state

ACL management state: disable

12. Verify the ACL rules have been defined and associated. Type: show acl rule and press Enter.
The current ACL Rule information table displays. For example:

C1|S7|L1D>set acl state=enable

C1|S7|L1D>set acl table=filter chain=input policy=accept

C1|S7|L1D>add acl condition type=ipv4addr srcdst=src oper=equal value=192.168.1.30
C1|S7|L1D>add acl condition type=ipv4addr srcdst=src oper=notequal value=192.168.1.30
C1|S7|L1D>add acl rule position=head table=filter chain=input policy=accept condition=1 con-
dlist=1

C1|S7|L1D>add acl rule position=tail table=filter chain=input policy=trap condition=2 con-
dlist=2

C1|S7|L1D>show acl rule

index table-type chain-type priority policy traprate(packets/min) condition

If no ACL rules are yet defined, the message “No ACL rule now!” displays.
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13. To verify the ACL condition configuration, type show acl condition and press Enter. The current ACL
conditions display. For example:
C1|S7|L1D>show acl condition

index type src/dst  operation value rule idx
1 ipv4addr src equal 172.11.1.1 (%]
2 ipv4addr src equal 192.168.1.30 1

14. To verify the ACL chain configuration, type show acl chain and press Enter. The current ACL chain
displays. For example:

C1|S7|L1D>show acl chain
table-type contain-type chain-name default-policy

If no ACL rules are yet defined, the message “No ACL rule now!” displays.

Problem: Setting ACL drop rule to enable causes loss of management.

Description: Configuring an ACL rule with priority of 1 and policy of drop and enabling ACL Status in Web
Ul or CLI causes loss of IP management. No conditions for rule have been set yet.

Example:

Agent III C1|S1|L1D>show acl rule index table-type chain-type priority policy traprate(pack-
ets/min) condition

1 filter input 1 drop @ no Agent III C1|S1|L1D>

Recovery: 1. Disable ACL status via USB to restore management. 2. Configure both a rule and a condi-
tion. 3. Note that even if a rule is configured without a condition, the top ACL condition applies to all

packets.
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ACL Config (IPv4) — Web Method
1. Access the IONMM through the Web interface (see “Starting the Web Interface”).
2. Atthe ACL tab, select the IPv4 tab if not already selected.

LANTRONIX

‘ System~ View~ Help~w

[Refresh|Add|Edif Delete|Help|

Conditions for Rule (No Rule is Selected)

Type Source or Destination  Operation Value

No records found

Type Source or Destination  Operation Value

Source MAC Address v | Source ~ [Equal ~| \
[Add|Edit[Delete]

3. Inthe ACL Status field, select Enabled.
4. In the Chain Name field, INPUT is the default and the only valid entry.

5. In the Chain Policy field, select the default policy if a policy is not determined by the end of the
table:

* Accept (allows communication, default value)

* Drop (disallows communication)

6. Define a Rule.

a) In the Priority field, enter a number indicating the relative position of the rule to other rules in

ION System MAIN | IP | SNTP | HTTPS | SSH | RADIUS || TACACS+ m SNMP | USERS | BACKUP-RESTORE = UPGRADE
—-|ON Stack m o6
A
= Chassis ‘
+[04]C6210-3040 F‘«C_L Status ‘[Chain Name wChain Policy ‘
+[091CA120-1040 Disabled ~ | |[InPuT || [Accept v]
+ [12iIONMM Refresh[Save|Help
;_ TR T073040 Rules (Select a Rule to View/Modify its Conditions)
LTITCOZTU-
+[18]C3220-1014 Index Priority Policy Trap Rate (packets/min)
+-[19]C3221-1040 No records found
+ [22]I0NPS-A Priority Policy Trap Rate (packets/min)
| [Accept v o ‘

the table. (This is the index of the corresponding iptables rule within the chain within the table.)

The valid range is 1 — 65,535.

b) In the Policy field, select the policy to be associated with this rule (Accept, Drop, or Trap).

c) In the Trap Rate field, enter a value indicating the number of traps that will be sent per minute.

The valid range is 1- 655,525 traps sent per minute.
The Trap Rate field is only valid if:

* The policy selected is Trap.
* Atrap server is defined on the SNMP tab.
* Atrap server is on the network, configured and available.

d) Click Add.

7. Define additional rules as needed following step 6.
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8. Define a condition:
a) Select a rule by clicking its index number. The selected rule line is highlighted.

b) In the Type field, select the condition type. The options are Source MAC Address (1),
IPv4 Address (2), IPv4 Address Range (3), IPv4 Network (4), TCP Port (5), TCP Port Range (6),
UDP Port (7), UDP Port Range (8), or ICMP Type (9).

¢) In the Source or Destination field, select whether the type is a source or a destination.

d) In the Operation filed, select whether the match for this condition is “equal to” type or “not
equal to” type.

d) If the Type field selection was ICMP Type, then in the Value field, specify the address, port
number or type associated with the selection in the Type field.

There are 36 selectable ICMP Type values: 1. ICMP-ECHO-REPLY, 2. ICMP-DESTINATION-
UNREACHABLE, 3. ICMP-NETWORK-UNREACHABLE, 4. ICMP-HOST-UNREACHABLE,

5. ICMP-PROTOCOL-UNREACHABLE, 6. ICMP-PORT-UNREACHABLE, 7. ICMP-FRAGMENTATION-
NEEDED, 8. ICMP-SOURCE-ROUTE-FAILED, 9. ICMP-NETWORK-UNKNOWN, 10. ICMP-HOST-
UNKNOWN, 11. ICMP-NETWORK-PROHIBITED, 12. ICMP-HOST-PROHIBITED, 13. ICMP-TOS-
NETWORK-UNREACHABLE, 14. ICMP-TOS-HOST-UNREACHABLE, 15. ICMP-COMMUNICATION-
PROHIBITED, 16. ICMP-HOST-PRECEDENCE-VIOLATION, 17. ICMP-PRECEDENCE-CUTOFF,

18. ICMP-SOURCE-QUENCH, 19. ICMP-REDIRECT, 20. ICMP-NETWORK-REDIRECT, 21. ICMP-HOST-
REDIRECT, 22. ICMP-TOS-NETWORK-REDIRECT, 23. ICMP-TOS-HOST-REDIRECT,

24. ICMP-ECHO-REQUEST, 25. ICMP-ROUTER-ADVERTISEMENT, 26.ICMP-ROUTER-SOLICITATION, 27.
ICMP-TIME-EXCEEDED, 28. ICMP-TTL-ZERO-DURING-TRANSIT, 29. ICMP-TTL-ZERO-DURING-
REASSEMBLY, 30. ICMP-PARAMETER-PROBLEM, 31. ICMP-IP-HEADER-BAD, 32. ICMP-REQUIRED-
OPTION-MISSING, 33. ICMP-TIMESTAMP-REQUEST, 34. ICMP-TIMESTAMP-REPLY, 35. ICMP-ADDRESS-
MASK-REQUEST, and 36. ICMP-ADDRESS-MASK-REPLY.

f) Click Add. The message “Setting values succeeded” displays.
9. Define additional Conditions as needed following step 8.

10. To change an existing Rule, select the Rule in the table, click the Edit button, and make changes per
steps 5-6 above.

11. Verify the displayed ACL information.
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ION System main || sute || HTiPs || ssk | RADIUS@DSNMP | UsERs | BACKUP-RESTORE | UPGRADE

=-I0N Stack

+[02]C6010-1040
+[03]C6210-3040
+[04]C6120-1013
+[06]C3220-1040
+[07]C3210-1013
+[03]C3221-1040
+[09]C3230-1040
+[10]C3231-1040
+[121C2110-1013
+[14]C2210-1013
+[161C2220-1014
+ [18]C3230-1040
+ [22]I0NPS-A

+ [23]IONPS-D

|ACL Status—‘ﬂhain Name———(Chain Policy ———
2

H Enabled

|InPUT [l Accept ~

Rules (Select a Rule to View/Modify its Conditions)

Refresh Help|

Index Priority Policy Trap Rate (packets/min)

6

2 Drop ]
3 9 Trap 1
Priority Policy Trap Rate (packets/min)
|1 | |Accept V| o
Conditions for Rule 1
Type Source or Destination  Operation Value
IPvd Address Source Equal 192.165.1.30
TCP Port Source Mot Equal B
Type Source or Destination © Operation Value
ICMP Type v| [Source ~ | [Not Equal v | [ICMP-ECHO-REPLY v

12. After all rules and conditions have been defined, click the Save button near the top of the screen.
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ACL under IPv6

You can set up to 255 ACL Rules and up to 255 ACL Conditions. Note that since ACL rules and conditions
must process dynamic tables and check the relationship between multiple tables, the ACL show com-
mands need more time to display the content compared to other tables. These commands can only be
executed on IONMM or a standalone SIC.

For a complete list of all CLI commands for ACL operations see the ION System CLI Reference Manual,
33461.

ACL Config (IPv6) — CLI Method

1.

Access the IONMM through either a USB connection (see “Starting a USB Session”) or an SSH or
Telnet session (see “Starting a Telnet Session”).

Enable ACL. Type: set ip6tables acl state and press Enter.

Define the default chain policy. Type: set ip6tables acl table=filter chain=input policy=accept and
press Enter.

Define a condition that will be associated with a rule. Type: set ip6tables acl condition=1 rule_in-
dex=1 and press Enter.

Repeat step 4 for each condition to be defined.

Define a rule to be associated with the chain. Type: add ip6tables acl rule position=head table=filter
chain=input policy=1 trap=444 and press Enter.

Repeat step 6 to define a rule for each condition to be associated with the chain.

Verify that ACL has been enabled. Type: show ip6tables acl state and press Enter. The current ACL
management state information displays:

Agent III Cl|S9|L1D>show ip6tables acl state
ACL of IPv6 tables management state: enable
Agent III C1|S9|L1D>

Verify the ACL rules have been defined and associated. Type: show ip6tables acl rule and press
Enter. The current ACL Rule information table displays. For example:

Agent III C1|S9|L1D>set ipétables acl state=enable

Agent III C1|S9|L1D>set ip6tables acl table=filter chain=input policy=accept
Agent III C1|S1|L1D>add ip6tables acl rule position=head table=filter chain=input
policy=1 trap=444

Agent III C1|S1|L1D>add ipétables acl rule index=2 table=filter chain=input
prio=2 policy=trap traprate=100

Agent III C1|S1|L1D>set ip6tables acl condition=1 rule_index=1

Agent III C1|S1|L1D>add ip6tables acl condition type= ipv6addr srcdst=src
oper=equal value=VAL

Agent III C1|S1|L1D>show ip6tables acl rule

index table-type chain-type priority policy traprate(pkts/min) condi-
tion

2 filter input 1 trap (%] no

1 filter input 2 trap (%] no

Agent III C1|S1|L1D>
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10.

If no ACL rules are yet defined, the message “No ACL rule now!” displays.

To verify the ACL condition configuration, type show ip6tables acl condition and press Enter. The
current ACL conditions display. For example:

Agent III C1|S1|L1D>show ip6tables acl condition

index type src/dst  operation value rule idx
o ipveaddr sec equal
2 ’ ipv6addr src equal
3 ° ipv6addr src equal
4 ’ ipv6addr src equal fe80::2c0:f2ff:fe20:de9%e (%]

Agent III C1|S1|L1D>

11.
ACL chain displays. For example:

Agent III C1|S1|L1D>show ip6tables acl chain

table-type contain-type chain-name
filter input INPUT
C1|s3]|L1D>

To verify the ACL chain configuration, type show ip6tables acl chain and press Enter. The current

default-policy

accept

If no ACL rules are yet defined, the message “No ACL rule now!” displays.

ACL Config (IPv6) — Web Method
1.
2. Select the IPv6 sub-tab.

LANTRONIX

Navigate to the ACL tab. The IPv4 sub-tab displays by default.

| System~ = View~ Help~

<]

IP || SNTP || HTTPS || SSH RADIUS TACACS.+—ME NMP | USERS | BACKUP-RESTORE || UPGRADE

ION System MAIN
—"ION Stack
~¢ I
= Chassis -
+1[04]C6210-3040 {ACL Status ‘[Cham Nam 1[Chain Policy 1
£L100166420.1040 Disabled v]|[inpuT |[[[Accept ~|
+ [12]lONMM ) Refresh|Save|Help|
I Rules (Select a Rule to View/Modify its Conditions)
+ [T77C6270-3040 = b Pol E— o
+1[181C3220-1014 ndex riority olicy rap Rate (packets/min)
+1[19]C3221-1040 No records found
+ [22]lONPS-A Prierity Policy Trap Rate (packets/min)
| [Accept V| [o |

RetesnlAdalEci[Dateteel

Conditions for Rule (No Rule is Selected)

Type Source or Destination  Operation

Value

No records found

Type Source or Destination | Operation
Source MAC Address v

Value

Add|Edit|Delete]
3. At the ACL Status dropdown, select Enabled.

4. At the Chain Policy dropdown, select Accept or Drop.
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5. Inthe Rules - Priority field, enter a priority of 1-65,535.
6. At the Policy dropdown, select Accept or Drop or Trap.

7. Inthe Trap Rate (packets/min) field, enter the desired rat for trapping (if selected). The valid range
is 1-65,535. The trap sent rate is 2 packet/sec (two packets/second (2 pps). The matched packets
number in one minute. If over this rate matched, a trap will be sent.

8. Click the Add button to add this Rule.

9. At the Conditions - Type dropdown, select the basis for conditions for this rule. The IPv6options are:
Source MAC Address (default)
IPv6 Address
IPv6 Network
TCP Port
TCP Port Range
UDP Port
UDP Port Range
ICMP Type

4. Enter a “Value” (a valid IPv6 address / a number from 0-128 or an IP address such as
ffff:00:00:00:00:00:00:00).

A rule can at most have three conditions and each condition must belong to a different protocol layer.
1. Layer 2 condition type: Source-MAC-address.
2. Llayer 3 condition type: IPv6-address, IPv6-network.
3. Layer 4 condition type: TCP-port, TCP-port-range, UDP-port, UDP-port-range, ICMP-type.

IPv6 Condition Type Values

Source MAC address: first 6 bytes for mac address.

IPv6 address: the first 16 bytes for IPv6 address.

)IPv6 network: address[/mask], the first 16 bytes for IPv6 address, the followed bytes can be either of two cases.
Case 1: the 17™ byte is a plain number, specifying the number of 1's at the left side of the network mask.
Case 2: bytes 17-32 are the value for network mask.

TCP port: the first two bytes for TCP port number.

TCP port range: the first 4 bytes(0-1 byte for the start TCP port number, 2-3 byte for the end TCP port number).

UDP port: the first two bytes for UDP port number.

UDP port range: the first 4 bytes(0-1 byte for the start UDP port number, 2-3 byte for the end UDP port number).

ICMP type: the first two bytes for ICMP type. For ICMP type, the following values are supported:

ICMP_DESTINATION-UNREACHABLE = 0x3ff,
ICMP_NO-ROUTE = 0x0301,
ICMP_COMMUNICATION-PROHIBITED = 0x0302,
ICMP_ADDRESS-UNREACHABLE = 0x0303,
ICMP_PORT-UNREACHABLE = 0x0304,
ICMP_PACKET-TOO-BIG = 0x04ff,
ICMP_TIME-EXCEEDED = 0x05ff,
ICMP_TTL-ZERO-DURING-TRANSIT = 0x0501,
ICMP_TTL-ZERO-DURING-REASSEMBLY = 0x0502,
ICMP_PARAMETER-PROBLEM = 0x06ff,
ICMP_BAD-HEADER = 0x0601,
ICMP_UNKNOWN-HEADER-TYPE = 0x0602,
ICMP_UNKNOWN-OPTION = 0x0603,
ICMP_ECHO-REQUEST = 0x07ff,
ICMP_ECHO-REPLY = 0x08ff,
ICMP_ROUTER-SOLICITATION = 0x09ff,
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ICMP_ROUTER-ADVERTISEMENT = 0x0aff,
ICMP_NEIGHBOUR-SOLICITATION = OxO0bff,
ICMP_NEIGHBOUR-ADVERTISEMENT = 0xOcff,

ICMP_REDIRECT = 0x0dff, Use this OID to set the value of the corresponding condition type.

Notifications: ionDevSysIPv6AclldsEvt , ipbtablesGRulelndex)

An ionDevSysIPv6AclldsEvt event is sent if an ip6tables IDS (Intrusion Detection Systems) is detected.

entPhysicallndex indicates in which SIC the IDS is detected.

entPhysicallndex/ip6tablesGRulelndex indicates which ip6tables ACL rule is matched for this IDS.
For example, shown below is a C3230 NID with IPv6 ACL configured with one Rule and one Condition.

In the example above, the Rule index 1 has a Priority of 1, a Policy of Trap, and a Trap Rate of 330.

10N System ‘wan || 1P | apvancep | snte | Hries | ssH | mapus || Tacacss (S Fos || vian | soam
= 1ON Stack = m
= Chassis -
+ [01]IOMMM |ACL Statu: 1|/Chain Name |Chain Palicy 1
(021050101040 |[Enabled | finPut ”\!A:cept >
+ [031C6120-1013
+1[05]CA210-3040 Rules {Select a Rule to View/Muodify its Conditions)
+[08]C2110-1013 Index Priority Policy Trap Rate (packets/min}
+[09]C2210-1013
+ [11]€3210-1013 | Priority Policy Trap Rate {packets/min)
+ [14]03230-1040 Il A | [Trap v| [330 |
# 161032311040
+[22]I0MNPS-A
+ [23]I0NPS D Conditians for Rule 1
Type Source or Destination  Operation Value
IPv6 Network fe80:-2c0-f2ff fe20-de9e/32
Type Source or Destination | Operation
[IPv6 Network ¥ [Source ¥/ |Equal ¥
Value
feB0--2¢0 2 fe20-de9e 132

The Conditions for Rule 1 has Type set to IPv6 Network, Source or Destination set to Source, Operation

set to Equal, and Value set to fe80::2c0:f2ff:fe20:de9e / 32.

Messages: Error: when condition type is srcmaddr, srcdst can only be src.
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Configuring HTTPs

HTTPs is a secure version of the Hyper Text Transfer Protocol (HTTP) and is used as a security option
when accessing the IONMM via the Web UI.

IMPORTANT
* If the NID is managed by the ION Management Module (IONMM), configuring HTTPS should be
done at the IONMM and not at the NID.

* HTTPS has no affect when accessing the IONMM through either the USB or an SSH or Telnet
session.

* After configuring the NID for HTTPS, a re-login occurs immediately; you must enter the https://
prefix to re-connect to the ION system.

There are two primary differences between an HTTPS and an HTTP connection:
* HTTPS connects on port 443, while HTTP is on port 80
* HTTPS encrypts the data sent and received with SSL, while HTTP sends it all as plain text

HTTPS utilizes the transport layer security (TLS) protocol for transmitting private documents via the
Internet. SSL utilizes a cryptographic system that uses two keys to encrypt data; a public key known to
everyone and a private or secret key known only to the recipient of the message. Anything encrypted
with either key can only be decrypted with its corresponding key. Thus if a message or data stream were
encrypted with the server’s private key, it can be decrypted only using its corresponding public key,
ensuring that the data only could have come from the server.

For the IONMM, HTTPS can be used for client authentication to limit access to the IONMM to authorized
users. To do this, the site administrator typically creates a certificate for each user, a certificate that is
loaded into their browser. Normally, that contains the name and e-mail address of the authorized user
and is automatically checked by the server on each reconnect to verify the user’s identity, potentially
without even entering a password.

The trust inherent in HTTPS is based on major certificate authorities. Organizations may also run their
own certificate authority, particularly if they are responsible for setting up browsers to access their own
sites (for example, sites on a company intranet, etc.). They can easily add copies of their own signing
certificate to the trusted certificates distributed with their browser.

Because SSL utilizes public key cryptography to encrypt the data stream traveling over the Internet, a
certificate is not necessary as the data is secure and cannot easily be decrypted by a third party.
However, certificates do serve a crucial role in the communication process. The certificate, signed by a
trusted Certificate Authority, ensures that the certificate holder is really who they claim to be. Without a
trusted signed certificate, your data may be encrypted; however, the party you are communicating with
may not be whom you think. Without certificates, impersonation attacks would be much more common.

Note: the authentication certificate and private key file must be resident in the default directory on the
TFTP/SFTP Server (e.g., C:/TFTP-Root), and the TFTP/SFTP server must be configured properly and
running.

The ION HTTP server provides authentication for client connections, but not encryption. The data that
the client and server transmit to each other is not encrypted. This leaves communication between
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clients and servers vulnerable to interception and attack. The Secure HTTP (HTTPS) feature lets you con-
nect to the ION HTTPS server securely. It uses Secure Sockets Layer (SSL) to provide device authentica-
tion and data encryption. The HTTP server can support both IPv4 and IPv6 at the same time. The ION
system supports up to 16 HTTP/HTTPS clients.

HTTPS can be configured in the IONMM using either the CLI or Web method.
HTTPS Config — CLI Method

1. Access the IONMM through either a USB connection (see “Starting a USB Session”) or an SSH or
Telnet session (see “Starting a Telnet Session”).

2. Enable HTTPS. Type: set https state=enable

Note: enabling HTTPS has no effect on either the USB or Telnet interface. However, access through
the Web interface must go through HTTPS authentication.

3. Press Enter.

4. Set the port number to be used. The factory default is 443. Type: set https port=<xx> and press
Enter.

5. Define whether the certificate is from a certificate authority or is self-generated. Type:
set https certificate-type=<xx>
where:

xx = certificate authority; valid choices are:
¢ authorized
¢ self-certificate

6. Press Enter.
7. Specify the name of the certificate file. Type: set https certificate—file=<xx> where:
xx = name of the file
8. Press Enter.
9. Specify the name of the private key file. Type: set https private—key file=<xx> where:
xx = name of the file
10. Press Enter.
11. Define the password to be used for the private key file. Type: set https private—key password
12. Press Enter. The message “Please input password:” displays.
13. Type the password then press Enter. The message “Please input password again:” displays.
14. Type the password again then press Enter.
15. Verify the configuration has been set. Type: show https config and press Enter.
16. Press Enter. The current HTTPS configuration table displays. For example:

Agent III C1|S1|L1D>set https state=enable

Agent III C1|S1|L1D>set https port=443

Agent III C1|S1|L1D>set https certificate-type=authorized
Agent III C1|S1|L1D>set https certificate-file=name.cer
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Agent III C1|S1|L1D>set https private-key file=name.key
Agent III C1|S1|L1D>set https private-key password
Please input password:

Please input password again:

Agent III C1|S1|L1D>show https config
HTTPS configuration:

HTTPS state: enable
HTTPS port: 443
HTTPS certificate file: name.cer
HTTPS private key file: name. key

Agent III C1|S1|L1D>
HTTPS Config — Web Method

1. Access the IONMM through the Web interface (see “Starting the Web Interface”).

2. Select the HTTPS tab.

LANTRONIX

| System~ Vieww Help~w

+[04]C6210-3040
+(08]CA120-1040
+-[12]IONMM

+ [17]C6210-3040
+.[18]C3220-1014

+[19]C3221-1040 Copy Certificate

+[22]IONPS-A Refresh

Copy HTTPS Certification

TFTP Server Address————————————
%72,27 100.96 |

Flemficate File Name—— Private File Name——— {Private Password—

If SFTP is enabled, the HTTPS page will display the SFTP Server Address field.

HTTPS Status HTTPS Port (1-65535) Certificate Type
Disabled v || | 443 Self Certificated v

Copy HTTPS Certification
SFTP Server Address
192.168.56.5

Certificate File Name Private File Name Private Password

Copy Certificate
Refresh|Save|Help

3. Inthe HTTPS Status field, select Enabled.

Note: enabling HTTPS has no effect on either the USB or Telnet interface. However, access via the

Web Ul must go through HTTPS authentication.

MAIN || IP | SNTP SSH | RADIUS | TACACS+ @ ACL | SNMP | USERS || SFTP | BACKUP-RESTORE | UPGRADE

ION System man | P | snte WLl SSH | RADIUS | TACACS: | ACL | SNMP | USERS = BACKUP-RESTORE | UPGRADE
MEION Stack HTTPS Status (HTTPS Port (1.65535)— Certificate Type
= Chassis hD\sabled v ]| |[443 | |[self Certificated v
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4. Inthe HTTPS Port field, enter the port number for HTTPS operations. The valid range is 1-65535.
The default is port 443.

4. Inthe Certificate Type field, select Self Certificated or Authorized.

5. Inthe TFTP/SFTP Server IP Address field, enter the IP address of your TFTP/SFTP server. This entry
must be an IP address or a domain name.

6. In the Certificate File Name field, enter the name of the file with the authentication certificate.

Note: the authentication certificate and private key file must be resident in the default directory on
the TFTP/SFTP Server (e.g., C:/TFTP-Root).

7. In the Private File Name field, enter the name of the private key file.

8. In the Private Password field, enter the private key password. This is the password to access the
private key file.

9. Click the Copy Certificate button.
10. Click the Save button. A re-login occurs immediately, and the ION login prompt displays.

11. The ION System Web Interface is now an HTTPS (secure) address. In your web browser, click Tools,
click Internet Options, click Advanced, and make sure the SSL and TLS protocols are enabled under
the security section.

12. For subsequent logins, use https instead of http as the URL prefix (e.g.,
https://192.168.0.10/web.html).

13. Enter the ION system User Name and Password.

14. Click the Sign In button. The MAIN tab displays.

If the message Invalid user name or password! displays, see the Troubleshooting section of this
document.

Note: enabling HTTPS has no effect on either the USB or Telnet interface. However, access through the
Web interface must go through HTTPS authentication.

Note: FW v 1.5.12 fixed expired IONMM Certificate. To see the new certificate, do a “Factory Reset” on
the IONMM and then turn on HTTPs. The new certificate isn’t loaded until you do the “Factory Reset”.
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Configuring Management VLAN

A virtual LAN (VLAN) is a collection of network nodes that share the same broadcast domain regardless
of their physical location or connection point in the network. A VLAN serves as a logical workgroup with
no physical barriers. This allows users to share information and resources as though located on the same
LAN. VLANSs also allow a single physical LAN to be divided into multiple logical LANs.

The Management VLAN is used to separate management traffic from other network traffic to and from
the IONMM. The Management VLAN is designed to help ensure the security of management control by
making sure that equipment not belonging to the Management VLAN does not have access to the
management traffic.

When configuring Management VLAN for the IONMM you can specify whether one or both ports on the
IONMM are part of the Management VLAN.

IMPORTANT
1) If a NID is managed by the IONMM, configuring SNTP should be done at the IONMM and not at the
NID.

2) When you specify a Management VLAN, your Web and Telnet interfaces to the IONMM are lost,
unless the management station is on the same VLAN. Only stations in the same VLAN will be allowed
to communicate with the IONMM through the network.

3) Enabling a Management VLAN does not disable a USB serial interface to the IONMM.

4) The VLAN Identifier (VID) provides identification of the VLAN, which is defined by the standard IEEE
802.1Q. Each VID has 12 bits to allow the identification of up to 4094 VLANs on each switched path.

5) See Appendix B for Management VLAN default settings.

The following configuration restrictions apply to the Management VLAN feature for the IONMM:

1) Management VLAN Status cannot be changed to “Enabled” with VLAN “1” and valid VLAN ID
allowed is “2 to 4094”. However, VLAN “1” can be selected when Management VLAN status is
set to “Disabled”. (Also applies to IONMM.) Thus:

e a VLAN ID of 2-4094 is valid with Management VLAN enabled.
e aVLANID of 1-4094 is valid with Management VLAN disabled.

2) Management VLAN status cannot be changed to “Enabled” when no port members are selected.

3) Management VLAN Status “Disabled” means that Management access is allowed on all the
ports; the values in Management VLAN ID and port members are ignored (at Device > Port >
ADVANCED tab > VLAN Forwarding Rules section > VLAN Status field).

Note: If the Management VLAN ID is entered in the VLAN table, the Management VLAN associated with
the VLAN ID cannot be enabled. ION versions 1.3.1 and 1.2.1 both have same result. In ION V1.2.1 and
above, the Management VLAN cannot be viewed or changed in the VLAN table. In this case remove the
Management VLAN ID in the VLAN table and continue operation.

Management VLAN can be configured in the IONMM using either the CLI or Web method.
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Management VLAN Config — CLI Method

& Note before performing this configuration: When you specify a Management VLAN, your Web
and Telnet interfaces to the IONMM are lost, unless the management station (PC) is on the same VLAN.
Only management stations in the same VLAN can communicate with the IONMM through the network.
Enabling a Management VLAN does not disable a USB serial interface to the IONMM.

1. Access the IONMM through either a USB connection (see “Starting a USB Session”) or an SSH or
Telnet session (see “Starting a Telnet Session”).

2. Type: set mgmt vlan vid=<xx> where:
xx = VLAN ID number (2-4094). Note: VID 1 is reserved for internal use.

3. Press Enter.

4. Type: set mgmt vlan port=<xx> where:

xx = port(s) onthe IONMM to be associated with the VID. If both ports are specified, they must be
separated by a comma with no spaces (i.e., port=1,2). Note: IONMM port 1 is the lower port
(farthest from the USB connector) and port 2 is the upper port (closest to the USB
connector).

5. Press Enter.
6. Enable Management VLAN. Type set mgmt vlan state=enable and press Enter.

7. Verify the configuration has been set. Type show mgmt vlan config and press Enter.
The Management VLAN configuration table displays. For example:

Agent III C1|S1|L1D>set mgmt vlan vid 10

Agent III C1|S1|L1D>set mgmt vlan port=1,2
Agent III C1|S1|L1D>set mgmt vlan state enable
Agent III C1|S1|L1D>show mgmt vlan config

vlan id vlan state vlan portlist

10 enable 1,2

Agent III C1|S1|L1D>

The example above places the IONMM in VLAN 10, allowing both ports (Ethernet connections) to
receive management traffic only from devices that are also in VLAN 10.

Message:

Error: Cannot create VLAN database on this card!

Error: Cannot flush viandb on this card!

Meaning: Displays if the function is not supported on the device or at this device’s firmware version.
Recovery: Try another command, try the command on another device, or change firmware versions.
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Management VLAN Config — Web Method

A Note before performing this configuration: When you specify a Management VLAN, your Web
and Telnet interfaces to the IONMM are lost, unless the management station (PC) is on the same VLAN.
Only management stations in the same VLAN can communicate with the IONMM through the network.
Enabling a Management VLAN does not disable a USB serial interface to the IONMM.

1. Access the IONMM through the Web interface (see” Starting the Web Interface”).
2. Select the MAIN tab.

3. Locate the Management VLAN Configuration section.

10N System @ IP SHTP HEFRS. SSH RADIUS | TACACS+ | ACL || SNMP USERS BACKUP-RESTORE UPGRADE &
! I.ON =k Model Information
i L nasais Sarial Humbsr Mods! Software Ravision Harduare Revision———
11633907 | 1o JlEE |[1o0 '

+1[02]CZ110-1013
+1[03]C2210-1013
+[04]C2220-1014
+ [08]C3110-1013 System Configuration
+[08]C3210-1013 System Name n
+107]C3220-1040 gentl |

Bootloader Revision
izl

System Up Time -
024226 51 i

Systam Contact——

| System Location
Transition F!?lv‘ferksﬂeeht"!|

[10900 Red Gircle Drive |

¥z [08]C3221-1040 Consale Access*‘ Mumber of Ports 7|MAC Address——
+[09]C3230-1040 {Enabled )12 [oo-co-F2-20E9-38 |
+ -[10]C3231-1040 [Uptime Resel][System Rebuul][Resel To Factory Cunﬁg]

+1[12]C6010-3040

i Lagin Type =
110100100 1019 J}E“'Jél
+[15]082 e

10-3040
+ [22)10NPs IManagement YLAN Configuration
= VLAM 1D Status [Member Ports
+i [ <l — -
3oy 2 Disabled v [drort 1 ClPart 2 |
-h‘_‘--‘_‘__‘_;

Getting values finished Version- 1.3.0 |

)

In the VLAN ID field, enter the VLAN ID number (2—4094).

4.
5. In the Status field, select Enabled.

6. Inthe Member Ports field, select the port(s) that will be associated with the VID.
7.

Click the Save button when done.

This places the NID in the VLAN specified, allowing the member ports (Ethernet connections) selected in
step 6 to receive management traffic only from devices that are also in the specified VLAN.

When configuring a VLAN on the C4221 through the IONMM, set the membership of each port to either
noMod (traffic with the configured VLAN tag # can ingress and egress that port) or notMember (traffic
with the configured VLAN tag will not be allowed to ingress or egress that port).

Message: “Setting values failed (snmp operation error, possible reasons: invalid data, error data
sequence, etc)” displays if Status is Enabled but no ports are selected when a save is made.
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Configuring RADIUS

Remote Authentication Dial In User Service (RADIUS) is a client/server protocol that runs in the
application layer. Using the User Datagram Protocol (UDP) as transport, RADIUS enables remote access
servers (referred to as clients) to communicate with a central server to authenticate users and authorize
their access to the requested system or service.

Transactions between the client IONMM) and RADIUS server are authenticated using a shared secret,
which is never sent over the network. In addition, any user passwords are sent encrypted between the
IONMM and RADIUS server.

From the user’s perspective, the entire authentication process takes place seamlessly and transparently.
When the user seeks access to the IONMM, the management module, acting as the RADIUS client,
notifies the RADIUS server. The RADIUS server then:

* Looks up the user’s security information.

* Passes authentication and authorization information between the appropriate authentication
server(s) and the IONMM.

* Logs, by means of the RADIUS accounting feature, such information as when, how often, and for
how long the user logged on.

The IONMM submits an access-request to the RADIUS server via the network. If no response is returned
within a specified length of time (timeout value), the request is re-sent a specified number of times
(retry limit).

The IONMM can also forward requests to an alternate server or servers if the primary server is down or
unreachable. Up to six RADIUS servers can be configured. The additional servers are only contacted if
communication with the first server is lost, then the request is routed to the second server, and so on.

RADIUS can be configured in the IONMM using either the CLI or Web method.

IMPORTANT

After configuring the IONMM for RADIUS, you will be required to enter the RADIUS defined username
and password to connect to the IONMM.

RADIUS is a distributed client/server system that secures networks against unauthorized access. RADIUS
clients run on ION and send authentication requests to a central RADIUS server that contains all user au-
thentication and network service access information. RADIUS is a fully open protocol, distributed in
source code format that can be modified to work with any security system currently available on the
market. RADIUS can be configured with or without TACACS+ configuration.

The RADIUS server can be an IPv4 address, an IPv6 address, or a DNS name. The RADIUS server has strict
priorities. If IPv6 is enabled, the device will try to authenticate to the RADIUS servers one by one, based
on their priorities, until it gets a response, whether it is an IPv4 address, an IPv6 address or a DNS name.
But if IPv6 is disabled, the IPv6 address RADIUS servers will be ignored. Up to six RADIUS servers are sup-
ported on one device.

The provided RADIUS Client works on both IPv4 and IPv6. The selected RADIUS Server Address entry
can be IPv4, IPv6, or a combination of both.
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RADIUS Config — CLI Method

Note: This procedure will end your current session, and you must then log in using your RADIUS log in
and password. After configuring the IONMM for RADIUS, you will be required to enter the RADIUS
defined username and password when connecting to the IONMM.

1.

N oo v A

Access the IONMM through either a USB connection (see “Starting a USB Session”) or an SSH or
Telnet session (see “Starting a Telnet Session”).

Define a single RADIUS server. Type:
set radius svr=<vv> type=<ww> addr=<xx> [retry=<yy>] [timeout=<zz>]
where:

vw = server number (1-6)

ww = |P address format; valid choices are:
* ipv4 (32-bit address format)
* dns (domain name address format)
* ipv6 (ipv6 addressing format)

xx = RADIUS server IP address

yy = optional; number of times the access request will be resent to the server before being
discarded or re-directed to another server. The factory default is 5.

Zz = optional; number of seconds to wait for a response from the RADIUS server before re-
sending the request. The factory default is 60.

Define a secret. Type: set radius svr=<xx> secret=<yy>

where:

XX server number (enter the same as entered in step 2).

Yy the secret that you set up in the RADIUS server. The secret is used to validate

communications. Maximum length of the secret is 128 characters.
Press Enter.
Repeat Steps 3—4 for each server to be defined. Up to six servers can be defined in the system.
Verify the configuration has been set. Type: show radius config
Press Enter. The RADIUS Configuration table information displays:

Agent III C1l|S1|L1lD>set radius svr=1 type=ipv4 addr=192.168.1.30 retry=2 timeocut=15
Agent III Cl|S1|L1D>set radius svr=1 secret=private

Agent III C1|S1|L1D>set radius client state=enable
Agent III C1l|S1|L1D>show radius config
RADIUS client state: disable

RADIUS authentication server:

index addr-type addr retry timeout
1 dns 0.0.0.0 3 30
2 dns 0.0.0.0 3 30
3 dns 0.0.0.0 3 30
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4 dns 0.0.0.0 3 30
5 dns 0.0.0.0 3 30
6 dns 0.0.0.0 3 30

Agent III C1|S1|L1D>
8. Enable RADIUS. Type:
set radius client state=enable
9. Press Enter.

Your current session will be lost, and you must log in using your RADIUS log in and password.

RADIUS Config — Web Method

Note: This procedure will end your current session, and you must then log in using your RADIUS log in
and password.

1. Access the IONMM through the Web interface (see “Starting the Web Interface”).
2. Select the RADIUS tab.

0N System Ll mam || e || swte | Hrres || ss@cs+ | acL || suwp | users | BackuP-RESTORE | UPGRADE |
i 1D ek RADIUS Client -
+1[02]C6010-1040 2
1621 . T \Sener Address
+ [07]C5120-101 10.0.0.0 ‘
+1[05]C6210-3040 Il = Tts value must be an [P address or & domain name,
& EC|

+ 08121101013 TL‘H_“" = ‘HEL“‘--‘—J" IHI‘W |

+[09]C2210-1013

+ [11]c3210-1013 RADIUS Server 2

+1[14]C3230-1040 |Sener Address

+1[16]03231-1040 [o000 J

+[22]I0NPS-A |Senver Secret 1|Retries {1-5) Timeout (1-60s)———

+ [23]0NPSD i |3 |H|3T |
RADIUS Server 3

l
Semver Secret 1|Retries (1-5) 1 Timeout (1-60s)——
n Jls 3 H
RADIUS Server 4
I At - ——
|o000 |
|Semver Secret 1(Retries {1-5) Timeout (1-60s)—
|1 Jls I3 H
RADIUS Server &
Semver Address
0000 ]
|Server Secret 1Retries {1-5) 1| Timeout {1-60s)——
[ JIE fLED |
RADIUS Server 6
|Semer Address————————————————————————
[oaoo |
|Server Secret 1|Retries (1-5) Timeout (1-60s)———
n Jls 3 u
‘ Getting values finished Version: 0.8.1 |

3. Inthe Radius Client field, select Enabled. The default is Disabled.
4. Configure the RADIUS server.

e |n the Radius Server field, enter the IP address of the RADIUS server.

o Inthe Server Secret field enter the secret that you set up in the RADIUS server. The secret is
used to validate communications. The maximum length of the secret is 128 characters.
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o In the Retries field enter the number of times the access request will be re-sent to the server
before being discarded or re-directed to another server. The factory default is 5. The valid
range of entries is from 1-5 retries.

e Inthe Timeout field enter the number of seconds to wait for a response from the server
before re-sending the request. The factory default is 60. The valid range of entries is from 1-
60 seconds.

5. Repeat step 4 for each RADIUS server to be defined.

6. When all the RADIUS Servers have been defined, click Save.
The message “The RADIUS settings have been changed and a re-login will be performed right now.”
displays.

7. Click the OK button.
8. The new sign in message displays: “Sign in to ION System Web Interface (RADIUS)” .
9. Enter the new User Name and Password and then click the Sign in button.

10. If your web browser displays a Certificate Error, follow the on-screen instructions. See the
Troubleshooting section for specific error messages.
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Configuring TACACS+

TACACS+ (Terminal Access Controller Access Control System) provides routers and access servers with
authentication, authorization and accounting services. TACACS+ is used along with or as a replacement
for RADIUS. TACACS+ uses the Transmission Control Protocol (TCP) and RADIUS uses the User Datagram
Protocol (UDP). Some administrators recommend using TACACS+ because TCP is seen as a more reliable
protocol. While RADIUS combines authentication and authorization in a user profile, TACACS+ separates
the authentication and authorization operations.

By default, TACACS+ (also referred to as “Tacplus”) listens on TCP port 49 and provides network devices
with authentication, authorization and accounting services (AAA). TACACS+ can be configured with or
without RADIUS configuration.

Note that when refreshing the TACACS+ page, all shared secrets display as "********" This is by design
for all types of passwords. This is typically caused by adding letters after the "*" and then refreshing the
page. After a refresh, just '"********! displays instead of the password which was previously set. Thus
after refresh, if you add some letters following the previous password (actually is '********! how),
the'********! and added letters will be saved. This is the standard mechanism for all passwords in the
ION web interface.

TACACS+ (Terminal Access Controller Access Control System) provides routers and access servers with
authentication, authorization and accounting services. TACACS+ is used along with or as a replacement
for RADIUS. TACACS+ uses the Transmission Control Protocol (TCP) and RADIUS uses the User Datagram
Protocol (UDP). Some administrators recommend using TACACS+ because TCP is seen as a more reliable
protocol. While RADIUS combines authentication and authorization in a user profile, TACACS+ separates
the authentication and authorization operations.

By default, Tacplus listens on TCP port 49 and provides network devices with authentication, authoriza-
tion and accounting services (AAA).

RADIUS TACACS+

" AUTHENTICATION REQUEST AUTHENTICATION REQUEST

- g -~ g
AUTHENTICATION REPLY AUTHENTICATION REPLY
NAS

4

AUTHORIZATION LEVEL AUTHORIZATION LEVEL NAS
N ACCOUNTING T " AUTHORIZATION REQUEST T
RADIUS TACACS+
AUTHORIZATIONREPLY
USER h ACCOUNTING USER

A TACACS+ session is a single authentication sequence, a single authorization exchange, or a single ac-
counting exchange.
Authentication is the action of determining who a user (or entity) is.
Authorization is the action of determining what a user is allowed to do. Authentication typically pre-
cedes authorization but is not required to.
Accounting involves recording what a user is doing, and/or has done. Accounting in TACACS+ can be
used to account for services used, such as in a billing environment, and as an auditing tool for security
services.
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A TACACS+ session is maintained between the TACACS+ client and ‘daemon’; however, it does not nec-
essarily correspond to a given user or user action.

The privilege level (priv_Ivl) indicates what the user is authenticating as. Privilege levels are values from
0 to 15 with each level representing a privilege level that is a superset of the next lower value.

The type of authentication (authen_type) indicates what is being performed. Values can include ASCII,
PAP, CHAP, ARAP, and MSCHAP.

The current authentication status values can include PASS, FAIL, GETDATA, GETUSER, GETPASS, RE-
START, ERROR, and FOLLOW.

The authen_method indicates the authentication method used by the client to acquire the user infor-
mation. These methods can include NOT_SET, NONE, KRB5, LINE, ENABLE, LOCAL, TACACSPLUS, GUEST,
RADIUS, KRB4, and RCMD.

e KRB5 and KRB4 are Kerberos version 5 and 4.

e LINE refers to a fixed password associated with the line used to gain access.

e LOCAL s a NAS local user database.

e ENABLE is a command that authenticates to grant new privileges.

e TACACSPLUS is TACACS+.

e GUEST is an unqualified guest authentication, such as an ARAP guest login.

e RADIUS is the Radius authentication protocol.

e RCMD refers to authentication provided by R-command protocols from Berkeley Unix. (Note the
security limitations with R-command authentication.)

TACACS+ can be configured via the CLI or Web interface.

TACACS+ Config - CLI Method
These commands are used by the IONMM or a standalone SIC for TACACS+ configuration.

1. Access the IONMM through either a USB connection (see “Starting a USB Session”) or an SSH or
Telnet session (see “Starting a Telnet Session”).

2. Enable TACACS+. Type set tacplus client state=enable and press Enter.
3. Set the TACACS+ server type. Type set tacplus svr 1 type= ipv4|ipv6|dns and press Enter.

4. Set the number of retry attempts to be made before quitting. Type: set tacplus svr 1 retry=<1-5>
and press Enter.

5. Define the TACACS+ secret (password) to be used. Type set tacplus svr 1 secret= SECRET and press
Enter.

6. Setthe number of timeouts to be included. Type: set tacplus svr 1 timeout=<1-60> and press Enter.
7. Verify the TACACS+ settings. Type show tacplus config and press Enter.

8. Set the user login levels. Type:
set login method=(local|radiuslocal | tacpluslocal | radiustacpluslocal | tacplusradiuslocal) and press
Enter. This is the order in which the user attempts logins.

9. Verify the settings. Type show tacplus config and press Enter. For example:

Agent III C1|S1|L1D>set tacplus svr 1 ?
retry
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secret

timeout

type
Agent III C1|S1|L1D>set tacplus svr 1 retry 2
Agent III C1|S1|L1D>set tacplus svr 1 secret **¥*¥**x*
Agent III C1|S1|L1D>set tacplus svr 1 timeout 25
Agent III C1|S1|L1D>set tacplus svr 1 type ?

ipvad

ipv6

dns

Agent III C1|S1|L1D>set tacplus svr 1 type ipv6 addr fe80::2c0:f2ff:fe21:b100

Agent III C1|S1|L1D>show tacplus config
TACPLUS client state: enable

TACPLUS authentication server:

index type addr retry timeout
1 ipvé fe80::2c0:f2ff:fe21:b100 2 25

2 dns 0.0.0.0 3 30

3 dns 0.0.0.0 3 30

4 dns 0.0.0.0 3 30

5 dns 0.0.0.0 3 30

6 dns 0.0.0.0 3 30
Agent III C1|S1|L1D>

TACACS+ Messages

Message:

Error: The parameter is wrong!

Error: this command should be executed on a device!

Error: this command should be executed on IONMM or a standalone SIC!"
Fail to get system user name!

Fail to set TACPLUS client state!

Fail to set Tacplus server address type!

Fail to set TACPLUS server address!

Fail to set TACPLUS server retry

Fail to set TACPLUS server time out!

Fail to set TACPLUS server row status!

Fail to set TACPLUS server time out!

Getting TACPLUS server fail

Invalid TACPLUS server address!

Please input a digital number to specify radius server index!
Please input a digital number to specify RADIUS server retry!
Please input a digital number to specify tacplus server time out!
Please input a digital number to specify TACPLUS server retry!
Please input a digital number to specify TACPLUS server time out!
Please input a digital number to specify tacplus server index!
Please input a digital number to specify TACPLUS server index!
Please input a number to specify the TACPLUS server index!

Set TACPLUS server secret

TACPLUS authentication server index is out of range!
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TACPLUS server retry is out of range!

TACPLUS server time out is out of range!

The ipv6 address is multicast address

The TACPLUS authentication server specified does not exist!

Wrong parameter number!

Meaning: You entered a TACACS+ (Tacplus) command, but the command was unsuccessful.
Recovery:

. Make sure you enter the TACACS+ command on an IONMM or a standalone SIC at the device level.
. Make sure the TACACS+ client is enabled and that the TACACS+ server is correctly configured and running.
. Make sure you enter the command parameters within the valid ranges and in the proper syntax.

. Check the RADIUS configuration.

. Retry the command. See the related manual or section.

. Check your third party TACACS+ server documentation and helps (e.g., ClearBox Server, etc.).

. If the problem persists, contact Technical Support.

NoOuh~, WN

Message: The TACACS+ settings have been changed and a re-login will be performed right now.
Meaning: When you hit Save after any TACACS+ re-config a re-login is required.

Recovery:

1. Log back in to the system.

2. Enter the show tacplus config command and verify the TACACS+ configuration settings.

TACACS+ Syslog Messages

Tacplus logs error messages to syslog, and informational messages to facility LOG_LOCAL6. Debug messages are
not sent to syslog. Note that that syslogd provides little in the way of diagnostics when it encounters errors in the
syslog.conf file.

syslog (LOG_ERR, "error sending auth req to TACACS+ server")

syslog(LOG_ERR, "error sending continue req to TACACS+ server")

syslog (LOG_ERR, "auth failed: %d", msg)

syslog (LOG_ERR, "auth failed: %d", msg)

syslog (LOG_INFO, "Tacplus daemon fail to get message from messageQ.")

"STATUS_INVALID, should be session reset, Reregister from begining\n"

"Fail for sending ionDevSysUserLoginMethodObjects,ignored...\n"

"Number of subid is not correct when ionDevSysUserLoginMethodObjects_com, expect %d, get %d \n"
"agentx_mapset Error"

"agentx_ot_add Error"
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TACACS+ Config - Web Method
1. From the IONMM, navigate to the TACACS+ tab.

ION System

~ ION Stack
=-Chassis

+ 01O
+1 [02]C5010-1040
03]C6120-1013
05]C6210-3040
081C2110-1013
+ [09]C2210-1013
+ 11032101013
+ [13]C3221-1040
+ (161032311040
+ [22]I0NPS-A
+ [23]I0NPSD

+
2l
1
]

A R | Tacacs: [OeR

TACACSY Cliait

TACACS Server 1

Server Address
{feBU 2c0:f2ff-fe21:b100

SNMP || USERS || BACKUP-RESTORE | UPGRADE

|Server Secret |Retries (1-5) |Timeout (1-60s)
|[sancance iiE \‘hsa

TACACS Server 2

|Server Address
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|Server Secret——— 1 |Retries (1-6)———— ) Timeout {1-60s)———

|sonvonee [IiE ||

TACACS Server 3

(Server Address————————————————————————
[0000 |

|Server Secret————|Retries (1-5 1\ Timeout {1-60s)

[ [[iE |30

TACACS Server 4

|Server Address
o000 |

|Timeout (1-60s)
Jle

|Server Secret |Retries (1-5)
[ |

TACACS Server &

Server Address—————————————————————
0000 I

|Semver Secret |Retries (1-6) |Timeout (1-60s)
n Jls |z

TACACS Server &

|Server Address

|[0-0.0.0 |

|Server Secret 7 |Retries (1-5) | Timeout (1-60s 1

n ls ez u
e

2. At the TACACS+ Client dropdown, select Enabled. The default is Disabled.
3. At the TACACS Server 1 Server Address, enter a valid IPv4 or IPv6 address. For this TACACS+ server,

enter:

Server Secret: enter a server secret (password); the entry displays as a series of eeee characters.
This is a string well known to both client and server and is used to validate and/or encrypt data,
transmitted between them.
Retries (1-5): enter the number of connection attempts before quitting further attempts.
Timeout (1-60s): The number of seconds to wait for a response from the TACACS+ server before
re-sending the request. After a timeout, the TACACS+ client may retry to the same
TACACS+ server, send to a different server, or give up. The default is 30 seconds. The valid range
of entries is from 1-60 seconds.
4. Atthe TACACS Server 2-6 Server Address, enter valid IPv4 or IPv6 address(es). For each
TACACS+ server, enter Server Secret, Retries (1-5), and Timeout (1-60s) values. Configure up to six
TACACS Servers per steps 1-2 above.
5. Click the Save button when done.

33457 Rev. M

https://www.lantronix.com

104


https://www.lantronix.com/

Lantronix IONMM and IONMM-232 User Guide

Configuring SNTP

Simple Network Time Protocol (SNTP) is derived directly from the Network Time Protocol (NTP). SNTP
synchronizes the system time on a network element with that of a server that has been synchronized by
a reference source such as a radio, satellite receiver, or modem. SNTP is used in scenarios that do not
require or justify the high performance and accuracy of NTP.

SNTP can operate in unicast, multicast, and anycast modes. A unicast client sends a request to a
designated server at the server unicast address and expects a reply from which it can determine the
time and, optionally, the round trip delay, and the local clock offset relative to the server. A multicast
server periodically sends an unsolicited message to a designated local broadcast address, or to a
multicast group address. A multicast client listens on this address and sets its time accordingly. The
client generally sends no requests on to a multicast service because a request could get disrupted by
untrusted SNTP or NTP multicast servers. You can prevent disruption by an untrusted server by using an
access control mechanism to choose only the designated server known to, and trusted by, the client.

The IONMM supports only client implementations of SNTP. You can use the client implementation of
SNTP to synchronize the clock on the IONMM to up to six SNTP servers.

SNTP is a simplified, client-only version of NTP used on ION. SNTP can only receive the time from an NTP
server; it cannot be used to provide time services to other systems. SNTP typically provides time within
100 milliseconds of the accurate time, but it does not provide the complex filtering and statistical mech-
anisms of NTP.

The SNTP server can be an IPv4 address, an IPv6 address, or a DNS name. The SNTP server has strict pri-
orities. If IPv6 is enabled, the device will try to sync time from the servers one by one, based on their pri-
orities, until it gets a response, whether it is an IPv4 address, an IPv6 address, or a DNS name. The ION
SNTP client will try once for each SNTP server address and wait 10 seconds for response. If the SNTP
server is a DNS name and this name can be mapped to multiple IPv4 or IPv6 addresses, the ION SNTP
client will try each address for 10 seconds. If no response is received, the ION SNTP client will try an-
other server address. If IPv6 is disabled, the IPv6 address SNTP servers will be ignored. Up to six SNTP
servers are supported on one device.

SNTP servers can be IPv6 type and IPv4 type. The two types can co-exist at one time. The priority is or-
dered by the service index.

SNTP can be configured in the IONMM using either the CLI or Web method.
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SNTP Config — CLI Method

1. Access the IONMM through either a USB connection (see “Starting a USB Session”) or an SSH or

Telnet session (see “Starting a Telnet Session”).

2. Enable SNTP. Type: set sntp state=enable

3. Press Enter.

4. Set the current time. Type: set curr-time=<“xx"> where:

xx = the current date and time in the format “yyyy mmdd hh:mm:ss”. Note: the entire string must
be enclosed in quotes.

5. Press Enter.

6. Set your timezone and press Enter. Type: set sntp timezone=<xx> where:

XX = anumber (1-63) indicating the time zone from the table below.
Table 7: Timezones
Zone Description
1 (GMT —12:00) Eniwetok, Kwajalein
2 (GMT —11:00) Midway, Island, Samoa
3 (GMT —10:00) Hawaii
4 (GMT —09:00) Alaska
5 (GMT —08:00) Pacific, Time, US, and, Canada, Tijuana
6 (GMT —07:00) Arizona
7 (GMT —07:00) Mountain, Time, US, and Canada
8 (GMT —06:00) Central, Time, US, and Canada
9 (GMT —06:00) Mexico, City, Tegucigalpa
10 (GMT —06:00) Saskatchewan
11 (GMT —05:00) Bogota, Lima, Quito
12 (GMT —05:00) Eastern, Time, US, and, Canada
13 (GMT —05:00) Indiana, East
14 (GMT —-04:00) Atlantic, Time, Canada
15 (GMT -04:00) Caracas, La, Paz
16 (GMT —-04:00) Santiago
17 (GMT -03:30) Newfoundland
18 (GMT -03:00) Brasilia
19 (GMT —-03:00) Buenos, Aires, Georgetown
20 (GMT —02:00) Mid-Atlantic
21 (GMT -01:00) Azores, Cape, Verde, Is
22 (GMT) Casablanca, Monrovia
23 (GMT) Greenwich, Mean, Time, Dublin, Edinburgh, Lisbon, London
24 (GMT +01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna
25 (GMT +01:00) Belgrade, Bratislava, Budapest, Ljubljana, Prague
26 (GMT +01:00) Brussels, Copenhagen, Madrid, Paris, Vilnius
27 (GMT +01:00) Sarajevo, Skopje, Sofija, Warsaw, Zagreb
28 (GMT +02:00) Athens, Istanbul, Minsk
29 (GMT +02:00) Bucharest
30 (GMT +02:00) Cairo
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Zone Description

31 (GMT +02:00) Harare, Pretoria

32 (GMT +02:00) Helsinki, Riga, Tallinn

33 (GMT +02:00) Jerusalem

34 (GMT +03:00) Baghdad, Kuwait, Riyadh

35 (GMT +03:00) Moscow, St, Petersburg, Volgograd
36 (GMT +03:00) Nairobi

37 (GMT +03:30) Tehran

38 (GMT +04:00) Abu, Dhabi, Muscat

39 (GMT +04:00) Baku, Thilisi

40 (GMT +04:30) Kabul

41 (GMT +05:00) Ekaterinburg

42 (GMT +05:00) Islamabad, Karachi, Tashkent

43 (GMT +05:30) Bombay, Calcutta, Madras, New, Delhi
44 (GMT +06:00) Astana, Almaty, Dhaka

45 (GMT +06:00) Colombo

46 (GMT +07:00) Bangkok, Hanoi, Jakarta

47 (GMT +08:00) Beijing, Chongging, Hong, Kong, Urumgi
48 (GMT +08:00) Perth

49 (GMT +08:00) Singapore

50 (GMT +08:00) Taipei

51 (GMT +09:00) Osaka, Sapporo, Tokyo

52 (GMT +09:00) Seoul

53 (GMT +09:00) Yakutsk

54 (GMT +09:30) Adelaide

55 (GMT +09:30) Darwin

56 (GMT +10:00) Brisbane

57 (GMT +10:00) Canberra, Melbourne, Sydney

58 (GMT +10:00) Guam, Port, Moresby

59 (GMT +10:00) Hobart

60 (GMT +10:00) Vladivostok

61 (GMT +11:00) Magadan, Solomon, Is, New, Caledonia
62 (GMT +12:00) Auckland, Wllington

63 (GMT +12:00) Fiji, Kamchatka, Marshall, Islands

7. Do you want to set daylight savings time (DST)?

Yes No

Continue with step 8. Go to step 16.

8. Enable DST. Type: set sntp dst-state=enable
9. Press Enter.

10. Set the date and time that DST is to start. Type: set sntp dst—start=<“xx">
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11.
12.

13.
14.

15.
16.

17.
18.
19.

where:

xx = the date and time DST is to begin in the format “yyyy mmdd hh:mm”. Note: the entire string
must be enclosed in quotes.

Press Enter.
Set the date and time that DST is to end. Type: set sntp dst—end=<“xx">
where:

xx = the date and time DST is to end in the format “yyyy mmdd hh:mm?”. Note: the entire string
must be enclosed in quotes.

Press Enter.

Set the amount of time that clocks are to shift because of daylight savings. Type:
set sntp dst—offset=<xx>

where:

XX = number of minutes (1-720) indicating the time shift. Note: the usual time shift is one hour
(60 minutes).

Press Enter.

Define the IP address of the SNTP server.
Type: set sntp—svr svr=<xx> type=<yy> addr=<zz> retry = ww

where:
XX = number (1-6) of the SNTP server being defined
yy = IP address format; valid choices are:
* ipv4 (32-bit address format)
* dns (domain name address format)
* ipv6 (extended ipv6 address format)
zz = |P address of the SNTP server

ww = optional number of retry attempts.
Press Enter.
Verify the configuration has been set. Type: show sntp config

Press Enter. The SNTP Configuration displays. For example:

C1|S3|L1D>set sntp state=enable

C1|S3|L1D>set curr-time="20100106 13:15:30”
C1|S3|L1D>set sntp timezone=8

C1|S3|L1D>set sntp dst-state=enable

C1|S3|L1D>set sntp dst-start="20100307 02:00:00”
C1|S3|L1D>set sntp dst-end=20101107 02:00:00”
C1|S3|L1D>set sntp dst-offset=60

C1|S3|L1D>set sntp-svr svr=1 type=ipv4 addr=192.168.1.20
C1|S3|L1D>show sntp config

SNTP configuration:
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SNTP state: enable
SNTP daylight saving time state: enable

Sntp timezone:

Current time:
Sntp daylight
Sntp daylight
sntp daylight

Sntp server:
index

saving start time:

saving end time:
saving offset:

addr-type

(GMT-6:00) Central Time US and Canada
2010 0106 13:15:30

2010 0307 02:00:00

2010 1107 02:00:00

60

dns

C1|S1|L1D>set curr-time ?
STR CURR TIME The value of current time should time should follow this format,
"YYYY MDD HH:MM:SS", such as "1999 1211 13:22:34".

C1|s1|L1D>

Messages: When SNTP state is enabled, you cannot set current time!
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SNTP Config — Web Method

1.
2.

Access the IONMM through the Web interface (see “Starting the Web Interface”).
Select the SNTP tab.

LANTRONIX

| System~ Vieww Helpw

10.

11.

12.
13.

ION System MAIN | 1P (BSUIIEE| HTTPS | SSH | RADIUS | TACACS+ | ACL | SNMP | USERS | BACKUP-RESTORE | UPGRADE
= ION Stack SNTP Configuration
= Chassis SNTP Client [Device Time 1
+-[04]C6210-3040 hD\sabIed v|‘ 19700113 17:30:49 ||
+[08)C3220-1040 UTC Timezone I
+ [09]C6120-1040 h (GMT-06.00)Central Time (US & Canada) v
+ [12]IONMM

Daylight Saving Tim:
+ [17]C6210-3040 Disabled v

+[18]1C3221-1040 [Daylight Saving Period Start
+ [22]IONPS-A |[1969 1231 15:00:00 |

]

]

] Daylight Saving Time Cenfiguration
+-[16]C3220-1040

]

]

]

[Day\ightSa\.‘mg Period End [Dayhght Saving Offset (mins)
[1969 1231 18:00:00 w |lo ‘

SNTP Servers

[SNTP Server 1 [SNTP Server 2 1

|0.0.0.0 \‘ |[0.0.0:0 I

[SNTP Server 3 [SNTP Server 4 1

|l0.0.00 I {[o.0.00 I

[SNTP Server 5 [SNTP Server 6 1

|bo.0o \‘ |[p-0.0.0 I
Refresh[Save|Help

In the SNTP Client field select Enabled.
In the Device Time field, enter the current time in the format yyyy mmdd hh:mm:ss.

In the UTC Timezone field, select your timezone (e.g., zone 12 (GMT —05:00) Eastern, Time, US, and
Canada).

If you want to set daylight savings time (DST), continue with step 7 below.
If you do not want to set daylight savings time (DST), continue with step 11 below.

In the Daylight Saving Time field select Enabled.

In the Daylight Saving Period Start field, enter the DST start date and time in the format
yyyy mmdd hh:mm:ss.

In the Daylight Saving Period End field, enter the DST end date and time in the format
yyyy mmdd hh:mm:ss.

In the Daylight Saving Offset (mins) field, enter the DST offset in minutes (1-720); usually 60
minutes.

Enter the IPv4 or IPv6 address or domain name of each SNTP server (e.g., 192.168.1.30). Up to six
SNTP servers can be configured.

12. Click Save when done.

If the SNTP Server configuration is modified, for example changing Daylight Saving offset, it must be
disabled and re-enabled for the new configuration to take effect.
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Configuring SSH

Secure Shell (SSH), sometimes known as Secure Socket Shell or Secure Telnet, is a Unix-based command
interface and protocol used for securely getting access to a remote device. SSH can be used as a security
option when accessing the IONMM through a Telnet session.

The Secure Shell (SSH) application / protocol provides a secure replacement for the Berkeley r-tools.

The SSH protocol secures the sessions using standard cryptographic mechanisms, and SSHv2 can be used
similarly to the Berkeley rexec and rsh tools. There are currently two versions of SSH available:

SSH Version 1 and SSH Version 2. The SSH server can support both IPv4 and IPv6 at the same time.

The ION system supports up to 16 SSH sessions.

IMPORTANT

* You must install an SSH client on the management station to access the IONMM for management
via the SSH protocol.

* SSH has no affect when accessing the IONMM through either the USB or the Web interface.

* After an upgrade from v1.0.3 to v0.5.12, the User Public-Key is not saved. In ION v1.0.3, the user-
public key is binding with the Linux root user and is stored in the root file system (/root/.ssh/).
This file system is replaced after this version upgrade, so this key will be lost.

You can still log in through SSH, but you must upload the public key again to use it.
This missing key problem will occur only if you upgrade from 0.5.14 to a later release. In ION
versions after 0.5.14, the user-public key is saved after an upgrade.

For ION Systems, SSH can be configured for either Login/Password authentication or Public/Private key
and Certificate authentication.

For Login/Password, you must establish the SSH login and password in the SSH client. When logging in to
the IONMM you will be required to first enter the SSH login and password then the ION System
password.

For Public/Private key and Certificate, SSH commands are encrypted and secured in several ways. Both
ends of the client/server connection are authenticated using a digital certificate provided by the
administrator and passwords are encrypted to prevent interception. Once a password is given and
verified a session will be created and SSH will issue a unique digital signature (or private key) associated
with that session. To make a secure connection, SSH must be installed, activated, and certificates must
be given to both the source machine and the IONMM. For SSH implementation, the IONMM can support
and will generate both the Rivest-Shamir-Adleman (RSA) and Digital Signature Algorithm (DSA) for public
key cryptography for both connection and authentication.

When using the SSH client to login to ION, both the userid and password are not fixed.

Note: The ION system provides a temporary certificate and key, but they must be updated with a
permanent version for production use (e.g., from Verisign, DigiCert, Thawte, etc.).

SSH can be configured in the IONMM using either the CLI or Web method.
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SSH Config — CLI Method

1. Access the IONMM through either a USB connection (see “Starting a USB Session”) or an SSH or

10.

11.
12.

Telnet session (see “Starting a Telnet Session”).

Enable SSH. Type: set ssh server state=enable

Is SSH being configured for Login/Password authentication or Public/Private key and Certificate?

Login/Password Public/Private key and Certificate

End of procedure. Continue with step 4.

Press Enter.

Set the timeout value. Type: set ssh client timeout=<xx> where:

XX = number, 1-120, of seconds to wait for a response before timing out
Press Enter.

Set the retry limit. Type: set ssh auth—-retry=<xx> where:

XX = number, 1-5, of retries that will be attempted before dropping the connection.

Generate the host public key. Type: generate ssh host—key=<xx> where:
xx = type of key to be generated; valid choices are:

* rsa

* dsa

¢ both
Obtain the public key file. This file should be obtained by doing a TFTP get command.

Associate the public key with a user. Type: set ssh public—key user=<xx> type=<yy> file=<zz>

where:

XX = name of a user to be associated with the key.

yy = type of key to be associated with the user; valid choices are:
® rsa
¢ dsa

zz = name of the file that contains the public key

Press Enter.

Verify the configuration has been set. Type: show ssh config.
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13. Press Enter. The SSH configuration displays:

Agent III C1|S1|L1D>set ssh server state=enable

Agent III C1|S1|L1D>set ssh client timeout=15

Agent III C1|S1|L1D>set ssh auth-retry=3

Agent III C1|S1|L1D>generate ssh host-key=both

Processing...

Processing...

Host-key generated!

C1|S3|L1D>set ssh public-key user=agent type=dsa file=id_dsa.pub
Agent III C1|S1|L1D>show ssh config

Secure Shell configuration:

Secure shell server state: disable
Secure shell version: 2.0
Secure shell time out: 60
Secure shell authentication retries: 3

Agent III C1|S1|L1D>
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SSH Config — Web Method

1. Access the IONMM through the Web interface (see “Starting the Web Interface”).

2. Select the SSH tab.

ION System ]

wan |[ 1P [ swe || HWF’@ADIUS | Tacacs+ | acL | siwp | USERs || BACKUP-RESTORE | UPGRADE

~-10N Stack

+ [I!!llo-mw

+[03]C2210-1013
+[04]C2220-1014
+[05]C3110-1013
+ [06]C3210-1013
+[07]C3220-1040
+ [08]C3221-1040
+1[09]C3230-1040
+[10]C3231-1040
+1[12]C6010-3040
+ [13]86120-1013
+ [15]C6210-3040
+ [22]I0NPS-A

+ [23]IONPS-D

|SSH Server Status— | Version

1SSH Auth Timeout {1-120s)
| Disabled ~|||20

| [0 |

|SSH Auth Retries {1-5)—
E |

Host Public-Key Settings
Fublic-Key of Host

RSA
00.00.00.07.73.73.68.2D.72.73.61.00.00.00.03.01.00.01.00.00.00.83.00.B7 9E 1F.3F.31.3F.7D.0C. »
90.90.83.69.EC 65.4E.C0.BB_A9.87 AE.EB.16.7F . FC.F7.27 D0.F7.A9.3E.0A.03.07.71.14.8B.6F .96 =
4A.47.62.F9.13.C3.62.DE 62.73.B7.67.6D.A6.26 A2 B4.42 3D 9F 4F 69.5F F2 B2 59.B6.63.0B.80 »
DSA

00.00.00.07.73.73.66.2D.64.73.73.00.00.00.51.00.86.50.35. BA 78.C8 ET AE 8D.83.1A 48 33.3D.D6 ~
44.44.28.09.84.31.73.F8.27 48.F6.04 FB.04.3E.11.BA.6B.74 43.F5.13. A3 44 TC AE E4.C14D.3F. =
AE.0C.65.6F.26.DC FF_AD 93.84.60.03.88. AA AB.1E.0D.86.A4 43.91. E5.67.78.35.F9.53.4F 8C.E »

Host Key Type
| No Gen 5

User Public-Key Settings
Public-Key of User

Save Host-Key to Flash—|

RSA
DSA
User Name |Public-Key Type |TFTP Server Address
[roat | |[Rsa || [132.156.1.30 I

Source File Name:|

[Cupy Public Key][Reﬁesh]

If SFTP is enabled, the SSH configuration page will display SFTP Server address.
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MAIN IP || SNTP HTTPS RADIUS | TACACS+ | ACL SNMP | USERS || SFTP BACKUP-RESTORE | UPGRADE

SSH Auth Timeout (1-120s); ;SSH Auth Retries (1-5)
60 3
Refresh|Save|Help

Version

{SSH Server Status
Disabled v | |20

Host Public-Key Settings
Public-Key of Host

RSA
00.00.00.07.73.73.68.2D.72.73.61.00.00.00.03.01.00.01.00.00.00.83.00.87.9E.1F.3F.31.3F.7D.0C.90.90.83.69.EC.65.4E.C0.BB.A9.87.A
E.EB.16.7F.FC.F7.27.D0.F7.A9.3E.0A.03.07.71.14.8B.6F.96.4A.47.62.F9.13.C3.62.DE.82.73.B7.67.6D.A6.26.A2.B4.42.3D.9F AF.89.5F.
F2.B2.59.B6.83.0B.B0.C3.ED.DB.D4.23.C2.9F.71.55.58.4F.0B.51.F4.67.1B.CD.50.75.4C.4B.A9.42.27 99.F1.D8.97.77.4A.CE.A3.47 A8+

DSA
00.00.00.07.73.73.68.2D.64.73.73.00.00.00.81.00.85.50.35.BA.78.C8.E7.AE.8D.83.1A.48.33.3D.D6.44.44.2B.09.84.31.73.F8.27 48 F6.

04.FB.04.3E.11.BA.6B.74.43.F5.13.A3.44.7C AE.E4.C1.4D.3F.AE.OC.65.6F.26.DC.FF.AD.98.84.6D.03.B8.AA.AB.1E.0D.86.A4.43 .91 E5
.57.78.35.F9.53.4F.8C.E5.79.63.7D.79.D5.96.61.C5.3A.27.63.CD.D5.06.55.A6.60.C1.66.D4.FF.D5.98.56.F6.BE.B0.87.6D.43.6B.30.5Dy

(Host Key Type———— [Save Host-Key to Flash—
No Gen v Save v

Generate|Detete|Retresn

User Public-Key Settings
Public-Key of User

RSA
DSA
User Name Public-Key Type————

root RSA v

(SFTP Server Address
192.168.56.5

rSource File Name

Copy Public Key|Delete|Refresh

3. In the SSH Server Status field, select Enabled.

4. |s SSH being configured for Login/Password authentication or Public/Private key and Certificate?

Login/Password Public/Private key and Certificate

Go to step 17. Continue with step 5.

5. Inthe Version field, enter the version number of SSH being used.

6. Inthe SSH Auth Timeout field, enter the number of seconds that the IONMM will wait for a
response before dropping the connection. This is the period, in seconds, that the router waits for
the SSH client to respond. The valid range is 1-120 seconds. The default is 60 seconds.

7. Inthe SSH AUTH Retries field, enter the number of times that communication will be attempted
before the connection is dropped. This is the number of attempts after which the interface is reset.

The valid range is 1-5 retries. The default is 3 retries.
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8.

9.

10.
11.

12.
13.

14.
15.
16.
17.

In the Host Key Type field, select the type of host key to be generated; valid choices are:
* No Gen —no key will be generated (disables the function of SSH).

* RSA - generate an RSA key (the generated key will display in the RSA block).

* DSA - generate a DSA key (the generated key will display in the DSA block).

* Both — generate both an RSA key and a DSA key.

In the Save Host-Key to Flash field, leave the field at Not Save; this is for future use.
Click Generate. The host key(s) is generated.

Scroll down to the User Public-Key Settings section.

Public-Key Type—1|TFTF Server IP ﬁ.[ldress—‘ Source File Name

Mo Copy w

In the User Name field, enter the name of the user to be associated with the user public key.

In the Public-Key Type field, select one of the following:

* No Copy

* RSA

e DSA

In the TFTP/SFTP Server Address field, enter the IP address of your TFTP/SFTP server.
In the Source File Name field, enter the name of the file.

Click Copy Public Key.

At the top of the screen, click Save to set the configuration when done.
You can click the Delete button to delete the selected host key.

You can click the Refresh button to refresh the displayed RSA / DSA host key information.
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Configuring SSH and RADIUS

Certain requirements exist for using the ION Default Username/Password with SSH and RADIUS.
Below are two typical application examples using RADIUS and/or SSH.

Example 1 Create a user with SSH via the ION CLI (SSH and RADIUS enabled):

© N o v W NP

Launch the SSH client.

Enter ‘ION’ — ‘private’ to log in to SSH (the first time).

Enter the RADIUS user and password to log in to RADIUS.

Add the ‘TEST’ (user name) — ‘TEST111’ (password) user (see Note below).
Close the SSH client.

Launch the SSH client again

Enter ‘TEST’ — ‘TEST111’ to log in to SSH.

Enter the RADIUS user and password to log in to RADIUS.

Example 2 Create a user with SSH via the ION CLI (SSH enabled but RADIUS disabled):

1
2
3
4.
5
6

Launch the SSH client.

Enter ‘ION’ — ‘private’ to login to SSH (the first time).

Add ‘TEST’ (user name) — ‘TEST111’ (password) user (see Note below).
Close the SSH client.

Launch the SSH client again.

Enter ‘TEST’ — ‘TEST111’ to login via SSH.

Note: in the examples above, when adding a new user (step 3 or step 4 - add ‘TEST’ — ‘TEST111’ user),
you can also modify the password of the user ‘ION’ and then use the user ‘lON’ and the new password
to log in again.
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Configuring System Logging (Syslog)
The IONMM and x323x devices support system logging via the Syslog function.

Syslog can be used for system management and security auditing, as well as generalized information,
analysis, and message debugging. It is supported by a wide variety of devices and receivers across multi-
ple platforms. Because of this, Syslog is used to integrate log data from many different types of devices
into a central repository. The syslog protocol conveys event notification messages using a layered archi-
tecture, allowing a variety of transport protocols, and providing a message format of vendor-specific ex-
tensions to be provided in a structured way.

Note: Take care when updating the configuration; omitting or misdirecting message facility.level can
cause important messages to be ignored by syslog or overlooked by the administrator.

Severity relates to the importance of a message. There are eight defined severity levels (0-7), listed in
descending order from highest priority (0) to lowest priority (7).

Table 8: Syslog Severity Levels

Syslog Level

Description
(highest to lowest severity) P

0 - Emergency message or system failure. A "panic" condition - notify all tech

Emergency staff on call (e.g., earthquake, tornado) - affects multiple apps/servers/sites.
1 - Urgent problem, requiring immediate action. Should be corrected immedi-
Alert . . .
ately - notify staff who can fix the problem (e.g., loss of backup connection).
2 - Critical error conditions. Should be corrected immediately but indicates failure
Critical in a primary system - fix CRITICAL problems before ALERTs (e.g., loss of primary
connection).
Error 3 - Standard errors. Non-urgent failures - these should be relayed to developers

or admins; each item must be resolved within a pre-set amount of time.

4 - Warning conditions; system operation status events. Warning messages are
Warning not errors, but indications that an error will occur if action is not taken (e.g., file
system 85% full). Each item must be resolved within a pre-set amount of time.

5 - Standard operational events; events that should be looked at. Events that are
Notice unusual but not error conditions - might be summarized in an email to develop-
ers or admins to spot potential problems - no immediate action required

6 - Status messages, notification of conditional program events. Informational:
Info Normal operational messages; may be logged for reporting, measuring through-
put, etc. - no action is required.

7 - Debugging events and trace output. Info useful to developers for debugging

Deb oo . .
cbug the application, but not usually useful during operation.

Messages used to enable debugging or software testing are assigned Severity 7. Severity 0 is reserved
for messages of very high importance (e.g., serious hardware failures or imminent power failure). Refer
to your organizations policy administrator for this level of severity. Note that the syslog protocol does
not provide for acknowledgment of message delivery. See “Syslog Messages and Sys.log Output” for
more information.

ION uses the syslog protocol to manage system logs and alerts. ION lacks large internal storage space for
storing these logs. To overcome this limitation, ION offers the following two options:
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¢ Internal buffer— the device's operating system allocates a small part of memory buffers to log
the most recent messages. The buffer size is limited to 2M. When the buffer is full, the new log
will overwrite the old one. However, when the device reboots, these syslog messages are lost.

e Syslog— Use a UNIX-style SYSLOG protocol to send messages to an external device for storing.
The storage size does not depend on the router's resources and is limited only by the available
disk space on the external syslog server.

The Syslog server address is the only remote IP address entry that IPv4, IPv6, and DNS share in the ION
system. When syslog mode is set to logRemote or logLocalAndRemote, this field is used.

The range of port is from 1 to 65535, and the available value of syslog mode can be:
¢ logLocal: syslog messages will only be recorded in local file system.
¢ logRemote: syslog messages will only be sent to remote syslog server.
¢ logLocalAndRemote: syslog messages will be recorded on local file system and remote syslog
server.

e off: no syslog messages will be recorded.

When Syslog Level is set to a certain value such as err(4), only the syslog messages with higher priority
will be recorded - in this example, emerg(1), alert(2), crit(3) and err(4) will be recorded.

When the log file’s size is larger than 200k, new logs will rotate to overwrite the oldest logs.

System Logging (Syslog) can be configured via the CLI or the Web interface.
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Syslog Config — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session”) or an SSH or Telnet
session (see “Starting a Telnet Session”).

2. At the device’s command prompt type the following set of four CLI commands to define Syslog oper-

ations (the Syslog server address and port, and Syslog level and mode). Press the Enter key after

each command.

set syslog mode=(local/localAndRemote/off/remote)
set syslog level=( alert/crit/debug/emerg/err/info/notice/warning)
set syslog svr type=(ipv4 |ipv6|dns) addr=SYSLOG_SVR_ADDR

set syslog svr port=<1-65535>

Verify the Syslog configuration using the show syslog config command. For example:

Agent III C1|S1|L1D>show syslog config

Syslog server address type:
Syslog server address:

ipv4
192.168.0.2

Syslog server port:
Syslog level:

Syslog mode:

Agent III C1|S1|L1D>

See Table 9 above for complete descriptions of the Syslog severity levels.

514
info

local

You can use the clear syslog command to erase all existing records on the configured Syslog server.

Telnet Example:
e+ Telnet 192.168.1.10

1181 LiD>show syslog config
Syslog server address type:
Buszslog zerver 3
Syslog server
Buslog level:

1181 LiD>set
Jevel
mode

level

crit
debug
eneryg
EPP
info
notice
warning
C1 151 iL1D*=set =syslog
local
localAndRemote
of f
remote
1811L1D»=et syslog

syslog svr port

syzlog svpr type

supr €

ipud
19
L5

2.168.1.38
4

notice
localfindRemote
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Syslog Config — Web Method

1. Access the IONMM or NID through the Web interface (see “Starting the Web Interface”).

2. At the IONMM MAIN tab, locate the System Log Configuration section.

— 10N Stack
= Cha

ION System m i | sntp || Hites | ssH || rapbws | Tacacss | act | swwp || users || BackuP-RESTORE | UPGRADE

Model Information

Serial Mumber

11633907

| Madel | Software Revision— 7 Hardware Revision——
ot | s s |

+.02]C2110-1013
+[03]C2210-1013
+[04]C2220-1014
+[05]C3110-1013
+ [06]C3210-1013
+[07]C3220-1040

[Agem [l

Bootloader Revision
fzd ]

System Configuration
System MName

System Contact

—||System Location
[Transition Networks{tachs|

[10900 Red Circle Drivz |

System Up Time
|[o33s30: i

|Console Access— 7| Mumber of Pots —————

MAC Address————

+1[08]C3221-1040

+08]C3230-1040 |[Enabled

M|E | [pa-coF220E9 39 I

+1[10]€3231-1040

[Uphme Reset][System Reboot][Reset To Factory Conﬁg]

+[12]C6010-3040
+1[13]56120-1013 I
+1[15]C6210-3040
+ [22]I0NPS-A

Ianagement VLAN Configuration

+-[23]10NPSD ‘VU"‘“ b

2

Status Member Ports
[Disabled V\HIZIPurt 1 OPort 2

]

T System Log Configuration

loooo

Server Address—‘
|

Server Pi

Level

— 1 |Mode-
|MDI|EE el “

|Lng local :-]|

3. At the System Log Configuration section, define the IONMM Syslog configuration.

Server Address - The address of the Remote Syslog server. enter a valid IPv4 or IPv6 address (e.g.,
192.168.1.30 or fe80::2c0:f2ff:.fe21:b243).
Server Port — The remote syslog server listening port. The default is port 514. The valid range is port

numbers 1-65535.

Level — One of eight Syslog message severity levels. The enumeration values are equal to the values
that syslog uses + 1; a messages with a severity level lower than or equal to this level will be logged.

Emergency
Alert
Critical
Error
Warning
Notice

Info

Debug

Emergency: system is unusable (most critical)
Action must be taken immediately

A critical condition exists

Error condition

Warning condition

Normal but significant condition (default setting)
Informational message

Debug-level messages (least critical)

See Table 9 above for full Syslog severity level descriptions.
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Mode — The current Syslog operating mode {"Log local", "Log Remote", "Log Local and Remote", and

"Off'}:

Log local Syslog messages are only saved to the local device;

Log Remote Syslog messages are only sent to a remote server;

Syslog messages are saved to a local device and sent to the Syslog
remote server defined above;

off Do not save syslog messages. The Syslog function is disabled.

Log Local and Remote

4. Verify the Syslog configuration.

System Log Cenfiguration

Server Address— -
|feB0::2c0-f2ff f220-dele |

Server Part Level Made

|2 | | VWarning M

|L0g local and remote %

5. Click the Save button when done.

See “Syslog Messages and Sys.log Output” for more Syslog information.
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Configuring SNMP

The IONMM can act as an agent in an SNMP environment, enabling the IONMM to notify the
management station of significant events within the network. Notification is done with traps, which are
unsolicited messages sent to the management station in response to certain events that have taken
place (e.g., warm start, etc.).

A full SNMP configuration can include:

1. General configuration (Community String, Access Mode, SNMP V3 Engine ID).

2. Local Users configuration (User Name, Group Name, Security Model, Security Level, Auth Protocol,
Privacy Protocol, etc.).

Groups configuration (Group Name, Security Model, Security Level, Read/Write/Notify View).
4. Views configuration (View Name, OID Sub Tree / Type).

Trap Hosts configuration (Trap Version, Trap Manager, Port, Community String, Security Level,
Trap/Inform, etc.).

6. Remote Engines configuration (optional - Address type, IP address, Port, and Engine ID).

7. Remote Users configuration (optional - Remote IP, Remote Engine ID, User Name, Group Name,
Remote IP address, Security Model / Level, etc.).

Note:

1) Configure the local SNMPv3 Engine ID (in General tab) before you configure the Local Users.
Otherwise, when you modify the SNMPv3 Local Engine ID, all SNMPv3 Local Users will be deleted.

2) Configure the SNMPv3 Remote Engine ID before you configure the Remote Users for this engine.
Otherwise, when you modify the SNMPv3 Remote Engine ID, all SNMPv3 Remote Users will be deleted.

SNMP can be configured in the IONMM using either the CLI or Web method.
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SNMP Config — CLI Method

This procedure is for a full SNMP configuration via CLI commands. Not all user applications will require
all the steps below. For a full description of the individual commands see “SNMP v3 Commands”.

1. Access the IONMM through either a USB connection (see “Starting a USB Session”) or an SSH or
Telnet session (see “Starting a Telnet Session”).

2. Define the General configuration. For example, type:

add snmp community name xxxxxxx access_mode={read_only|read_write}
add snmp remote engine addrtype=ipv4 addr=xx port=xx engine_id=xx
set snmp local engine=xx

3. Define one or more Local Users. For example, type:

add snmp local user name=STR USR NAVE security-level=(noAuthNoPriv|authNoPriv|authPriv)
[auth-protocol=(md5|sha) password=STR AUTH PASS] [priv-protocol=(des|aes) password=STR PRIV PASS]
[group=STR_GRP_NAME]

set snmp local user name=XxxxxX group=xxxx

4. Define one or more Groups. Type set snmp group name=STR_SNMP_GRP and press Enter.
set snmp local user group=xxx

5. Define one or more Views. Type set snmp view name= STR_SNMP_VIEW and press Enter.
(You can later delete an existing OID Sub Tree with the remove snmp view name command.)

6. Define one or more Trap Hosts.
Type add snmp traphost version=v3 type=ipv4 addr=STR_SVR_ADDR and press Enter.

7. Define one or more Remote Engines. Type add snmp remote engine addrtype=ipv4
addr=192.168.1.30 port=xx engine_ id=xxxxx and press Enter.

8. Define one or more Remote Users by address type. For example, type:

add snmp remote user name=STR _USR NAME addrtype=ipv4 addr=192.168.1.30 port=55 security-
level={noAuthNoPriv|authNoPriv|authPriv} auth-protocol={md5|sha} password=xoooxx priv-
protocol={des |aes} password=STR PRIV_PASS

9. Press Enter.
10. Define one or more Remote Users by the remote engine. For example, type:

add snmp remote user name=STR_USR_NAME engine=STR ENGINES security-level=authPriv
auth-protocol-md5 password=STR_AUTH_PASS priv-protocol=des password=STR _PRIV_PASS

11. Press Enter.

12. Verify the configuration has been set. Use the show snmp commands to display the current
(existing) SNMP configuration elements (community, group, view, etc.). For example:

C1|S1|L1D>show snmp ?
community
group
local
remote
traphost
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view

C1|S1|L1D>show snmp community
Community string

Access mode

comml read_write

public read_write

private read_only

XXXXXXX read_only

C1|s1|L1iD>

C1|S1|L1D>show snmp group

Name Security Model Security Level Read View Write View Notify View
public vl noAuthNoPriv  defaultView

public \Ple noAuthNoPriv ~ defaultView

noAuthNoPriv defaultView defaultView
noAuthNoPriv defaultView defaultView

private vl
private v2c

C1|S1|L1D>show snmp local engine
Local engine ID: 80.00.03.64.03.00.c0.12.20.de.% (hex)
C1|s1|L1D>

Agent III C1|S1|L1D>show snmp local user
User Name Group Name Security Model Security Level Auth Protocol  Privacy Protocol

BobB private v3 authPriv MD5 DES
TedT v3 noAuthNoPriv

JeffsS private v3 authPriv SHA AES
CarolC v3 authPriv SHA AES
GomesD v3 authPriv SHA AES
AndersonT private v3 authNoPriv SHA

Agent III C1|S1|L1D>

AgentIII C1|S1|L1D>show snmp remote engine
Remote Address Remote port
192.168.1.20 162
AgentIII C1|S1|L1D>

Remote Engine ID
800003640300c0f2209%ede

C1|S1|L1D>show snmp remote user
User Name Engine ID Security Model Security Level Auth Protocol Privacy Protocol

C1|s1|L1D>
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AgentIII C1|S1|L1D>show snmp traphost

Trap version IP Port Community/Security name Security level Trap/inform Timeout Retry
times

V3 192.168.1.30 162 TrpHstA6 authPriv trap

V3 192.168.1.40 162 private authNoPriv ~ trap

V3 192.168.1.59 162 public authPriv trap

\Zle 192.168.0.10 162 public noAuthNoPriv inform 1500
3

vl 192.168.1.20 162 public noAuthNoPriv trap

AgentIII C1|S1|L1D>

C1|S1|L1D>show snmp view

name OID Sub Tree type
defaultView (%] include
defaultView 1 include
defaultView 2 include
C1|s1|L1D>

8. Backup the configuration. See “Backup and Restore Operations (Provisioning)”.
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SNMP Config — Web Method

This procedure is for a full SNMP configuration via the Web interface. Not all user applications will
require all the steps below. For the full set of the individual default values see Table 17 later in this

section.

1. Access the IONMM through the Web interface (see “Starting the Web Interface”).

2. Select the SNMP tab.

3. Select the General sub-tab if not already displayed.

LANTRONIX

Systemw Vieww Helpw

ION System
= I0ON Stack
=" Chassis

+-[04)C6210-3040
+-[08]C3220-1040
+[091C6120-1040
+ [12]IONMM
+ [16)C3220-1040
+[17]C6210-3040
+-[19]C3221-1040
]

MAIN | IP | SNTP | HTTPS | SSH | RADIUS || TACACS+ | ACL USERS | BACKUP-RESTORE | UPGRADE

Users Groups || Views | Trap Hosts Remote Users
V1/V2C Community String
Community String

Access Mode

public Read Only
private Read Write
Community String Access Mode
| [Read Only ~
Add|Delete]

+ [22]IONPS-A SNMP V3 Engine ID
[800003640300C0F27B6934 |
RRefresh[Save|Help
4. Add a new community string as required:
Community String: enter the string to be added (e.g., comm_1) from 1-32 alphanumeric characters
(no space characters).
Access Mode: select Read Only or Read Write.
SNMP V3 Engine ID: enter the string to be added (e.g., 800003640300C0F220DE9YE above).
Enter 18-128 characters using the characters a-f, 0-9, and A-F. The total length must be a dual from
18-128.
5. Click the Add button. The new entry is added to the table.
_lf)l\l[j::g = : Uae.r..s :::: Gmués”:." V\;\‘vs I Tra.;_a.:l.—msts Remaote Gsers ..
;--[01]IONMM V1A2C Community String
.;...[02](;5210_3040 Community String Access Mode
-?---[03]03230-1040 comm’ Read Only
%--{04]06010-3040 public Read Only
.?...[[]5](:3230-1040 I private Read Write

+4{07]C3210-1013
+ [08]C3221-1040
+-[10]C3231-1040
+4[12]C2110-1013
+1[14]C2210-1013
+1[16]C2220-1014
+1[17]C3220-1040

Access Mode

Community String
| |Read Only v|

1
{comm1

SMMP V3 Engine 1D
= |80000384030000F220DE9E

:

i

6. Click the Save button when done.

7. Select the Users sub-tab.
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8.

9.

—+I0N Stack »
=+ Chassis
+ [01]IONMRA User Name Group Mame Security Model Security Level Authentication Protocol Privacy Pratocol
+-[02]C6210-3040 Mo records found
+[03]C3230-1040

General WOEEEE Groups || Views || Trap Hosts | Remote Users

User Name Group Name
+-[04]CE010-3040 | ® O
+[05]C3230-1040
[0} Security Model 1 Security Level —Authentication Protocol — |Password
+[07]C3210-1013 V3 v [HoAuthNoPriv -
£ [08]C3221-1040 | f{ditinn O |
Privacy Protocol Password

+:[10]C3231-1040
+1[12]C2110-1013
+/[14]C2210-1013
+:[16]C2220-1014
++[17]C3220-1040

v

Enter the fields as required:

User Name: The name of the user connecting to the SNMP agent. The valid range is 1-32 characters,
and cannot include spaces.

Group Name: The name of the SNMP group to which the user is assigned. The valid range is 1-32
characters (no space characters). When a local SNMPv3 user is added, a group name must be
specified (but specifying a group name does not mean that this group already exists in the group
table). A Group Name can be selected from the Default Group dropdown instead of entering one
here.

Security Model: The user security model; only SNMP V3.
Security Level: The security level used for the user:

O noAuthNoPriv — There is no authentication or encryption used in SNMP communications.
(This is the default for SNMP V3.)

o AuthNoPriv— SNMP communications use authentication, but the data is not encrypted (only
available for the SNMP V3 security model).

o AuthPriv— SNMP communications use both authentication and encryption (only available for
the SNMP V3 security model).

Authentication Protocol: The method used for user authentication. The options are MD5 or SHA.
The default is MD5.

Authentication Password: A minimum of eight plain text characters is required. The valid range is 8-
64 characters (no space characters).

Privacy Protocol: The encryption algorithm used for data privacy. (Options: DES or AES; Default:
DES.)

Privacy Password: A minimum of eight plain text characters is required. (Range: 8-64 characters.)

securityName (implied): A human-readable string representing the user in a format that is Security
Model independent. There is a one-to-one relationship between userName and securityName. In
ION system, the security name is the same as user name.

EnginelD (implied for local USM user): The enginelD of the SNMP engine the USM user belongs to.
For a local USM user, the enginelD must be the local enginelD. For a remote USM user, this enginelD
must be specified. Note that Remote engine ID cannot be the same as the local engine ID.

Click the Add button. The new user is added to the table.
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_..lgl‘ltj;asil General Groups || Views . Trap Hosts .”Remme Users |

+[01]IONMM
+1[02]C6210-3040
+-[03]C3230-1040
+1[04]06010-3040
+1-[05]C3230-1040
+1[07]53210-1013
+-[08]C3221-1040
+1[10]C3231-1040
+1[121C2110-1013
+1[14]52210-1013
+1[17]53220-1040
+1[221I0NPS-A

10. Select the Groups sub-tab.

—-ON Stack
=:Chassis

+ [01]I0NMM
+[02]C6210-3040
+[03]C3230-1040
-+ [04]C6010-3040
+-[05]C3230-1040
+[07]C3210-1013
+-[08]C3221-1040
+[10]C3231-1040
+[12]C2110-1013
+[14]C2210-1013
+[16]C2220-1014
+[17]C3220-1040
+[22]I0MPS-A
+-[23]0NPS-D

User Mame Group Mame Security Model Security Level Authentication Protocol Privacy Protocol
Adam G1V3AuthPrivDal V3 AuthPriv D5 DES
JeffS private2 V3 MoAuthMoPriv Mone Mane
User Name | Group MName § ——— =
|JeffS o] | @ |private2 ~|
Security Model 1 Security Level -  Authentication Protocol — Passwiord
INE] ~ | [MoAuthNoPriv ~|
Privacy Protocol Passward-
Change Group
General || Users _ Views | Trap Hosts || Remote Users
Group Mame Security Model Security Level Read View Write View Iotify View
public V1 MoAuthMoPriv defaultView
public vac MoAuthMaPriv defaultView
private V1 MoAuthMaPriv defaultView defaultView
private vac MoAuthMoPriv defaultView defaultView
Grotp Name Setdrityiiodel SeEtiyhesel:
[/ [[w1 | [MoAuthMaPriv =]

Read View
@ L

Write View

®

Notify View

o

Jo

11. Add and Edit the fields as required:

Group Name: The name of the SNMP group. Enter one or more unique Group Names of 1-32
characters (no space characters).

Security Model: The group security model; SNMP V1, V2C or V3.

Security Level: The security level used for the group:

o NoAuthNoPriv: There is no authentication or encryption used in SNMP communications.

o AuthNoPriv: SNMP communications use authentication, but the data is not encrypted (only
available for the SNMP V3 security model).

o AuthPriv: SNMP communications use both authentication and encryption (only available for
the SNMP V3 security model).

The Group Security Level is the minimum level of security required in order to gain the
access rights to the views (read/write/notify). If the User Security Level is less than the
Group Security Level, this user will have no access rights to the views. A Security Level of
noAuthNoPriv is less than authNoPriv which in turn is less than authPriv. SNMPv1/v2c users
(community string) are assigned noAuthNoPriv.

Read View: The configured view for read access. You can leave this view blank (none), or enter a
specific view name (1-64 characters, no space characters), or select the defaultView radio button.
Note that an entry here does not mean this view already exists in the view table.
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Write View: The configured view for write access. You can leave this view blank (none), or enter a
specific view name (1-64 characters, no space characters), or select the defaultView radio button.
Note that an entry here does not mean this view already exists in the view table.

Notify View: The configured view for notifications. You can leave this view blank (none), or enter a
specific view name (1-64 characters, no space characters), or select the defaultView radio button.
Note that an entry here does not mean this view already exists in the view table.

12. Select the Views sub-tab.

~HON Stack ; —— - e |

: ac. General Users || Groups Trap Hosts || Remote Users
—Chassis

+ [01]IONMI View Mame OID Sub Tree List

+-[02]C6210-3040 defaultView Click To See Detail ..

+-[03]C3230-1040

it 1041650103040 View Name

+-[058]C3230-1040

+-[07]C3210-1013 0ID Sub Tree Type

+-[08]C3221-1040
+-[10]C3231-1040

No records found

QID Sub Tree Type
+:[12]C2110-1013 | | [included ¥
+-[14]22210-1013 —
S ——

13. Click on “Click To See Detail ...” in the table. The details display:

~I0N Stack it r [ I '

: EC_ General Users || Groups Trap Hosts | Remote Users

= Chassis [ = - - - -
4---[01]\ONMM View Name OID Sub Tree List
+02]C6210-3040 defaultView Click To See Detail...
-?---[[]3]03230-1040
+[04]C6010-3040 View Name .
+[05]C3230-1040 [defaultView |
+[07]C3210-1013 OID Sub Tree Type
+-[08]C3221-1040 0 Included
-!---[10](33231-1040 1 e
+:[12]C2110-1013
2 Included
+-[14]C2210-1013
+1[16]C2220-1014 OID Sub Tree ) Tyee -
: | | |Included bl
+-[17]C3220-1040 =
+ [22] ONPS-A

14. Add / Edit the fields as required:

View Name: enter a name (1-64 characters) for this SNMP view (e.g., Default View, Test View
above).

OID Sub Tree: The object identifier (OID) of a branch within the MIB tree. Enter an OID sub-tree for
this view (e.g., 1.3.6.1.2.1.47.1.1.1 above).

Type: Indicates if the object identifier of a branch within the MIB tree is included or excluded from
the SNMP view. At the dropdown select Included or Excluded and click the Add button when done.

Verify that the OID Sub Trees table shows the currently configured object identifiers of branches
within the MIB tree that define the SNMP view and click the Add button.

15. Select the Trap Hosts sub-tab.
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General || Users | Groups | Views |[@EIEWREGEEN Remote Users

Trap Version IP Port Community/Security Name Security Level Trap/Inform Timeout (centiseco  Retry Times |
Mo records found |
Trap Wersion P - Port — Community/Security Name Security Level
V1 hall || [162 | HoAuthNoPriv hd
Trap/Inform Timeout (centisecond) Retry Times

Trap v |

16. Add / Edit the fields as required.

Trap Version: select the trap version (v1, v2c or v3) that the trap manager wants to receive.
The default is SNMP v2c.

IP: the trap host IP address of a new management station to receive notification messages.
At IONMM > SNMP > Trap Hosts you can enter IPv4 or IPv6 Trap Host IP addresses. The Trap hosts’
IP address can be IPv6 type and IPv4 type. The two types can co-exist at the same time.

Port: enter the UDP port number to be used by the trap manager. The default is port number 162.

Community/Security Name: specify a valid SNMPv1/v2c trap community string or an SNMPv3 user
name for a trap manager entry. (Range: 1-32 characters, case sensitive, no spaces) If the “Trap
Version” is vl or v2c¢, this field is used to specify the trap community of the trap host. If the “Trap
Version” is v3, this field is used to specify a local or remote SNMPv3 User Name. Based on the
selection of “Trap/Inform”:

o Foran SNMPv3 Trap, this field specifies a local SNMPv3 user name. If this user name doesn’t
exist in the local SNMPv3 user table, then traps cannot be sent out.

o Foran SNMPv3 Inform, this field specifies a remote SNMPv3 user name. If this user name
for the specific trap host does not exist in the remote SNMPv3 user table, then the informs
cannot be sent out.

Security Level: When Trap Version v3 is selected, specify one of the following security levels.

o NoAuthNoPriv— There is no authentication or encryption used in SNMP communications (the
default setting).

o AuthNoPriv— SNMP communications use authentication, but the data is not encrypted (only
available for the SNMPv3 security model).

o AuthPriv— SNMP communications use both authentication and encryption (only available for
the SNMPv3 security model).

Trap/Inform: When the “Trap Version” of a trap host is “v2c” or “v3”, this field can be used to
specify whether notifications are sent either by Trap or by Inform messages.

Timeout: The number of centiseconds (hundredths of a second) to wait for an acknowledgment
before resending an inform message. The unit of this field is centiseconds. The valid range is 0-
2147483647 centiseconds; the default is 1500 centiseconds. This selection is only available for
version v2c and v3 Informs.

Retry Times: The maximum number of times to resend an inform message if the recipient does not
acknowledge receipt. The valid range is 0-255 retries; the default is 3 retries. This selection is only
available for version v2c and v3 Informs.
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= I0N Stack
—-Chassis

+ [01]IONIMM
+1[02]C6210-3040
+1[03]C3230-1040
+ [04]1C6010-3040
+1[05]C3230-1040
+1[07]C3210-1013
+ [08]C3221-1040
+H[10]03231-1040
+ [12]C2110-1013
+ [14]C2210-1013
+1[16]C2220-1014
+ [17]C3220-1040
+[22]I0NPS-A
+[23]IO0NPS-D

18. Select the Remote Users sub-tab.

| Gereral | Users Groups | Views Trap Hosts .

Remaote Engine D

17. Verify the table selections and click the Add button when done.

Remote [P Remote Port Remaote Engine ID

Mo records found.

Remote IP Remaote Port Remote Engine 1D

Refresh][Add

Remote Users

User Mame Remote IP Remote Port Security Model Security Level Authentication Pratocol Privacy Protocol
Mo records found

u ar Remote IP Remaote Port

I i = [ &

Security Madel Security Level Authentication Protocol | Password

[v3 v [NoAuthNoPriv & (mE

Privacy Protocol Password

19. Add / Edit the Remote Engine ID section fields as required.

Remote IP: enter the trap host IP address of a remote management station to receive notification
messages. Trap Remote IP addressing can be IPv6 type and IPv4 type. The IPv4 and IPv6 types can
co-exist at the same time.

Remote Port: enter the UDP port number to be used by the trap manager (e.g., port number 162).

Remote Engine ID: specify the enginelD of the SNMP engine the remote user belongs to. For a
remote USM (User-Based Security Model) user, this enginelD must be specified. Note that the
Remote engine ID cannot be the same as the local engine ID.

—- 10N Stack

o>

Remaote Engine ID

General | Users || Groups Views Il Trap Hosts € EaEHEREEETS .'

Remaote IP Remote Port Remate Engine [D

+[021C6210-3040
+:(03]C3230-1040
+ [04]C6010-3040

192.168.1.20 162 B00003640300C0F2209EDE
Remote IP Remote Port Remate Engine ID
|192.168.1.20 | [182 | [s00003640300C0F2209EDE |

[Refresfj{add

20. Click the Add button when done.

21. Add / Edit the Remote Users section fields as required.

— — — . — .
4 i General || Users || Groups || Views | Trap Hnsl Remote Users '
% Remate Engine 1D
I [ Remote 1P Remote Port Remate Engine ID |
: Port 2 | 192.168.1.20 162 800003640300C0F2209EDE ‘
+-[02]C6210-3040 Remate IP Remate Port Remots Engine ID
+:[03]C3230-1040 [192.168.1.20 ‘ 162 [800003640300C0F2209EDE
+[04]C6010-3040
1--[05]63230'1040 Remote Users
7 :
f {oneazI0-1as User Name Remote IP Remote Port Security Model Security Level Authentication Protocol Privacy Protocol
+:[08]C3221-1040 =
E BohB 192.168.1.20 162 V3 AuthNaPriv MD5 Mone
++[10]C3231-1040
: 6
+ [2I02110-1013 TedT 192 168 1.20 162 V3 MNoAuthMNoPriv None None
+-[14]C22mr1013 AliceB 192 168 1.20 162 V3 AuthPriv MD5 DES
+ [17]03220-1040 CarolC 192468-4-2—18 et sHa AES
. (T
+-[22]I0NE: | User Name Remate IP ~ Remote Port =
5 |AliceB | [192.165.120 ] [162 ~|
I Security Model Security Level Authentication Protocol | Password
[va ~| [AuthPriy v [MDs | [senennes
Privacy Protacol Password
MrRES, %] [sesessee |
Rafreéﬁ |Add .!aleta Help|
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User Name: Enter the name of the remote user connecting to the SNMP agent. The valid range is 1-
32 characters (no space characters).

Remote Port: select an existing remote IP address from the dropdown.

Remote IP: from the dropdown, select an existing trap host IP address of a remote management
station to receive notification messages (e.g., 192.168.1.123).

Security Model: The user security model; only SNMP V3.
Security Level: The security level to be used for this remote user:

o NoAuthNoPriv— There is no authentication or encryption used in SNMP communications.
(This is the default for SNMPv3.)

o AuthNoPriv— SNMP communications use authentication, but the data is not encrypted (only
available for the SNMPv3 security model).

o AuthPriv— SNMP communications use both authentication and encryption (only available for
the SNMPv3 security model).

Authentication Protocol: The method to be used for user authentication. The options are MD5 or
SHA. The default is MD5.

Authentication Password: A minimum of eight plain text characters is required. The valid range is 8-
64 characters).

Privacy Protocol: The encryption algorithm used for data privacy. The selections are DES or AES.
The default is DES.

Privacy Password: Enter at least eight plain text characters. The valid range is 8-64 characters.
22. Verify the Remote Users table selections and click the Add button when done.

23. Backup the configuration. See “Backup and Restore Operations (Provisioning)”.
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Change a SNMP User’s Group - Web Method

You can change an existing User from one group to another group via the Web interface.
1. Access the IONMM through the Web interface (see “Starting the Web Interface”).

2. Select the SNMP tab.

3. Inthe Users sub-tab, select (highlight) an existing user in the table.

4. Enter the new Group name in the Group Name field.
5

Click the Change Group button.

~1ION Stack ; e ————— : —
- ac. Genera\ruups || Views || Trap Hosts || Remote Users |
—rChassis ! e Il | |

= [0 IONIM User Name Group Mame Security Model Security Level Authentication Protocaol Privacy Protacol
Port 1 BobB private Vi AuthPriv MD5 DES

¥ Port TedT V3 NoAuthNoPriv None MNone

+1[02]C6210-3040 Jefts private V3 AuthPriy SHA AES

+1[03]C3230-1040 CarolC V3 AuthPriv SHA AES

+-[04]C6010-3040 AuthPriv SHA AES

+[05]C3230-1040
+1[06]C3220-1040

+4[07]C3210-1013 User Name .

+ [08]C3221-1040 andessonl |©

+--[1U]C3231,m40 Security Model Security Level Authentication Protocol | Password

+[12]C210-1013 [v3 | [AuthHoPry v| [sHA =

+ [14]C2210-1013 Privacy Protocol Password

+:[16]C2220-1014 L
+-[22]I0NPS-A [Refresh] M

L 123NONPSD

6. Click the Refresh button if required. The user’s new Group Name displays in the table.

= lE)N StacL.( [ General @ Groups Il Views Trap Hosts -|, Remme Users -‘
—-Chassis I 2 = x - -
User Name Group Name Security Model Security Level Authentication Protocol Privacy Protocol
BobB private V3 AuthPriv MDA DES
TedT X3 MoAuthNoPriv MNone Mone
+-[02]C6210-3040 Jeff3 private V3 AuthPriv SHA AES
+1[03]C3230-1040 CarolC V3 AuthPriv SHA AES
i [BHC6010:3050 GomesD V3 AuthPriv SHA AES
+ WaiCszit-030 (| AndersanT private V3 AuthMNoPriv SHA Mone ]
+-[06]C3220-1040 I
+1[07]C3210-1013 User Name GroupName
+ [08]C3221-1040 AndersonT @ [private (]
+ [10]C3231-1040 Security IModel Security Level Authentication Protocol Password
+ (121521101013 [va | [AuthNoPriv v [sHA =
+ [14]C2210-1013 Privacy Protocol Password
+-[1G]CQQ20-1014 DES
+ [22]IONPS-A Hefresh [@ De\etg Change Group) Eg\p
&L 2AMUWANER N = i

In this example, user “AndersonT” is moved from the Group “comm._1" to the Group “private”.

7. If the message “ERROR: Invalid Input” displays, click Refresh to clear the message, and make sure a
user is selected (highlighted) and that an existing Group Name is entered in the Group Name field.
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SNMP v3 Default Values

SNMPv3 initializes with the following default values.

Table 9: SNMP v3 Initialization (Default) Values

Item or Table

Default Value

community string

SNMP version V1/v2c
V1/v2c Write community .

. private
string
V1/v2cR |

/v2c Read only oublic

SNMPv3 engine ID

“80 00 03 64 03 00 cO f2 xx xx xx”, where:
“03 64" is the enterprise number of Lantronix.
“00 c0 f2 xx xx xx" is the MAC address of an ION device.

Trap hosts

None configured.

Users

None configured.

Groups

Four default group entries, the “public” group and the “private”
group are used for SNMPv1/v2 community string. These group en-
tries are read-only.

Public v1: this entry has SNMPv1 read access to the default view.
Public v2c: this entry has SNMPv2c read access to the default view.
Private v1: this entry has SNMPv1 read and write access to the de-
fault view.

Private v2c: this entry has SNMPv1 read and write access to the de-
fault view.

Views

One default read-only view: DefaultView. This view includes access
to the entire MIB tree.

Notes for SNMPv1 and SNMPv2c Users

e At default there are two community strings and these two default community strings can be deleted
by the user: 1) “public”: a read-only community string, and 2) “private”: a read-write community

string.

e The Read only community string has full SNMPv1/v2c read access to the default view. It will be
automatically added into the “public” group.

e The Read write community string has full SNMPv1/v2c read and write access default view. It will be
automatically added into the “private” group.
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Table 10: SNMP v3 Web Interface Default Values

SNMP tab
SNMP General sub-tab
V1/v2c Write community string private
V1/v2c Read only community public
string
SNMPv3 engine ID “80 00 03 64 03 00 cO f2 xx xx xx".

“03 64" is the enterprise number of Lantronix. “00 c0 f2
xx xx xx” is the MAC address of an ION device.
For example: “800003640300C0F2209EDE".

SNMP Users sub-tab

User Name ION

Group Name Default Group
Security Model vl/v2c
Security Level AuthNoPriv
Authentication Protocol blank
Authentication Password blank

Privacy Protocol blank

Privacy Password blank

SNMP Groups sub-tab

Group Name blank / Default Group / Test Group
Security Model blank / V3 /V2

Security Level NoAuthNoPriv

Read View defaultView

Write View defaultView

Notify View defaultView

SNMP Views sub-tab

View Name defaultView

OID Subtree List blank / “Click To See Detail ...”
Actions blank

OID Subtree blank

Type Included
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SNMP Trap Hosts sub-tab

Trap Version V3

IP 172.16.6.9
Port 162
Community / Security Name private
Security Level NoAuthNoPriv
Trap/Inform Trap
Timeout (centisecond) 1500
Retry Times 3

SNMP Remote Users sub-tab

Remote IP blank
Remote Port 162
Remote Engine ID blank
User Name blank
Group Name blank
Remote IP blank
Security Model V3
Security Level NoAuthNoPriv
Authentication Protocol blank
Authentication Password blank
Privacy Protocol blank
Privacy Password blank

SNMP v3 Commands

Command Categories

Table 11: SNMP Command Categories

*Group Commands*
add snmp group
remove snmp group
show snmp group

*Local User Commands *
add snmp local user
remove snmp local user
set snmp local engine
show snmp local engine
show snmp local user

*Remote User Commands *
add snmp remote user
remove snmp remote user
show snmp rmt user

*View Commands *
add snmp view
remove snmp view
set snmp view
show snmp view

*Trap Host commands*
add snmp traphost

show all SNMP trap hosts
show snmp traphost

* SNMP Remote Engine Commands *
add snmp remote engine

remove snmp rmt engine

show snmp rmt engine

*Community Commands *
add snmp community
remove snmp community
show snmp community

Web IF Sub-tabs: SNMP General, SNMP Users (Local + Remote), SNMP Groups, SNMP Views, SNMP Trap Hosts,

SNMP Remote Users sub-tabs.
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SNMP v3 Commands - Alphabetical List

Add SNMP Community Name / Access Mode
Add SNMP Group
Add SNMP Local User
Add SNMP Remote Engine
Add SNMP Remote User Name / Address Type
Add SNMP Remote User Name / Engine
Add SNMP Traphost
Add SNMP View Name
Remove SNMP Community Name
. Remove SNMP Group
. Remove SNMP Local User
. Remove SNMP Remote Engine
. Remove SNMP Remote User Name / Address Type
. Remove SNMP Remote User Name / Engine ID
. Remove SNMP Traphost
. Remove SNMP View
. Set SNMP Local Engine
. Set SNMP Local User Name
. Set SNMP View
. Show SNMP Community
. Show SNMP Group
. Show SNMP Local Engine
. Show SNMP Local User
. Show SNMP Remote Engine
. Show SNMP Remote User
. Show SNMP Traphost
. Show SNMP View

LN AEWNR

NNNNNNNNRPRPRPPRRRERRRP P R
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Web Interface-to-CLI Command Cross Reference for SNMP

The table below provides a cross-reference of configurable parameters via the Web interface versus CLI
commands.

Table 12: Web Interface to CLI Command Cross Reference

Web Field CLI Command

SNMP General sub-tab

Community String

Access Mode Add SNMP Community Name / Access Mode

Add SNMP Remote Engine
SNMP v3 Engine ID Add SNMP Remote User Name / Engine
Remove SNMP Remote Engine

SNMP Users sub-tab

User Name Add SNMP Local User
Group Name Remove SNMP Local User
Security Model Set SNMP Local User Name
Security Level Show SNMP Local User
Authentication Protocol Add SNMP Group
Authentication Password Remove SNMP Group
Privacy Protocol Set SNMP Local User Group
Privacy Password Show SNMP Group

SNMP Groups sub-tab

Group Name

Security Model Add SNMP Group

Security Level Remove SNMP Group

Read View Set SNMP Local User Group
Write View Show SNMP Group

Notify View

SNMP Views sub-tab

\cg|eDWsL'\:;::;es Add SNMP View Name
Actions Remove SNMP View
OID Subtree Set SNMP View

Show SNMP View
Type
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SNMP Trap Hosts sub-tab

Trap Version

IP

Port

Community / Security Name

Security Level Add SNMP Traphost

L Remove SNMP Traphost
Authentication Protocol
L Show SNMP Traphost
Authentication Password
Privacy Protocol
Privacy Password
Engine ID
SNMP Remote Users sub-tab
Remote IP
Remote Engine ID
User Name
Group Name Add SNMP Remote User Name / Address Type
Remote IP Add SNMP Remote User Name / Engine
Security Model Remove SNMP Remote User Name / Address Type
Security Level Remove SNMP Remote User Name / Engine ID

Authentication Protocol
Authentication Password
Privacy Protocol

Privacy Password

Show SNMP Remote User

SNMP CLI Messages

Message:

At most 255 SNMP views can be created!

At most 255 SNMP communities can be created!

At most 255 SNMP groups can be created!

Fail to create SNMP community!

Fail to create SNMP group!

Fail to create SNMP view!

Meaning: You exceeded the SNMP configuration maximum of 255 Communities, Groups, or Views.
Recovery:

1. Verify the limit of 255 SNMP Users, Groups, and Views entries has not been reached.
2. Verify the SNMP Trap hosts and Remote Users tabs parameter settings.

3. See the “SNMP Web Interface” section for more information.

Syslog Messages

Message: LOG_WARNING, A defined IDS is detected.

Meaning: This is an IDS. Generate a trap message to SNMP. ION / Syslog monitors for malicious
activities / policy violations and reports them to the Management Station.

Recovery: Follow your organization’s procedure or process for detection of a defined IDS.

33457 Rev. M https://www.lantronix.com 140



https://www.lantronix.com/

Lantronix IONMM and IONMM-232 User Guide

SNMP Engine ID Length

The Engine ID value must be (a-f) or (A-F) or 0-9 and the total length must be a dual from 18 to 64.
Message:

Its value must be consist of a-f or A-F or 0-9 and the total length must be a dual from 18 to 64.
Save the Engine ID failed!

SNMP Web Interface Messages

Message:

community name too long

Couldn't allocate enough memory

example config COMMUNITY not properly configured

example config NETWORK not properly configured

getnameinfo failed

missing CONTEXT_NAME parameter

missing NAME parameter

missing SOURCE parameter

missing COMMUNITY parameter

no IPv6 source address in PDU?

security name too long

Meaning: A problem occurred during SNMP configuration.

Recovery:

1. Verify the SNMP Users, Groups, and Views tabs parameter settings.
2. Verify the SNMP Trap hosts and Remote Users tabs parameter settings.
3. See the “SNMP Web Interface” section for more information.

ION SNMP Operation Example

As shown in the screen below, every card has its physical index (automatically produced and stored in
entityMIB when initializing).

Ent'i'ly F"hys"rcal Index
[0] ION219 134217728
System~  View~w Help v 1 C4120 64626432
—, 9] C6210 73015040
ION System <l [16] IONMM 202375168
="10N Stack 110 R ation [23] IONPS-AL 231735296
roerial Number

—Chassis / 1 Model 1 rSoftware Revision 1 (Hardware Revision
+ [0710412/ unknown | [ce210 120 !unknown
—-[09)C621 rBootloader Revision- 1

Port 1 0.1.1
£ne = é_t Confi ti R
ystem Lonnguration
2 [16]ONMM Il rSystem Name 1 (System Up Time 1 (Configuration Mode 1 (Number of Ports
- [ZIPONBSAL C6210 | [0:0:0121.00 Software B
(MAC Address

00-C0-F2-21-B8-86

[Uptime Reset]erystem Reboot”Reset To Factory Config|

MOST mibs are registered individually based on the physical index for the sake of better performance.
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To read MIBs on C6210 (slot 9), most of the time (normally for private mibs) we must use this commu-
nity string: "public@173015040" OR "public::173015040" instead of "public" (see below).

Fh MG-SOFT MIB Browser Professional SNMPy3 Edition
File Edit View SNMP Action Tools Window Help
@ 3 ‘ = cx 1| &5 - 3 %

QTW'W_ SNMP Protocol Prefémm
Bemate SMMP agent SHMP protocal version
17216682 ) SNMPy1 @ SNMPvZe () SNMPv3
LillS trele: - General GetBulk settings
& ko Fead community | [#]Use GetBulk
Publici@1 73015040 ~|| g Mon repeaters
=) in ]
P St communty | 10 M ax repetitions
arivate(@] 73015040 - |

SHMPY3 security

: Timeout[z] &

| Retransmits 4

| Port rumber 161 -

Load uzer profile... Edit user...

[T &dd to agent profies [ Qg J’ Cancel ]

However, some public mibs can only be accessed by using "public" or "private". The entityMIB is an ex-
ample.

In other words, MIBs need their own community string which should be automatically provided by a
fixed rule during runtime, based on the MIBs themselves as well as the entity they are serving.
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Configuring SFTP

SFTP support was added in IONMM version 1.5.17. The SFTP (Secure File Transfer Protocol) feature
enables secure file transfers between your IONMM device and remote servers. This includes firmware
upgrades and configuration backups/restores. SFTP provides encrypted file transfers, making it more
secure than traditional TFTP.

SFTP CLI Commands
The following CLI commands were added in IONMM version 1.5.17 to support SFTP in the IONMM:

prov get sftp server addr : Display current SFTP server address

prov set sftp server type=(ipv4|ipv6|dns) addr=ADDR : Set SFTP server address

show sftp config : Display SFTP configuration

set sftp username=USERNAME : Set SFTP username

set sftp password : Set SFTP password (interactive)

set sftp state=(enable|disable) : Enable or disable SFTP

set sftp port=<1-65535> : Set custom SFTP port (default: 22)

set sftp serverpath=SERVERPATH : Set remote server directory path

sftp get remotefile=RFILE : Download file from SFTP server

sftp upgrade remotefile=RFILE : Download and install IONMM firmware via
SFTP

Operations like Backup/Restore, HTTPS, SSH, and firmware upgrade will use SFTP or TFTP based on
whether SFTP is enabled or disabled.

SFTP Configuration — CLI Method

1. After a factory reset to the IONMM, default values for sftp management look like this:

Agent III C1|S3|L1D>show sftp config
SFTP configuration:

SFTP state: Disabled
Server port: 22

SFTP User :

Server Path :

SFTP password: Not set

2. Specify sftp server user name

Agent III C1|S3|L1D>set sftp username sftpuserl
SFTP username has been set to sftpuserl.

Agent III C1|S3|L1D>show sftp config

SFTP configuration:

SFTP state: Disabled
Server port: 22

SFTP User : sftpuserl
Server Path :

SFTP password: Not set

3. Set sftp user's password.
Enter the password twice to help prevent typos and ensure accuracy.
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Important Notes:

e Set the password before doing any sftp related operations like backup, restore, firmware
upgrade. Operation will fail if the password is not set or set incorrectly.

e To improve security, the password is temporarily stored in the IONMM's storage. This password
is excluded from configuration backup. The password will be lost when IONMM is
upgraded/downgraded with a new firmware and also when factory reset is done. The password
needs to be set again before doing sftp transfer.

e The "show sftp config" command will display "Not Set" if the password is not configured yet and
shows "*****!" if password is already set.

Agent III C1|S3|L1D>set sftp password
Please input password:

Please input password again:

SFTP password has been set.

Agent III C1|S3|L1D>

Agent III C1|S3|L1D>show sftp config
SFTP configuration:

SFTP state: Disabled
Server port: 22

SFTP User : sftpuserl
Server Path :

SFTP password: I

4. Specify the path/directory on the sftp server (where files come from or go to)

Note: Make sure that the configured directory/folder has required permissions (read & write) on the
server.

If no path/directory is configured, user's home directory will be used as target for the sftp transfers.
Agent III C1|S3|L1D>set sftp serverpath ""

SFTP server path has been set to .

Agent III C1|S3|L1D>show sftp config

SFTP configuration:

SFTP state: Disabled
Server port: 22

SFTP User : sftpuserl
Server Path :

SFTP password: EIR AR

If the SFTP server is a Linux machine and you want to specify an absolute path on the server, it should
start with a "/" (forward slash).

Agent III C1|S3|L1D>set sftp serverpath /home/ionbackup

SFTP server path has been set to /home/ionbackup.

Agent III C1|S3|L1D>show sftp config

SFTP configuration:
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SFTP state: Disabled

Server port: 22

SFTP User : sftpuserl
Server Path : /home/ionbackup
SFTP password: I

If the SFTP server is a Windows machine and you want to specify an absolute path including a drive
name (like C: or D:) on the server, it also should start with a "'/" (forward slash). For example, if the path
on the Windows machine "C:\user\ionbackup", it should be configured in the ION like
"/C:/user/ionbackup"

Agent III C1|S3|L1D>set sftp serverpath /C:/user/ionbackup
SFTP server path has been set to /C:/user/ionbackup.

Agent III C1|S3|L1D>show sftp config

SFTP configuration:

SFTP state: Disabled

Server port: 22

SFTP User : sftpuserl

Server Path : /C:/user/ionbackup
SFTP password: EIR AR

If a relative path (i.e. a path under user's home directory) to be used, just specify it without a leading "/"
(forward slash). It applies to both Linux and Windows machines.

Agent III C1|S3|L1D>set sftp serverpath ion/backup

SFTP server path has been set to ion/backup.

Agent III C1|S3|L1D>show sftp config

SFTP configuration:

SFTP state: Disabled
Server port: 22

SFTP User : sftpuserl
Server Path : ion/backup
SFTP password: EIR AR

Set/reset the path to user's home directory.
Agent III C1|S3|L1D>set sftp serverpath ""
SFTP server path has been set to .

Agent III C1|S3|L1D>show sftp config

SFTP configuration:

SFTP state: Disabled
Server port: 22

SFTP User : sftpuserl
Server Path :

SFTP password: I

5. Set sftp server port. By default port 22 is used for sftp transfers. If you would like to use a custom port
number, use this command. Also make sure that the server is configured accordingly.

Agent III C1|S3|L1D>set sftp port 4000

SFTP port has been set to 4000.

Agent III C1|S3|L1D>show sftp config

SFTP configuration:
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SFTP state: Enabled
Server port: 4000

SFTP User : sftpuserl
Server Path :

SFTP password: EIR AR

6. Enable or disable the sftp admin state. If disabled, tftp transfer will be used instead of sftp.

Agent III C1|S3|L1D>set sftp state enable
SFTP has been enabled.

Agent III C1|S3|L1D>show sftp config

SFTP configuration:

SFTP state: Enabled
Server port: 22

SFTP User : sftpuserl
Server Path :

SFTP password: I

7. Upload a new firmware to the firmware-db
Agent III C1|S3|L1D>show upgrade firmware file

Card type Revision Firmware file name
IONPS 1.2.5 IONPS_1.2.5 AP.bin
X222X_x322x 1.3.18 X222x_x322x_1.3.18 AP.bin
x323x 1.3.18 x323x_1.3.18_AP.bin

x411x 3.0.5 x4110_3.0.5 _AP.bin

x631x 3.0.0 x6310_3.0.0_AP.bin
X611x_x612x 2.0.11 x611x_x612x_2.0.11 AP.bin
X621x 2.0.0 Xx6210_2.0.0_AP.bin

x311x 2.0.3 x3110_2.0.3_AP.bin

x211x 2.0.0 x2110_2.0.0_AP.bin

IONMM 1.5.15 IONMM-1.5.15_AP.bin

Agent III C1|S3|L1D>sftp get remotefile IONMM-1.5.17 AP.bin
SFTP transferring...

File transferred successfully!
Agent III C1|S3|L1D>

Agent III C1|S3|L1D>update firmware-db file IONMM-1.5.17_AP.bin
Updating is in progress...

Update succeeded!

Agent III C1|S3|L1D>show upgrade firmware file

Card type Revision Firmware file name
IONPS 1.2.5 IONPS_1.2.5 AP.bin
X222X_X322x 1.3.18 X222x_x322x_1.3.18 AP.bin
X323x 1.3.18 Xx323x_1.3.18_AP.bin

x411x 3.0.5 x4110_3.0.5_AP.bin

x631x 3.0.0 X6310_3.0.0_AP.bin
X611x_x612x 2.0.11 X611x_x612x_2.0.11_AP.bin
X621x 2.0.0 x6210_2.0.0_AP.bin
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x311x 2.0.3 x3110_2.0.3_AP.bin
x211x 2.0.0 x2110_2.0.0_AP.bin
IONMM 1.5.15 IONMM-1.5.15_AP.bin

8. Upgrade the IONMM with a new firmware image
Agent III C1|S3|L1D>sftp upgrade remotefile IONMM-1.5.15_ AP.bin

Processing...

SFTP upgrade succeeded!

SFTP Configuration — Web Method
1. Access the IONMM through the Web interface.
2. Select the SFTP tab.

SFTP Status SFTP Server Address SFTP Server Port SFTP User Name
Enabled ~ || 1/192.168.56.5 22 iouserl
Remote File Location
Isrvitftp
Refresh|Save|Help

SFTP Password
Password

Confirm Password:
Save Password

In the SFTP Status field, select Enabled.

Type the SFTP server IP address and port. By default port 22 is used.
Type the SFTP user name.

Type the directory for the remote file location.

Click Save and continue to the password field.

Type the SFTP password and retype it to confirm.

Click Save Password.

LWooNOURAW

MAIN || IP || SNTP | HTTPS | SSH | RADIUS | TACACS+ ACL | SNMP | USERS EEIgIl BACKUP-RESTORE

UPGRADE

Operations like Backup/Restore, HTTPS, SSH, and firmware upgrade will use SFTP or TFTP based on

whether SFTP is enabled or disabled.
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4. Operation
This section describes the non-configuration operations that can be performed for the IONMM.

Backup and Restore Operations (Provisioning)

You can back up and restore the configuration information for the IONMM and any or all the NIDs in the
ION system via the Web interface.

A Backup is used to get the SIC card running configuration, convert it to CLI commands, and save those
CLI commands into the backup file. The backup file is stored in the IONMM. Note: Lantronix
recommends as a “best practice” to back up each SIC card’s configuration after it is fully configured, so
that in the event of an error or hardware failure, the configuration can be easily and rapidly restored.

A Restore is used to send the CLI commands in the configuration file to a SIC after removing the current
SIC running configuration. If a problem causes the SIC card configuration restoration to stop (e.g., due to
a lost network connection between the PC host and Agent card) the SIC card will use the previous
configuration to run the traffic. If the IONMM card is downloading the restore configuration data to the
SIC card and the SIC card is physically removed from the chassis, the SIC card will use the factory default
configuration setting when it is re-inserted into the chassis.

Lantronix recommends that you view the SIC card’s current configuration before a backup/restore
operation to verify the desired configuration settings. Use the command “show card info” for this. There
are several CLI show commands that allow you to display (show) information about the NID
configuration. For a complete description of these and other CLI commands see the ION System CLI
Reference Manual, 33461.

Note: Disable the DHCP client for each device that you want to backup/restore.

Note: The maximum length for the file name of the backup file or TFTP/SFTP upload or download file is
128 characters (added at ION v1.3.10).

For information on the status of important ION system files resulting from this operation, see “Appendix
C: ION System File Content and Location”.

Note: IONMM and IONMM-232 Firmware version 1.5.0 enhanced the backup and restore operations.
After upgrading to v1.5.0, new backups should be made. See the ION Release Notes.
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Backup the Configuration — Web Method

The following procedure describes how to back up the configuration of one or more modules in the ION
system. The backup file is stored in IONMM memory. Note that a backup/restore operation of a NID
with full configuration (maximum entries for all dynamic tables) may take a long time (approximately 50
minutes).

When you execute a backup/restore, the status will change to ‘Success’ approximately one second after
you start the backup/restore, but it is still ongoing in the background. A message displays saying that ac-
tion is ongoing; after the action is finished, then the status will change to ‘Success’.

If you add 255 VLAN entries via script, then perform a backup and restore, the backed up config file list
totals 255 VLAN entries (less the default VLAN). When you perform the restore, it fails, due to adding
the 255" VLAN entry. See “Dynamic Table Entry Limits”.

IMPORTANT

A Doing a reboot, restart, or upgrade of the IONMM, a power restart of the chassis, or a reset to
factory removes temporary files (e.g., configuration backup files, Syslog file. A Factory Reset also
removes the permanent settings (e.g., configuration files, HTTPS certification file, SSH key).

1. Access the IONMM through the Web interface (see “Starting the Web Interface”).
2. Select the BACKUP-RESTORE tab. Select the Backup sub-tab if not already displayed.

LANTRONIX

‘ Systemw | Vieww Helpw

ION System L] main | 1 | sntp || HTTPs | ssH | Rapius | TacAcs+ | AcL | snmp | users upGRADE || (1]
=5 ION Stack TFTP Server Addres (Statu ‘
=" Chassis %72,27 100.96 | [No Action I
+[04]C6210-3040
+1[08]1C3220-1040
+ [09]CA120-1040
Restore
+ [12]IONMM =
FTISIC3720-T040 Select Modules to Back Up (Download config files after backing up is done)
+[17]C6210-3040 Select | Index Module Config File saved on IONMM Prov Status
+/[19]C3221-1040 O 1 Chassis(ION219) ION_19-Slot-1-1-0-0-backplane.config
+[22]IONPS-A O 2 [04]C6210-3040 ION_19-Slot-2-1-4-1-C6210-3040.config
O 3 [08]C3220-1040 JON_19-Slot-3-1-8-1-C3220-1040.config
O 4 [09]C6120-1040 ION_19-Slot-4-1-8-1-C6120-1040.config
O 5 [12]IONMM ION_19-Slot-5-1-12-I0NMM config
O 6 [16]C3220-1040 ION_19-Slot-6-1-16-1-C3220-1040 config
O 7 [17]C6210-3040 ION_18-Slot-7-1-17-1-C6210-3040.config
O 8 [19]C3221-1040 ION_18-Slot-8-1-18-1-C3221-1040.config
D 9 [22]IONPS A ION_19-Slot-9-1-22-1-I0NPS-A config
Refresh[Back Up[Help|
Select All
[ Getting all records finished Version: 159

If SFTP is enabled, the Backup-Restore page will display the SFTP Server Address.
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MAIN P SNTP HTTPS || SSH RADIUS | TACACS+ || ACL || SNMP USERS

SFTP Settings
SFTP Server Address rStatus
192.168.56.5 No Action

Select Modules to Back Up (Download config files after backing up is done)

Siglal BACKUP-RESTORE UPGRADE

Refresh|Back Up|Help

Eebolon

Select Index Module Config File saved on IONMM Prov Status
i 1 Chassis(ION219) mylonStack-1-1-0-0-backplane.config
L 2 [03]IONMM mylonStack-2-1-3-IONMM.config
= 3 [18]C6210-3040 mylonStack-3-1-18-1-C6210-3040.config
4 [22]IONPS-A mylonStack-4-1-22-1-IONPS-A config

3. Inthe TFTP Server Address field, enter a valid IPv4 or IPv6 address (e.g., 192.168.1.30 or

fe80::2c0:f2ff:fe20:de9e).

4. Verify that the TFTP/SFTP Server is running and configured, and that the file to be downloaded is

located correctly (e.g., at C:\TFTP-Root).

5. Verify that the card list shown in the table is correct; if not correct, fold and then unfold the "ION

Stack" node in the left tree view to refresh.

6. Note the Status field message (Wrong Firmware, No Action, etc.).

7. Inthe Select column, check the checkbox of each module to be backed up.

8. Do you want to rename the backup file?

Yes

No

a) In the Config File column, click the file name.

b) Type a new name for the backup file. Note: the file name
must be 1-63 characters long and must end with .config.

c¢) Continue with step 9 below.

Continue with step 9 below.

9. Click the Back Up button. The message “Backup is being processed ...” displays. The Back Up

operation can take several minutes.

10. When the confirmation window displays, click OK. The backup file is saved in the IONMM.
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| System~ | View=  Help~

ION System MAIN | IP | SNTP | HTTPS | SSH | RADIUS | TACACS+ | ACL | SNMP | USERS
_HI.ON Slacl.c [ TFTP Server Address 11 Status 1
=i Chassis |[132.251 240 104 | [TFTP Failure I
+1[D1]IONMM
+ [02]C4110-4848 Restore
+ [03]C3221-1040 Select Modules to Back Up (Dowy| Message from webpage 0 0 == -
+ [04]C3100-4040 Select  Index Module s |
+ -[05]C3231-1040 O ALL ".‘ Backup following medules:
T /[06]C4120-1040 1 [01]IONMIV . [01TIONMM, [02]C4110-4848, [03]C3221-1040, [05]C3231-1040,
+1{07]C3220-1040
+ -[22]IONPS-D-R1 2 [02]C4110~ are you sure to procesd?
+1[23]IONPS-A-R1 3 [03]C3221-
O 4 [041C3100-4) ok ] [ Caneel |
5 [08]C3231-{) _ __
m L3 MEICA12n-1n4n CIRCINTAAACAT120-1040N ranfin

The Prov Status column displays the provision operation result (ongoing, success, or fail).

11.
TFTP” displays.

12.
13.
14,

Click the OK button to clear the web page message.
If the Back Up operation fails, go to step 15 below.
To send a copy of the backup file to the TFTP/SFTP Server:

a. Make sure the TFTP/SFTP Server is running and configured.

b. Inthe TFTP Server Address field, enter the IP address of the server.

Click the Download button. When completed, the message “File has successfully transferred via

c. Click the Download button. The message “File is being transferred” displays.

d. When the successful completion message displays, click OK. The TFTP/SFTP Server now
contains an emergency backup file for the module specified.

15. If the Backup operation fails, the Prov Status column displays “failure”. Click the box to download an
error log from the device.

System~ | View~ | Help~

10N System =]
| [=" 10N Stack '
= Chassis

+ [D1]1ONMM

+ [02]C4110-4848

+ [03]C3221-1040

+ [04]C3100-4040

+ [05]C3231-1040

+1[06]C4120-1040

+[07]C3220-1040

+ [22]IONPS-D-R1

+ [23]IONPS-A-R1

MAIN || IP || SNTP | HTTPS | SSH | RADIUS | TACACS+ | ACL | SNMP | USERS |[:iLlsAlESyelrial UPGRADE

TFTP Server Address

192.168.0.99

— rStatus-
No Action

Select Modules to Back Up (Download config files after backing up is done)

Select Index
= ALL
o) 1
L 2
o4 3
Ll 4
o 5
L 5
W 7
L 8
L 92

Module

[D1]IONMM
[02]C4110-4848
[03]C3221-1040
[04]C3100-4040
[05]C3231-1040
[06]C4120-1040
[07)C3220-1040
[22]IONPS-D-R1
[23)IONPS-A-R1

Config File (Click to Modify)

CIRCUIT-1-1-1ONMM _config

CIRCUIT-1-2-1-C4110-4848 config
CIRCUIT-1-3-1-C3221-1040.c onfig
CIRCUIT-1-4-1-C3100-4040.config
CIRCUIT-1-5-1-C3231-1040.c onfig
CIRCUIT-16-1-C4120-1040.config
CIRCUIT-1-7-1-C3220-1040.c onfig
CIRCUIT-1-22-1-4ONPS-D-R 1. confl
CIRCUIT-1-23-1-1ONPS-A-R1.conf

Refresh|Back Up|Help)

]
]

Prov Status

BUCCEss
Success
sSuUCCess
success
FUCCESS
SUCCESS
success
failure .

failure
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The error (.ERR) log file is downloaded to the TFTP/SFTP server address specified, in TFTP-Root with a
filename such as 1-11-C2210-1013.config. You can open the file in a text editor. See “The Config Error
Log (config.err) File” section for error messages and possible recovery procedures.

When the Back Up is successfully completed, you can edit the Config file (optional) or continue with the
applicable Restore procedure. See:

e Editing the Config File (Optional)
e Restoring the Configuration
Backup Standalone Modules

The following procedure describes how to back up the configuration of a standalone module.

IMPORTANT

ﬁ Doing a reboot, restart or upgrade of the IONMM, a power restart of the chassis, or a reset to
factory removes temporary files (e.g., configuration backup files, Syslog file). A Factory Reset
also removes the permanent settings (e.g., configuration files, HTTPS certification file, SSH key.

1. Access the IONMM module through the Web interface (see “Starting the Web Interface”).
2. Select the BACKUP-RESTORE tab.

ION System MAIN || SNTP | HTTPS || SSH || RADIUS || ACL | SNMP || USERSCIEIERIERZI LIS UPGRADE
- ‘,ON Siagk TFTP Semver Address—(Status———————————
_ [192.168.1.30 [|[[Ne Action |
Backup DIEEN
+ [02]C6210-3040 SR |
+/[03]C3230-1040 Select Modules to Back Up {(Download config files after backing up is done)
+-[04]C3231-1040 Select  Index Module Config File {Click to Modify) Prov Status TFTP Action
+-[05]C3230-1040 O 1 [01]IOMMI 110NV canfig Download|
+/[06]C3220-1040
O 2 [02]C6210-3040 1-2-C6210-3040 config
+1[07]C3210-1013
+-[08]C3221-1040 O 3 [03]C3230-1040 1-3-C3230-1040.config
+[10]CE010-3040 O 4 [04]C3231-1040 14-C3231-1040._config
+1[12]C2110-1013 o ;
T [141c22104013 5 [05]C3230-1040 1-5-C3230-1040.config
+/[16]C2220-1014 O 6 [06]C3220-1040 1-6-C3220-1040._config
4 [22]ONPS-A O 7 [05-L2JREM $3230-1040 1-6-2-83230-1040 config
+/[23]I0NPS-D
[ B [07]C3210-1013 1-7-C3210-1013.config Download
(L] 9 [08]C3221-1040 1-8-C3221-1040 config Download|
O 10 [10]C6010-3040 1-10-C6010-3040 config
O 11 [12]C2110-1013 1-12-C2110-1013 config
O 12 [14]C2210-1013 1-14-C2210-1013 canfig Download
O 13 [16]C2220-1014 1-16-C2220-1014 canfig
O 14 [22]IONPS-A 1-22-10NPS-A config
O 15 [23]IONPS-D 1-23-0NPS-D.config Download|
Refresh||Back Up||Help|
Getting values finished Version: 0.7.3

If SFTP is enabled, the web page displays the SFTP Server Address.
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MAIN IP || SNTP | HTTPS | SSH | RADIUS

TACACS+ || ACL || SNMP USERS Siglal BACKUP-RESTORE UPGRADE

SFTP Settings
SFTP Server Address rStatus
192.168.56.5 No Action

Restore

Select Modules to Back Up (Download config files after backing up is done)

Select Index Module Config File saved on IONMM Prov Status
[ i 1 Chassis(ION219) mylonStack-1-1-0-0-backplane.config
i 2 [03]IONMM mylonStack-2-1-3-IONMM.config
u 3 [18]C6210-3040 mylonStack-3-1-18-1-C6210-3040.config
4 [22]IONPS-A mylonStack-4-1-22-1-IONPS-A config
Refresh|Back Up|Help
Select All

3. Inthe Select column, check the checkbox of the module to be backed up.

4. Do you want to rename the backup file?

Yes No

a) In the Config File column, click the file name. Continue with step 5.

b) Type a new name for the backup file. Note: the file name
must be from 1-63 characters in length and must end with
.config.

c¢) Continue with step 5.

5. Click the Back Up button.
6. When the confirmation window displays, click OK. The backup file is saved in the IONMM module.
7. To send a copy of the backup file to the TFTP/SFTP server:

a. Make sure the TFTP/SFTP Server is running and configured.

b. In the TFTP/SFTP Server Address field, enter the IP address of the TFTP/SFTP server.

c. Click the Download button.

d. When the successful completion message displays, click OK.
When the Back Up is successfully completed, you can edit the Config file (optional) or continue with the
applicable Restore procedure:

e Editing the Config File (Optional)

e Restoring the Configuration

33457 Rev. M https://www.lantronix.com 153



https://www.lantronix.com/

Lantronix

IONMM and IONMM-232 User Guide

Editing the Config File (Optional)

In some circumstances you may need to edit the backup Config file before restoring it. For example, you
may want to globally change the VLAN IDs or other addressing.

The procedure below provides steps typically used in editing a Config file.

1.
2.

Complete the applicable Backup procedure from the previous section.

Open the Config file in a plain text editor from the TFTP/SFTP server location (e.g., C:\TFTP-Root\1-9-
C3231-1040.config).
Edit the Config file sections. Each Config file contains a DEVICE LEVEL CONFIG section and two PORT

x CONFIG sections (three PORT x CONFIG sections for the model x3232 NIDs).
Save the edited Config file back to the TFTP/SFTP server location (e.g., C:\TFTP-Root\1-9-C3231-

1040.config).

Continue with the applicable Restore procedure from the following section using the edited

Configuration file.

A sample IONMM Config file is shown below.

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

[DEVICE LEVEL CONFIG]

set acl state=disable

set ip6tables acl state=disable
remove acl condition all

remove ip6tables acl condition all
remove sysuser all

prov remove snmp all

remove acl rule all

remove ipé6tables acl rule all

ip address mode =static

ip type=ipv4 addr=192.251.220.197 subnet-mask=255.255.255.0
gateway type=ipv4 addr=192.251.220.2
ipv6-mgmt state=disable

ipv6 address mode =static

ip type=ipv6 addr=:: prefix=0

ipv6 gateway mode=static

gateway type=ipv6 addr=::

dns-svr svr=1 type=ipv4 addr=0.0.0.0
dns-svr svr=2 type=ipv4 addr=0.0.0.0
dns-svr svr=3 type=ipv4 addr=0.0.0.0
dns-svr svr=4 type=ipv6 addr=::
dns-svr svr=5 type=ipv6 addr=::
dns-svr svr=6 type=ipv6 addr=::

sntp state=disable

sntp dst-state=disable

sntp timezone=8

sntp dst-start="1969 1231 18:00:00"
sntp dst-end="1969 1231 18:00:00"
sntp dst-offset=0

sntp-svr svr=1 type=dns addr=0.0.0.0
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31
32
33
34
35
36
37
38
39
40
41
42
43
a4
45
46
47
48
49
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

sntp-svr svr=2 type=dns addr=0.
sntp-svr svr=3 type=dns addr=0.
sntp-svr svr=4 type=dns addr=0.
sntp-svr svr=5 type=dns addr=0.

®© ®© ®© © ®
®© ®© ®© © ®
®© ®© © ®© ®

sntp-svr svr=6 type=dns addr=0.
radius client state=disable

radius svr=1 type=dns addr=0.0.0.0 retry=3 timeout=30
radius svr=2 type=dns addr=0.0.0.0 retry=3 timeout=30
radius svr=3 type=dns addr=0.0.0.0 retry=3 timeout=30
radius svr=4 type=dns addr=0.0.0.0 retry=3 timeout=30
radius svr=5 type=dns addr=0.0.0.0 retry=3 timeout=30
radius svr=6 type=dns addr=0.0.0.0 retry=3 timeout=30

tacplus client state=disable

tacplus svr=1 type=dns addr=0.0.0.0 retry=3 timeout=30
tacplus svr=2 type=dns addr=0.0.0.0 retry=3 timeout=30
tacplus svr=3 type=dns addr=0.0.0.0 retry=3 timeout=30
tacplus svr=4 type=dns addr=0.0.0.0 retry=3 timeout=30
tacplus svr=5 type=dns addr=0.0.0.0 retry=3 timeout=30
tacplus svr=6 type=dns addr=0.0.0.0 retry=3 timeout=30
acl table=filter chain=input policy=drop

acl state=disable

ip6tables acl table=filter chain=input policy=accept
ip6tables acl state=disable

mgmt vlan state=disable

mgmt vlan port=none

mgmt vlan vid=2

prov set tftp svr type=ipv4 addr=192.251.220.100

set
set
set
set
set
set
set
set
set
set
set
set
set
add
add
set
set

system name="Agent III"
system contact="Lantronix(techsupport@lantronix.com)"

system location="10900 Red Circle Drive Minnetonka, MN 55343 USA"

https state=disable

https port=443

usb-port state=enable

ssh server state=enable

ssh client timeout=60

ssh auth-retry=3

syslog svr port=514

syslog mode=localAndRemote

syslog level=alert

syslog svr type=ipv4 addr=192.251.220.100

snmp community name public access_mode read_only
snmp community name private access_mode read_write
login method= local

sysuser name ION pass private confirmpass private

[PORT 1 CONFIG]

set

ether autoneg state=enable
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78
79
80
81
82
83
84
85
86
87

set
set
set
set

ether autocross=auto
ether adv-cap=10THD+10TFD+100THD+100TFD
ether pause=nopause
ether admin state=up

[PORT 2 CONFIG]

set
set
set
set
set

ether autoneg state=enable

ether autocross=auto

ether adv-cap=10THD+10TFD+100THD+100TFD
ether pause=nopause

ether admin state=up
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Restore the Configuration — Web Method

The following procedure describes how to restore the configuration of one or more modules in the ION

system.

Note: these Restore procedures require that the TFTP or SFTP server be running and properly
configured, and that the backup configuration file is named and located properly.

IMPORTANT

A restore operation requires a backup configuration file.

1. Access the IONMM through the Web interface (see “Starting the Web Interface”).

2. At the BACKUP-RESTORE tab, select the Restore sub-tab. The “Modules to Restore” table displays.

LANTRONIX

‘ System v  View~> Helpw

ION System
= |ON Stack
= Chassis
+[04]C6210-3040
+[08]C3220-1040
01040

I‘Emﬂ |4O

+/[17)C6210-3040
+1[191C3221-1040
+/[22]IONPS-A

If SFTP is enabled, the Backup-Restore page will display the SFTP Server Address.

[TFTP Server Addres:

[Statu 1

17227 100.95

|No Action I

| Resiore from TAR

]Restore from TFTP.

Select Modules fo Restore (Upload config files before restoring is started)

MAIN || IP | SNTP | HTTPS || SSH | RADIUS | TACACS+ | ACL | SNMP | USERS [ERIEGLSNSIlenS ’ PGRADE

| Select | Index Module Config File saved on IONMM Prov Status
0O 1 Chassis{ION219) ION_19-Slot-1-1-0-0-backplane.config
O 2 [04]C6210-3040 ION_19-Slot-2-1-4-1-C6210-3040.config
O 3 [08]C3220-1040 ION_19-Slot-3-1-8-1-C3220-1040 config
O 4 [09]C6120-1040 ION_19-Slot-4-1-9-1-C6120-1040.config
0O 5 [12]IONMM ION_19-Slot-5-1-12-IONMM config
O 6 [16]C3220-1040 ION_19-Slot-8-1-16-1-C3220-1040.config
O 7 [17]C6210-3040 ION_19-Slot-7-1-17-1-C6210-3040.config
O 8 [19]C3221-1040 ION_19-Slot-8-1-19-1-C3221-1040.config
O 9 [22]IONPS-A ION_19-Slot-8-1-22-1-IONPS-A config

Refresh|Help
Select All
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MAIN | IP | SNTP | HTTPS | SSH | RADIUS | TACACS+ | ACL | SNMP | USERS | SFTP m-Ble(Isu=1lel iy UPGRADE

SFTP Settings
SFTP Server Address rStatus
192.168.56.5 No Action

Backup Restore

Select Modules to Back Up (Download config files after backing up is done)

Select Index Module Config File saved on IONMM Prov Status
[ b 4 Chassis(ION219) mylonStack-1-1-0-0-backplane.config
- 2 [03]IONMM mylonStack-2-1-3-IONMM.config
3 [18]C6210-3040 mylonStack-3-1-18-1-C6210-3040.config
4 [22]IONPS-A mylonStack-4-1-22-1-I0NPS-A.config

Refresh|Back Up|Help

Select All

3. Enter a TFTP Server Address, or in the Restore from TAR section, enter a TAR filename (e.g.,
IONMM_1.5.5_AP.zip) and click the Restore from TFTP server button as required.

4, If the card list shown in the table is not correct, unfold the ION Stack in the left tree view, and then
refold it to refresh the table information.

5. Inthe Select column, check the checkbox of each module to be restored. Note that you must Upload
config files before restoring is started.

6. Is the configuration file to be restored different than the one shown in the Config File column?

Yes No

a) In the Config File column, click the file name. Continue with step 7 below.

b) Type the name of the backup file to be restored.
Note: the file name must end with .config.

c¢) Continue with Continue with step 6.

7. Does the configuration file need to be retrieved from the TFTP/SFTP server?

Yes No

a) In the TFTP Server Address field, enter the IP address of | Continue with step 8 below.
the server.

b) Click Upload.
¢) When the successful transfer message displays, click OK.
d) Continue with step 8.

8. Click the Upload button. The config file is uploaded via the TFTP/SFTP server. When done, the
message “File has been successfully transferred via TFTP.”
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9. Click the OK button to clear the Webpage confirmation message “are you sure to proceed?”.

10. Click Restore button.

11. When the confirmation window displays, click OK. The configuration will be restored from the

specified file. During the Restore operation the message “Restoring is being processed ...” displays,
and the Prov Status column displays “ongoing”.
When the Restore operation is successfully completed, success displays in the Prov Status column.

12. If the Restore operation fails, the Prov Status column displays “failure”, then click the box to

download an error log from the device.

The error log file (.ERR file) is downloaded to the TFTP/SFTP server address specified, in TFTP-Root, with

a filename such as 1-11-C2210-1013.config. You can open the file in a text editor.

A sample portion of an error log file (.ERR file) is shown below.

File Edit %iew Insert Format Help

DEE &k # By

AGENT PM ERECR: CLI command remove vlan all failed

AGENT FM ERECR: CLI command remove fwddbh all failed

AGENT PM ERROR: CLI command set ip-mgwt state=enable failed

AGENT PM ERROR: CLI command set dhop state=disable failed

AGENT PM ERROR: CLI command set ip type=ipvd4 addr=192.1658.0.10 subnet-mask=255.255.255.0
AGENT PM ERROR: CLI command set gateway type=ipwv4 addr=192.165.0.1 failed

AGENT PM ERROE: CLI command set dns-svr svr=1 type=dns addr=0.0.0.0 failed

AGENT PM ERROR: CLI command set dns-svr svr=Z type=dns addr=0.0.0.0 failed

AGENT PM ERROR: CLT command set dns-svr svr=3 type=dns addr=0.0.0.0 failed

AGENT PM ERROR: CLI comwand set dns-svr sve=4 type=dns addr=0.0.0.0 failed

AGENT PM ERROR: CLI command set dns-svr svr=5 type=dns addr=0.0.0.0 failed

AGENT PM ERROR: CLI command set dns-svr svr=6 type=dns addr=0.0.0.0 failed

AGENT PM ERROER: CLI command set smnp traphost svr=1 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set smwp traphost svr=2 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI comand set snmp traphost svr=3 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set snmp traphost svr=4 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set snmp traphost svr=5 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set smnp traphost svr=6 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set sntp state=disable failed

AGENT PM ERROR: CLI command set sntp dst-state=disable failed

AGENT PM ERREOR: CLI command set sntp timezone=3 failed

AGENT PM ERROR: CLI command set sntp dst-start="1969 1231 15:00:00" failed

AGENT PM ERROR: CLI command set sntp dst-end="1969 1231 15:00:00" failed

AGENT PM ERROR: CLI command set sntp dst-offsect=0 failed

AGENT PM ERROR: CLTI command set sntp-swr svr=1 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLT command set sntp-swr svr=2 type=dns addr=0.0.0.0 failed

See “The Config Error Log (config.err) File” for error messages and possible recovery procedures.
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Backup and Restore - CLI Method

For more information about the CLI commands for backup and restore and all other CLI commands,
refer to the ION System CLI Reference, 33461.

Access the NID through either a USB connection (see “Starting a USB Session”) or an SSH or Telnet
session (see “Starting a Telnet Session”).

1. At the command prompt, check the current provisioning status. Type show provision modules and
press Enter.

2. Specify a backup index item number and a config file name.
Type set backup module-index=<1-256> config-file=STR_CFG_FILE and press Enter.

3. Specify a restore index item number and a config file name.
Type set restore module-index=<1-256> config-file=STR_CFG_FILE and press Enter.

4. Specify 1-10 provision modules to be backed up. Type backup prov module-list=xx and press Enter.
5. Specify 1-10 provision modules to be_restored. Type restore prov module-list =xx and press Enter.

6. Verify the configuration. Type show prov modules and press Enter. For example:

C1|S1|L1D>show prov modules

Index Module Config File Prov Status
1 [61]IONMM 1-1-IONMM.config

2 [02]C6210-3040 1-2-1-C6210-3040.config

3 [02:L2]REM:S6210-3040 1-2-2-56210-3040.config

4 [03]C3230-1040 1-3-1-C3230-1040.config

5 [04]C6010-3040 1-4-1-C6010-3040.config
C1|S1|L1D>set backup module-index 1 config-file xxxxx
C1|S1|L1D>set restore module-index 1 config-file 1
C1|Ss1|L1D>backup module-list 1

Processing...

Processing...

Backup finished

C1|S1|L1D>restore module-list 1

Processing...

Restore finished

C1|S1|L1D> C1|S1|L1D>show prov modules

Index Module Config File Prov Status
1 [01]IONMM 1-1-IONMM. config success

2 [02]C6210-3040 1-2-1-C6210-3040.config

3 [02:L2]REM:S6210-3040 1-2-2-56210-3040.config

4 [03]C3230-1040 1-3-1-C3230-1040.config

5 [04]C6010-3040 1-4-1-C6010-3040.config

C1|s1|L1D>

You can change the name of the “Config File” that displays when using the ‘show provision modules’
command. Use the refresh provision configure filename command to change the name of the “Config
File” displayed. Note: at IONMM FW v 1.4.2 the set backup module-index, set restore module-index,
and refresh provision configure filename commands are no longer supported.
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Note: When doing a backup all chassis cards or just backing up some cards in a chassis, if the
"stack_name" field is empty, then the chassis serial number is added to the front of the tarfile.

10N System m

+ ION Stack Name

stack_name is empty

Stack Members
Chassis Type Descripion
1 ION219 ION Chassis

Refresh | Save Help

Backup/Restore Status:

No backup/restore operations are processed.

This card is a remote remote x2x2x/x3x2x/x3x3x SIC and now is doing backup.

This card is a remote remote x2x2x/x3x2x/x3x3x SIC and now is doing restore.

This card is an IONMM or standalone x2x2x/x3x2x/x3x3x SIC and now is doing backup.
This card is an IONMM or standalone x2x2x/x3x2x/x3x3x SIC and now is doing restore.

Messages:

Error: this command should be executed on a remote mode x2x2x/x3x2x/x3x3x SIC!
Fail to set backup/restore operation!

Fail to set physical index!

Fail to set provisioning status!

Message: The specified module does not exist!
Invalid backup module-list, please give the parameter like module-list=1,4,13
Meaning: You entered an invalid Backup module list parameter.
Example:
Agent III C1|S1|L1D>backup module-list dddd
Invalid backup module-list, please give the parameter like module-1list=1,4,13
Agent III C1|S1|L1D>backup module-list 3333
(The session will be forced to quit after you input "3333" similar characters.)
Agent III C1|S1|L1D>backup module-list 1
The specified module does not exist!
Agent III C1|S1|L1D>backup module-list 1
Processing...

Backup finished
Agent III C1|S1|L1D>

Recovery:

1. Enter a valid backup module-list input parameter

2. Retry the Backup operation. See the related section of the manual.
3. Contact Tech Support if the problem persists.

Error: Fail to transfer the file!
Problem: ION 6 slots - CLI - perform backup configuring modules as a range fails.
Meaning: If all modules are configured to be backed up as range does not work correctly and has no
validation.
Example:
backup module-list 1-10
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Processing...
Backup finished (less than 15 seconds)
tftp put iptype ipv4 ipaddr 192.251.200.52 localfile 6-slots-1-1-1-IONMM.config
Tftp transferring...
Error: Fail to transfer the file!
Recovery: Configure as a series of modules (e.g., 2,3,4,5) and NOT including a range of modules (do not

include e.g., 2-5) then all modules are backed up correctly.
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Backup All and Restore All

IONMM v 1.3.18 adds Backup All and Restore All capabilities.

The Backup All and Restore All features can be configured via the ION System Web GUI or CLI com-
mands. The Backup/Restore feature provides Automatic TFTP or SFTP transfer, backup, and restore of
up to 41 modules at one time, time-stamped filenames that include the stackname and index number,
and time-stamped tarfile containing all the config files. The cards being backed up / restored must be in
Software mode (Hardware/Software Jumper set to Software mode).

Notes

1. TAR files are timestamped; individual files are not.

2. The default ION Stack name is changed from “ION Stack” (with a space) to “ION_Stack” (with an un-

derscore in place of the space character). IONMM v1.3.18 adds the chassis Stack Name to the start

of the tarfile and config files. If the stack name is empty, IONMM adds the chassis serial number

Name to the start of the tarfile and config files. Note: at IONMM v 1.3.19, when doing a backup with no

stack name the CLI prepends the serial number of the chassis to the TARFILE, but the Web Ul does not;

the Web just prepends an underscore, " " (_backup....... ).

Up to 41 cards can be backed up at one time. Up to 41 cards can be restored at one time.

The tarball contents are zipped under the directory 'tftpboot'.

When extracted, the directory 'tftpboot’ is created holding the individual config files.

For current timestamping, SNTP must be enabled and running.

Before doing a Backup or Restore, disable the DHCP client for each device you want to backup/re-

store.

8. When a Backup is performed, the first action is to delete all files in the IONMM tftpboot directory
(/tftpboot). This allows the new tarfile to contain the selected config files and nothing else.
The second action is to delete all tarfiles in the root directory (/). This prevents the tarfiles from po-
tentially filling up all the memory if a user backs up on a daily as is. The backup tarfile compresses all
config files in the /tftpboot directory but doesn't include the directory itself.

9. After a Backup or Restore a file named config.err is created in the tftpboot directory that you can
view in WordPad or similar package for troubleshooting purposes.

10. An Admin user has full rights to read/write all configurations via the Web and CLI. A Read-Write user
can read/write all configurations except for Upgrade and Backup/Restore via the Web and CLI.

11. When a Backup or Restore starts, the session timer resets to 2 hours. When finished, it resets to 15

Noupew

minutes.

Backup All and Restore All — CLI Method

CLI Commands

The following CLI commands are available for backup and restore operations:
e backup all
e  backup module-list
e get restore module-list
e restore <tar filename> all
restore <tar filename> module-list <string>
saveconf module-list
show provision backup modules
show provision restore modules
e prov get tftp svr addr=ADDR
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e prov set tftp svr type=(ipv4|ipv6}dns) addr=ADDR
e prov get sftp server addr=ADDR
e prov set sftp server type=(ipv4 |ipv6 |dns) addr=ADDR

Backup and Restore via the CLI

Note: For current timestamping, SNTP must be enabled and running. Use the set sntp and show sntp
commands.

1. Set the TFTP server address using the command "prov set tftp svr type ipv4 addr <TFTP IP>".
If SFTP is enabled, use the command: “prov set sftp server type=ipv4 addr=ADDR".
Make sure that the TFTP or SFTP server is running.

2. Make sure that the ION cards are in Software mode. The ION cards will have config errors if the card is
in Hardware mode. For a successful backup the cards must be in Software mode.

3. The "backup all" command finds all the cards in the chassis, backs up the configs in a time-stamped
TAR file (*.tar), and transfers the file to the PC using TFTP or SFTP.

Note: When using the CLI to backup all or restore all, you must enter the prov set tftp or prov set sftp
command first. See the following example:

Agent III C1|S1|L1D>prov set tftp svr type ipv4 addr 192.168.0.61
Agent III C1|S1|L1D>backup all

::-> timeStamp = 19700106 _11-45-25-AM

::-> tftpaddr = 192.168.0.10

::-> rm -f /tftpboot/*

==> Found all chassis cards <==

::--> backupname = SN101829 backup_19700106_11-45-25-AM. tar

::--> backupModuleIndex = 18

::--> backupCommand = 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18
Processing...

Backup finished

Agent III C1|S1|L1D>

4. Enter the command "backup module-list <string>" where string is the index of the cards separated by
commas. To get the indexes, use the command "show prov back mod", then select which index matches
the cards you want to back up. For example:

Agent III C1/S19/L1D>show prov back mod

Index Module Config File

1 [@@]backplane GP-1-0-0-backplane.config

2 [03]C3220-1040 GP-1-3-1-C3220-1040.config
3 [06]C3220-1040 GP-1-6-1-C3220-1040.config
4 [09]C3230-1040 GP-1-9-1-C3230-1040.config
5 [12]C3230-1040 GP-1-12-1-C3230-1040.config
6 [19]I0ONMM GP-1-19-1-I0NMM.config

7 [22]IONPS-A-R1 GP-1-22-1-IONPS-A-R1.config

Agent III C1/S19/L1D>

Then you can form the command "backup module-list 2,4,5" or "backup module-list 2,3,4,5". This com-
mand backs up the configs of the selected cards in a time-stamped TAR file (*.tar) and transfers the file
to the PC using TFTP or SFTP.

6. Enter the command “restore <tarfile name> module-list <string>".
For example: "restore backup_20170131_04-12-04-PM.tar module-list 4,5".
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Agent III C1/S19/L1D>restore backup_20170131_04-12-04-PM.tar module-list 4,5
::-> tftpaddr = 192.168.0.61

::-> tftp -r backup_ 20170131 04-12-04-PM.tar -g 192.168.0.61

::-> mv /tftpboot /tftpboot_old

::-> tar -xvf backup_20170131 04-12-04-PM.tar

numberOfRestoreModules = 19 (Total number of modules in the tarfile)
Processing...
::-> entity_index
::-> entity_index

3 level
4 level

147849216 slot
152043520 slot

1
1

Restore finished

7. The "restore all <tarfile name>" command will TFTP the named TAR file to the IONMM and write the
config files to the cards. This assumes that the cards’ model numbers (e.g., C3220-1014) and slot num-
bers are the same as those in the TAR file.

Agent III C1/S19/L1D>restore all backup_20170131_04-12-04-PM.tar

::-> backupname = backup_20170131_04-12-04-PM.tar

::-> tftpaddr = 192.168.0.61

::-> tftp -r backup 20170131 04-12-04-PM.tar -g 192.168.0.61

::-> mv /tftpboot / tftpboot_old

::-> tar -xvf backup_20170131 04-12-04-PM.tar

::-> restoreCommand = 2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20
Processing...

::-> Restore file name: GP-1-1-1-C3220-1040.config
::-> Restore file name: GP-1-2-1-C3220-1040.config
::-> Restore file name: GP-1-3-1-C3220-1040.config
::-> Restore file name: GP-1-4-1-C3230-1040.config
::-> Restore file name: GP-1-5-1-C3230-1040.config
::-> Restore file name: GP-1-6-1-C3221-1040.config
::-> Restore file name: GP-1-7-1-C3230-1040.config
::-> Restore file name: GP-1-8-1-C3220-1014.config
::-> Restore file name: GP-1-9-1-C2220-1014.config
::-> Restore file name: GP-1-10-1-C3110-1040.config
::-> Restore file name: GP-1-11-1-C6210-3040.config
::-> Restore file name: GP-1-12-1-C6010-3040.config

::-> Restore file name: GP-1-13-1-C3231-1040.config
::-> Restore file name: GP-1-14-1-C4110-4848.config
::-> Restore file name: GP-1-15-1-C3210-1040.config
::-> Restore file name: GP-1-16-1-C3220-1040.config
::-> Restore file name: GP-1-17-1-C3210-1013.config
::-> Restore file name: GP-1-19-1-I0ONMM.config

::-> Restore file name: GP-1-22-1-I0ONPS-A-R1.config

Restore finished
Agent III C1/S19/L1D>

When the restore is successfully finished the message Restore finished displays.

8. An SNTP server must be running on your PC for the time stamp to be accurate, and you must enable it
on the IONMM:

Agent III C1|S1|L1D>set sntp ?
dst-end Set SNTP daylight saving end time.
dst-offset
dst-start Set SNTP daylight saving start time.
dst-state
state
timezone Coordinated Universal Time timezone
Agent III C1|S1|L1D>set sntp state ?
disable
enable
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Agent III C1|S1|L1D>
Note 1: Regarding the results of Step 5 above ("backup module-list <string>") used to save selected con-
fig files to tftpboot and transfer to PC with TFTP:

Only indexes 4 and 8 were backed up by the command, but the tftpboot directory has other config files
which are also added to the tarfile. If Index 4 and Index 8 existed before, they will also be updated.

: No such file or directory

—AM.tar

Index 4
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Troubleshooting - CLI Messages

After a Backup or Restore a file named config.err is created in the tftpboot directory that you can view in
a text editor for troubleshooting purposes, as it shows the failed function.

Message:

Backup finished

Restore finished

Read backup_rlist.bin complete

Meaning: Successful Backup and Restore Messages (no action required).

Message:

Error: Wrong parameter number!

Error: this command should be executed on a device!

Error: Another user is using TFTP, please try it later!

Error: Fail to transfer the file!

error: Fail to set card entity index!

Error: Software version of this card is too old, please upgrade it!

Error: this command should be executed on IONMM or a standalone SIC!

Error: this command should be executed on a device!

Error: The specified module does not exist!

Error: backup all Invalid module: x

Error: backup module Invalid module: x

Error: Failed to set card entity index!

Error: Invalid backup module-list, please give the parameter like module-list=1,4,13
Error: Invalid restore module-list, please give the parameter like module-list=1,4,13
Error: At one time we can only backup at most 10 cards!

Error: Only 42 cards can be restored at one time.

Error: cannot get backplane stack name!

Error: cannot get card name!

Error: Restore backup has an invalid module: x

Failed to run command: x

Meaning: Failed backup and restore messages (action required).
Recovery:

1. Review the failed command parameters. 2. Open the file config.err is in the tftpboot directory in
WordPad or similar package to see the failed function. 3. Verify the Backup or Restore command param-
eters. 4. Re-try the Backup or Restore operation.

Message:

CLI command x failed.

The model type in unknown.

AGENT PM ERROR: failed to generate go port command!
AGENT PM ERROR:CLI command %s (tail) failed.

AGENT PM ERROR: CLI failed to send the quit command

Recovery: 1. Review the failed command parameters. 2. Open the file config.err is in the tftpboot direc-
tory in WordPad or similar package to see the failed function. 3. Verify the Backup or Restore command
parameters. 4. Re-try the Backup or Restore operation.

Message: tftp: timeout
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tftp: last timeout

Meaning: The tftp operation did not successfully complete. For example:
tftpboot/CIRCUIT-1-23-1-I0NPS-A-R1.config.err

::-> tftp -1 backup_19691231 09-09-37-PM.tar -p 192.251.240.104
tftp: timeout

tftp: timeout

tftp: timeout

tftp: timeout

tftp: timeout

tftp: last timeout

Backup finished

Recovery: 1. Make sure the TFTP server is running and configured. 2. Verify the IP address entered for
the TFTP server is correct. 3. Re-try the command. Note that the ION system will not let the ION login
session timeout during tftp transmission. When Backup/Restore starts the session timer resets to 2
hours. When finished, the session timer resets to 15 minutes.

Message:

backup in use by CLI

Failed to open /inUse.txt

Creating /inUse.txt in root directory

Meaning: The flag “inUse.txt” indicates the CLI is currently performing the backup or restore function.
Recovery: 1. Wait for the function in process to complete. 2. Re-try the operation.

Message: Failed to open /tftpboot/stackname.txt

Meaning: Could not read and attach the stack name or chassis serial number to the config file name.
Recovery: 1. Try changing the Stack name to exclude any space characters. 2. The Stack name must be
less than 32 characters long and this pattern = /[a-zA-Z\d '~ @#5%&* () {}[\];:"",.<>\-_=+\\|\/? 1{0,32}S/;

Message: <no warning message> when TFTP transfer fails

Meaning: IONMM CLI backup reports no error or warning when TFTP transfer fails. Backing up to a PC
when the TFTP server isn't running fails to create the file on the TFTP server (expected), but there is no
warning message on the IONMM to tell you that the TFTP transfer failed.

Recovery: 1. Verify success/failure by checking the tftp server’s log.

Message: AGENT PM ERROR: the configuration file /tftpboot/test-x-x-xxxx.config cannot be opened
Meaning: The first web Restore All after a IONMM reset fails. This occurs after either a software system
reboot or a card/chassis power cycle. All modules fail with the error message.

Recovery: Perform a Backup All, and then re-try the Restore All.

Issue: Legacy web backup also creates a TAR file

Meaning: A backup of an individual module via the web (legacy backup, meaning ALL not selected), a
TAR file containing backups of all modules is downloaded to the TFTP server. A download of the backup
of the individual module must still be performed.

Recovery: None; normal / unexpected behavior.
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Problem: IONMM CLI subsequent backups fail if any original cards are removed from chassis after initial
backup.

Meaning: 1. Install some cards in a chassis. 2. Do a backup all. 3. Remove a card from the chassis. 4. Do a
Backup All. 5. Notice the second backup all fails, with a message about an "invalid module".

Recovery: Power cycle the IONMM.

Problem: During IONMM CLI backup, additional cards added to chassis after initial backup are not
backed up during subsequent backups.

Meaning: 1. Install some cards in chassis. 2. Do a Backup All. 3. Add additional cards to the chassis. 4. Do
a Backup All. 5. Compare the backup files; the additional cards are not in the second backup.

Recovery: 1. Verify the Backup All parameter entries. 2. Retry the operation. 3. Make sure you are run-
ning the latest IONMM firmware; upgrade if possible. 4. Retry the operation. 5. Contact Lantronix Tech-
nical Support.

Problem: Backup fails / IONMM hangs when running a "backup all" from the CLI (e.g., on a C3230 or a
C6120).

Meaning: The card itself is causing the Backup failure.

Recovery: 1. Do a <ctrl>z to stop the process. 2. Remove/replace the failed card. 3. Try the Backup
again.

Example:

Agent III C1|S1|L1D>restore t all

==> BACKPLANE, Entity index = 8000000

==> AGENT, Slot = 1, Entity index = 8500000
Slot = 2, Entity index = 8900000

Slot = 3, Entity index = 8D00000
Slot = 4, Entity index = 9100000
Slot = 5, Entity index = 9500000
Slot = 7, Entity index = 9D00000
Slot = 8, Entity index = A100000

Slot = 9, Entity index = A500000
Slot = 10, Entity index = A900000
Slot = 12, Entity index = B100000
Slot = 13, Entity index = B500000
Slot = 14, Entity index = B900000
Slot = 15, Entity index = BD00©000
Slot = 23, Entity index = DD00©000
==> Found all chassis cards <==

backupname = t
::-> tftpaddr = 0
ti-> tftp -r t -g
tftp: timeout
tftp: timeout
tftp: timeout
tftp: timeout
tftp: timeout
tftp: last timeout

::-> tar -xf t -C /tftpboot .
tar: t: No such file or directory
Read backup_rlist.bin complete

.0.0.0
0.0.0.0

::-> Restore stack_name =
::-> val_array[@] =1
::-> prov_info.prov_cfg[val_array[@]-1].ent_index = 8500000
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::-> prov_info.prov_cfg[val _array[@]-1].restore_file = CIRCUIT-

fig

::-> Restore stack_name =
::-> val_array[1l] = 2

::-> prov_info.prov_cfg[val_array[1]-1].ent_index = 8D00000
::-> prov_info.prov_cfg[val_array[1]-1].restore_file = CIRCUIT-

0.config

::-> Restore stack_name =
::-> val_array[2] = 3

::-> prov_info.prov_cfg[val_array[2]-1].ent_index = 9100000
::-> prov_info.prov_cfg[val_array[2]-1].restore_file = CIRCUIT-

0.config

::-> Restore stack_name =
::-> val_array[3] =1

::-> prov_info.prov_cfg[val array[3]-1].ent_index = 8500000
::-> prov_info.prov_cfg[val _array[3]-1].restore_file = CIRCUIT-

fig

::-> Restore stack_name =
::-> val_array[4] = 2

::-> prov_info.prov_cfg[val_array[4]-1].ent_index = 8D0000O
::-> prov_info.prov_cfg[val_array[4]-1].restore_file = CIRCUIT-

0.config

::-> Restore stack_name =
::-> val_array[5] = 3

::-> prov_info.prov_cfg[val array[5]-1].ent_index = 9100000
::-> prov_info.prov_cfg[val_array[5]-1].restore_file = CIRCUIT-

0.config

::-> array_len = 6
Processing...

::--> prov_cfg[val_array[0]-1].ent_index = 8500000

::-> Restore file name: CIRCUIT-1-1-1-1-IONMM.config
Failed to set ION_PROV_TARFILE.2

::--> prov_cfg[val_array[1]-1].ent_index = 8D00©000O

::-> Restore file name: CIRCUIT-2-1-3-1-C3221-1040.config

::--> prov_cfg[val_array[2]-1].ent_index = 9100000

::-> Restore file name: CIRCUIT-3-1-4-1-C3100-4040.config

::--> prov_cfg[val_array[3]-1].ent_index = 8500000

::-> Restore file name: CIRCUIT-1-1-1-1-IONMM.config

::--> prov_cfg[val_array[4]-1].ent_index = 8D00000O

::-> Restore file name: CIRCUIT-2-1-3-1-C3221-1040.config

::--> prov_cfg[val_array[5]-1].ent_index = 9100000

::-> Restore file name: CIRCUIT-3-1-4-1-C3100-4040.config

<ctrl-z> <remove/replace failed card>

........................................................................... % Unknown command.

Agent III C1|S1|L1D>

1-

2-

3-

1-

2-

3-

-1-IONMM. con

-1-C3221-104

-1-C3100-404

-1-IONMM. con

-1-C3221-104

-1-C3100-404
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Troubleshooting - config.err File Messages

After a Backup or Restore a file named config.err is created in the tftpboot directory that you can view in
WordPad or similar package for troubleshooting purposes, as it shows the failed function.

Message: AGENT PM ERROR: the configuration file /tftpboot/IONstack-1-5-
IONMM.config cannot be opened

e | IONstack-1-5-I0MMM.config.err - WordPad =S S
= | ame View 'ﬁ
!
Cut i =T o) | e = e =y [FEE &% Find
Courier New 11 ~||A A EEIE| iz 7 =T h‘J (20l EF' ks .
Copy = . 23 Replace
B 7 U ahe X. x*|# ~ A~ ||= = = =| =7 || Piture Paint Dateand Insert | ...
- — = ~  drawing time object | iCJi Selectall
Clipboard Font Faragraph Insert Editing
a 1 1 1 2 1 El 1 4 1 5 1 & 1 T

AGENT PM ERRCR: the configuration file /tftpboot/ICONstack-1-5-ICNMM.config cannot be opened

100% (=) [} ()]

Meaning: The config file has a problem.
Recovery: 1. Make sure the TFTP server is running and its IP address is correct. . 2. Verify the filename is
correct. 3. View the config.err file. 4. Retry the operation.

Message: AGENT PM ERROR: CLI command set gateway type=ipv4 addr=192.168.0.1

failed
=) | |_ _L_ !: |ta:t-l-S-IONMM.config.err-.WcurdPad L e
E = Wlil View 'ﬁ
T _ Y
counernen |1\ & || EEE-=] b= & F [P B

ab
Gac Replace

Paste u x = - A - == = === Picture Paint Date and Insert | ...
- B | 7| U jshe X ||| 2 = = ~  drawing time object | iLli3electall

Clipboard Font Paragraph Insert Editing

'D"'I"'1""'"2"'I"'3"""'4'"I"'S"'I"'G"'I"'?'

=

LGENT PM ERRCR: CLI command set gateway type=ipv4 addr=1%2.168.0.1 failed
LAGENT PM ERROR: CLI command =set gateway type=ipv4 addr=19%2.168.0.1 failed i

100% (=) [} )

Meaning: Trying to set the IP address was unsuccessful.
Recovery: 1. Verify the gateway type is IPv4. 2, Verify the IP address you entered. 3. View the config.err

file. 4. Retry the operation.

Message: AGENT PM ERROR: the configuration file /tftpboot/test-x-x-xxxx.config cannot be opened
Meaning: The first web Restore All after a IONMM reset fails.

This occurs after either a software system reboot or a card/chassis power cycle. All modules fail with the
error: "AGENT PM ERROR: the configuration file /tftpboot/test-x-x-xxxx.config cannot be opened".
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Recovery: Perform a Backup All, and then re-try the Restore All.

Message: AGENT PM ERROR: the model type cannot be supported by Provision Module until now.
Meaning: After performing a Backup All, the backup tar file contains an ION_stack-1-0-0-backplane.con-
fig file with the message.

Recovery:

1. Verify the Backup All parameter entries.

2. Retry the operation.

3. Make sure you are running the latest IONMM firmware; upgrade if possible.

4. Retry the operation.

5. Contact Lantronix Technical Support.

Example:

TIONMM-12157809 C1|S19|L1D>cat /tftpboot/IONstackName-1-0-0-backplane.config.err
AGENT PM ERROR: the model type cannot be supported by Provision Module until now.
AGENT PM ERROR: the model type cannot be supported by Provision Module until now.
AGENT PM ERROR: the model type cannot be supported by Provision Module until now.
AGENT PM ERROR: the model type cannot be supported by Provision Module until now.
IONMM-12157809 C1|S19|L1D>backup module-list 1,2,3,4,5,6,7,8

Processing...

Backup finished

Message: Backup status ongoing displays continuously.

Meaning: When a Backup All fails, it can become a run-away process. After a Backup All failure, entering
the show prov back mod command will indicate that the backup status is ongoing. The status remains
that way until the IONMM is rebooted. Another backup all cannot be successfully completed while a
backup is ongoing.

Recovery: Reboot the IONMM and try the Backup All function again.
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Backup All and Restore All - Web Method

The Backup All and Restore All at IONMM v1.3.18 and above lets you backup and restore up to 41 mod-
ules via the Web GUI. An SNTP server must be running on your PC for the time stamp to be accurate,

and you must enable it on the IONMM Web Ul as shown below:

+ [091C3230-1040

UTC Timezane
1121032301040 {GNIT-06:00)Central Time (US & Canada) - |
+ [19)IONMM
+ [Z2IONPS-A-RY Daylight Saving Time Configuration

Daylight Saving Time—

Disabled -

0
I'Ung 1231180000 | |'1£|n] 1231180000 |

10 System Ll | wan || e [ HT7Ps || ssH || RapDius | Tacacse | act | snwe | UsERS | BACKUP-RESTORE
[ 10N Stack UPGRADE | '
= Chassis SNTP Configuration
+ [03)C3220-1040 SNTP Client Device Time—————
+ [0BJC3220-1040 Enabled | 1969 1231 18.0438 || Enable SNTP and set the

a\dng PiI'IDd S.tarlu Da)'llght Smng Period End1| [gaidight_Saﬂng Offsat (Tins}—.

TFTP servar

SNTP Servers
L o — I-SNTF' Sery'gl 2—
192.168.0.61 | {o0.0.0 ]
(SNTP Server 3— — NTP SEEEI 4~ —
lUﬂDU |'LIJ 0.0 |
SNTP Senver 5— SNTP Server §
0.0.00 | ||0 0.0.0 |

Rotesh [55)

Backup All via the Web Ul

1. Navigate to the IONMM > BACKUP-RESTORE > Backup tab and click the Select ALL button.
A checkmark is placed in the Select column for all modules, and the Select All button toggles to display

Clear All.
System> | View=  Help~
[1ON System a HTTPS | ssH | RADIUS | TAcACSs | AcL | stwp | userd 0
= IOH Stack TTFTP Server Address | Status
oos | o Aion
+ [O2TATT0-4648
+ (03032211040
+ [041C3100-4040 \ fasiors
+ (051632311040 S Modules to Back Up (Downdoad config files after backing up is done)
+ CH 101080 | - _ Conf il saved on ONMM Povsans ||
+ [0T]C3220-1040 i o 1|1 Chassis{IONBPC-219) 1- 1-B-G-bsckplane config
+[D8|C2210-1013 | 12 [D1]IONMM 2:1-10NMM config
+ [D9]C2110-1013 .“ =] || 3 [021C4110-4548 31-2-1-C4110-4848 config
+ [10]56120-1013 I =] ‘ 4 (03132211040 44:31.C3221-1040 config
+ [12]C3230-1040 |l @ 5 [041C3100-4040 5:1-4-1-C300-4040 config
: E?}Egiﬁ:ﬁ 2 | 5 [051C3231-1040 6-1-5-1-C3231-1040 config
+ [1EIC3220-1040 ( 7 T [06]C3110-1040 T-146-1-C3110-1040 config
+ [161C2220-1014 & s (07)C3220-1040 8-1.7-1-C3220-1040 config
+ [17]C3220-1013 o a4 [08)C2210-1013 9 1:8-1.C2210-101 3 config
+ [18]C4120-1048 & 10 [091c2110-1013 10-1-8-1-C2110-101 3.config
+ [23IONPS-A-R1 o 1 [10]36120-1013 11-1-10-1-56120-1013 config
| = | 12 [121C3230-1040 12-1-12.1-C3230-1040 config
|_ B | [131CE010-3040 13-1-13-1-CE10-3040.config
7] ) 14 [14]C6210-3040 14-1-14-1-C6210-3040 config
l B | s [15]C3220- 1040 15-1-15-1-C3220-104D.config
o j 16 [16]C2220-1014 16-1-16-1-C2220-1014 config
'llI =N AR [17]C3220-1013 17-1-17-1-C3220-1013.config
M [ 18 [18]C4120-1048 18-1-18-1-C4120-1048 config
2 j (1 | eoowesant ISLILIONPS AR1 confy
C Backup config files to IONM
- i SeTver

g TP en P
gl

If SFTP is enabled, the Backup-Restore webpage will display SFTP Server address.
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MAIN IP || SNTP | HTTPS || SSH | RADIUS | TACACS+ | ACL | SNMP | USERS Sl BACKUP-RESTORE UPGRADE

SFTP Settings

(SFTP Server Address rStatus
192.168.56.5 No Action

Select Modules to Back Up (Download config files after backing up is done)

Select Index Module Config File saved on IONMM Prov Status
i ] 1 Chassis(ION219) mylonStack-1-1-0-0-backplane.config

- 2 [03]IONMM mylonStack-2-1-3-IONMM.config

= 3 [18]C6210-3040 mylonStack-3-1-18-1-C6210-3040.config

i 4 [22]IONPS-A mylonStack-4-1-22-1-I0NPS-A config

[Refresh|Back Up|Help

Sekol ol

2. Click the Back Up button. This will backup config files to IONMM and TFTP/SFTP on the TFTP/SFTP
server.

A webpage message displays listing the selected modules for backup and prompting you to verify that
you want to proceed with the backup of these modules.

r Bl
Message from webpage @ 4 X
192.168.0.10 says:
__ X Backup following modules:
‘-I Backup following modules:

) Chassis{IONBPC-219), [O1IONMM, [02]C4110-4848, [03]C3221-1040,
Chassis(IONBPC-219), [01]IONMM, [02]C4110-4848, [03]C3221-1040, [04]C3100-4040, [05]C3231-1040, [07]C3220-1040, [08]C2210-1013,
[04]C3100-4040, [05]C3231-1040, [06]C4120-1040, [07]C3220-1040, 1 [09]C2110-1013, [10]56120-1013, [12]C3230-1040, [13]C6010-3040, t
[22]I0MPS-D-R1, [23]IONPS-A-R1, [14]C6210-3040, [15]C3220-1040, [16]C2220-1014, [17]C3220-1013,

| [23]IONPS-A-R1, f

are you sure to proceed?
are you sure to proceed?

| OK | ’ Cancel ] Cancel

e —_—

3. If you are not sure click Cancel. If you are sure click OK. The backup process begins. The screen is
grayed out while the Backup is in progress.

System - | View~ | Help~ |

ION System MAIN | 1P |[ sNTP || HTTPS || ssH || Ranius || TAcacs+ [ acL || snwp || users [[ERRIERIES NS
|=FION Stack TFTP Server Addr tatu )
= Chassis {192158[}2[1 \”aniun ]|
[+ [01]IONMM
[#-[02C4110-4848
[#-[031C3221-1040
[}[041C3100-4040
[05C3231-1040 Select Modules to Back Up (Download config files after backing up is done) |
& [08ICH10-1040 Select | Index | Module Config File saved cn IONMM Prov Status.
1+ {07]C3220-1040 ~ 1 Chassis(IONBPC-213) 1-1-0-0-backplane.config failure [1]
[F-[081C2210-1013 2 [01]IONMM 2-1-1-IONMM.config success
[#-[09]C2110-1013 3 [021C4110-4848 31-2-1-C4110-4848 config success
[+}[10]36120-1013 %] 1 [03]C3221-1040 41-3-1-C3221-1040 config success.
[#/[12]C3230-1040 %] 5 [m]czmo.‘ Backup is being processed... 7/ }nnﬁg success.
[#H[13[C6010-3040 —
I 6 osic33td - |onfig success
[[141C6210-3040 Ls-sssssrssss]
* [ ™ 7 [06IC311 onfig success
e ~ 8 [07]C3220-1040 8-1-7-1-C3220-1040.config success

4. When the backup process completes, the Backup page displays again with the new status (success or
failure) displayed in the “Prov Status” column. If Prov Status ongoing displays longer than momentarily,
click Refresh.
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System> | View= Help v

ION System

|=/ 10N Stack
+1 [02)C4110-4548
+[03)C3221-1040
+1 (041631008040
+ [DS}C3231-1040
+ [OTIC3220-1040
+ [D8)CZ210-1013
+ [DSIC2110-1013
+ [10JSE120-1013
+ [12)C3230-1040
+ [1CE010-3040
+[14]CE210-3040
+ [15]C3220-1040
+ [1E)CI220-1014
+ [17C3220-1013
+ [23]IONPS-ART

TFTP Server Address
152 168.0.61

Restore

Mo Action

Select Modules to Back Up (Downlcad config files after backing up is dors)

Select  Index Module

LY

<>

1 Chassss{IONEPC-2149)

= 2 [DTRCHEAM

+ 3 [G2pC4190-4840
’ 4 [O3pC3221-1040
’ 5 [O4}C3100-4040
# 6 [DSpCIZ31-1040
- T [OTPCIZ20-1040
o ] [OBpC2210-1013
"~ 9 [OHC21MD-1013
# 0 [10§SE120-1013
+ 1 [12pCI230-1040
- 12 [13CE010-2040
L 13 [14)CE210-3040
’ 14 [15)C3220-1040
o 15 [16)C2220-1014
o ] [1TRCAZ20-1013
# i7 [2APONPS-ART

Config File saved on IONMM
CIRCLAT-1-1-04Hbac kplane condig
CIRCUIT-2-1-1-J0MMM config
CIRCUIT-3-1-2-1-C4110-4848 config
CIRCUNT-8-1-3-1-C3221-1040 e ondig
CIRCIAT-5-1-4-1-C3100-2040 c onfig
CIRCINTS-1.5-1.C3231.1040 config
CIRCUNT-T-1-T-1-C3220-1040 config
CIRCIUNT-8-1-8-1-C2210-1013 config
CIRCIAT-8-1-5-1C2110-1013.config
CIRCIAT-10-110-1-55120-1013. c onfig
CIRCUNT-11-1-12-1-C3230-1040 config
CIRCUNT-12-1-13-1-C5010-3040. config
CIRCUNT-13-1-14-1-C8210-3040. e onfigy
CIRCIAT-14-1-15-1-C3220- 1040 c onfig
CIRCINT-18-1-18-1-C2220-1014. config
CIRCUNT-16-1-17-1-C3220-1013. config
CIRCINT-17.1.23-1.| ONPS4.R1, config

5. Verify the status shows success in the Prov. Status column.

|[ ain | 1P | SKTP | HTTPS | S5H | RADIUS | TACACS: | ACL | ShmP weas@ upcrape ||[0<]

Prov Siastus |

ilurg
5 Cheke e dewndoad ereor heg i

]
|
m e

BULLEES
SULEESS
SuCCess
SUCCHSS
SULCESS
failure

SUCCEEs
SUCCHES
SULCESS
B CEES
SUCEESS
SuCCEss
SUCCESS
BULCERE

falure

6. If the status shows failure, click the failure LI icon to download an error log from the failed device.
Note that the TFTP/SFTP server must be configured and running.

7. At the confirmation message, click the OK button to clear the webpage message. Make sure the
TFTP/SFTP server is up and configured, verify the name and location of the file being transferred, and

continue operation.

8. Hover the cursor over the failure IZI icon in the “Prov Status” column of a row; you can click the icon
to download the error log from the device. The file config.err is created in the tftpboot directory that

you can view in WordPad or similar package to see the failed function.

Example: The web successfully backed up 23 cards:
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_—

Select Mades b0 Back U (Downlund conby les sbw backng up is done]

,_M Wi, Mbodube Ciariby F e vl o RO Peaw Sisius
) i Chaais POMI 1S (-1 1.0-0-ber hpiane canly PRy
| = - oz 1040 CER-2 19845 X2FD- 16 onig SRS
) 3 [RINCIZAG 1040 O0EH-31.2- 1 C X0 1080 canlg Ry
| i [T 1 W0 o0 1. 3 140001 03058 ondg WCCEEE
¥ L [T 1004 05 141 L X030 10 M. conllg P
| &8 & [ 1340 Ol 1-5- 10 30 1060 caniy WL
L ) [k - 1040 ORI 14-1-C X 10060 conig ICCEE
| & 8 [OTCRTPE- 104 O 1.7-8.CX270- 10 M. conlg Tt
M b [CEIC - 100 o0t 1-6- L0 H- 1065 conlg TECEER
] 10 [FSpCTERe 1040 - 15 1-CX20- 1040 coniky Ry
# 11 [ LRERE CX3H)- 1040 0 EH-1.5-2-C M- 040 conky Tl
| & 12 [CIIAG 1040 OO0 LCTEI0- M0l conly  meccess
= 13 (1] v BT OOEHAR-I I CRA0 M conly | sedenss
| & u [EFpCIENG 10 OR8] conig FeITELS
= 15 (IR 1040 QOISR CH0- 000 oonly | wwccess
| = 1% [SpC e 1040 OORE-6-1-84- 102200000 conlly Beccess
¥ 17 [ = BRI OOE-TF - Tidibil condg | nmcoess
# 18 [SENCTFIS- 1040 o0 58156 1-C 30 30- 50 corig FELEEN
Ll 19 (L =R LT OO 1i-1-1 -G R0 2 conig FRECERE
| =0 ot [37 LIREN C3Fn)-1040 o0 20-1-8 1 2C 10 50 oy bl ]
= kil [REACXFAS- 1040 Olati-21-1- R 1-C 30 vl conlig WECHER
| & n [ESRORA -2 - HAOMNIMA caniky ey
| & . i ] [2HFORPS-A mtﬂ-‘tﬂmﬂﬂ.ﬂ ikl
[Rekwan Bk U i)
[ Cona n|

Restore All via the Web Ul

IONMM at v 1.3.18 lets you select and restore all the discovered module via the Web GUI. The cards be-

ing backed up / restored must be in Software mode (Hardware/Software Jumper set to Software).
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| syseme  View=w  Halpw

Il’l)N System < [ MAIN | IP || SNTP | HTTPS | SSH || RADIUS | TACACS+ | AcL | stuP | users Lot e gl upGRADE | |
|=HIOH Stack TFTP Server Address . (Status . -
= Chassis 152 168.0 61 [No Action

+ [D1JIONMM .nm!omfmm TAR N

+ [02]C3110-4648 TAR filename [Restors from TF TP server

+ [03]63221-1040

+ [D4]CI00-4040 Bclvg m

+ [05)C32311040 Select Modules to Restore {Uplead config files before restoning is started)

. [OT]C3220-1040 Select  Index  Module Config File saved on IONMM Prov Status

+: [08)C2210:1013 1 Chassis(IONBPC-219) CIRCUIT-1-1.0-0-bac kplane. config

+ [DHC210-1013 2 [D1CNMM CIRCUIT-2-1-140NMM config

+ [10156120-1013 3 [02)C4110-4848 CIRCUIT:31:2:1-C4110-4848 c onfig

*: [12]C3230-1040 F [03)C3221-1040 CIRCUIT-4-1-3-1-C3221-1040 config

o+ [13]C6010-3040 5 (04]C3100-4040 CIRCUIT-5-14-1-C300-4040 ¢ orfig

b [3 [05)C3231-1040 CIRCUIT6-1-5-1-C3231-1040 config

+ [15)C3220-1040

+ (1622201014 7 [07)C3220-1040 CIRCUIT-T+1.7:1-C 32201040 c onig

* [17IC3220 1013 8 [08)C2210-1013 CIRCUIT-8-1-8-1-C2210-101 2 config

+ [2IONPS-ARY 9 [og)c210-1013 CIRCUIT-81-8-1-C2110-1013 ¢ onfig
10 [10}S6120-1013 CIRCUIT-10-1-10-1-56120-1013 config
1 [12)C3230-1040 CIRCUIT-11-1-12-1-C3230-1040, config
12 [13)CB010-3040 CIRCUIT-12-1-13-1-C6010-3040.config
13 [14]C5210-3040 CIRCUIT-13:1.14.1.C6210-3040.config
1 [15]C3220-1040 CIRCUIT-14-1-15-1-C3220-1040.config
15 [16)C2220-1014 CIRCUIT-15-1-16-1-C2220-1014 config
16 [17]C3220-1013 CIRCUIT-16-1-17-1-C3220-1013 config
17 [23IONFS-ART CIRCUITAT-1: 23 1I0NPS-AR1 config

Select Al

1. Navigate to the IONMM > BACKUP-RESTORE > Restore tab and click the Select All button. A check
mark is placed in the Select column of each discovered module and the Select All button toggles to dis-
play Clear All.

| system~ | view~  Heip~

= @
|= 10N Stack < (TFTP Server Address-
= s 192 1680 32
oy
G (o2 TIE4 < TAR flenarne [CIRCUIT_backup_19531231_06-11-49-PM tar] Restore from TFTP server] >
+ [03)C3221-1040 =
+ [04]C3100-4040 Backuph
+ [05]C3231-1040 Select Modules to Restore (Uplead config files before restoning 1s staed)
| ¢ (07132201040 [ Select | ndex | Motule ) Config File saved on IONMM Prov Status
+ [08]C2210-1013 [ 1 Chassis(IONBPC-219) CIRCUIT-1-1-0-0-backplane config
+ [05]C2110-1013 2 [01pONMM CIRCUIT-2-1-1-40MMM.config
+ [10]56120-1013 3 [02)C4 1104848 CIRCUIT-3-1:2-1-C4110-4848 config
o [12)C3230-1040 4 [031C3221-1040 CIRCUIM-4-1-3-1-C3221-1040.config
i Ll 5 [04]C3100-4040 CIRCUIT-5-14-1-C3100-4040.corfig
+[14]C6210-3040
+ (15132201040 6 [05]C3231-1040 CIRCUIT-6-1-6-1-C3231-1040.corfig
+ [17]C3220-1013 T (07]C3220-1040 CIRCUMT-7-1-7-1-C3220-1040.corfig
+ [23])ONPS AR 8 (08)C2210-1013 CIRCUI:8-1.8-1-C2210-1013 config
9 (031C2110-1013 CIRCUT.8-1.9-1.C2110-1013 ennfig
10 [10]S6120-1013 CIRCUM-10-1-10-1.56120-1013 config
1 [12]C3230-1040 CIRCUIT-11-1.12-1.C3230-1040.cong
12 [13]C010-3040 CIRCUIT-12-1-13-1.C6010-3040 config
13 [14]C6210-3040 CIRCUIT-13-1-141.C6210-3040 config
14 [18)C3220-1040 CIRCUIT-14-1-15-1-C3220-1040 config
15 [17]C3220-1013 CIRCUMT-15-147-1.63220-1013 config
16 [23PONPS-ART CIRCUIT-16-1.23-1 JONPS-AR1 config
[Reresh [ Heip|

If SFTP is enabled, the web page will display the SFTP Server Address.

2. Enter the TFTP Server Address (e.g., 192.168.0.32 shown above).
3. Enter the TAR filename (e.g., CIRCUIT _backup_19691231_06-11-49-PM.tar shown above).
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4. Click the Restore from TFTP/SFTP server button. A webpage message displays listing the selected
modules for restore and asking to verify that you want to proceed with restoring these modules.

e
it IS—

i @ Restore following modules:
i |

[01]IONMM, [02]C4110-4848, [03]C3221-1040, [04]C3100-4040,

[05]1C3231-1040, [06]C4120-1040, [07]1C3220-1040, [22TIONPS-D-R1, l
[23]IONPS-A-R1,
are you sure to proceed?

5. If you are not sure click Cancel. If you are sure click OK. The restore process begins. The screen is
grayed out while the Restore is in process, and the message “File is being transferred via TFTP...” dis-

plays.

File is being transferred via TFTP..

| F T T T AT T

6. When the restore process completes, the Restore page displays again with the new status (success or
failure).

System~> | View~ Help~
10N System L<I| man | 1P | SNTP | HTTPS | SSH | RaDIUS | TAcACS+ | AcL | swMp | users [
10N Stack TFTP Server Add Status .
(=) Chassis [192.166.0.61 ﬂh‘rrrpfaiw 1
e I Restore from TAR
[+ [02]C4110-4848 TAR filename XYS_backup_20170323_07-21-45-AM tar
[+ [03]C3221-1040
[+ [D4]C3100-4040 Em
(05132311040 Select Modules to Restore (Upload config files before restoring is started)
+1 [06]C4120-1040 Select  Index  Module _ Config File saved on IONMM _ ProvStatus
+[07)C3220-1040 W 1 Chassis(IONBPC-219) CIRCUIT-1-1-0-0-backplana config sUCCEsS
[+ [22]IONPS-D-R1 = 2 [D1]IONMM CIRCUIT-2-1-11ONMM config success
[+ [23]IONPS-A-R1 3 [02)C4110-4548 CIRCUIT-3-1-2-1-C4110-4848.config success
i 4 [03)C3221-1040 CIRCUIT-4-1-3-1-C3221-1040.config success
5 [04]C3100-4040 CIRCUIT-5-1-4-1-C3100-4040 config success
W [ [05]C3231-1040 CIRCUIT-6-1-5-1-C3231-1040 config success
7 [DS)C4120-1040 CIRCUIT-7-1-6-1-C4120-1040 config success
i 8 [07}C3220-1040 CIRCUIT-8-1-T-1-C3220-1040 config success
9 [22]IONPS-D-R1 CIRCUIT-8-1-22-11ONPS-D-R1 config success
1~ 10 [23)IONPS-A-R CIRCUIT-10-1-23-1-0NPS-A-R1 config success
RefreshFeig

7. In the Prov. Status column, verify the status shows success. If the status shows failure, click the icon to
download an error log from the failed device. Note that the TFTP/SFTP server must be configured and
running.
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failurelZI | |

[ Click to download error log from device l

8. At the confirmation message, click the OK button to clear the webpage message. Make sure the
TFTP/SFTP server is up and configured, verify the name and location of the file being transferred, and
continue operation.

Troubleshooting — Web Ul Messages

After a Backup or Restore a file named config.err is created in the tftpboot directory that you can view in
WordPad or similar package for troubleshooting purposes, as it shows the failed function.

Message:

Must enter Tar filename

Please select at least one module.

Backup following modules:

Restore following modules:

Recovery: 1. Follow the message directions.

Message:

Backup is being processed...

Restoring is being processed...
Sending backup commands succeeded
Sending restore commands succeeded
Recovery: 1. No recovery required.

Message: TFTP Server Address is empty or invalid!

Message: Message from webpage. TFTP file transferring failed! Please make sure the TFTP server is up
and the file being transferred does exist.

Recovery: 1. Click the OK button to clear the webpage message. 2. Make sure the TFTP server is up and
configured. 3. Verify the name and location of the file being transferred. 4. Continue operation.

Message from webpage — - &J ! 192.168.0.10 says:

TFTP file transferring failed! Please make sure the TFTP server is up and the
TFTP file transferring failed! Please make sure the TFTP server is up and file being transferred does exist.

% thefile being transferred d ist,
l . & 1He being transtermed does &as Prevent this page from creating additional dialogs.

Message: Setting values failed (snmp operation error, possible reasons: invalid data, error data se-
quence, etc)

Meaning: May display on Backup from Web Ul for no apparent reason.

Recovery: Click the Refresh button at the bottom of the web page and continue operation.
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Message: You are now logged out.

Meaning: Displays after the “TFTP file transferring failed” or after the 15 minute inactivity time is
reached.

Recovery: Click the OK button and log back in to the ION system.

Message: Cannot proceed because some other TFTP operation is currently in progress!

Meaning: You tried to start a second tftp transfer operation when one is already in process.

Recovery: 1. Wait for the current tftp transfer operation to complete. 2. Re-try the command.

Note that the ION system will not let the ION login session timeout during tftp transmission. When a
Backup/Restore starts, the session timer resets to 2 hours. When finished, the session timer resets to 15
minutes.

Message: File is being transferred via TFTP...

Meaning: A transfer of files is currently in progress between the TFTP server and the device tftpboot di-
rectory.

Recovery: 1. Wait for the tftp transfer to complete. 2. Continue operation.

Message: File has been successfully transferred via TFTP.
Meaning: The ftp transfer was successfully completed.
Recovery: None; continue operation.

Message: Restore complete (but the related tftp transfer failed)

Meaning: IONMM CLI restore from an invalid tftp filename causes IONMM to restore from internal
memory.

The message “Restore complete” displays, but the tftp transfer failed. For example, typing 'restore 123
all' (where 123 is an invalid tftp filename) causes the IONMM to restore from its last backup, which ap-
parently still resided on the IONMM's internal memory. The restore should have aborted after the tftp
transfer failure, but instead the transfer was completed to IONMM memory.

Recovery: 1. Check the config.err file in the tftpboot directory to see the failed function. 2. Re-try the
tftp transfer operation with a valid tftp server address and filename.

Message:

Failed to open file /tftpboot/backup_rlist.bin

Failed to read backup_rlist.bin\n

Failed to open /stackname.txt\n

Failed to open backup_rlist.bin\n

Failed to write backup_rlist.bin\n

Meaning: The backup failed.

Recovery: 1. Open the file config.err is in the tftpboot directory in WordPad or similar package to see
the failed function. 2. Verify the Backup command parameters. 3. Make sure the chassis name has less
than 32 ASCII printable characters. 4. Re-try the Backup or Restore operation. 5. Reset the IONMM card.
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Message: Sending backup commands failed (snmp operation error, possible reasons: invalid data, error
data sequence, etc)
L - | I—

| Sending backup commands failed (snmp operation error, possible reasons. invalid data, error data sequence, efc) Version: 1.3.1812

Meaning: The message displays momentarily on the web at the start of backups and restores. It doesn’t
cause any issues; it is related to doing multiple operations in a row — not present the first time or just a
flash and then longer the next operation(s).

If you cancel a web Backup operation by clicking the upper right X in the progress window, subsequent
backups will fail until a Restore is performed or the IONMM is reset. The subsequent backup looks like
it’s running but it never completes.

Recovery: 1. Click the Refresh button to clear the message. 2. Continue operation. 3. Click the System
Reboot button when ongoing status doesn't change to success or failure. 4. Continue operation.

_H:'N 5!9“!"1 1| m IP || SNTP | HTTPS | 8SH | RADIUS | TACACS+ | ACL || SNMP || USERS | BACKUP-RESTORE
=+1ON Stack UPGRADE
= Chassis Model information
+ [01]C3210-1040 Serial Number— _ Model- 1 Software Revision- - (Hardware Revision
+ [02)C6210-3040 (12348002 IONMM 1.3.1815 1.0.0
10-104 :
PGt 10 Bootloader Revision-
+ [15)C4110-4848 21
+ [19JIONMM :
+ [2IPONPS-A System Configuration
rSystem Name +System Up Time System Contact ~System Location
Agent il 0:0:08:10.15 Transition Networks(tecH| (10800 Red Circle Drive
rConsole Access 1 (Number of Ports 1 (MAC Address
Enabled w | |12 00-C0-F2-54-95-FF
| Uptime Reset | Systam Rebool ;:Resel.To Faclory Config |
rLogin Type
Local -
Message:

Sending backup commands failed

Sending restore commands failed

Setting values failed

Backup is being processed... displays continually and Backup/Restore All hangs

Meaning: Displays when a backup or restore fails. Backup of 6120 fails with "Sending backup commands
failed (snmp operation error, possible reasons: invalid data, error data sequence, etc)" in the lower left
cornerinredin

the Web UL.

Meaning: The operation gives no failure indication; it just never completes. After canceling it with the x
in the progress pop-up, subsequent backup or restore attempts show the above failure in the lower left
status area.

Recovery: 1. Open the file config.err is in the tftpboot directory in WordPad or similar package to see the
failed function. 2. Verify the Backup or Restore page parameters. 3. Make sure the chassis name has 32
or less ASCII printable characters. 4. Re-try the Backup or Restore operation. 5. Reset the IONMM card.
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Message: AGENT PM ERROR: the model type cannot be supported by Provision Module until now.
Meaning: After performing a Backup All in the Web Ul, the backup tar file contains an ION_stack-1-0-0-
backplane.config file with the message.

Recovery:

1. Verify the Backup All parameter entries.

2. Retry the operation.

3. Make sure you are running the latest IONMM firmware; upgrade if possible.

4. Retry the operation.

5. Contact Lantronix Technical Support.

MJ IONM_stack-1-0-0-backplane.config - Notepad

| File Edit Format View Help

AGENT PM ERROR: the model type cannot be supported by Provision Module until now.

Message: restore failed

Meaning: Currently, when the IONMM restores a config to a card that is in hardware mode, the restore
fails because the card is in hardware mode, and config changes can only be written to the card while it's
in software mode. The IONMM reports the restore as "failed" but does not explain why the restore
failed. When you try to restore a config and the restore fails, the card that the restore was attempted on
may be left in an undefined state of part old config and part new config.

Recovery: The cards being backed up / restored must be in Software mode (Hardware/Software Jumper
is set to Software mode). Verify that the cards' Web GUI MAIN tab Configuration Mode displays
"Software".
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Disabling USB Console Access

Access to the IONMM through the USB serial interface can be disabled as a security precaution. When
disabled, the IONMM will not respond to CLI commands entered by a local management station across
the USB serial interface. The only access to the IONMM will be through either a Telnet session or the
Web interface.

Note: Access via the USB serial Console interface can be disabled using either the CLI or Web method.
Disabling Console Access — CLI Method
1. Set the status of the device’s USB connection to disabled. Type set usb state=disable.
2. Press Enter.
3. Verify the status of the device’s USB connection is disabled. Type show usb state.
4. Pres Enter. The USB state displays:
Cl|S7|L1D>show usb state
USB port state: disable
Disabling Console Access — Web Method
1. Access the IONMM through the Web interface (see “Starting the Web Interface”).
2. Select the MAIN tab.

3. Locate the System Configuration section.

ION System LRI | snte || wries || ssH || rabws || Tacacs+ | act || snwe || users || BackuP-ResTORE || uPGRADE

- M 2
10N Stack Model Infarmation

_&m ¢ Serial Mumber Model Som vare Revision— Hardware Revision

: 11633907 ||||IONNII‘I 131 ‘[1 0 0 |
+-[02]C2110-1013
+ [03]C2210-1013
+ [04]C2220-1014
+ [05]C3110-1013 || System Configuration

Fa) [06]C3210-1013 ||§\K,'stenjﬂl}lame—‘ System Up T|\11e—“5§,slel1w Contact ‘51519111Loca?\0\1
+ [07]G3220-1040 /‘fjg;]lﬂ' | IU 5:07 35.53 | ion Nety mrlrsnechs [_1_0_900 Red Cir
+[08]C3221-1040 Cpnsole Access — ! imber of Pats———— | ddress—————

+ [09]C3230-1040 | EEIZN | | I ||UO-CU-F2-20-E9-3€| |

i [10]C3231-1040 Wﬂl’ﬁhnm][%set To Factory Config]

+ [12]C6010-3040 Lagin Type
+ [13]36120-1013 ocal 25|
FARE T W VR TIR T =

Bootloader Revision
[121

4. Inthe Console Access field, select Disabled. The default is Enabled.

5. Scroll to the bottom and click Save. With the IONMM’s USB connection disabled, it will no longer
respond to CLI commands entered by a local console via the USB serial interface. The only access will
now be through either a Telnet session or the Web interface.
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Reset to Factory Defaults

If need be, you can reset all configurations in the IONMM back to their original factory defaults. This
operation can be accomplished through either the CLI or Web method. For information on the status of
important ION system files resulting from this operation, see “ Appendix C: ION System File Content and
Location”.

IMPORTANT

A

This operation deletes all configuration information that was saved in the IONMM, including the IP and
gateway addresses you assigned to the IONMM.

Resetting Defaults — CLI Method

1. Access the IONMM through either a USB connection (see “Starting a USB Session”) or an SSH or
Telnet session (see “Starting a Telnet Session”).

2. At the command prompt type: reset factory.

3. Press Enter. The message “Warning: this command will restart the specified card, connection will be
lost!” displays.

All configuration parameters are reset to their factory values. For a list of all factory defaults, see
Appendix B: “Factory Default Settings”).

Note: Your USB and/or Telnet session will be disconnected.
4. Set the IP configuration (see “Setting Up the IP Configuration”).
Resetting Defaults — Web Method

Note: This operation deletes all configuration information that was saved in the IONMM, including the
IP and gateway addresses you assigned to the IONMM.

1. Access the IONMM through the Web interface (see “Starting the Web Interface”).
2. Select the MAIN tab.

3. Locate the System Configuration section.

ION System LR P | SNTP | HTTPS || SSH | RADIUS | TACACS+ || ACL || SNMP | USERS | BACKUP-RESTORE | UPGRADE |
= ION Stack ) B B )
—-Chassis

Model Information

Serial Number Model || Seftware Revision Hardware Revision g
11633907 |‘ |§\ONMM |||1,3,1 | |=1 00

+[02]c2110-1013

Bootloader Revision

+ [03]C2210-1013 121

+ [04]C2220-1014 === ''essage from webpage

+ [05]C3110-1013 System P

2 [06]23210-1013 Systen| .h_./ & factory reset will wipe out all curvent configuration and load the Factory defaults alang with & system reboot, are you sure ko proceed?
: fagent|

+:[07]C3220-1040 LR

+[08]C3221-1040 |,f;.n.ns_n..l

: I

+[09]C3230-1040 | Enab T— - -

10132311040 (Uptime Reset|[System RelGel|ESAiTo Faciay Corty

4. Click the Reset to Factory Config button. The message “A factory reset will wipe out all current
configuration and load the factory defaults along with a system reboot; are you sure to proceed?”
displays.
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5. Click Cancel if you are sure you want to proceed with the Reboot. Click OK only if you wish to
reboot.

All configuration parameters will be reset to their factory values. For a list of all factory defaults, see
Appendix B: “Factory Default Settings”.

Note: Your Web session will be discontinued.

6. Setthe IP configuration (see “Setting Up the IP Configuration”).
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Resetting Uptime
The IONMM uptime field displays the amount of time that the IONMM has been in operation.

The System Up Time is displayed in the format days:hours:minutes:seconds.milliseconds. For example, a
System Up Time field display of 9:8:15:18.26 indicates the ION system has been running for 9 days, 8
hours, 15 minutes, 18 seconds, and 26 milliseconds.

A System Reboot or a Reset to Factory Configuration resets the uptime counter automatically.
The ION System Up Time counter can be reset to zero via the CLI method or Web method.
Uptime Reset — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session”) or an SSH or Telnet
session (see “Starting a Telnet Session”).

2. Atthe device level command prompt type: reset uptime and press Enter. The System Up Time field
resets to zero, and immediately begins to increment.

For example: C1|S1|Ll1D>reset uptime
Cl|S1|L1D>

Use the show system information command or the show card info command to display the current
system uptime.

Note: The reset uptime command is not available for all ION devices.
Uptime Reset — Web Method

1. Access the IONMM through the Web interface (see “Starting the Web Interface”).

2. At the MAIN tab, locate the System Configuration section.

ION System < ! DVANCED || SNTP | HTTPS | SSH || RADIUS || ACL || FDB | VLAN | SOAM

—~10N Stack i
Software Revision Hardware Revision’
2 [0.0.1 ]

: ) IModel Information
=" Chassis

+-[01]IOHWM

Fo B 104
I01CEOiC a0 Bootloader Revision
++[03]C6210-3040 h20 |

|| System Configuration

System MName
52501040

Model
Ll

|C3230-1040

Serial Nurniber
333

Configuration Mode —!
|Soffwace | I

{[Bystem Rehoot][ﬂ-.l\ Counters F‘.eaet] Reset]

Device Description-

+[10]C3231-1040
+[12]C2110-1013
+1[14]C2210-1013
+1[16]C2220-1014
+ [22]ONPS-A

[Enabled

‘:.:'J Uptime will be reset, are you sure to proceed? f—

3. |If desired, observe and record the System Up Time field count.
4. Click the Uptime Reset button.
5. When the “Uptime reset, are you sure” window displays, click OK.

The message “Setting values succeeded” displays at the bottom left of the screen when the up time
reset is done.

6. Click the Refresh button at the bottom of the screen. The System Up Time field is reset to zero, and
immediately begins to increment.
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System Reboot

At times you may have to reboot (restart) the ION system. This operation can be accomplished by either
the CLI or Web method.

Note: this operation can take several minutes. The amount of time for the reboot to complete depends
on the ION system configuration. When the reboot is finished, some devices (usually remote devices)
will show the error condition of a "red box" around items like IP address, Trap Manager IP addresses,
and/or DNS Entries. The ‘red box’ condition occurs while the devices are resetting; this condition can
continue several minutes after the reboot.

For information on the status of important ION system files resulting from this operation, see “
Appendix C: ION System File Content and Location”.

A Doing a system reboot, restart, upgrade, or a reset to factory settings may cause some
configuration backup files, HTTPS certification file, SSH key file, or Syslog file to be deleted.

Rebooting the System — CLI Method

After an x323x reboot via CLI while connected via USB port, you must disconnect and then reconnect
USB cable for the console to become accessible again.

1. Access the IONMM through either a USB connection (see “Starting a USB Session”) or an SSH or
Telnet session (see “Starting a Telnet Session”).

2. At the command prompt type: reboot and press Enter. A warning displays: this command will restart
system, connection will be lost and please login again! The ION system reboots. If this operation is
performed on a standalone module, the connection / session is terminated.

3. To reestablish the connection/session, wait about one minute, and then:
* For a USB connection
a) Select Call>Disconnect.

b) Select File>Exit.
c) Disconnect then reconnect one end of the USB cable.

d) Start a USB session (see “Starting a USB Session”).
* For an SSH or Telnet session
a) Press Enter.

b) Start a Telnet session (see “Starting a Telnet Session”).
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Rebooting the System — Web Method

Note: Doing a reboot, restart or upgrade of the IONMM, a power restart of the chassis, or a reset to

factory removes temporary files (e.g., configuration backup files, Syslog file).

Note: if you have a USB or Telnet session established, terminate the session before doing the reboot.

1.

2
3.
4

Access the IONMM through the Web interface (see “Starting the Web Interface”).

Select the MAIN tab.

Locate the System Configuration section.

Click the System Reboot button. The confirmation message “System will be rebooted, are you sure
to proceed?” displays.

ION System

Id

=-10M Stack

+- |! !|||—1ﬂ13

+1031C2210-1013
+[04]02220-1014
+[05]C3110-1013
+/[06]C3210-1013
+1[07]03220-1040
+1[08]C3221-1040
+1[09]C3230-1040
+[10]03231-1040

P suip | kTes | ssH | Rapwws | Tacacss | AcL | swup || users | BAckUPRESTORE | uPGRADE

Madel Information

Serial Number Maodel
[ir6as07 I

Bootloader Revision
f2s

System Configuration

1|Software Revision Hardware Revision——
lonmM ||‘\1 31 Il|[10:0 |

Message from webpage

— |tem Location™

5. At the confirmation window, click OK to proceed or click Cancel to quit the reboot.

The ION system will restart and will be available for operations after about one minute.
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Transfer Files via Serial Protocol (X/Y/Zmodem) - CLI Method

Use the serial (get| put|upgrade) protocol=(xmodem |xmodem-1k|ymodem|zmodem) commands to transfer
a file over a serial line. These commands can only be entered at the device level (e.g., when the com-
mand line prompt is C1|S8|L1P1> or similar). These commands function like the TFTP/SFTP download
function; technical support can download configuration files and firmware files through the IONMM USB
port by entering the corresponding CLI commands.

General Usage: serial (get|put|upgrade) protocol=(xmodem |xmodem-1k|ymodem|zmodem) file=FILE%s
Perform this procedure to upgrade the IONMM firmware from the CLI.

1. Access the IONMM through either a USB connection (see “Starting a USB Session”) or an SSH or
Telnet session (see “Starting a Telnet Session”).

2. Sends a request to the server / local file system to download content for a subsequent put com-
mand. Type serial get protocol zmodem file=xxxx and press Enter.

3. Send a request to the server / local file system to upload content.
Type serial put protocol zmodem file=xxxx and press Enter.

4. Perform afirmware upgrade over the selected serial line.
Type serial upgrade protocol zmodem file=xxxx and press Enter.

For example:

C1|Ss1|L1D>serial ?

get

put

upgrade
C1|S1|L1D>serial get protocol zmodem file=xxxx
Warning: the input file name will be ignored when using ymodem/zmodem to re-
trieve file!
now start to transfer the file
SCCCCCCCCCCCBBOBBOBBOBBOBBOBBOBBOBBOBBO
BBOBBOBBOBBOBBO
file transfer failed!
C1|S1|L1D>serial put protocol zmodem file=xxxx
now start to transfer the file
Slsz: cannot open /tftpboot/xxxx: No such file or directory
BBOBBOBBO
BBOBBO
Can't open any requested files.
BBOBBOBBOBBOBBO
file transfer failed!
C1|S1|L1D>serial upgrade protocol zmodem file=xxxx
now start to transfer the file
**B0000VVV63f694ceive. **BOOOOOOO63T694
CCCCcccceccccBBoBBBBOBBBBOBBBBOBBOBBOBBOBBO
file transfer failed!
C1|s1|L1iD>

If the serial file transfer causes HyperTerminal (HT) to have problems recognizing ION CLI commands,
type g and press Enter, and then log back in to HT.
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Upgrade the Firmware

Occasionally changes need to be made to the firmware version that is currently stored in the memory of
the device. This could occur because of features, fixes, or enhancements being added.

Lantronix recommends that before completing any steps on an install that a user verify that the IONMM
has the latest firmware version installed and running. Find the latest firmware version on the IONMM
webpage (login required). These procedures require that you have the TFTP or SFTP server running and
configure. Note that after upgrading from a version earlier than 1.5.0, new backups should be made.

For information on the status of important ION system files resulting from this operation, see “
Appendix C: ION System File Content and Location”.

IMPORTANT

A Upgrading modules via the IONMM may cause some configuration backup files to be lost.

Note: You cannot upgrade a module with multiple BIN files. Do not upgrade an ION SIC and its attached
remote standalone device at the same time.

You can upgrade the IONMM or NID Firmware from the Command Line Interface (CLI) or via the Web
interface. Note that the ION106-x chassis limit the size of the db.zip file to 50 Mb for bulk upgrades.
Note that the upgrade firmware filename is limited to 32 characters in length.

Upgrading IONMM and/or NID Firmware — CLI Method
To upgrade the IONMM Firmware from the CLI.

1. Access the IONMM through either a USB connection (see “Starting a USB Session”) or an SSH or
Telnet session (see “Starting a Telnet Session”).

2. Display the current version of the IONMM firmware. Type show card info and press Enter.

3. Determine the current TFTP server address using the prov command and press Enter.
For example:
prov get tftp svr addr
prov set tftp svr type=(ipv4|dns) addr=ADDR
For an SFTP server, use:
prov get sftp server addr
prov set sftp server type=(ipv4|ipv6|dns) addr=ADDR

4. Locate the latest firmware files from the IONMM product webpage. Go to
https://www.lantronix.com/products/ionmm-series-2/.

5. Locate the “Agent Firmware” section and click the link in the right hand column (e.g.,
“Download IONMM.bin.1.0.5.bin”).

6. Zip the downloaded file.

7. Retrieve the firmware database file using the tftp get or sftp get command to get the file from
the TFTP/SFTP Server, and then press Enter. For example:

tftp get iptype=(ipv4 | dns) ipaddr=ADDR remotefile=RFILE [localfile=LFILE]
tftp put iptype=(ipv4|dns) ipaddr=ADDR localfile=LFILE [remotefile=RFILE]
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For SFTP, use:
sftp get remotefile=RFILE
8. Unzip the file. Type update firmware-db file=FILENAME and press Enter.
9. Verify the Update results. Type show firmware-db update result and press Enter.

10. Upgrade the module. Type upgrade module and press Enter. A table of available modules

displays with upgrade instructions.
C1|S7|L1D>upgrade module
Available modules:

index module loc

1 ION219 c=1 s=0 1id
2 C3230-1040 c=1 s=3 1id
3 C3230-1040 c=1 s=5 1id
4 S3230-1040 c=1 s=5 llap=2 l2d
5 IONMM c=1 s=7 11d
6 C3231-1040 c=1 s=10 1id
7 C2110-1013 c=1 s=12 1id
8 C2210-1013 c=1 s=13 11d
9 C2220-1014 c=1 s=16 11d
10 C3220-1040 c=1 s=18 11d
11 IONPS-A c=1 s=22 1id

Choose the module you want to upgrade: (eg. 1,3,16; at most 8 modules to upgrade, press
'q' to exit upgrade)
1,2,3,4,5,6,10,11

It may take some time to finish the task, you can continue with other works, then use
"show firmware upgrade result" to check result.

11. Choose 1-8 modules to upgrade (# 1-6,10,11 in the example above) and press Enter.

12. Verify the Upgrade results. Type show firmware upgrade result and press Enter.
The firmware upgrade results are displayed in a table. If the firmware upgrade was successful,
the time started and time completed display. For example:

C1|S7|L1D>show firmware upgrade result

index module status reason time started time completed

1 card registering... success 09:21:23 09:21:32

2 (3230-1049 c=1 s=3 11d inProgress 00:21:23 00:00:00

3 (3230-140 c=1 s=5 1id inProgress 00:21:24 00:00:00

4 S3230-1040 c=1 s=5 1llap=2 12d inProgress 00:21:24 00:00:00

5 IONMMc=1 s=7 11d success 00:21:24 00:21:47

6 (3231-1040 c=1 s=10 11d inProgress 09:21:26 00:00:00

7 (3220-1040 c=1 s=18 11d inProgress 09:21:26 00:00:00
IONPS-A c=1 s=22 1id success 09:21:29 00:21:40

C1|S7|L1D>

If a module upgrade was unsuccessful, the reason for the failure displays in the “reason” column
of the table (e.g., invalid input file, protocol timeout). See “Section 5 — Troubleshooting” for
error messages and recovery procedures.
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Upgrading the IONMM Firmware — Web Method

The following procedure is for upgrading the firmware in the IONMM through the Web Interface.

If other modules in the ION Chassis are to be upgraded at the same time as the IONMM, see the related
ION NID User Guide.

Note: The ION106-x chassis limits the size of the db.zip file to 50 Mb for bulk upgrades. Note that after
upgrading from a version earlier than 1.5.0, new backups should be made.

Note: The TFTP or SFTP server must be configured and running, and the upgrade files must be resident
in the default directory on the TFTP or SFTP server (normally C:/TFTP-Root).

The following procedure describes the upgrade method if you are using a TFTP server. To perform a

firmware upgrade using SFTP, configure and enable the SFTP server using the SFTP tab. See “Configuring

SFTP”.

1. Access the IONMM through the Web interface (see “Starting the Web Interface”).

2. At the MAIN tab, locate the TFTP Settings section.

ION System

I

—="10ON Stack
= Chassis

+/[02]C2110-1013
+[03]C2210-1013
+[04]C2220-1014
+[05]C3110-1013
+ [06]23210-1013
+ [07]03220-1040
+ [08]53221-1040
+ [09]03230-1040
+ [10]53231-1040
+[12]06010-3040
+/[13]56120-1013
+/ [15]C6210-3040
+ [22]ONPS-A

+ [23]ONPS-D

M\P || SNTP || HTTPS || SSH | RADIUS | TACACS+ || ACL | SNMP | USERS | BACKUP-RESTORE | UPGRADE

Medel Informatien
Serial Number IMadel

! 1Mo | Software Revision— Hardware Revision———
(11633307 H“\ONMI‘J‘I \|‘i1.31 [{EEE: |

Bootloader Revision

System Configuration

System Name System Up Time— 1| System Contact |System Location

Agent Il |[{/0-5:07-35 53 |||[Transition Networksitechs)| |1‘1_D_900 Red Circle Drive |
|Mumber of Ports MAC Address

¥ |2 | ‘inn-cn-Fz-zn-Eﬂ-as |

[Upllme Reaet][System Rehunl][Resel To Factory Cnnﬁg]

Login Type
|Local

Management VLAN Configuration

|VLAN ID 1|Status 1/Member Ports
2 ||| pisabled vH‘DPun 1 OPort 2

System Log Configuration

(Server Address——————————————————————
|00 I

Server Port Level [ade
[Fa lireess e 7

TFTP Settings

|TFTP Server Address—— Firmware File Name Status—
|[192 168 1 30 | | |[No Action I

[Sa»‘e Server Addreas“Upgrade F\rmware]

If SFTP is enabled, the web page displays the SFTP Server Address.
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IP || SNTP HTTPS SSH RADIUS || TACACS+ = ACL | SNMP USERS SFTP BACKUP-RESTORE UPGRADE

Model Information

rSerial Number rModel rSoftware Revision rHardware Revision———
12361679 IONMM 15.16 10.0
Bootloader Revision
121
System Configuration
System Name—— [System Up Time—— (System Contact—— rSystem Locatiom———
Agent Il 0:19:37:13.90 || ||Lantronix (https://www.lant|| ||48 Discovery, Suite 250 ||
(Console Access——— (Number of Ports———— (MAC Address
Enabled v |l ({2 || ||/00-C0-F2-5A-B7-89

Uptime Reset|System Reboot|Reset To Factory Config

fLogin Type———
Local v

Management VLAN Configuration
VLAN ID rStatus —hiember P(lts
2 Disabled v Port1 |_Port2

System Log Configuration
rServer Address

0.0.0.0
rServer Port Level rMode
514 Notice v Log local v
SFTP Settings
(SFTP Server Address Firmware File Name rStatus
192.168.56.5 No Action

Upgrade Firmware|Refresh

Refresh|Save|Help

In the TFTP Server Address field, enter the IP address of the TFTP server where the upgrade file is

located (e.g., 192.168.1.30 in the screen above). To save the TFTP server address for future use, click

Save Server Address (optional).

In the Firmware File Name field, enter the name of the upgrade file (e.g., IONMM_1.1.0_AP.bin).

The file extension .bin must be included.

TFTF Settings

|TFTP Server Address— 7 Firmware File Mame Status—————————————
(192 168.1.30 | lornm_110_aPbin ||| I

[Save Server f\ddress][Upgrade Firmwa re][Refresh]

Click the Upgrade Firmware button. A confirmation window displays.

Message from webpage

\ ? ,} The specified firmware on the TFTP server will be upgraded ko the current module, are you sure to proceed?

[ Ok J’ Cancel ]

Click OK. The upgrade begins and the message “the firmware is being upgraded” displays.

The Status field displays “Success” when the firmware upgrade successfully completes.
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TFTP Settings
TETP Server Address— 1 Firmware File Name
‘f192.168.1.30 || lonmi_0.6.5_AP_bin

Status -
|Success
[Save Senver Address][Upgrade Firmv-xare][l:{efresh]

If the upgrade fails, the message “The firmware upgrade failed!” displays. Click the web page OK
button to clear the message. (If the Status field displays the reason “TFTP Failure”, make sure the
TFTP server is running and properly configured.)

9. Check the Software Revision field to ensure that the valid revision level displays (e.g., 1.2.1 in the
example below).

| System~ | View= Help~

ION System (< AL IP | SNTP || HTTPS || SSH || RADIUS || TACACS+ | ACL | SNMP | USERS | BACKUP-RESTORE
— |ON Stack UPGRADE
= Chassis

Model Information
+-[04]C6210-3040

Serial Number Model Software Revision = [Hardware Revision
[08]C3220-1040 {20092819 ‘ %ONMM —‘ [1_59 J 0.0.1
{65jC6126-1040

Bootloader Revision
[12]IONMM %21
[TFICBZ10-3040 R

e

You may need to click the Refresh button at the bottom of the page to update the Software Revi-
sion field.

Message: IONMM result displays "Error: TFTP transfer failed"

TFTP server result displays "Dropped because peer didn't respond"

Meaning: You tried to upgrade with too large of a file. The ION106-x chassis limits the size of the db.zip
file to 50 Mb for bulk upgrades. (ION 6 slots - CLI -Uploading bulk firmwares failed using db.zip.)
Recovery: Upgrade multiple devices in stages so that the size of the db.zip file is 50 Mb or less for bulk
upgrades.

Message: Failed to transfer the Firmware Database File!

Meaning:

Recovery: 1. Check the checkbox to “Allow dialogs from 192.251.200.221 to take you to their tab”.
2. Click the OK button to clear the message dialog. 3. Reduce the file size and re-try the operation.

Failed to transfer the Firmware Database File!
[ Allow dialogs from 192.251.200.221 to take you to their tab
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Upgrading NIDs — Web Method
This procedure is used to upgrade one or more of the NIDs installed in the ION Chassis.

Note: Do not use this procedure for upgrading just the IONMM; instead use the procedure in the section
“Upgrading the IONMM Firmware — Web Method” to upgrade just the IONMM firmware.

Before you can upgrade the firmware in the ION system modules you must:

* Have the upgrade files resident in the default directory on the TFTP or SFTP server (normally
C:\TFTP-Root).

* Create the firmware database index and archive files.

* Perform the upgrade.

Creating the Database Index and Archive Files

The database index file is a listing of the modules that can be upgraded and the firmware file that will be
used to upgrade each module. The index file must be named db.idx.

The archive file is a zip file containing the index file and the firmware upgrade files. The archive file must
be named db.zip in Windows XP. If using Windows 7, name the index file just “db”.

To create the firmware database index and archive files.
1. Launch a plain text editor to create the index file.
2. Make an entry for each firmware file to be used for the upgrade in the following format:
XX Yy 2z
where:

xx = name of the module as shown in the Web interface (see the file example below)
vy revision level of the firmware upgrade file
7z name of the firmware upgrade file

Note: Each of the three fields (columns) must be separated by a single space or tab.
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db.idx File Example

The example below shows a db.idx file for an ION system with eight chassis-resident modules
(x323x, x222x/x32xx, ION219, IONPS, C3210, C3110, C2210, and C2110). Note that more than one
device can be updated by a db.idx file.

P db.idx - Notepad =13
File Edit Format Wiew Help

kaz3x  1.04 ¥323x_1.04_AR

WA 2w w322x 1.0.4 22w x322x 1.0.4_AP
ION219 1.0.4 IOM219 1.0.4_AP

ICHPS  1.0.4 ICHNPS_1.0.4_AP

c3210  1.0.4 C3210_1.0.4_AP

c3mo 104 C31M0_1.0.4_AP

cZ210  1.0.4 CZ210_1.0.4_AP

cZ2110  1.0.4 C2110_1.0.4_AP

3. Save the file as db.idx.

Note: if you used a program, such as Notepad, that does not allow you to save the file with a .idx
extension, then save it as a text file and rename it (i.e., change db.txt to db.idx) in Windows
Explorer.

4. Create a zip file that contains each of the upgrade files and the index file.

For example, using the files listed in the example above, the db.zip file (or “db” file in Windows 7)
would contain the following .bin files:

e db.idx

o x323x

o Xx222x/x32xx
e |ON219

e |ONPS

e (3210

e (3110

e (2210

e (2110

5. Do the upgrade (see “Performing the Upgrade” section below).
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Performing the Upgrade

The upgrade consists of two parts: uploading the archive file to the IONMM and loading the upgrade file
into the appropriate modules. The following describes the procedure for upgrading ION family modules’
firmware from the IONMM.

1. Access the IONMM through the Web interface (see “Starting the Web Interface”).
2. Select the UPGRADE tab. The Firmware Database sub-tab displays.

10 System wai || P || swTe | Hres | ssH | Ranus | TAcAcss | AcL | stuP || users || BackuP-RESTORE [TV )
a2 |ON.Stack F\rmware Upgrade

= Ch
m Firmware Database Upload
+ 04613 |TETP Server Address ————————— | Firmware File Name———|Upload Resut ———

[t2765 130 Il l ]

+ [03]C2210-1013
+ [04]C2220-1014 Upload Result Reason
+1[05]C3110-1013 |
+ [06]C3210-1013 Il Upload|[Refresh||Help)
+ [07]C3220-1040 Firmware Datahase Details
"‘ [08]C3221-1040 Card Type Revision Firmware File Name
+1[09]C3230-1040 IONPS 122 IONPS_12 2_AP bin
E30]C3231-1030 X323 131 323 131_AP bin
+ 12]C6010-3040
na 10NMI 1.31 IONIMW_1.3.1_AP hin
+ Eiaaee s X227 %327 13 ®xZ22% x322%_131_AP b
+1[15106210-3040 XA b e
+ [22]I0NPS-A ‘ [RefieshHelg]

If SFTP is enabled, the Upgrade page displays the SFTP Server Address.

MAIN IP | SNTP | HTTPS | SSH | RADIUS @ TACACS+ | ACL | SNMP | USERS | SFTP | BACKUP-RESTORE [MElgel ¥is]S

U G EELELL  Firmware Upgrade

Firmware Database Upload
SFTP Server Address
192.168.56.5

Firmware File Name
Upload Result

Upload Result Reason

Upload|Refresh|Help

Firmware Database Details

Card Type R F File Name

| IoNPS 125 IONPS_1.2.5_AP.bin \
ION106 13163 ION106_1.3.163_AP.bin
X222x_x322x 1318 X222x_x322x_1.3.18_AP.bin ‘
X323x 1318 x323x_1.3.18_AP.bin
x411x 305 x4110_3.0.5_APbin \
ca221 207 ce_ION4221_4848.mfi ‘
e ann wa21n 2AA AR~

3. Inthe TFTP Server Address field, enter the IP address of the TFTP server where the upgrade file is
located.

4. In the Firmware File Name field, enter the name of the archive file you created (max. 32 characters).
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~HION Stack

—.Chassic
+10 U-3040

+[03)C3230-1040
+[04]C3231-1040
+1[05]23230-1040
+ [08]C3220-1040
+ [07]C3210-1013
+[08]C3221-1040
+1[10]25010-3040
+[12C2110-1013
+[14]C2210-1013
+[16]02220-1014
+[22)0NPS-A

+[23)0NPS-D

SRSV ELEED Firmware Upgrade

Firmware Database Upload

|\TFTP Server Address

7|Firmware File Mame |Upload Result———Upload Result Reason—

|[192 168.130 Nl lonmm_0.7.3 AP zip_Af]| |
Cupioadshesh]Help
Firmware Database Details
Card Type Revision Firmware File Name
x31x 1.1.0 C3110_1.1.0_AP.bin
IONPS 072 IONPS _0.7.2 AP bin
10N219 0.7.2 10M219_0.7.2_AP bin
#621% 072 C6210_0.7.2_AP bin
%321 072 C3210_0.7.2_AP hin
*®221% 072 C2210_0.7.2_AP bin
x211x 072 C2110_0.7.2_AP bin
x323x 073 x323x_0.7.3_AP bin
X222%_x322x 0.7.3 x222x_x322%_0.7.3_AP bin
x611x_x612x 0.7.3 x611x_x612x_0.7.3_AP hin
#601x% 073 x6010_0.7.3_AP bin

RefreshHelp|

5. Click the Upload button.

The archive file is uploaded from the TFTP or SFTP server. Note: this operation can take several
minutes. The amount of time for the upload to complete depends on the size of the file. The
messages “Getting values in progress” and “Getting values finished” display during the upload

process.

6. Wait for the file to successfully load. The message “Success” displays in the Upload Result field, and
the modules listed in the db.idx file are listed in the Firmware Database Details section.

If the upgrade fails, the Upload Result Reason box displays a failure code. See “Section 5 —

Troubleshooting” for error messages and recovery procedures.

7. Select the Firmware Upgrade sub-tab.

Firmware Database ] Firmware Upgrade

~-10N Stack

~! Chassis

+-[01]IONMM
+1{02]C6210-3040
+-[03]C3230-1040
+[04]C3231-1040
+1[05]C3230-1040
+ [06]C3220-1040
+[07]C3210-1013
+1[08]C3221-1040
+1[10]C6010-3040
+1[12]C2110-1013
+[141C2210-1013
+1[16]C2220-1014
+-[22]I0NPS-A

+ [23]I0NPS-D

Select Target Modules to Upgrade

Select Index Module

O 1 [O1]IoMMM

O 2 [02]C6210-3040
O 3 [03]C3230-1040
O 4 [04]C3231-1040
O 5 [05]C3230-1040
O 6 [06]C3220-1040
O ¥ [06:L2]REM:53230-1040
O 8 [07]C3210-1013
O 9 [08]C3221-1040
0 10 [10]C6010-3040
O 1 [12]C2110-1013
O 12 [14]C2210-1013
O 13 [16]C2220-1014
O 14 [22]IONPS-A

0 15 [23]lOMPS-D

O 16 Chassis{I0N213)
Select All

Upgrade||Refresh||Help

If the card list showed in the table is not correct. please fold/unfold "ION Stack” node in the left tree view to refresh

8. Inthe Select column, check the checkbox of each module to be upgraded (up to 8 modules can be
upgraded at a time).
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9. Click the Upgrade button. A confirmation window displays: “Upgrade following modules: xxxx, xxxx,
XXXX-XXXX, are you sure to proceed?”.

10. At the confirmation window, click OK.

11. To monitor the progress, select the Result sub-tab and click Refresh.

—HI0N St - m =
: ack Firmware Database
=i Chassis

+-[01]IOHMM Targets

‘?‘"[02105210'3040 Result of Upgrade

‘f‘"‘[U3]C323U'1U4U Index Iodule Status Reason Time Started Time Completed
++{04]C3231-1040 1 [08]C3221-1040 success 0-0-06:43 00 0-0-10:49. 00
£4[05]C3230-1040 2 [101C5010-3040 success 0.0.06.45.00 0.0.07.02.00
?—-[05]03220-1[]4[] & [12]C2110-1013 success 0:0:06:45.00 0:0:06:52.00
++[07]C3210-1013

;—-[08]03221-1[]4[] 4 [14]C2210-1013 success 0:0:06:45.00 0:0:06:53.00
%—-[10]05010-304[} 5 [16]C2220-1014 success 0:0:06:45.00 0:0:10:12.00
;__[12102110_1013 6 0:0:00:00.00 0:0:00:00.00
.;.-..[14](:221[]_1[]13 T 0:0:00:00.00 0:0:00:00.00
.?...[15](:222[]_1[]14 8 0-0-00-00.00 0-0-00:00 00
+[22]I0NPS-A [Eefresh][Help)

4L mnnee.n

Note: the upgrade will take five or more minutes to complete. The exact amount of time for the
upgrade depends on the number and types of modules being upgraded.

After the upgrade has completed, “success” displays in the Status column of the Result tab. Check the
MAIN tab for each module to ensure that the correct revision level displays in the Software Revision
field.

For information on the status of important ION system files resulting from this operation, see “Appendix
C: ION System File Content and Location”.

Messages

Message: The firmware Database File is being transferred... followed by You are now logged out displays
during a firmware upgrade; or the file transfer completes but the files are not added.

You are now logged out.
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Meaning: An Inactivity Timer was added at IONMM FW v 1. . . If the timeout occurs during a TFTP
transfer when loading firmware, the transfer completes but the files are not added to the firmware
database.

Recovery:

1. Click the OK button to clear the message.

2. Log back in to the ION System.

3. Retry the operation, but before the 15 minute timeout period elapses, wiggle the mouse or press any
key to reset the timer.

4. Try zipping up the firmware files. A .Zip file with IONMM, x322x, and x323x firmware creates a file of
38.7M, which takes ~14 minutes to load on a Windows 7 PC. That takes just under 15 minutes, so you
won’t get logged out. The transfer completes and the files are added. If you add the $3240 (11.6M)
making the zip file 49.9M, the session times out. The transfer completes but the files are not added.

Y¥ou are now logged out.
[ Allow dialogs from 192.168.0.10 to take you to their tab
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Management of Other Modules

The IONMM allows management of slide-in cards (SICs) installed in the ION Chassis through either the
CLI or the Web interfaces on the IONMM. The CLI can be accessed through either the USB or Telnet
facilities. Communications between the IONMM and the SICs is through the ION Chassis backplane.

Managing Using the CLI Commands

Management of modules other than the IONMM can be accomplished by entering CLI commands
through either the local USB serial interface or a remote Telnet session. CLI commands can operate on
the device level or port level. This is indicated by the status of the command prompt’s preamble.

For example:
Agent III C1|S1|L1D> (orjustCl|S1|L1D>)

This prompt indicates that any subsequent commands entered are for the module located in chassis
1/slotl. To enter a command for a different device or port in the ION system, you must change the
location of the command prompt. The go command allows you to change the hierarchical location of the
command prompt. Before using the command, a familiarity with the hierarchy structure in the ION
system is essential. A representation of the hierarchy is shown in the figure below.

L L
Tkrvied LISE
1 5 9
O {kevel one) %} T §§_'¥§3’=1
Liar=1
F=2
U {i} """ ‘i;z;!.;::z

; L2p=i
LT Ly
swas [[TE_ | [0
LEp=E L
L2AP=2
1 L3Pmy
D (level Ihree) E} i] E
. e
Ty

Figure 8: CLI Location Hierarchy

In the above figure, there are three levels of device:

* L1D, or level one device, refers to cards (IONMM and other SICs) that are installed in the chassis.
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* L2D, or level two device, refers to a device that is directly connected to a port in a card in the
chassis and has other devices connected to it.

* L3D, or level three device, refers to a device that is directly connected to a port in a level two
device.

The ports on a device are divided into two categories: device ports and attachment ports.

* Device ports — These are ports on a specified device that are used as service ports for either
customer or network connections and are typically attached to routers or switches. These ports
are labeled L1P=, L2P=and L3P=. The L1, L2, and L3 indicate the level of the device that the port
is on. Devices attached to a port with this designation cannot be managed by the IONMM.

* Attachment port — These are also ports on a specified device; they are labeled L1AP= and L2AP=
and indicate an attachment point for another ION family device that can be managed by the
IONMM.

Physically these are the same port. That is, L1P1 and L1AP1 are both port one on a level one device.
However, it is how they are used that determines their syntax. For example, L1P1 indicates that the port
is used to connect to a service device that is not managed by the IONMM. L1AP1 indicates that the port
is used to connect to a level 2 device that can be managed by the IONMM.

Example 1:
In the CLI location hierarchy, to go to the first port (L3P1) on device L3D in the network topology shown
in Figure 8: CLI Location Hierarchy, you would enter the following command from the base prompt.

C1|S1|L1D>go s=5 1llap=2 12ap=1 13p=1
The resulting command line prompt would be:
C1|S5|L1AP2|L2AP1|L3P1>

Any CLI command appropriate for the port can now be entered.

Example 2:
In the CLI location hierarchy, to go to device L2D in the network topology shown in Figure 8: CLI Location
Hierarchy, you would enter the following command from the base prompt.

C1|S1|L1D>go s=5 llap=2 12d=1
The resulting command line prompt would be:

C1|S5|L1AP1|L2D>

Any CLI command appropriate for the device can now be entered.
The following procedure is for using CLI commands to manage other SICs.

1. Access the IONMM through either a USB connection (see “Starting a USB Session”) or an SSH or
Telnet session (see “Starting a Telnet Session”).

2. Use the go command to change the operational location to the device/port to be managed.

3. Configure the SIC using the appropriate commands. For a complete list of the available commands,
see the ION System CLI Reference Manual, 33461.

4. To return the location to the IONMM, type home then press Enter.
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Managing via the Web Interface

1. Access the IONMM through the Web interface (see “Starting the Web Interface”).

ION System

—“ION Stack
='Chassis

------ [O3]IONMM

—-[08]C3220-1040

— Chassis mounted
device (L1D)

— Remote stand-alone
device (L2D)

device (L3D)

2. Click on the slide-in card / port to be managed.

Attachment port (L1AP=2)

— Attachment port (L2AP=2)
—-REM-C3221-1040 — Remote stand-alone

3. The operations that can be performed depend on the slide-in card type. Refer to the specific
product document for more information. See the “Related Documents” section.
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Replacing the IONMM

The IONMM is a “hot swappable” device (it can be removed and installed while the chassis is powered
on). Use this procedure to replace the IONMM.

1. Backup the configuration (see Backing Up the Configuration).

2. Disconnect any cables attached to the Management Module.

Chassis

Fanel Fastener

L T L P

Loosen the IONMM panel fastener by turning it counterclockwise.

Pull the existing IONMM from the Chassis.

Carefully slide the new IONMM fully into the slot until it seats into the backplane.

Push in and rotate the attached panel fastener screw clockwise to secure the IONMM to the chassis.

Connect the network and/or USB cables to the IONMM.

©® N o v &~ Ww

Load the configuration into the new IONMM (see “Restoring the Configuration”).
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5. Troubleshooting

General

This section provides basic and specific problem determination processes, and a description of problem
conditions that may occur or messages that may be displayed. This section also documents ION system
tests and describes where and how to get technical support.

IMPORTANT

For each procedure described in this section, do each step sequentially as indicated. If the result of a
step causes the problem to be corrected, do not continue with the other steps in the procedure.

Basic ION System Troubleshooting

This basic process is intended to provide some high-level techniques that have been found useful in iso-
lating ION problems. This process is not a comprehensive guide to troubleshooting the ION system. The
intent here is to 1) avoid missing any important information, 2) simplify analysis of captured infor-
mation, and 3) improve accuracy in finding and explaining problem causes and solutions.

This basic process applies to these ION system and related components:

e |ON Chassis
e ION NIDs (SICs, or slide-in-cards)
e |IONMM

e |ON software (ION System Web Interface or ION command line interface - CLI).

e ION power supply

e |ON Options (IONADP, ION LG Kit, SFPs, etc.)

e Data cables, electrical cables, and electrical outlets

e Third party network equipment (circuit protection equipment, battery backup, 3™ party
client or server software — RADIUS or TFTP, etc.)

When troubleshooting an ION system / network problem on site:

1. Document the operation taking place when the failure occurred.

2. Capture as much information as possible surrounding the failure (the date and time,
current configuration, the operation in process at the time the problem occurred, the step you
were on in the process, etc.).

3. Start a log of your ideas and actions, and record where you were in the overall scheme of the
system process (i.e., initial installation, initial configuration, operation, re-configuration, upgrad-
ing, enabling or disabling a major feature or function, etc.).

4. Write down the error indication (message, LED indicator, etc.). Take a screen capture if the
problem displayed in software.

5. Start with the simpler problem causes and work towards the more complex possible problem
causes (e.g., check the network cables and connections, check the device LEDs, verify the NIDs
are seated properly, view the CLI show command output, check the Syslog file, verify IP ad-
dresses and Gateway IP address, check Windows Event Viewer, ping the interface, run the vari-
ous SOAM tests if functional, etc.).

6. Write down your initial 2-3 guesses as to the cause of the problem.

7. Verify that the Lantronix product supports the function you are attempting to perform.
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10.

11.

12.

13.

14.

15.

Use the Web interface or command line interface (CLI) to obtain all possible operating status
information (log files, test results, show command outputs, counters, etc.)

Use the ION system manual procedure to retry the failed function or operation.

For the failed function or operation, verify that you entered valid parameters using the cursor
over help (COH) and/or the ION system manual.

Based on the symptoms recorded, work back through each step in the process or operation to
recall a point at which the problem occurred, and examine for a possible failure point and fixe
for each.

Document each suspected problem and attempted resolution; eliminate as many potential
causes as possible.

Isolate on the 1-2 most likely root causes of what went wrong, and gain as much information as
you can to prove the suspected cause(s).

If you find a sequence of actions that causes the problem to recur, document the full sequence
several times if possible.

Review your logged information and add any other comments that occur to you about what has
taken place in terms of system behavior and suspected problem causes and solutions.

Review the “Recording Model Information and System Information” section before calling Technical
Support.

Error Indications and Recovery Procedures

The types of indications or messages reported include:

LED Fault and Activity Displays
Problem Conditions

CLI Messages

Web Interface Messages

SNMP Messages

Syslog Messages and Sys.log Output
Windows Event Viewer Messages
The Config Error Log (config.err) File
Webpage Messages

These message types and their recommended recovery procedures are covered in the following
subsections.
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LED Fault and Activity Displays

Refer to this section if the LEDs indicate a problem. For any LED problem indication:

1.

ukwnN

N

Check the power cord connections.

Check the data cables for obvious problems, incorrect cable type, incorrect wiring, etc.

Make sure the USB cable is properly connected.

Check the power supply voltages (see the related document).

Verify that the ION system devices have the latest firmware versions (see “Upgrade the Firm-
ware”).

Download the latest firmware version and upgrade as necessary.

Check if other network devices are working properly.

Power (PWR) LED off (not lit):

Check for a loose power cord.

Remove the card from the chassis and re-insert it. Replace if failed.

Check for a power supply failure. Replace power supply if failed.

Make sure all circuit protection and connection equipment and devices are working.

Verify that the ION system power supply is within operating range (see the related document).

LACT (Link Activity) LED off (not lit):

1.

uAWwN

o

Check the data cables for obvious problems, incorrect type, incorrect wiring, etc.

See if the administrator has manually disabled the console device (PC) via the Web interface.
Check if other network devices are working properly.

Remove the card from the chassis and re-insert it.

Verify that the ION system devices have the latest firmware versions (see “Upgrade the Firm-
ware”).

Download the latest firmware version and upgrade as necessary.

DUP (Duplex) LED lit:

e wN e

Remove the suspect card from the chassis and re-insert it.

Make sure the USB cable is properly connected.

Check for an IONMM configuration problem (see “Section 3: Configuration”).

Make sure all circuit protection and connection equipment and devices are working.

Verify that the ION system power supply is within operating range (see the related document).
Reset the ION system (see “Reset to Factory Defaults”).

TX or RX LED off (not flashing):

1.

vk wnN

Remove the card from the chassis and re-insert it.

Check the data cables for obvious problems, incorrect cable type, incorrect wiring, etc.
Check if other network devices are working properly.

Verify the speed and duplex settings.

Verify that the ION system devices have the latest firmware versions (see “Upgrade the Firm-
ware”).

Download the latest firmware version and upgrade as necessary.
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Troubleshooting Auto-negotiation Mismatches

The IEEE 802.3ab Auto-negotiation protocol manages the switch settings for speed (10 Mb/s, 100 Mb/s,
and 1000 Mb/s, excluding SFP module ports) and duplex (half or full). There are situations when this
protocol can incorrectly align these settings, causing a mismatch and reducing performance. A mismatch
can occur when:

1. A manually set speed or duplex parameter is different than the manually set speed or duplex
parameter on the connected port.

2. Anportis set to auto-negotiate, and the connected port is set to full duplex with no AutoNegotia-
tion.

To maximize performance and ensure a link, follow one of these two guidelines when changing the set-
tings for duplex and speed:

1. Set both ports to auto-negotiate both speed and duplex, or
2. Manually set the speed and duplex parameters for the ports on both ends of the connection.

IPv6 Troubleshooting

Start by using these third party resources when performing general IPv6 problem solving:

e The standard Windows 7 command-line tools with full IPv6 functionality (Ping, Ipconfig, Path-
ping, Tracert, Netstat, and Route all support IPv6).
e The IPv6-specific tools in the Netsh command.

Address Resolution in Windows 7

In unicast global IPv6 (equal to IPv4 Public) addresses, the 64-bit host portion of the address is derived
from the MAC address of the network adapter. The Neighbor Discovery (ND) protocol resolves IPv6 ad-
dresses to MAC addresses. The resolution of host names to IPv6 addresses is done by DNS except for
link-local (equivalent to IPv4 APIPA) addresses, which resolve automatically. DNS handles records for
IPv6 host names like IPv4 and uses pointer (PTR) records to perform reverse lookups. Where DNS is not
implemented (e.g., peer-to-peer environments) the Peer Name Resolution Protocol (PNRP) provides dy-
namic name registration and name resolution.

Verify IPv6 Configuration in Windows 7

The main tool is Ipconfig. The command ipconfig /all displays both IPv4 and IPv6 configuration. To dis-
play the configuration of only the IPv6 interfaces use netsh. The netsh interface ipv6 show address com-
mand displays each interface IPv6 address including the interface ID after the % character (the configu-
ration can be accessed via the GUI).
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Verify IPv6 Connectivity

Try to ping the local address. Note that if pinging link-local addresses from one host to another, you
must include the destination adapter interface ID (e.g., ping fe80::38e7:3df1:f5ff:fdf0%13). When ping-
ing site-local (equal to IPv4 Private) addresses you can add the interface ID to ensure that the address is
configured on the desired interface. You must add an ‘allow’ rule for ICMPv6 traffic to pass through each
computer’s firewall.

Command examples - third party CLI commands for IPv6:
ipconfig /all

netsh interface ipv6 show address

ping fe80::38e7:3df1:£f5ff:£df0%13)

netsh interface ipv6 delete neighbors
netsh interface ipv6 show neighbors

netsh interface ipvé6 delete destinationcache
netsh interface ipv6 show destinationcache
netsh interface ipv6 show route

route print

tracert -d <destination IPv6 address>
pathping -d <destination IPv6 address>

Additional Information

IPv6 Forum at http://www.ipv6forum.com/

ARIN (American Registry for Internet Numbers) at https://www.arin.net/knowledge/ipv6 info cen-
ter.html or ARIN wiki at http://www.getipv6.info/index.php/Main Page

Cisco: http://www.ciscopress.com/articles/article.asp?p=777892&segNum=7

Troubleshooting IPv6 on Windows 7: http://itexpertvoice.com/home/troubleshooting-ipv6-on-win-
dows-7-and-why-its-worth-the-bother/

Troubleshooting IPv6 on Windows Servers (Microsoft TechNet): http://technet.microsoft.com/en-us/li-
brary/cc780623(WS.10).aspx

Test IPv6 Connectivity Using the pingé Command (Windows XP)
http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-
us/sag_ip_v6_pro_diag_ping6_conn.mspx?mfr=true

IPv6 Auto Config Troubleshooting

Determine whether your computer will require reconfiguration. For example, for Microsoft .NET Frame-
work version 2.0 and later, IPv6 is enabled by default. For .NET Framework version 1.1 and earlier, IPv6
is disabled by default. For more information see the MSDN article at http://msdn.microsoft.com/en-
us/library/8db2058t.aspx. Windows Server 2008 provides complete support for IPv6 and all of its fea-
tures and does not need additional installation or configuration.

For Windows 7 see http://technet.microsoft.com/en-us/magazine/2009.07.cableguy.aspx.

For Windows XP see http://support.microsoft.com/kb/2478747.

For Windows Vista see http://ipv6.com/articles/general/IPv6-Microsoft-Vista.htm.

For Linux / BSD, see http://ipv6.com/articles/applications/Linux-and-BSD.htm or
http://tldp.org/HOWTO/html single/Linux+IPv6-HOWTO/ or your distribution documentation and/or
website.
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Problem Conditions

Cannot access the IONMM via USB port

1. Check that the USB cable is connected to the IONMM and to the PC/workstation.

2. Unplug and replug the USB cable at the IONMM USB-DEVICE port.

3. Check that the USB driver is installed on the PC/workstation. See “Installing the USB Driver”.
4

Check that the terminal emulator software is configured properly for the USB port and launched.
See “Configuring HyperTerm”.

5. Make sure that serial access (console access) is enabled.

a) Access the IONMM through the Web interface (see “Starting the Web Interface”).
b) Select the MAIN tab.
c) Locate the System Configuration section.

d) If Enabled is not showing in the Console Access field, select it and click Save.
Restart the local management station (PC).

Press the IONMM RESET button at the top of the IONMM card.

Power cycle the IONMM. Make sure the IONMM PWR LED is lit.

w B N e

If the problem persists, contact Lantronix Technical Support.

Cannot access the IONMM via Telnet
1. Check whether SSH is enabled.

a) Access the IONMM through either a USB connection (see “Starting a USB Session”) or the Web
interface (see “Starting the Web Interface”).

Note: if you are unable to access the IONMM through the Web interface, go to step 3.
b) From the CLI, type: show ssh config and press Enter.
¢) From the Web interface, select the SSH tab and check the SSH Server Status field.

2. IsSSH enabled?

Yes No

Access the IONMM using SSH security or disable SSH Continue with step 3.
(see “Configuring SSH”).
Is access restored?

* Yes —end of procedure.

* No — continue with step 3.
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3. Check whether Management VLAN is enabled.

a) At the USB command prompt, type: show mgmt vlan config

b) Press Enter.

4. |Is Management VLAN enabled?

Yes

No

a) Make sure that the management station/PC is part of
the same VLAN as the IONMM.

b) Make sure that the correct port is being used on the
IONMM.

c) Is access restored?

* Yes —end procedure.

* No — continue with step 5.

Continue with step 5.

5. If the problem persists, contact Technical Support.

Cannot access the IONMM via the Web

1. Does the signin screen appear?

Yes

No

Sign in using the default password; private.

Note: the password is case sensitive.

Continue with step 2.

Verify that the default password has not been changed.

A I

Check with your IT department that the network is up and running.
Check that the network cable is connected to the IONMM and the network port.

Check the IP addressing. At the command prompt, type show ip-mgmt config and press Enter. Verify

the assigned IP address, Gateway IP address, and sub-net mask.

6. Check if HTTPS is enabled.

a) Access the IONMM through either a USB connection (see “Starting a USB Session”) or an SSH or

Telnet session (see “Starting a Telnet Session”).

Note: if you are unable to access the IONMM through the Telnet interface, go to step 7.
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b) At the command prompt, type: show https config and press Enter.
7. Is HTTPS enabled?

Yes No

Access the IONMM through HTTPS or disable HTTPS (see Continue with step 8.
“Configuring HTTPS”).
Is access restored?

* Yes —end procedure.

* No — continue with step 8.

8. Check if Management VLAN is enabled. At the USB command prompt, type show mgmt vlan config
and press Enter.

9. Is Management VLAN enabled?

Yes No

a) Make sure that the management station/PC is part of Continue with step 10.
the same VLAN as the IONMM.

b) Make sure that the correct port is being used on the
IONMM.

c) Is access restored?

* Yes —end procedure.

* No — continue with step 10.

10. Disable the Management VLAN function. At the USB command prompt, type set mgmt vlan
state=disable and press Enter.

11. If the problem persists, contact Technical Support.
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Cannot activate IP-based management
1. Verify that the IP, gateway, and subnet mask are configured correctly.

2. With DHCP enabled, DHCP could have failed leaving the system with the old static IP configuration.
Check the configuration via the USB port.

a) Access the IONMM through a USB connection (see “Starting a USB Session”).
b) At the command prompt, type: show ip—-mgmt config.
c) Press Enter.

3. If the problem persists, contact Technical Support.

IONMM does not power on

1. Does the chassis have power?

Yes No

Check that the IONMM is seated properly a) Check that the power cord is plugged into
in the chassis. the unit and the wall socket.

b) Plug the IONMM into a different outlet.

2. If the problem persists, contact Technical Support.
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Telnet connection is lost after a CLI command is executed

1. Canyou connect to the IONMM through the Web interface?

Yes No

Go to step 3. Continue with step 2.

2. Check the following:

* the IONMM is seated properly in the chassis
* the IONMM is powered up

* the network cable is seated

* the network is operational

3. Forall modules (slide-in and remote) check the following:

* module is properly seated/connected
* module is powered up

4. Cycle power for the module in question. Note: for slide-in cards, pull the module out so it is no
longer connected to the backplane, then slide the module back in, ensuring that it is firmly seated.

5. If the problem persists, contact Technical Support.

Trap Server does not record traps
1. Ensure the Trap Server application is running.

2. SNMP traps may be blocked by a router or firewall. Consult your Network administrator to
determine if this is the case.

3. Check that the correct SNMP trap manager IP address has been defined for the module.

* For Web Interface — go to the SNMP Configuration section on the MAIN tab.
* For CLI - at the device level, type: show snmp config and press Enter.

4. If the problem persists, contact Technical Support.
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Upgrade fails

Cannot upgrade modules

Cannot upload upgrade files

1. Make sure that:
* The correct module(s) has been selected and is powered on.
* The module selected is listed in the Card Type column on the Firmware Database sub-tab.
* A hierarchy conflict does not exist (i.e., trying to upgrade a level 2 module and its level 1 module
at the same time).
* The NIDs are upgraded to the same version as the IONMM.
2. Wait two minutes, and then retry the operation. If the operation still fails, continue with step 3
below.
3. Reboot the IONMM and all modules in the upgrade stream.
4. Retry the operation. Note: you will have to do another upload of the upgrade files.
5. If the problem persists, contact Technical Support.
Upload fails
1. Check the following:
* The IONMM is powered on.
* The IP address of the TFTP server is correct.
* The TFTP server is online and available.
* The correct file name, db.zip, is specified (including the .zip extension) for Windows XP (do not
include the extension in Windows 7).
* The db.zip file (or db file) is in the default directory on the TFTP server.
* The db.zip file (or db file) contains the db.idx file and the upgrade files.
* The db.idx file (or db file) is formatted correctly (“Creating the Database Index and Archive
Files”).
2. Wait three minutes then retry the operation. If the operation still fails, continue with step 3.
3. Reboot the IONMM.
4. Retry the upload operation.
5. If the problem persists, contact Technical Support.
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USB connection resets after a CLI command is executed

1. Canyou connect to the IONMM through the Web interface?

Yes

No

Go to step 4 of “Telnet connection is Continue with step 2.
lost after a CLI command is executed”.

2. Check the following:

* the IONMM is seated properly in the chassis

* the IONMM is powered up
* the network cable is seated

* the network is operational

3. Forall modules (slide-in and remote) check the following:

* the module is properly seated/connected

* the module is powered up

4. Cycle power for the module in question.

5. If the problem persists, contact Technical Support.

Configuration Mode Mismatch

On the device MAIN tab, in the System Configuration section in the Configuration Mode box, the mode
displayed does not match the hardware setting on the device.

The device has a Jumper that disables software management of the device. When Configuration Mode is
hardware, the devices take some of the configurations from Jumper J9 on the PCB. In software mode,
configuration is controlled by management.

1. See the IONMM or chassis card install Guide for Jumper setting information.

2. Contact Lantronix for more information. Contact Technical Support.
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Ethernet connection works, but at a very low speed
1. Check if the Auto Negotiate feature is enabled.

2. If Auto Negotiate is enabled, check if one device is using full duplex while the other one is using half-
duplex (a duplex mismatch condition). The usual effect of this mismatch is that the connection
works but at a very low speed.

3. Change Ethernet connection settings; see "Configuring Auto Negotiation".
loading, please wait ... Displays continuously

1. Wait for one or more minutes for discovery to complete. Note that the ION system supports up to
three levels of device discovery (two remote and one local).

2. Click the Xl icon to close the message.
3. Check the parameter entries and retry the operation.
4. Click the Refresh button and try the operation again.

5. If the problem persists, contact Technical Support.

loading, please wait ... displays continuously and IE9 Freezes

| Loading, please wait... ]

You clicked on the IONMM in the ION system Web interface, but the message displays. This occurs only
with IE9 (Internet Explorer 9, which requires Windows 7 or Windows Vista).

1. Wait several moments for the message to clear.
2. Click the Xl icon to close the message.

3. Use the IE9 Compatibility View button in the address bar to resolve this issue (see Note 1 below).
See the Microsoft IE9 release notes at http://msdn.microsoft.com/en-us/ie/ff959805 for known IE9
issues.

4. Try going back to IES8, as this function works with IE8.

5. Try another web browser (Firefox, Chrome, etc.).

6. If the problem persists, contact Technical Support.

Note 1: See the IE9 Compatibility View (http://support.microsoft.com/kb/956197) for three methods.
Method 1: Enable Compatibility View for your whole website or for specific website directories.
Method 2: Enable Compatibility View for specific web pages.

Method 3: Enable Compatibility View for multiple computers by using Group Policy settings.

Windows 7 editions: Home Premium, Windows 7 Professional, and Windows 7 Ultimate.
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No ACL condition now!
1. You entered the command show acl condition, but you have not yet defined any ACL conditions.

2. Use the set acl condition command to define a related ACL condition. (Use the IONMM > ACL tab
via the Web interface.)

3. If the problem persists, contact Technical Support.

Problem/Message:
Internet Explorer 11 message indicates “This page can’t be displayed.”
“Invalid username or password message displays at the ION System Login page in IE 11.
ION System web pages do not display or display incorrectly in Internet Explorer 11.
The ION System message “loading, please wait ...” displays continuously and IE11 freezes

Cause: In earlier IE versions, the Compatibility View button would try to fix a broken standards-based
website by getting the page to display like it did in Internet Explorer 7. Compatibility issues were largely
resolved since IE 7, to the point where the Compatibility View button was removed for IE11.

Recovery: Remove the ION URL from Compatibility View:
1. With ION up, click on the Gear icon at the top right corner of your IE window and choose
Compatibility View settings.
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0 - @ | 8 Timefine - G Trac | 0 TH-USE3-5%-01 5| m Where s Comprt.| TN Missing the Com| & 10N Systern Al o)

ook Help Print
& Official Usability, User Exp. " FitHeme ~ B « [ Read mail = Print File
Zoom (100%)

precions Nea. | () optons + o

e NETWORKS: el
[opmen=vau=_nep |
ION System
= 1o Sk pre——
= Chassis ‘Serial Number- Model- ‘Softveare Revision- Hardware Revision
= [D1JIONMM 2 C4110-4848 1265 1.00
Fort 1 Boatloader Revision

Bbout Intemet Erplarer

Part2 010
- [2C41104848

System Configuration
Part 1

System Nams- System Up Time- (Configuraion Mods Number of Ports

o2 catte 20090000 Software
+ [03[C1221-1040 rrrrr—
& [M4IC300-4040 00-CO-F2-22-17-15
+ [DS]C3Z51-1040 Dpime ResefSysiem RebooiReset To Faciory Con'g

+ [D]C4120-1040
+ [22JIONPS-ART
+ RIIONPS A

Device Deseription

2. Select the ION URL in “Websites you’ve added to Compatibility View:” and click the Remove button.

Compatibilty View Settings =) EEI

is page can't... | 8 Timeline - Git Trac | L] TN-USB3-SX-01 S... | B¥ Fix site display pr.

[ Change Compatibiity View Settngs
A

L Home ~ [ ~ [ Resdmail @hPrint v Page~ Safety~ Took~ @ Help~
Agd this website: s Noct | (7] options - |

Websites you've added to Compatbilty View:

172.16.44.60 Remove

172.16.44.63

192.168.1.10

h't be displayed

92.168.0.10 is correct.

[]Display intranet sites in Compatiiity View engine.
7] Use Microsoft compatbitty lists
Learn more by reading the Interet Explorer privacy statemen

3. You also have the option to uncheck (disable) two other features:
o Display intranet sites in Compatibility View
o Use Microsoft compatibility lists
4. Click the Close button when done and log back in to the ION System.
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No ACL rule now!

When doing a backup of the IONMM and several other modules, an error was detected when the
IONMM was initially backed up (AGENT PM ERROR: CLI command show acl rule failed).

1. Execute a System reboot on the IONMM.
2. Execute a backup on the IONMM alone.

3. If the problem persists, contact Technical Support.

Parameter Boxes Outlined in Red / Cannot Enter Parameters
1. Check if the device is physically connected and powered on.
2. Refresh the IONMM or NID by clicking the Refresh key.

3. Collapse and then expand the ION System tree (i.e., fold and then unfold the "ION Stack" node in the
left tree view) to refresh.

4. Cycle power for the module in question.

5. Reboot the device by clicking the Reboot key. Check if the parameter boxes are again outlined in
black and that you can enter parameters.

6. Upgrade the device(s) to the latest software version.
7. Reboot the ION System using the Reboot System button.

8. If the problem persists, contact Technical Support.

Red box Condition after Reboot

When the reboot is finished, some devices (usually remote devices) will show the error condition of a
"red box" around items like IP address, Trap Manager IP addresses, and/or DNS Entries. The ‘red box’
condition occurs while the devices are resetting; this condition can continue several minutes after the
reboot. Until the system is ready to be fully managed, certain fields may display within "red boxes".
The "red boxes" will disappear when the system is ready to be fully managed.

1. Wait a couple of minutes for the current operation to complete, and then continue operation.

2. Check the devices’ firmware versions. For example, a C2220 has only certain items ‘red boxed’.
The IONMM in this case is at latest version and shows certain new functions on the GUI, while the
C2220 is at an older version and shows the newer functions as ‘red boxed’. Since the older version of
C2220 does not have knowledge of the new features, it will not respond to the IONMM for the new
items, and the IONMM shows those items as ‘red boxed’. Upgrade the devices to the latest software
version.

3. Reboot the system. See the “Reboot” section for more information.

4. Contact Lantronix for more information. Contact Technical Support.
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TFTP Server Address is empty or invalid!

1. On adevice MAIN tab, in the TFTP Settings section, you clicked the Save Server Address button with
no TFTP Server Address entered, or with an invalid TFTP Server Address entered.

2. Enter avalid TFTP Server Address and click the Save Server Address button.

Windows XP Cannot Find Drivers For My Device

This error can occur if the information programmed into the device EEPROM do not match those listed
in the INF files for the driver. If they do not match, the driver cannot be installed for that device without
either reprogramming the device EEPROM or modifying the INF files.

1. Contact Lantronix for more information. Contact Technical Support.

Windows XP Forces a Reboot after Installing a Device

This problem can occur if an application is accessing a file while the New Hardware Wizard is trying to
copy it. This usually occurs with the FTD2XX.DLL file.

1. Select not to restart the computer and then unplug and re-plug the device. This may allow the
device to function properly without restarting.

2. Restart the computer to allow the device to work correctly.

3. Contact Lantronix for more information.

Driver Installation Fails and Windows XP Gives Error Code 10

Windows error code 10 indicates a hardware error or failed driver installation. This error may appear if a
device has insufficient power to operate correctly (e.g. plugged into a bus powered hub with other
devices) or may indicate a more serious hardware problem. Also, it may be indicative of USB root hub
drivers being incorrectly installed.

1. Contact Lantronix for more information. Contact Technical Support.
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Windows Displays an Error and then Terminates Installation

If the following screen is displayed with this message, Windows XP has been configured to block the
installation of any drivers that are not WHQL certified.

Hardwsare Installation

@ The software you are installing fior this hardware:

USE Serial Converter

has not passed 'Windows Logo testing to verity its compatiblity
wiith this wersion of Windows. [Tell me why this testing is important]

This hardware will not be installed. Contact your system
administratorn

To successfully install the device, you must change the driver signing options to either warn or ignore to
allow the installation to complete.

1. To change the current driver signing setting, in Windows XP, go to "Control Panel\System", click on
the "Hardware" tab and then click "Driver Signing".

2. Select the desired signing option.

For other USB Driver / OS Messages (Win2K, Vista, Windows 7, Linux, Mac) refer to the separate
document with Driver / OS install, uninstall and troubleshooting information.

Long Command Causes Cursor Wrap to Same Line

When the input command reached the input max length, the cursor did not return to the next line but
went back to the begin of the same line covered the original data

+ 192 168.0. 101

LiD>show acl condition
type t  operation value state rule idx
nacadde equal dat active 1
ipudaddr equal notInService @
LiD>add acl condition type=ipvdaddr srcdst=src oper-equal value=172.16.6.1

LiD>add acl condition type=ipvdaddr srcdst=src oper-equal value=172.16.6.1
C1 1516 1L1D>

1. Press the Enter key towards the end of the command string and continue entering command text.

2. Try using HyperTerminal or the Web interface, at least temporarily.
3. Contact Lantronix for more information. Contact Technical Support.

Cannot find new IP address
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DHCP issued address is not being displayed
IP Address Wrong

If the DHCP client is enabled on the IONMM Main page, there is no easy way to determine the new IP
address. If DHCP client status set to "enable", the value of "ip address" shows the last IP, not the current
dynamic allocation IP.

When a show ip-mgmt config command is entered on the CLI, the previous "fixed" IP address is still re-

turned.

If a Fully Qualified Domain Name is used on any of the IONMM pages to access other devices (TFTP,

SNTP or Radius), or to ping another PC, they will fail because of an internal sync problem when getting

the IP settings from the ION system when the DHCP client is enabled.

1. Disable the DHCP client and set the DNS server; the problem resolves. (If you enable the DHCP client
and then set the DNS servers via the Web interface, this issue may occur due to the internal sync
problem noted above).

2. Contact Lantronix for more information. Contact Technical Support.

L2CP: LLDP packets will not forward when the "LLDP protocol" set to "Pass"

All the LLDP packets received are forwarded internally, as the ION system uses it to do topology discov-
ery. The ION system checks the LLDP packets to find out whether it is an ION system LLDP packet.

If it is a Lantronix LLDP packet (xxDP) the ION system handles it separately.

If it is not a Lantronix LLDP packet, it may be handled in one of two ways, based on the packet verifica-
tion result: if it is a valid LLDP message, the ION system will forward it to the specific port based on the
port’s L2CP configuration; if the packet is invalid, it is immediately discarded.

The L2CP MIB definition for xxDP forwarding states that “LLDP protocol frames with a destination ad-
dress of 01-80-C2-00-00-0E which are not TN discovery LLDP frames are either discarded or passed at
this port”.
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Message: Getting Records failed (snmp operation timeout)

Getting records failed (http server error)

Meaning: The NID could not find the records associated with the operation attempted.
Recovery:

1.Verify the attempted operation was performed correctly (e.g., Policy/ Rule type drop down on the ACL
page).

2. Retry the operation. See the applicable section (“Upgrade the Firmware” section, or “Backup and
Restore Operations (Provisioning)”.

3. Reboot the NID.

4. If the problem persists, contact Technical Support.

Problem: User Public-Key Missing after Upgrade from v1.0.3 to v0.5.12

Meaning: In ION v1.0.3, the user-public key is binding with the Linux root user and is stored in the root
file system (/root/.ssh/). This file system will be replaced after this version upgrade, so this key will be
lost.

Recovery: This missing key problem will occur only if you upgrade from 0.5.14 to a later release. In ION
versions after 0.5.14, the user-public key is saved after an upgrade. You can still log in through SSH, but
you must upload the public key again to use it. In v 0.5.14, the stored key was moved from the root file
system to the application flash area (/agent3/conf).

Problem: ION upgrade unsuccessful.

Clicking on a chassis card causes “snmp time-out” error.

Communication with the IONMM locks up after IONMM upgrade.

Meaning: You upgraded the IONMM to ION Release 1.2.1 but did not upgrade any of the ION Chassis
cards. The upgrade was unsuccessful since the chassis cards were not upgraded with the IONMM card
upgrade. This is due to the MIB changes that were implemented after ION Rel. 1.1.0.

Recovery:

1. Perform a hard reset (IONMM card removal) to re-initialize the ION Chassis.

2. Logintothe IONMM again.

3. Upgrade the ION NID cards to match the IONMM upgrade version.
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Problem: "Unknown command." message displays when entering system name/contact/location.

Problem: The System Name cannot be restored when the system name contains special character
"space" in the middle.

Meaning: The "Unknown command." message displays when the system name/contact/location con-
tains a "space" character within the text using the CLI command "set system name" or "set system con-
tact"” or "set system location" is entered. The entry for the system contact, system location, and system
name must be a text string with no spaces between characters. Note that numbers, upper/lower case
characters, and special characters (V! @#5%"&*()_+") are allowed.

Recovery: From the Web interface, at the device’s MAIN tab in the System Configuration section, re-
enter the "System Name" or "System Contact" or "System Location", making sure there are no spaces
between the text characters.

From the CLI, re-enter the "set system name" or "set system contact" or "set system location" CLI com-
mand, making sure there are no spaces between the text characters. For example:

C1|S1|L1D>set system ?
contact
location
name
C1|S1|L1D>set system name=123abcABC ~!@#$% &* () +"
% Unknown command.
C1|S1|L1D>set system name=123abcABC ~!@#$%"&* (
% Unknown command.
C1|S1|L1D>set system name=123abcABC ~!@#$%
% Unknown command.
C1|S1|L1D>set system name=123abcABC

C1|S1|L1D>set system
C1|S1|L1D>set system
C1|S1|L1D>set system
% Unknown command.
C1|S1|L1D>set system
C1|S1|L1D>set system
% Unknown command.
C1|S1|L1D>set system
C1|S1|L1D>set system
% Unknown command.
C1|S1|L1D>set system
C1|S1|L1D>set system
C1|s1|L1D>

name=123abcABC
name=123abcABC!@#$%
name=aa bb

name=$%""&*
contact=Rob Roy

contact=RobRoy
location=12345 West 6th

location=12345West6th
name=123abcABC
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CLI Messages

The following are messages that may appear during CLI (Command Line Interface) operations.

Add ACL rule failed.

This message indicates that the rule could not be added.
1. Verify the CLI command syntax.

2. Retry the operation.

3. If the problem persists, contact Technical Support.

Ambiguous command

A. This message indicates either a) the input for one of the parameters is incorrect, or b) a hyphen is
missing between two parts of the command.

1. Verify the CLI command syntax.
2. Retry the operation.

B. You typed part of a valid CLI command and pressed Enter before completing the command syntax.
For example, if you type

C1|S7|L1D>add v
and then press the Enter key, the message “% Ambiguous command.” displays.

1. Type the part of the command that failed (add v in the example above), a space, and then type a
question mark (?), and the press Enter. The valid commands that start with the part of the command
you initially entered are displayed.

2. Verify the CLI command syntax.
3. Retry the operation.

C. The system was unable to resolve the desired command based on the portion of the command
entered. For example, you entered the following: C1|S7|L1D>set dotl

1. Verify the command syntax.
2. Retry the CLI command syntax.
3. Seethe ION System CLI Reference Manual, 33461.

4. If the problem persists, contact Technical Support.
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Bad advertisement capability!

This message indicates that the capabilities specified for the Set Ethernet Port Advertisement Capability
command are not valid choices.

1. Verify the command syntax.

2. Retry the operation. For a complete list of the available commands, see the ION System CLI
Reference Manual, 33461.

3. If the problem persists, contact Technical Support.

Cannot get link pass through information on this card

This message indicates that a link pass through (LPT) CLI command was entered for an IONMM. CLI
commands for LPT operations are only valid for slide-in modules other than the IONMM.

1. Use the go command to change from the IONMM to the specific slide-in module. The go command
format is:

go [c=<1-16>] [s=<1-32>] [llap=<1-15>] [12ap=<1-15>] (l1lp=<1-5>|12p=<1-15>|13p=<1-
15>|11d|12d|13d)

for a slide in card, or

go [c=<@-16>] [s=<@-32>] [llap=<1-15>] [12ap=<1-15>] (l1lp=<1-5>|12p=<1-15>|13p=<1-
15>|11d|12d|13d)

for a standalone card.

2. Retry the operation. For a complete list of the available commands, see the ION System CLI
Reference Manual, 33461.

3. If the problem persists, contact Technical Support.

Cannot get LOAM configuration on this port!

This message indicates that a port level command was entered for the IONMM but the command is only
valid for the other types of slide-in modules.

1. Use the go command to change location of where the command operates. The go command format
is:

go [c=<1-16>] [s=<1-32>] [llap=<1-15>] [12ap=<1-15>] (l1lp=<1-5>|12p=<1-15>|13p=<1-
15>|11d|12d|13d)

for a slide in card, or

go [c=<@-16>] [s=<@-32>] [llap=<1-15>] [12ap=<1-15>] (l1lp=<1-5>|12p=<1-15>|13p=<1-
15>|11d|12d|13d)

for a standalone card.

2. Retry the operation. For a complete list of the available commands, see the ION System CLI
Reference Manual, 33461.

3. If the problem persists, contact Technical Support.
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Cannot get port security on this port!

This message indicates that a port level command was entered for the IONMM, but the command is
only valid for the other types of slide-in modules.

1.

Use the go command to change location of where the command operates. The go command format

is:
go [c=<1-16>] [s=<1-32>] [llap=<1-15>] [12ap=<1-15>] (l1lp=<1-5>|12p=<1-15>|13p=<1-
15>|11d|12d|13d)

for a slide in card, or

go [c=<@-16>] [s=<@-32>] [llap=<1-15>] [12ap=<1-15>] (l1lp=<1-5>|12p=<1-15>|13p=<1-
15>|11d|12d|13d)

for a standalone card.

Retry the operation. For a complete list of the available commands, see the ION System CLI
Reference Manual, 33461.

If the problem persists, contact Technical Support.

Cannot clear loopback counters on this card!

Cannot set administrate state on this port!

Cannot set advertisement capability on this port!

Cannot set autocross on this card!

Cannot set auto negotiation state on this port!

Cannot set Ethernet port speed for this card!

Cannot set Ether port duplex mode on this card!

Cannot set far end fault on this card!

Cannot set filter unknown dest multicast frames on this port!
Cannot set filter unknown dest unicast frames on this port!
Cannot set pause on this port!

Cannot set source address lock action on this port!

No Time-domain reflectometer support on this card!
Cannot get port security configuration on this port!

Fail to get MAC control frames statistics!

Cannot show forwarding port list on this card!

Cannot show slot info on this card!

Cannot show USB port state on this card!

You entered a command (e.g., clear ether all counters) for a function not supported on the card.
For example:

C1|S7|L1P1>clear ether all counters
Cannot clear loopback counters on this card!

N

Verify if the card supports the desired function.

Use the go command to switch to a different card port supporting loopback.

Verify the command entry. The command functions include 1) admin, 2) adv-cap, 3) autocross,
4) autoneg, 5) duplex, 6) fef, 7) filter-unknown-multicast, 8) filter-unknown-unicast, 9) loopback,
10) pause, 11) speed, and 12) src-addr-lock, 13) tdr, 14) ether security config, 15) fwddb, etc.
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Cannot show port QoS configuration in this card!
Cannot show port QoS priority remapping in this card!
Cannot set tag type for priority in this card!

Cannot set default priority in this card!

Cannot set IEEE tag for priority in this card!

You entered a QOS command for a function not supported on the card. For example:

C1|S7|L1P1>show qos config
Cannot show port QoS configuration in this card!

C1|S7|L1P1>show qos priority remapping
Cannot show port QoS priority remapping in this card!

1. Verify if the card supports the desired function.
4. Use the go command to switch to a different card port supporting loopback.
2. Verify the command entry.

Cannot get VLAN database configuration on this card!

You entered a VLAN command for a function not supported on the card. For example:
C1|S7|L1D>show vlan

Cannot get VLAN database configuration on this card!

C1|S7|L1D>show vlan service
Cannot show VLAN service configuration on this card!

1. Verify if the card supports the desired function.
2. Use the go command to switch to a different card port supporting VLAN.
3. Verify the command entry.

Command incomplete
This message indicates that not all the required fields were entered for the CLI command.

1. Verify the command syntax. Re-enter the command followed by a question mark (?) with a space
between the command and the question mark. The possible keywords that you can enter with the
command appear.

2. Retry the operation. For a complete list of the available commands, see the ION System CLI
Reference Manual, 33461.

3. If the problem persists, contact Technical Support.
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Could not open connection to the host on port 23. Connection failed.

This message indicates that the Telnet server and client are configured for different ports. For Telnet
operations the default port is 23.

1.

3.

Ensure that the Telnet port is set to 23 for both the server and the client. This will require someone
with administrative rights to make a change.

Add the port number to the Telnet command. Example:
Telnet <ipaddr> <port#>

If the problem persists, contact Technical Support.

Error: this command should be executed on a device

This message indicates that the CLI command was entered for a port, and it is only applicable for a
device.

1.

Use the go command to change location of where the command operates. The go command format
is:

go [c=<1-16>] [s=<1-32>] [1llap=<1-15>] [12ap=<1-15>] (11p=<1-5>|12p=<1-15>|13p=<1-
15>|11d|12d|13d)

for a slide in card, or

go [c=<@-16>] [s=<@-32>] [llap=<1-15>] [12ap=<1-15>] (l1lp=<1-5>|12p=<1-15>|13p=<1-
15>|11d|12d|13d)

for a standalone card.

Retry the operation. For a complete list of the available commands, see the ION System CLI
Reference Manual, 33461.

If the problem persists, contact Technical Support.

Error: this command should be executed on a port

This message indicates that the CLI command was entered for a card, and it is only applicable for a port.

1. Use the go command to change location of where the command operates. The go command format

is:

go [c=<1-16>] [s=<1-32>] [llap=<1-15>] [l2ap=<1-15>] (1l1p=<1-5>|12p=<1-15>|13p=<1-
15>|11d|12d|13d)

for a slide in card, or

go [c=<@-16>] [s=<0-32>] [llap=<1-15>] [12ap=<1-15>] (11p=<1-5>|12p=<1-15>|13p=<1-
15>|11d|12d|13d)

for a standalone card.

Retry the operation. For a complete list of the available commands, see the ION System CLI
Reference Manual, 33461.
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3.

If the problem persists, contact Technical Support.

Fail to get MAC address!

This message indicates that communications to the module cannot be established.

1.
2.

6.

Verify that the correct hierarchy has been specified in the command.
For all modules (slide-in and remote) check the following:

* module is properly seated/connected

* module is powered up

Wait 60 seconds and then retry the operation.

Cycle power for the module in question. Note: for slide-in modules, pull the module out so it is no
longer connected to the backplane, then slide the module back in, ensuring that it is firmly seated.

Retry the operation. For a complete list of the available commands, see the ION System CLI
Reference Manual, 33461.

If the problem persists, contact Technical Support.

Fail to get port type!

This message indicates that a port level command was entered for the IONMM, but the command is
only valid for the other types of slide-in modules.

1.
2.

Use the go command to change location of where the command operates.

Retry the operation. For a complete list of the available commands, see the ION System CLI
Reference Manual, 33461.

If the problem persists, contact Technical Support.
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Failed to set DHCP client state!
This message indicates a problem in the DHCP setup / configuration.
1. Verify the operation in the “Assigning an IPv4 DHCP Address” section.

2. Retry the operation. See the related DHCP command in the ION System CLI Reference Manual,
33461.

3. If the problem persists, contact Technical Support.

Failed to set current time

Failed to set SNTP state!

Failed to set SNTP daylight savings time state!
Failed to set timezone!

Failed to set SNTP server

Failed to set SNTP server!

Failed to set system contact

Failed to set system name

Failed to set system location!

These messages indicate a problem in the SNTP setup / configuration.
1. Verify the operation in the applicable section of this manual.
2. Retry the operation. See the related command in the ION System CLI Reference Manual, 33461.

3. If the problem persists, contact Technical Support.

Incomplete location command!

This message indicates that one or more parameters for the go command are missing. The go command
was entered to set location parameters, but the module, slot and/or port value(s) were no included in
the command string.

The go command can operate on a local or remote card/port, and you must give the last parameter to
specify the target is a port or device. For example, the input go c=1 s=14 does not include the port
parameter, so the CLI module displays “Incomplete location parameters”.

1. Verify the command syntax.

2. Re-enter the go command and be sure to include all the location parameters:

go [c=<1-16>] [s=<1-32>] [llap=<1-15>] [12ap=<1-15>] (l1lp=<1-5>|12p=<1-15>|13p=<1-
15>|11d|12d|13d)

for a slide in card, or

go [c=<@-16>] [s=<0-32>] [llap=<1-15>] [12ap=<1-15>] (11p=<1-5>|12p=<1-15>|13p=<1-
15>|11d|12d|13d)

for a standalone card.

3. If the problem persists, contact Technical Support.

Invalid ACL condition index!
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This message indicates that you tried to associate an ACL condition with an ACL rule but the condition
does not exist.

1. Check what conditions exist, type:
show acl condition

2. Associate the correct condition with the correct rule or create the condition if it does not exist.

3. If the problem persists, contact Technical Support.
Invalid ACL rule index!
Error: The specified ACL rule index does not exist!
This message indicates that you tried to associate an ACL condition with an ACL rule that does not exist.
1. Check what rules exist, type:

show acl rule

2. Associate the correct condition with the correct rule or create the rule if it does not exist.

3. If the problem persists, contact Technical Support.

Invalid condition value: xxxx

This message indicates that the input for the value= parameter on the add acl condition command in
not valid.

1. Verify the value being input; it must match with the value input for type=.
2. Retry the operation.

3. If the problem persists, contact Technical Support.
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Invalid location parameters, cannot find the physical entity!

This message indicates that the system cannot detect the presence of the device or port specified in the
go command.

1. Verify that the correct hierarchy has been specified in the command.
2. Forall modules (slide-in and remote) check the following:

* module is properly seated/connected
* module is powered up

3. Wait 60 seconds then retry the operation.

4. Cycle power for the module in question. Note: for slide-in modules pull the module out so it is no
longer connected to the backplane, then slide the module back in, ensuring that it is firmly seated.

5. Retry the operation.

6. If the problem persists, contact Technical Support.

Invalid user!

This message indicates that the specified user is not valid.
1. Verify the user.

2. Retry the operation.

3. If the problem persists, contact Technical Support.

Login incorrect

This message indicates that either the login or password entered while trying to establish a USB or
Telnet connection is incorrect.

1. Verify the login/password.

Note: the login and password are case sensitive. The default login is ION and the default password
is private.

2. Retry the operation.

3. If the problem persists, contact Technical Support.
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No ACL condition now!
1. You entered the CLI command show acl condition, but no ACL conditions have yet been defined.
2. Use the set acl condition command to define a related ACL condition.

3. If the problem persists, contact Technical Support.

No DMI support on this port!
This message indicates that you entered a DMI command for a port that does not support DMI.

1. Verify that the port supports DMI. For Lantronix NIDs and SFPs, the model number will have a “D” at
the end.

2. Retry the operation.

3. If the problem persists, contact Technical Support.

Now the value of table can only be "filter"!

You entered an unsupported ACL table or chain parameter value. For example:

C1|S7|L1D>set acl table {raw|nat|mangle}

C1|S7|L1D>set acl table raw chain {prerouting|input|forward]|output|postrouting}
C1|S7|L1D>set acl table nat chain {prerouting|input|forward|output|postrouting}
C1|S7|L1D>set acl table mangle chain {prerouting|forward|output|postrouting}

1. Enter the parameters table=filter and chain=input. See “Configuring an ACL".

2. Retry the operation. See the ION System CLI Reference Manual, 33461.

3. If the problem persists, contact Technical Support.

There is no matched command

This message indicates that there is no such command available on this system.
1. Verify the command syntax.

2. Retry the operation.

3. If the problem persists, contact Technical Support.
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Unable to open xx. Please check your port settings.

This message indicates that HyperTerminal no longer recognizes which COM port to use for its
connection.

1. Check that the USB cable is connected to the management station and the IONMM.

2. Check that the COM port is listed for the device manager on the management station.

On the desktop, right-click on My Computer.
Select Manage.

Click Device Manager.

In the right panel, expand the list for COM & LPT.

3. Isthe COM portin the list?

Yes No

Continue with step 4. Restart the management station.

In the HyperTerminal window, select File>Properties.

Check that the correct port is listed in the Connect using field.

4
5
6. Restart the management station.
7. Reboot the IONMM.

8

If the problem persists, contact Technical Support.

Error, you should first give full location parameters

The location value is incomplete; it is missing the module, slot and/or port value(s). This message can
display when a device-level command is entered (e.g., show Ipt config).

When you change a bigger container, the value of smaller object is cleared. For example, originally the
operated object is Chassis=1, slot=4, LIAP=1 L2AP=2 L3D, and then when the command chassis 3 is
entered. This automatically sets the value of module, slot, and port to 0.

If the value of module, slot and port are not set in later commands, and then you run a device-level
command (e.g., show Ipt config), this error message displays.
Enter the go command and be sure to include all the location parameters.

go [c=<1-16>] [s=<1-32>] [llap=<1-15>] [12ap=<1-15>] (l1lp=<1-5>|12p=<1-15>|13p=<1-
15>|11d|12d|13d)

for a slide in card, or

go [c=<@-16>] [s5=<0-32>] [llap=<1-15>] [12ap=<1-15>] (11p=<1-5>|12p=<1-15>|13p=<1-
15>|11d|12d|13d)

for a standalone card.
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System is initializing...

CLl is receiving continuous error message "system is initializing..."
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Wait for a few minutes for the message to clear.
Cycle power to the IONMM.

Retry the operation.

P owonNnoE

If the problem persists, contact Technical Support.

Start HTTPS certificate failed.

1. Verify the HTTPS parameters (HTTPS is enabled, the certificate type is defined, certificate file
defined, private key file defined, password defined).

2. Verify that the HTTPS server is operational.
3. Retry the operation (i.e., type start https certificate and press Enter).

4. |If the problem persists, contact Technical Support.
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This command is only available on <x323x> card!
1. Verify the command entered is the one you want.

2. Verify that the device for the command entered can support the function of the command (e.g.,
SOAM functions / commands are supported by NID models $323x / C323x NIDs).

3. Retry the operation (i.e., type show soam port and press Enter).

4. If the problem persists, contact Technical Support.

Error: this command should be executed on a port!
1. Verify the command entered is the one you want.

2. Change to the desired port; enter the go command with all the location parameters (chassis / slot /
port).

3. Retry the operation from the port (i.e., type show fwd portlist and press Enter).

Unknown command!

The command you entered is not supported, or you entered the wrong command format / syntax.

1. Verify the CLI command syntax.

2. Retry the operation.

3. For acomplete list of the available commands, see the ION System CLI Reference Manual, 33461.
4

If the problem persists, contact Technical Support.

There is no matched command.

The command you entered is not supported, or you entered the wrong command format / syntax.

1. Verify the CLI command syntax.

2. Retry the operation.

3. For acomplete list of the available commands, see the ION System CLI Reference Manual, 33461.
4

If the problem persists, contact Technical Support.
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Error location parameter number!

Error location parameter number!

Error: parameter out of range, chassis-id range is (0 .. 15)!)
Error: parameter out of range, slot-id range is (1 .. 32)
Error: parameter out of range, slot-id range is (0 .. 32)
Incomplete location command!

The go command you entered had an invalid or missing parameter.

1. Enter the go command with all of the location parameters (chassis / slot / port) in the format:

go [c=<1-16>] [s=<1-32>] [llap=<1-15>] [12ap=<1-15>] (llp=<1-5>|12p=<1-15>|13p=<1-
15>|11d|12d|13d)

for a slide in card, or

go [c=<@-16>] [s=<@-32>] [llap=<1-15>] [12ap=<1-15>] (l1lp=<1-5>|12p=<1-15>|13p=<1-
15>|11d|12d|13d)

for a standalone card.

Fail to set link pass through state!

You tried to set the LPT state to an unacceptable state. For example, you typed:
C1|S3|L1D>set 1lpt state=enable

and then pressed Enter.
1. Verify the CLI command syntax.
2. Check the set Ipt monitor-port and set selective Ipt state command settings.

3. Enter the show Ipt config command and in the Link Pass Through configuration, check if the Link
pass through state is set to notSupported or if the Remote fault detect state is set to
notSupported.

If either is set to notSupported, change the setting to enable (e.g., type set rfd state enable and
press Enter).

4. Retry the operation.
5. For a complete list of the available commands, see the ION System CLI Reference Manual, 33461.

6. If the problem persists, contact Technical Support.
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Invalid erate!
Invalid irate!

You tried to set the Ingress or Egress rate to an unacceptable limit. For example, you typed:
C1|S3|L1D> C1|S7|L1D>set irate=10@m erate=100m

and then pressed Enter.
1. Verify the CLI command syntax.

2. Retry the operation. See the Set Bandwidth Rate Limit command in the /ON System CLI Reference
Manual, 33461.

3. If the problem persists, contact Technical Support.

TFTP transfer failed!

The attempted firmware upgrade via the tftp upgrade command was unsuccessful.

1. Verify the CLI command syntax.

2. Verify the firmware version.

3. Besure the TFTP server is configured and running.

4. Check that the remotefile is in the proper location (e.g., the file x323x.bin.1.0.5 is at C:\TFTP-Root).
5

Retry the operation. See the tftp upgrade command in the ION System CLI Reference Manual,
33461.

6. If the problem persists, contact Technical Support.

Error: Fail to transfer the file!
tftp get: set address type failed.
tftp put failed.

Performing a backup configuring all modules as a range does not backup correctly. The file transfer
attempt failed. The command you entered to do a tftp file transfer was unsuccessful (e.g., tftp get or tftp
put or tftp transfer). For example:

C1|S4|L1D>tftp get iptype ipv4 ipaddr 192.168.1.30 remotefile xxxx

tftp get: set address type failed.

C1|S4|L1D>tftp put iptype ipv4 ipaddr 192.168.1.30 localfile xxxx

tftp put failed.

C1|S4|L1D>tftp upgrade iptype ipv4 ipaddr 192.168.1.30 remotefile xxxx
tftp get: set address type failed.

1. Check the command syntax.
2. Make sure the TFTP server is configured and running.
3. Verify the filename to be transferred and the IP address of the TFTP server.

4. If all modules are entered for backup as a range (e.g., 1-10), enter as a series (e.g.,
1,2,3,4,5,6,7,8,9,10) and all the modules will be backed up correctly.

5. If the problem persists, contact Technical Support.
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Cannot set remote fault detect state on this card!
The attempted set rfd state command was rejected: C1|S7|L1D>set rfd state enable
1. Verify that the card you entered the command on supports this function.

2. Retry the operation. See the dotlbridge aging-time command in the /ION System CLI Reference
Manual, 33461.

3. If the problem persists, contact Technical Support.

Fail to set aging time!
The attempted set dotlbridge aging-time command was not able to complete.
1. Verify the dotlbridge aging-time command syntax.

2. Retry the operation. See the dotlbridge aging-time command in the ION System CLI Reference
Manual, 33461.

3. If the problem persists, contact Technical Support.

Get aging time failed!
The attempted show dotlbridge aging-time command failed to complete.
1. Verify the dotlbridge aging-time command syntax.

2. Retry the operation. See the dotlbridge aging-time command in the ION System CLI Reference
Manual, 33461.

3. If the problem persists, contact Technical Support.

CLI command remove fwddb all failed

The attempted C3220-1040 Backup/Restore failed during the restore; the restore displays "ongoing"
status and will not succeed.

The dynamic MAC address should not be backed up or restored - only static entries should be backed-up
and restored.

1. Retry the operation. See “Backup/Restore Operations”.
2. See the ION System CLI Reference Manual, 33461.
3. If the problem persists, contact Technical Support.

Cannot get port VLAN configuration on this card!
Cannot get VLAN tag management configuration on this port!

You tried to enter a show port vlan config command on a device that does not support or is not
configured for VLAN. For example:

C1|S7|L1P2>show port vlan config
Cannot get port VLAN configuration on this card!

1. Verify the CLI command is the one you want.

2. Use the go command to switch to a device/port that supports VLAN.
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3. Try entering the command again.

4. If the problem persists, contact Technical Support.

Cannot show bandwidth allocation configuration on this card!

You tried to enter the show bandwidth allocation command on a device that does not support or is not
configured for BW allocation. For example:

C1|S7|L1P2>show bandwidth allocation
Cannot show bandwidth allocation configuration on this card!

Verify the CLI command is the one you want.
Use the go command to switch to a device/port that supports BW allocation.

Try entering the command again.

el S

If the problem persists, contact Technical Support.

DMl is only supported on FIBER port!

You tried to enter the show dmi info command on a port that does not support or is not configured for
DMI. For example:

C1|S7|L1P2>show dmi info
DMI is only supported on FIBER port!

1. Verify the CLI command is the one you want.

2. Verify that the port supports DMI. For Lantronix NIDs and SFPs, the model number will have a “D” at
the end.

3. Use the go command to switch to a fiber port that supports DMI.
4. Try entering the command again.

5. If the problem persists, contact Technical Support.

Link OAM is not supported on this card!

You tried to enter a show oam command on a device that does not support or is not configured for Link
OAM. For example:

C1|S7|L1P2>show oam rx loopback control
Link OAM is not supported on this card!

Verify the CLI command is the one you want.
Use the go command to switch to a device/port that supports VLAN.

Try entering the command again.

P oW NP

If the problem persists, contact Technical Support.
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Cannot get link pass through information on this card!

You tried to enter a show Ipt config command on a device that does not support or is not configured for
Link Pass Through. For example:

C1|S7|L1P2>show 1lpt config
Cannot get link pass through information on this card!

Verify the CLI command is the one you want.
Use the go command to switch to a device/port that supports VLAN.

Try entering the command again.

Ll

If the problem persists, contact Technical Support.

Cannot get forward database configuration on this card

You tried to enter a show fwddb command on a device that does not support or is not configured for
forward database (e.g., from the IONMM). For example:

C1|S7|L1D>show fwddb config fdbid ©
Cannot get forward database configuration on this card

Verify the CLI command is the one you want.
Use the go command to switch to a device/ that supports the Forwarding Database function.

Try entering the show fwddb config fdbid= command.

P W nN e

If the problem persists, contact Technical Support.

Please change to power supply slot first before showing its configure!

You entered a show power config command from a device other than a power supply. For example, you
entered the following command from the IONMM:

C1|S7|L1D>show power config
Please change to power supply slot first before showing its configure!

Verify the CLI command is the one you want.
Use the go command to switch to a power supply.

Try entering the command again.

W N

If the problem persists, contact Technical Support.
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Please reboot the card for the changes to take effect!
You made a change that requires a system reboot for the change to take effect. For example:

C1|S5|L1D>set snmp traphost svr 1 type ipv4 addr 192.168.1.30
Please reboot the card for the changes to take effect!
C1|S5|L1D>

1. Reboot the card. See the “Reboot” section.
2. Continue the operation.

3. If a problem persists, contact Technical Support.

Cannot show circuit-ID on this card!

You tried to display the Circuit ID information, but the function is not supported.

1. Make sure this is the command / function that you wanted.

2. Use the go command to switch to a device that supports Circuit ID display.

3. Try entering the command again. See “Circuit ID” in the applicable NID User Guide manual.
4. |If the problem persists, contact Technical Support.

Cannot set circuit-ID on this card!
You tried to display the Circuit ID information, but the function is not supported.

1. Verify the Circuit ID parameters. See “Circuit ID” in the applicable NID User Guide manual.
2. Try entering the command again.
If the problem persists, contact Technical Support.

Cannot get port VLAN configuration on this card!
You tried to display the VLAN configuration settings, but the function is not supported. For example:

C1|S1|L1P1>show port vlan config
Cannot get port VLAN configuration on this card!
Ci|si|L1P1>

Make sure this is the command / function that you wanted.

Use the go command to switch to a device that supports VLAN configuration.

Try entering the command again. See “Circuit ID” in the applicable NID User Guide manual.
If the problem persists, contact Technical Support.

PoNE
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Cannot get VLAN tag management configuration on this port!

You tried to display the VLAN configuration settings, but the function is not supported. For example:

C1|S1|L1P1>show port vlan tag config
Cannot get VLAN tag management configuration on this port!
c1|s1|L1P1>

Make sure this is the command / function that you wanted.

Use the go command to switch to a device that supports VLAN configuration.

Try entering the command again. See “Circuit ID” in the applicable NID User Guide manual.
If the problem persists, contact Technical Support.

PwnNPE

IP management is not supported on this card!

No tdm loopback supported on this card!

Syslog is not supported on this card!

TAOS status setting is not supported on this card!
TNDP is not supported on this card!

You entered a command for a function that is not supported on the IONMM. For example:

C1|S15|L1D>set dhcp state disable
IP management is not supported on this card!
C1|s15|L1D>

1. Try another command on this device.
2. Try the command on another card that supports the attempted function.
3. If the problem persists, contact Technical Support.

set sntp timezone=<1-63>

Set operation\n"\

Simple Network Time Protocol\n"\

Coordinated Universal Time timezone\n"\

please use \"show timezone\" to see detailed value of each timezone\n"

You made an error entering the set / show SNTP timezone command.

1. Verify the command syntax. See the related section of this manual.
2. Retry the command entry.
3. If the problem persists, contact Technical Support.
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The value of current time should time should follow this format, \"YYYY MMDD HH:MM:SS\", such as
\"1999 1211 13:22:34\

There was an error entering the SNTP timezone command to set / show the current local time of a
device.

1. Verify the command syntax. See the related section of this manual.
2. Retry the command entry.
3. If the problem persists, contact Technical Support.

Fail to get port redundancy state!
Redundancy is enabled, so cannot set the administration state of fiber ports!
There was an error entering the set / show redundancy commands.

1. Verify the command syntax. See the related section of this manual.
2. Retry the command entry.
3. If the problem persists, contact Technical Support.

Pause capability advertised by local auto-negotiation entity

If no pause capability, setting nopause; otherwise, for copper port, use a combination of pause and
apause, like pause+apause or pause or apause; for fiber port, use a combination of apause and
spause, like apause+spause or spause or apause

There was an error entering the set ether pause command.

1. Verify the command syntax. See the related section of this manual.
2. Retry the command entry.
3. If the problem persists, contact Technical Support.

Speed and duplex capability advertised by local auto-negotiation entity
There was an error entering the set ether adv cap command.

1. Verify the command syntax. See the related section of this manual.
2. Retry the command entry.
3. If the problem persists, contact Technical Support.
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A combination of 10THD,10TFD,100TFD, 100THD,1000THD and 1000TFD for copper port, like
10TFD+100TFD+100THD+1000TFD; and N/A for none capability; Cannot set this attribute for fiber port
There was an error entering the set ether adv cap command.

There was an error entering the set ether adv cap command.

1. Verify the command syntax. See the related section of this manual.
2. Retry the command entry.
3. If the problem persists, contact Technical Support.

Fail to get auto-negotiation state!
Fail to set dot3 pause
Cannot remove VLAN from the database!

There was an error entering the related command.

1. Try another command on this device.
2. Try this command on another card that supports the attempted function.
3. If the problem persists, contact Technical Support.

Problem: HT Overtyping Problem - You tried to edit a typo in a CLI command, the new data is stored, but
the old data is appended to it.

Meaning: HyperTerminal (HT) is a terminal emulation program developed by Hilgraeve, Inc., for
Microsoft and supplied with some Windows OSes. In HyperTerminal, use the Enter key to drop to a new
line, if required, and use the keyboard's Backspace key or the directional arrows to navigate within a
text entry. Overtyping an entry should automatically replace the previous characters. This is a
HyperTerminal problem that the ION CLI stack cannot resolve.

Response:

1. Upgrade to the latest version (a free download from www.hilgreave.com). The more current
product seems to run more smoothly and has text editing features not found in earlier versions.

In HT, turn off local echo - refer to the HT helps and documentation for the command to use.
Make sure the keyboard Insert mode is turned off.

Download and use PUTTY or Tera Term to use as a replacement for HT.

ok wNn

If the problem persists, contact Technical Support.
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Cannot proceed because some other TFTP operation is currently in progress!

Please input config file name!

TFTP file transferring failed! Please make sure the TFTP server is up and the file being transferred does
exist.

TFTP Server Address is empty or invalid!

The firmware has been successfully upgraded and the system will be rebooted soon

The specified firmware on the TFTP server will be upgraded to the current module, operation is
currently in progress!

The sys.log file will be transferred to the TFTP server, are you sure to proceed?

You tried a TFTP transfer operation, but the operation failed or is still in process.
1. Wait for the "operation is currently in progress!" message to clear.

2. If an entry was requested in the message, enter the required information (e.g., valid TFTP Server
address, or config file name).

3. Verify that this is the operation you want (e.g., click OK at the "are you sure to proceed?" message).

4. Verify the related command in the applicable section of this manual (e.g., Syslog, or TFTP Upgrade
section).

5. Retry the operation.

6. If the problem persists, contact Technical Support.

The two passwords do not match!

You tried to generate a private key, but the operation failed. For example:
C1|S3|L1D>set https private-key password

Please input password:

XXXXXX

Please input password again:

yYyyyyy
The two passwords do not match!

C1|s3|L1D>

1. Verify that this is the operation you want.

2. Retry the operation; be sure to type the password the same both times.
3. If the problem persists, contact Technical Support.
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VID already exist!

You tried to add a VLAN-DB, but the operation failed. For example:
C1|S3|L1D>add vlan-db vid=20 priority=3 pri-override=enable
VID already exist!

C1|s3|L1D>

1. Verify that this is the operation you want.

2. Retry the operation; be sure to type a unique VLAN-DB VID.

3. If the problem persists, contact Technical Support.

Sys.log file lost on reboot

The device will dump all syslog files from RAM to flash on re-boot or if a system crash occurs.
The last (most recent) syslog is stored as last_sys.log which can be retrieved using the tftp command.
The filename sys.log is the current syslog file. The filename last_sys.log is the old syslog file.

At one time we can only backup at most 10 cards!

At one time we can only restore at most 10 cards!

Backup finished

Error: this command should be executed on a device!

Error: this command should be executed on IONMM or a standalone SIC!

Fail to set card entity index!

Invalid backup module-list, please give the parameter like module-list=1,4,13
Processing...

The MAX provision configure file name is 64!

The specified module does not exist!

You entered a “backup” or “restore” command to do a backup or restore function, but a problem was
encountered, or the process is not yet finished.

1. Wait a few moments for the command to complete and the Restore finished or Backup finished
message to display.

2. Retry the backup or restore operation with 10 or fewer devices listed.

3. Use the go command to switch to a device that supports this feature (IONMM or a standalone SIC).

4. Enter a config filename with less than 64 characters. See the “Configuring Backup / Restore” section.
5. If the problem persists, contact Technical Support.
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Adding Local User failed

Cannot add an system user on this card!

Default ION user is forbidden to be deleted!

Deleting Local User failed

ERROR: Can not delete current logined user!

ERROR: Current user is not authorized to do this operation!
ERROR: The two passwords are not the same, please check!
Error: this command should be executed on IONMM or a standalone SIC!
ERROR: This user could not be deleted!

Fail to activate the user!

Fail to create a system user!

Fail to create user!

Fail to get system user level!

Fail to get system user name!

Fail to get system user password!

Fail to remove the system user!

Fail to set system user level!

Fail to set system user name!

Fail to set system user password!

Modifying Local User failed

Password is too long!

The confirm password is not identical with the password!
There is no such user!

The user name must begin with an alphanumeric char!

The user password must begin with an alphanumeric char!
This user already exists!

To modify default ION user's level is not allowed!

User name is too long!

You tried to add (create), modify, or delete an ION user, but the operation failed.

1. Verify that this is the operation you want.

2. Retry the operation; be sure to type the parameters as shown in the “Configuring System / Login

Users” section.

3. If the problem persists, contact Technical Support.
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Can't open any requested files.

cannot open /tftpboot/xxxx: No such file or directory

now start to transfer the file ...

file transfer failed!

file transfer succeeded!

now start to upgrade the system ...

Jusr/local/bin/flash_firmware /tftpboot/

upgrade failed!

upgrade failed due to wrong file %s!

upgrade failed when programming the flash!

upgrade succeeded, system will be rebooted ...

Usage: serial (get| put|upgrade) protocol=(xmodem |xmodem-1k|ymodem|zmodem) file=FILE
Warning: the input file name will be ignored when using ymodem/zmodem to retrieve file!
Warning: xmodem/xmodem-1k protocol might append some garbage at the end of the file!
Wrong parameter number!

You entered a Serial File Transfer command, but the operation failed.
1. Verify that this is the operation you want (e.g., serial get/put/upgrade command).

2. Retry the operation; be sure to type the parameters as shown in the “Transfer Files via Serial Protocol
(X/Y/Zmodem)” section.

3. If the problem persists, contact Technical Support.

File Transfer Failed - ZModem Crash Recovery dialog box:
E —

0= 3 =
C1i81iL1D>serial get protocol zmodem file xuxx &

Ha;n%n?: the input n/zmodem to retriev
e file!
now start to transf
i<CCCCCCCCCCCTTRTRA
11B1BOTTBTEAT 1B TBAY
file transfer faildg
C1{S1}iL1D>serial py
wmoden Last event Fietries:
xmodem-1k
ynodemn Status
zmodem
C1i81iL1D>serial py

Zmodem with Crash Recovery file receive for IONMM

Fleceiving: | BOTTBTBOTTBTBOTTB

Storing as: Files:

File:

ile
C1iS1iL1D>serial py Eped | Remaining Thioughput

FILE
C1i81iL1D>serial py
now start to transf [CCaneel | [ skintie | [ cpsbps |
i4lsz: cannot open

TTBE1BAT1BTBOTTETBATT

B1BOTTBTBO

Can’t open any requested files.
11BTBOTTBTROTTBtBOTTBTBATTBTBA
file transfer failed!
C11S11L1D>_

Connected 4:57:43 ANSTW 115200 8-M-1

You entered a Serial File Transfer command, but the operation failed.
1. Either enter the requested information and click cps/bps, or click Skip file, or click Cancel.

2. See the HyperTerminal Helps or the Hilgraeve web site for more HT information.

3. Retry the operation; be sure to type the parameters as shown in the “Transfer Files via Serial Protocol
(X/Y/Zmodem)” section.
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4. If the serial file transfer causes HT to have problems recognizing ION CLI commands, type q and press
Enter, and then log back in to HT and retry the operation.

5. If the problem persists, contact Microsoft or Hilgraeve Technical Support:
HyperTerminal Support

HyperTerminal is part of certain Microsoft Windows versions and is supported by Microsoft with 24-
hour worldwide responsibility for Windows communications components. Contact Microsoft Windows
Support at (425) 635-7000, or contact your computer manufacturer. See the Microsoft Support
knowledge base for articles regarding your topic: http://support.microsoft.com/directory/ and do a key
word search using your issue keywords.

HyperACCESS Support

Certain other Microsoft Windows versions do not include HyperTerminal support. HyperACCESS is the
official, full powered Hilgraeve version of HyperTerminal Private Edition. If you need a more powerful
HyperTerminal alternative, HyperACCESS is available. For questions call (734)-243-0576 ext. 1# or see
http://www.hilgraeve.com/support/ .

Receiving Files - No response from remote system

Receiving Files

;E) Mo response from remote system

You entered a Serial File Transfer command, but the ZModem file transfer failed.

1. Click the OK button to clear the message.

2. See the HyperTerminal Helps or the Hilgraeve web site for more HT information.

3. Retry the operation; be sure to type the parameters as shown in the “Transfer Files via Serial Protocol
(X/Y/Zmodem)” section.

4. If the serial file transfer causes HT to have problems recognizing ION CLI commands, type g and press
Enter, and then log back in to HT and retry the operation.

5. If the problem persists, contact Technical Support.
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The specified module does not exist!

You entered a Serial File Transfer command, but the operation failed.

1. Retry the operation; be sure to type the parameters as shown in the “Transfer Files via Serial Protocol
(X/Y/Zmodem)” section.

2. If the serial file transfer causes HT to have problems recognizing ION CLI commands, type gq and press
Enter, and then log back in to HT and retry the operation.

3. If the problem persists, contact Technical Support.

Cannot find software version of this card!

The ION card’s firmware version must be newer than a specified version, otherwise this message is
returned. You used the go command to switch to another card, but the system checked its version and
decided that the new CLI cannot be run on this card at this firmware version.

1. Check the card’s current firmware version using the “show card info” command.
2. Upgrade the card firmware. See "Upgrade the Firmware".

3. Retry the operation.

4. If the problem persists, contact Technical Support.

Software version of this card is too old, please upgrade it!

The ION card’s firmware version was checked and found to be too old to support this newer CLI
command.

1. Upgrade the card firmware. See "Upgrade the Firmware".
2. Retry the operation.
3. If the problem persists, contact Technical Support.

This command is only valid on an IONMM!
Cannot show slot info on this card!

You entered a "show slot info" command on an ION card other than an IONMM card.

1. Enter another (supported) show command on this card or use the "go" command to switch to the
IONMM.

2. Retry the operation.

3. If the problem persists, contact Technical Support.
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The confirm password is not identical with the password!
The user name length must be in range [1..64]!

The user name must begin with an alphanumeric char!
You can only change your own password, not others!

You entered a command to create a new system user, but the command failed.
1. Verify the command syntax ("add sysuser name=NAMESTR level=(admin | read-write | read-only)
pass=PASSSTR confirmpass=PASSSTR").

Retry the operation, making sure the "pass" and "confirmpass" entries match.
If the problem persists, contact Technical Support.

ERROR: There is already a same named user!
ERRPR: User name cannot be modified!

You tried to add or change a user’s User Name via the Web or the CLI, but the action was rejected.
1. Verify the command syntax (e.g., "add sysuser name=NAMESTR).
Retry the operation, making sure the user name entry is unique.

2
3. Retry the operation, making sure you are not trying to change the user name of the default user.
4. If the problem persists, contact Technical Support.

ERROR: Current user is not authorized to do this operation!

You tried an operation (e.g., login password entry, set user name) to which you are not authorized (only
the super user level can perform this function).

1. Check with your system administrator.

2. Make sure this is the user you want - check the Users table entry.

3. Verify the user's access level (admin, read write, or read only). Verify the command syntax ("add sys-
user name=NAMESTR level=(admin|read-write | read-only) pass=PASSSTR confirmpass=PASSSTR").

4. See the "Configuring System / Login Users" section.
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This card is in hardware mode and no setting allowed!

You tried to make a configuration change via the Web interface or the CLI, but the action was rejected.
For example:

AgentIII C1|S3|L1D>set tdm inband enable
This card is in hardware mode and no setting allowed!
AgentIII C1|S3|L1D>

The device may have a jumper or switch that disables software management of the device. When Con-
figuration Mode is hardware, the devices take some of the configurations from DIP switches or jumpers
on the device. In software mode, configuration is controlled by management.

Make the required changes via DIP switch configuration. See the related section of the manual.
Change the Hardware/Software Jumper setting to Software mode.

Retry the configuration change via the Web interface or the CLI.

Contact Lantronix for more information. Contact Technical Support,

PwnNPE

It must be a valid oid.

When you add a view/group/local user/remote user and the name contains "&" character, it can be
added successfully, but the rest characters after "&" cannot be seen from web table list, CLI shows cor-
rectly.

Set IP address type failed.
You tried to change the IP address type (mode), but the operation failed. For example:

C1|S5|L1D>set ip type=bootp addr=192.168.1.30 subnet-mask=255.255.255.0
Set IP address type failed

1. Enter another (supported) command on this card, or use the "go" command to switch to the
IONMM.

2. Make sure the DHCP or BootP server is correctly configured and running.

Retry the operation. See “Setting Up the IP Configuration” for the “set ip mode” command.

4. If the problem persists, contact Technical Support.

w
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In IE8, at C3220 > FDB, the ‘Refresh’, ‘Add’, ‘Edit’, ‘Delete’, ‘Help’ buttons of FDB do not display.
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1. Select IE8 Tools > Compatibility Mode to use the IE8 ‘Compatibility View’. The message “Compatibil-
ity View - 192.168.0.10 is now running in Compatibility View.” displays.
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2. Log in to the ION system again.

3. Select the FDB tab.

4. Select at least one table of FDB, and then click the web page; the button will display normally.
4. Click one existing MAC address in the MAC address list.
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Website displays incorrectly in Internet Explorer 8 or 9

Websites that were designed for earlier versions of Internet Explorer might not display correctly in the
current version. However, you can often improve how a website will look in Internet Explorer by using
the new ‘Compatibility View’ feature. When you turn on Compatibility View, the webpage displayed
(and any other webpages within the website's domain) will display as if you were using an earlier version
of Internet Explorer.

1. In IES, click the Stop button on the right side of the Address bar.

2. If the page has stopped loading, click the Refresh button to try again.

3. Click the Tools button, and then click Compatibility View.

PvG{EbHI

If Internet Explorer recognizes a webpage that is not compatible, the Compatibility View button displays
on the Address bar. To turn Compatibility View on, click the Compatibility View button. From now on,
whenever you visit this website, it will be displayed in Compatibility View. However, if the website re-
ceives updates to display correctly in the current version of Internet Explorer, Compatibility View will
automatically turn off. Note that not all website display problems are caused by browser incompatibility.
Interrupted Internet connections, heavy traffic, or website bugs can also affect how a webpage is dis-
played. To go back to browsing with Internet Explorer 8 on that site, click the Compatibility View button
again.

4. Check your ION firmware version and upgrade to the latest if outdated. See the “Upgrade” section.

5. Check the Microsoft Support Online website http://support.microsoft.com/ph/807/en-us/#tab0 for
more information.

6. See also: http://msdn.microsoft.com/en-us/library/dd567845%28v=vs.85%29.aspx
http://support.microsoft.com/kb/960321
http://blogs.msdn.com/b/ie/archive/2008/08/27/introducing-compatibility-view.aspx

7. In 1E9, click the Compatibility View toolbar button on the Address bar to display the website as if you
were using an earlier version of Internet Explorer. See the Microsoft Support website Article ID: 956197
at http://support.microsoft.com/kb/956197.
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Script error message received.

Stop running this script? A script on this page is causing Internet Explorer to run slowly. If it continues,
your computer might become unresponsive. Yes / No

Error: Object doesn't support this property or method.

A Runtime Error has occured. Do you wish to Debug?

Done, but with errors on page.

53240 System L} mam |[ apvancep || swe || HTTPs || ssH || Rabus || acL |EER vian | soam || BACKUP-RESTORE
= Sail MACS
Pt VLAN ID MAC Address Port Priority Entry Type
i E:ﬁi 1 00-04-75-BD-4F-8C 5 7 staticPA
~Port 4 (SFR) 1 00-04-75-BD-9C-36 1 0 dynamic
Port 5 (SFP) 1 00-04-75-BD-9C-38 1 0 static

WLAN ID MAC Address Port ~ Priority
1 | [Port 1 v

Entry Type )

| static )

Windows Internet Explorer

is causing Internet Explarer to run slowly.
our camputer might become

. Click the Yes button to stop the script.

. Click Show Details to display error details.

. Disable script debugging.

. Test a Web page from another user account, another browser, and another computer.

. Verify that Active Scripting, ActiveX, and Java are not being blocked by Internet Explorer.

. Remove all the temporary Internet-related files.

. Install the latest Internet Explorer service pack and software updates.

. For more advanced troubleshooting, see the Microsoft Support Article ID 308260 at http://sup-
port.microsoft.com/kb/308260.

oONOULL A WN B

Message:

Getting DNS server%u address fail%s

Invalid Ipv6 Gateway address!

Invalid Ipv6 Global address!

Invalid SNTP server address!

Invalid TFTP server address!

Please input a number to specify the DNS server index!"

prefix is out of range!

Meaning: An error was detected in IPv6 configuration information (e.g., you set a SNTP server address
incorrectly).

Recovery:

1. CLI: Make sure the set sntp-svr format follows "set sntp-svr svr=<1-6> type=(ipv4|dns|ipv6)
addr=ADDR". See the “IPv6 CLI Commands” section.

2. Web: Verify the IPv6 Management Status, Method, Prefix, and Gateway Method selections and the
IPv6 Management Link Local Address, Management Address and Management Gateway settings.

3. Contact Tech Support if the problem persists.
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Message:

Fail to set DNS server address!

Fail to set gateway address!

Failed to set ip address mode state!

Fail to set Ipv6 address prefix!

Fail to set IPv6 management state!

Fail to set RADIUS server address!

Fail to set RADIUS server address type!

Meaning: An IPv6 configuration change attempt failed (e.g., you entered an incorrect RADIUS, TACACS+,
DNS server, or IPv6 address). For example, the RADIUS server configuration entry was invalid; only the
first three valid DNS servers are available.

Recovery:

1. Enter only up to three RADIUS server addresses / types.

2. See the "set radius svr" command

Recovery:

1. Check the ION IPv6 Configuration Considerations. For example, enter only up to three RADIUS server
addresses / types.

2. Verify the “ION IPv6 CLI Commands’ and IPv6 Address Config — Web Method’, and

Changes to Existing ION Applications with IPv4 / IPv6’. For example, see the "set radius svr" command.

Message: IP management is not supported on this card!

Meaning: Try another function on this device, or switch to another device and try this function again.
Recovery:

1. Try another function on this device, or switch to another device and try this function again.

2. Upgrade the device(s) to the latest firmware version.

3. Contact Tech Support if the problem persists.

Message:

Fail to set Ipv6 Global address!

Fail to set gateway address!

Fail to set DNS server address!

Invalid address!

Invalid IP address!

Please input a digital number to port number!

Please input a valid ip address!

This trap address already exists!

Meaning: You made an invalid IP address entry.

Recovery:

1. For IPv4, enter a unique, valid fixed address length of 6. For IPv6, enter a fixed address length of 18.
2. See the related section of this manual and retry the operation.
3. Contact Tech Support if the problem persists.
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Message:

Fail to analyse remote engine address!

Fail to get addr domain addr!

Invalid enginelD!

No engine ID is specified for this address!
Remote engine address or port is not valid!

Example:
C1|S1|L1D>remove snmp remote user name=AliceB addrtype=ipv4
addr=192.168.1.30 port=162
No engine ID is specified for this address!
C1|s1|L1iD>
Meaning: You tried to change an SNMP element but the engine ID was not recognized.
Recovery:

1. Check the add snmp rmt engine command parameters. See “IPv6 CLI Commands” in this manual.
3. Contact Tech Support if the problem persists.

Message:
Caution: only the first three valid DNS server can be available, please refer to user menu for the details
DNS server index is out of range!
Fail to set DNS server address type!
Invalid OID for this view
It must be a valid oid.
Now ipv4 mode is BOOTP, so you can not configurate dns serverl to server3.
Now ipv4 mode is DHCP, so you can not configurate dns serverl to server3.
Now ipv6 mode is dhcpv6, so you can not configurate dns server4 to server®é.
Example:
C1|S1|L1D>remove snmp view name=defaultView oid=1
Invalid OID for this view
Meaning: A problem exists in DNS server configuration. You can set the DNS server when IPv4 address
mode is not DHCP and IPv6 address mode is not DHCPv6. Only the first three valid DNS servers are avail-
able. Do not configure unselected mode parameters when another mode is enabled.
Recovery:
1. See “DNS Lookups over IPv6 Transport”
3. Contact Tech Support if the problem persists.

Message:

Error IP V6 Gateway Address

Multicast IPv6 address can not be set.

Local host IPv6 address can not be set.

Meaning: You entered an IPv4 value for the IPv6 address, or an IPv6 value for the IPv4 address.
Recovery:

1. Verify the IPv4 and/or IPv6 DNS address settings.

2. Enter a valid IPv6 address and retry the operation. See the related section of this manual and retry the
operation.

3. Contact Tech Support if the problem persists.
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Message:

Error IPv6 Address!

Error IPv6 Network Address

Its value must be an IPv4 address like '192.168.0.1".

Its value must be an IPv6 address.

Its value must be an IP address or a domain name.

Its value must be an IPv4 address or IPv6 address.

Its value must be a valid subnet mask IP

Meaning: You entered an incorrect value for the IPv6 address, or there was an error with the IPv6 Con-
dition value conversion.

Recovery:

1. Enter a valid IPv6 address and retry the operation. See the related section of this manual and retry the
operation.

3. Contact Tech Support if the problem persists.

Message:

Its value must be an integer ranging from {from} to {to} or IPv6 address like 'ffff:0:0:0:0:0:0:0".", {from:
from, to: to}

Its value must be an integer greater than or equal to {from} or IPv6 address like 'ffff:0:0:0:0:0:0:0".",
{from: from}

Its value must be an integer less than or equal to {to} or IPv6 address like 'ffff:0:0:0:0:0:0:0".", {to: to}
Meaning: You entered an incorrect value for the IPv6 address, or there was an error with the IPv6 Con-
dition value conversion.

Recovery:

1. Enter a valid IPv6 address and retry the operation. See the related section of this manual and retry the
operation.

3. Contact Tech Support if the problem persists.

Message:

It can be set to any characters combination except the space character.

Its value must be a character string less than 64 bytes

Its value must be a MAC address like 'XX-XX-XX-XX-XX-XX' (separated by '-').

Its value must be consist of a-f or A-F or 0-9 and the total length must be a dual from 18 to 128
Meaning: Information on the entry field.

Recovery:

1. Follow the entry field instructions.

2. Retry the operation. See the related section of this manual.

3. Contact Tech Support if the problem persists.
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Message:
Fail to get syslog server address type!
Fail to set syslog server address!
Example:
Agent Il C1|S1|L1D>set syslog svr type dns addr www.tndvt.com
Fail to set syslog server address!
C1|S1|L1D>show syslog config
C1|S1|L1D>set syslog svr type ipv4 addr 192.168.0.33
Fail to get SIC configure mode!
C1|S1|L1D>
Meaning: You tried to add a new syslog server, but the server IP address entry was not valid.
Recovery:
1. Enter a valid syslog server IP address and retry the operation. See the related section of this manual.
2. Contact Tech Support if the problem persists.

Message:

Fail to set group of the user!

Invalid group parameter for user!

Meaning: You tried to add a new SNMP local user, but the group entry was not valid.
Recovery:

1. Enter a valid SNMP group and retry the operation. See the “add snmp local user’ command.
2. Contact Tech Support if the problem persists.

Message:

Invalid ipv6 input found!

IPv6 Address and Gateway should be at the same sub-net!

IPv4 Address and Gateway should be at the same sub-net!

the subnet mask of gateway is different from the one of global address
Meaning: You set up the IP address and gateway on different sub-nets. The subnet mask of the gateway
is different from the subnet mask of the global address.

Recovery:

1. Change either the IP address or the subnet mask for the NID.

2. See the related section of this manual.

3. Contact Tech Support if the problem persists.

Message:

Error: need set subnet-mask when ipv4 address is set!

Error: need subnet-mask when ipv4 address is set!

Fail to set IPv4 address! (need set subnet-mask when ipv4 address is set!)

Fail to set Ipv6 Global address!

Fail to set Ipv6 address prefix!

Fail to set subnet mask! (need set subnet-mask when ipv4 address is set!)

Meaning: An error was detected in the attempted IP Address setup.

Recovery:

1. Verify the IP address, gateway address, DNS server or other related IP address setting.
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2. See the “Set IP address and subnet mask” command.

3. Contact Tech Support if the problem persists.

Invalid address!

Invalid DNS server address!

Invalid gateway address!

Invalid IP address! (need set subnet-mask when ipv4 address is set!)
Invalid ipv6 address! (need set prefix when ipv6 address is set!)
Invalid RADIUS server address!

Invalid SNTP server address!

Invalid subnet mask!

Invalid TFTP server address:x

Please input a number to specify the DNS server index!

prefix is out of range!

Set ipv4 gateway address type

Meaning: An error was detected in the attempted IP Address setup.
Recovery:

1. Verify the IP address, gateway address, DNS server or other related IP address setting.
2. See the “Set IP address and subnet mask” command.

3. Contact Tech Support if the problem persists.

Message:

Inavlid network mask value, correct format like 2001:ef:201:3213::2000/ffff:ffff:: or 2001::1002/96\n
invalid ACL condition value, correct format like 2001:ef:201:3213::2000/ffff-ffff:: or 2001::1002/96\n
This is ipv6 multicast address which can not be set

This is ipv6 Unspecified address which can not be set

This is ipv6 loopback address which can not be set

Meaning: An error was detected in the attempted IP Address setup.

Recovery:

1. Verify the IPv6 address setting.

2. See the “Set IP address and subnet mask” command.

3. Contact Tech Support if the problem persists.

Message: ERROR: The current mib table can only have a maximum of " + maximum + " records!

Get Dynamic Table Length Failed1!

Get dynamic table capability failed!

Meaning: The dynamic table length limitation reached; the dynamic table is full and not available for
adding records. The maximum of dynamic table that ION supports is 1024.

Recovery:

1. Limit the number of table entries to 1024.

2. Contact Tech Support if the problem persists.
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Message:

ERROR: already have a ipv6Condition Type under the same level!

ERROR: already have a Condition Type under the same level!

ERROR: already have the same Condition Type under this rule!

ERROR: already have the same Condition Type under this rule!

ERROR: already have the same layer Condition under this rule!

Invalid ip6tables ACL condition index!

One ACL rule can only has one layer2 ACL condition(macaddr)!

One ACL rule can only has one layer3 ACL condition(ipv4addr or ipv4addrrange or ipv4network)!

One ACL rule can only has one layer4 ACL condition(tcpport or tcpportrange or udpport or udpportrange
or icmp)!

One ip6tables ACL rule can only has one layer2 ACL condition(macaddr)!

One ip6tables ACL rule can only has one layer3 ACL condition(ipv6addr or ipv6network)!

One ip6tables ACL rule can only has one layerd ACL condition(tcpport or tcpportrange or udpport or ud-
pportrange or icmp)!

Meaning: An ACL Rule configuration problem exists. When IPv6 is enabled, you can have up to three of
an IP style (IPv4 or IPv6).

Recovery:

1. Check the ACL Rule configuration settings.

2. See “DNS Lookups over IPv6 Transport’.

3. Contact Tech Support if the problem persists.

Message:

Get Ipv6 Management Address

Get Ipv6 Management Prefix

IP address

IP subnet mask

Meaning: You entered a gateway IP address or IP subnet mask outside of the valid range.
Recovery:

1. Enter a valid gateway IP address and IP subnet mask.

2. See the related section of this manual.

3. Contact Tech Support if the problem persists.

Message:

VID already exist!

ERROR: already have the same layer Condition under this rule!
Fail to add ACL addition!

There is already a same named view!

Fail to create SNMP view!

We can create at most 6 trap hosts!

Meaning: There was a problem with an ip6tables ACL command.
Recovery:

1. Verify the IPv6 ACL command parameters. See the related section of this manual.
2. Retry the operation.

3. Contact Tech Support if the problem persists.
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Message:

Fail to create parameter entry!

Fail to security name!

Notification type can only be trap or inform!

Meaning: An SNMP v3 operation failed.

Recovery:

1. Verify the SNMP v3 notify, security model, and security level parameter values.

2. Verify the “add snmp traphost” command. See the related section of this manual.
3. Contact Tech Support if the problem persists.

Message:

Notification type can only be trap or inform!

When notify type is not \"inform\", you can not set the value of \"timeout!

When notify type is not \"inform\", you can not set the value of \"retry!

When traphost version is v1, the setting for notify, timeout and retry will be ignored!
Meaning: You entered an SNMP parameter that does not apply to the current SNMP configuration set-
tings.

(You tried setting ‘timeout’ or ‘retry’ value when ‘notify’ type is set to trap’).
Recovery:

1. Verify the SNMP ‘notify’ parameter value.

2. See the “SNMP Configuration” section of this manual.

3. Contact Tech Support if the problem persists.

Message:

The specified SNMP group does not exist!

The specified SNMP view does not exist!

Meaning: You tried to remove an SNMP v3 group or view that does not exist.
Recovery:

1. Confirm the group or view that you want to delete.

2. Retry the operation. See the “SNMP Configuration” section of this manual.
3. Contact Tech Support if the problem persists.

Message: the value of dupAddr detect beyond the scope.

Meaning: The IPv6 Duplicate Address Detect mechanism detected a duplicate address or invalid ad-
dress.

A station may have failed the IPv6 stateless auto-configuration process because the router is not pre-
sented on the same link or its DAD cycle is failed.

Recovery:

1. Check the attached device’s IPv6 address.

2. Verify the attempted operation; refer to the related section of this manual.

3. Contact Tech Support if the problem persists.
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Message:

Adding VLAN failed

Deleting VLAN failed

Modifying VLAN failed

The default VLAN 1 cannot be modified or removed!

Meaning: The VLAN operation is very slow when adding multiple VLANs to the system, or modifying or
deleting a VLAN fails.

Recovery:

1. Upgrade to the latest firmware version if not currently at the latest version.

2. Retry the operation. Make sure you are not creating more VLANSs that are supported. See the ‘VLAN
Configuration” section.

3. Contact Tech Support if the problem persists.

Message:

All-zero MAC address is not valid for ACL condition!

invalid ACL condition value, correct format like 2001:ef:201:3213::2000/ffff-ffff:: or 2001::1002/96\n
Meaning: You entered an invalid IPv6 MAC address in the ACL Condition field.

Recovery:

1. Verify the IPv6 MAC address entered in the ACL Condition field is valid.

2. See “ION IPv6 Function Descriptions” and “ACL” section.

3. Contact Tech Support if the problem persists.

Message: This vlan has already been used as the management vlan, please modify.

Meaning: You tried to add a VLAN whose VID is the same as the existing Management VLAN ID.
Recovery:

1. Enter a valid, unique VLAN ID.

2. See “VLAN Configuration”.

3. Contact Tech Support if the problem persists.

Message: RADIUS authentication server: index addr-type addr retry timeout
Meaning: An invalid user and password to login ION was attempted.
Recovery:
1. Verify the user name and password entries.
2. Verify the RADIUS configuration setting, e.g.:

Agent III C1|S1|L1D>show radius config RADIUS client state: enable
3. Contact Tech Support if the problem persists.

Message: The certificate file(s) is being copied. Please wait...
Meaning: Information only.

Recovery:

1. Wait for the process to complete.

2. Contact Tech Support if a problem occurs.

33457 Rev. M https://www.lantronix.com 265



https://www.lantronix.com/

Lantronix IONMM and IONMM-232 User Guide

Message: Invalid syslog server address!

Meaning: You entered a server address for the Syslog server.
Recovery:

1. Re-enter the command using a valid Syslog server address.
2. See the related section of this manual for more information.
3. Contact Tech Support if the problem persists.

Message:

All-zero MAC address is not valid for ACL condition!

Invalid condition valule: %

Meaning: You entered a command with an invalid MAC address.
For example:

Agent III C1|S1|L1D>add acl condition type macaddr srcdst src oper equal value 00-00-
00-00-00-00

All-zero MAC address is not valid for ACL condition!
Recovery:

1. Re-enter the command using a valid MAC address.

2. See the related section of this manual for more information.
3. Contact Tech Support if the problem persists.

Message: snmp operation error, possible reasons: invalid data, error data sequence, dynamic table ca-
pability limit, etc.

Meaning: You exceeded the limitation of 255 ACL/ACLv6 rules or conditions. When you try to add more
than 255 ACL /ACLv6 rules, or try to add more than 255 ACL/ACLv6 conditions, this warning displays.
Recovery:

1. Make sure you remain within the limit for ACL/ACLv6 rules or conditions.

2. See the related section of this manual for more information.

3. Contact Tech Support if the problem persists.

Message:

The maxium length of system contact is 255!

The maxium length of system name is 255!")

The maxium length of system location is 255!

The maxium string length of circuit ID is 64

The maxium string length of device description is 255
Meaning: You entered too many characters in an entry field.
Recovery:

1. Re-enter the text in the entry field using fewer characters.
2. Verify the new entry is accepted without any errors.

3. Contact Tech Support if the problem persists.
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Message: Failed to transfer the certificate file(s)!

Meaning: The HTTPS certificate file transfer failed.

Recovery:

1. At the message “Please input Private File Name!” enter a valid name. See “Configuring HTTPS”.

2. Verify the name of the certificate file to be copied and/or the private key file to be copied.

3. Only tftp supported in web and should be set at the end. See the “TFTP (Trivial File Transfer Protocol)”
section of this manual. Try uploading the Private File using the CLI method.

4. Contact Tech Support if the problem persists.

Message: Connection closed by foreign host.

Meaning 1: An SSH operation caused the connection to close. For example:
Agent III C1|S1|L1D>set ssh server state disable
Agent III C1|S1|L1D>Connection closed by foreign host.

Meaning 2: A SOAM operation caused the connection to close. For example:
Agent III C1|S8|L1D>show soam md 1
Connection closed by foreign host.

Recovery:

1. Restart the operation.

2a. Verify the SSH configuration. See the related section of this manual.

2b. Verify the SOAM configuration. See the “SOAM’ of this manual.

3. Contact Tech Support if the problem persists.

Message:

Please input a digital number to specify radius server index!

RADIUS authentication server index is out of range!

Set RADIUS server secret Failed

The RADIUS authentication server specified does not exist!

This card can not set RADIUS secret!

Meaning: You entered a RADIUS CLI command incorrectly, or the RADIUS server was not configured, or
the card does not support RADIUS.

Recovery:

1. Check the CLI command syntax and re-enter the command. See the related section of this manual.
2. Make sure the RADIUS server is up and running.

3. Contact Tech Support if the problem persists.

Message: Error: Set egress/ingress rate failed!

Meaning: You used the CLI command to select 5M/7M/9M/90M in "Egress Rate Limit" or "Ingress Rate
Limit" drop-down list and clicked Save. ION cannot accept the configuration that you entered.
Recovery:

1. Check the CLI command syntax and re-enter the command.

2. Contact Tech Support if the problem persists.
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Message:

fdbid must equal to 0 now!

No data in VLAN forward database table now!

Please input a number to specify the fdbid!

The specified conn-port does not exist!

Meaning:

Agent III C1|S3|L1D>show fwddb config fdbid @

No data in VLAN forward database table now!

Agent III C1|S3|L1D>add fwddb mac ©0-00-00-00-00-01 conn-port 1 priority 2 type
static

Agent III C1|S3|L1D>add fwddb mac ©0-00-00-00-080-02 conn-port 1 priority 2 type
static

Recovery:

1. Check the CLI command syntax and re-enter the command. See the related section of this manual.
2. Verify the FDB configuration. See the related section of this manual.

3. Verify that the card on which the command was entered can support the function attempted (e.g.,
the case where an ION FBRM BFFG card entered a command that only an ION_NID supports, such as a
fwddb config command).

4. Contact Tech Support if the problem persists.

Message:

Invalid priority override value!

The range of priority is 0 .. 7!

Meaning: You entered the command “add fwddb mac” with a priority outside of the valid range.
Recovery:

1. Check the CLI command syntax and re-enter the command. See the related section of this manual.
2. Verify the VLAN configuration. See the related section of this manual.

3. Contact Tech Support if the problem persists.

Message:

Fail to find first row of acl rules!

Fail to get ACL rule!

Fail to get ip6tables ACL rule chain type!

Fail to get ip6tables ACL rule priority!

Fail to get ip6tables ACL rule policy!

Fail to get ip6tables ACL rule table type!

Fail to get ip6tables ACL rule traprate!

No ACL rule now!

Meaning: You entered a command (show ip6tables acl rule) to display the current ACL table,
chain, and/or policy, but the command failed.

Recovery:

1. Note that the value of table can only be "filter” and the value of chain can only be "input”.
2. Verify the ACL configuration. See the related section of this manual.

3. Contact Tech Support if the problem persists.
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Message: Fail to get SIC configure mode!

Meaning: The ‘reset to factory configuration’ failed. For example:
C1|S1|L1D>reset factory
Fail to get SIC configure mode!

Recovery:

1. Verify the card configuration.

2. Verify the card firmware version.

3. Contact Tech Support if the problem persists.

Message: Setting values failed (snmp operation error, possible reasons: invalid data, error data se-
quence, dynamic table capability limit, etc)

Meaning: Possible reasons include 1) You exceeded the ION system support maximum of 64 ACL rules
and/or 128 ACL conditions. 2) You entered an invalid or unrecognized IP address setting.

Recovery:

1. Reduce the number of ACL entries. See the related section of this manual.

2. Verify the IP address, IP Gateway address, IPv6 Prefix length, etc. See the related section of this man-
ual.

3. See “IPv6 Troubleshooting”.

4. Contact Tech Support if the problem persists.

Message:

An error occurred during a connection to 2001:db8:2:f101:14a:9732:7d4d:aef5:443.

Peer's Certificate issuer is not recognized.

(Error code: sec_error_unknown_issuer)

Meaning: FireFox cannot support IPv6 mode to login to the ION system. The ION system cannot support
the FireFox browser to login in SSL mode in IPv6.

Recovery:

1. Temporarily switch to IPv4 or to another browser.

2. Complete the login and switch back per step 1 as needed.

3. Contact Tech Support if the problem persists.

Message: No DM support on this port!

Meaning: You tried to set DMI on a port that does not support DMI.
Recovery:

1. Choose another port that supports DMI.

2. Contact Tech Support if the problem persists.

Message:

SNMP community name length can not be 0!

SNMP community name length should be shorter than 32!

Meaning: You entered an invalid community name for SNMP operation.
Recovery:

1. Enter an SNMP community name with 1-31 characters.

2. See the related section of this manual.

3. Contact Tech Support if the problem persists.
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Message:

DB is full. Max of MAs and MEGs per system reached

MEG with this index already exists. MA and MEG have shared index space
Parent of MA is MD. Try to find MD with given index. It must be configured.
Meaning: The SOAM MD/MA/MEG configuration can not be supported.
Recovery:

1. Verify the SOAM configuration. See the “SOAM’ section of this manual.
2. Remove any unused MA or MEGs and restart the operation.

3. Contact Tech Support if the problem persists.

Message:

Error - Send the command failed: Ambiguous input: group MAC address provided while isMulticastLb flag
not set.

Invalid input: Destination MAC address is invalid.

Invalid MAC address.

Storage failed!

This MA is in used.

Unknown error!

Meaning: A SOAM MIB error was logged during SOAM operation / configuration.

Recovery:

1. Verify the SOAM configuration. See the “SOAM’ section of this manual.

2. Remove any unused MA or MEGs and retry the operation.

3. Contact Tech Support if the problem persists.

Message: Please select the MEP from the table!

Meaning: You tried to perform part of a SOAM function and clicked the Refresh button before complet-
ing the SOAM function.

Recovery:

1. Complete the SOAM function and click the Refresh" button when completed.

2. See the “SOAM’ section of this manual.

3. Contact Tech Support if the problem persists.

Message:
4 T1 port display name enhanced/Remote card version checking with stand alone card.
Cannot find software version of this card!
Error: Set egress/ingress rate failed!
IONMM card version is 1.3, and ARM-based card is 1.2, the SIC needs upgrade
Software version of this card (" + cardVersion + ") is not supported, please upgrade to the same version
as the Standalone Card
Software version of this card (" + cardVersion + ") is not supported, please upgrade to the same version
as the IONMM
Various FP and ION web interface and CLI compatibility messages.
Meaning: An ION NID compatibility issue occurred. There is a mismatch between a NID and the IONMM
firmware versions. For example, you selected 5M/7M/9M/90M at the "Egress Rate Limit" or "Ingress
Rate Limit" dropdown, clicked Save, and the message displayed.
Recovery:
1. Verify your configuration using the information below.
e |ONversion 1.2.2 is released for these AVR-based SIC cards with some bug fixes: C3110, C3210,
C2110, C2210, C611x, C612x, C6210, BPC and Power Supply.
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e ION version 1.3.0 is released for these ARM-based SIC cards with fixes and powerful new fea-
tures: IONMM, C/S222x, C/S322x, and C/S323x.

e IONMM v1.3 supports the v1.2 AVR-based SIC cards. IONMM v1.3 does not support the v1.2
ARM-base SIC cards.

ARM-based SIC; IONMM revision 1.1 1.2 1.3
1.1 Y
1.2 N*
1.3 N* N*

Note 1: ARM-base SIC cards include IONMM, C/S222x, C/S322x, and C/S323x.
Note 2: N* means an error interface will display to remind you to upgrade the SIC firmware to the same revi-
sion of IONMM.

AVR-based SIC; IONMM revision 1.1 1.2
1.1 Y N
1.2 N* Y
13 N* Y

Note 1: AVR-base SIC cards include C3110, C3210, C2110, C2210, C611x, C612x, C6210, BPC, and Power Sup-
ply.

1. Check the firmware versions of the NID and IONMM and upgrade as needed.
2. Check the Release Notes for possible installation scenarios.

3. Re-try the operation.

4. Contact Tech Support if the problem persists.

Problem: S3231 port 1 link is down and the S3231 can't be managed anymore.

Meaning: The S3231 port 1 and attached switch ports should all have link up and S3231 should be able
to be managed. If the Management VLAN config has not changed, the S3231 should be manageable all
the time.

For example, after the S3231 has run for about two days under Management VLAN, you performed
some get and set operations on this card during this time, but made no changes to the Management
VLAN configuration. You reboot S3231 to try to recover the Management but it doesn't work.
Recovery: Verify if MAC security is enabled; if so, the port is closed when more than one MAC address
arrives at this port (normal operation)

Message:

warning: serverl to server3 is just used for ipv4!

warning: serverd to serveré6 is just used for ipv6!

Meaning: The DNS 1 through DNS 6 entries can be in IPv4 or IPv6 format, or both (a combination of up
to three of each). DNS servers 1-3 are for IPv4; DNS servers 4-6 are for IPv6.

Recovery:

1. Change the DNS server settings to make them valid.

2. See “DNS ‘3 vs. 3’ Rule (‘Up to 3’ Rule)”.
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Web Interface Messages

IMPORTANT

For each procedure described below, do each step sequentially as indicated. If the result of a step
corrects the problem, do not continue with the other steps in the procedure.

Cannot Ping IONMM Device
1. With the "Egress Rate Limit" set to "Unlimited", the PC can ping the device (e.g., on an $2220-1013).

2. After reducing the "Egress Rate Limit" to "80m", the ping fails. The return traffic to the PCis non-
mgmt packet and is subjected to Egress rate-limiting, hence these packets are getting dropped.

3. Increase the port 1 "Egress Rate Limit" to "900m" or "800m" to reserve some Egress bandwidth for
user management traffic. The PC can then ping to $2220-1013 again, and the WEB Ul can be
managed again.

4. If the problem persists, contact Technical Support.
Cannot Ping IONMM Device

With the "Management VLAN” state set to "enabled", the PC cannot ping the IONMM device.
The reason is enabling the Management VLAN function gives management control to the Management
VLAN that you enabled.

1. Enter the CLI command set mgmt vlan state disable and press Enter. The PC can ping to $2220-1013
success again, and the Web interface can be managed again.

2. If the problem persists, contact Technical Support.

Getting values failed (snmp operation timeout)
This message indicates that you entered an invalid parameter value.
1. Click the Refresh button to clear the message.

2. Verify the recent parameter entries. Refer to the related CoH (cursor-over-help) and revise
parameter entries as needed.

3. Retry the operation.

4. |If the problem persists, contact Technical Support.
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Failed to start Virtual Cable Test.
This message indicates that the VCT test could not be started.
1. Check the following:

* Module has power.
* Cable is properly connected to the port.

2. Retry the operation.

3. If the problem persists, contact Technical Support.

Firmware DB operation failed, unzip failed.
This message indicates that the upload of the upgrade file failed.

1. Check that the db.zip file was specified in the Firmware File Name field in Windows XP (just “db”
with no extension in Windows 7).

2. Retry the operation.

3. If the problem persists, contact Technical Support.

invalid input file

This message displays in the “Upload Result Reason” field at IONMM > Upgrade tab> Firmware
database sub-tab if the “Firmware File Name” entered had an incorrect filename format.

1. Verify the parameter value entered; see “Upgrading IONMM Firmware — Web Method” for valid
input information.

2. Retry the operation with a valid firmware file name (e.g., IONMM.bin.1.0.5, or x323x.bin.1.0.5).

3. If the problem persists, contact Technical Support.
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Invalid input found!

This message indicates that you entered a parameter outside the valid range (e,g., VLAN ID = 0).
1. Verify the parameter value to be entered; check the online Help for valid input information.
2. Retry the operation.

3. If the problem persists, contact Technical Support.

Invalid password!
This message indicates that the password entered during sign on is not valid.

1. Signin using the correct password. The default password is private. Note that the password is case
sensitive. Make sure the keyboard’s “Caps Lock” is off.

2. Wait one to several minutes (how long depends on the population of the chassis) for the password
to be accepted and the log in to proceed.

3. If the problem persists, contact Technical Support.

Failed to retrieve DMI info on current port.

You clicked the Device port’s DMI tab, but the device does not support DMI. Not all NID models support
DMI.

Verify that the NID supports DMI.
See “DMI (Diagnostic Maintenance Interface) Parameters” for more information.

Retry the operation.

P owonNp e

If the problem persists, contact Technical Support.

Admin Status: Down (or Testing)

In the device’s port, at the MAIN tab in the Port Configuration section, the Admin Status field displays
“Down”. Typically, if '"Admin Status' is Down, then 'Link Status' is also Down.

The status here is the desired state of the interface. The “Testing” status indicates that no operational
packets can be passed. When a managed system initializes, all interfaces start with 'Admin Status' in the
Down state. As a result of either explicit management action or per configuration information retained
by the managed system, 'Admin Status' is then changed to either the Up or Testing states, or remains in
the Down state.

1. Verify the initialization process; see “Section 2: Installation and System Setup”.

2. Verify the attempted operation procedure in the related section of this manual.

3. Retry the operation. Wait several minutes for initialization and discovery to take place.
4

If the problem persists, contact Technical Support.
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Link Status: Down (or Testing or Dormant, or NotPresent)

This is the current operational state of the interface.

The 'Link Status' Testing state indicates that no operational packets can be passed.
If '"Admin Status' is Down then 'Link Status' likely will be Down.

If 'Admin Status' is changed to Up, then 'Link Status' should change to Up if the interface is ready to
transmit and receive network traffic.

'Link Status' should change to Dormant if the interface is waiting for external actions (such as a serial
line waiting for an incoming connection);

'Link Status' should remain in the Down state if and only if there is a fault that prevents it from going to
the Up state;

'Link Status' should remain in the NotPresent state if the interface has missing (typically, hardware)
components.

Link Status: Down: The ION system interface is not ready to transmit and receive network traffic due a
fault.

1. Review any specific fault and its recommended recovery procedure.

Verify the initialization process; see “Section 2: Installation”.

Verify the attempted operation procedure in the related section of this manual.

Retry the operation. Wait several minutes for initialization and discovery to take place.

vk wnN

If the problem persists, contact Technical Support.

Link Status: Dormant: The ION system interface is waiting for external actions (such as a serial line
waiting for an incoming connection).

1. Wait several minutes for initialization and discovery to take place, and then retry the operation.
2. If the problem persists, contact Technical Support.

Link Status: NotPresent: the interface has missing components (typically hardware).

1. Verify the ION system installation; see “Section 2: Installation®.

2. Wait several minutes for initialization and discovery to take place, and then retry the operation.
3. If the problem persists, contact Technical Support.
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Link Status: Testing: The ION system interface cannot pass operational packets.

1. Verify that diagnostic tests were run properly and completed successfully.
2. Wait several minutes for initialization and discovery to take place, and then retry the operation.

3. If the problem persists, contact Technical Support.

Message: Setting values failed (http server error)

This message indicates a configuration entry error (e.g., https).

1. Enter avalid value. Refer to the Help screen for more information.
2. Retry the operation. See “Configuring HTTPS”.

3. If the problem persists, contact Technical Support.

Message: Setting values failed (snmp operation error)

This message indicates that the SNMP Configuration entered had an invalid SNMP entry (e.g., an
unrecognized Trap Manager address entry).

1. Enter avalid value. Refer to the Help screen for more information.
2. Retry the operation. See “Configuring SNMP”.

3. If the problem persists, contact Technical Support.

Message: TFTP file transferring failed!

This message indicates that a TFTP operation could not be completed.
TFTP for Backup download operation:

1. Verify that:

a) The correct module(s) has been selected.
b) The IP address of the TFTP server is correct.
c) The TFTP server is online and available.

2. Perform a backup of the module(s) for which the download operation was intended. Make sure that
the status of the backup operation for each module is “Success”.

3. Retry the operation.

4. If the problem persists, contact Technical Support.
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TFTP for Restore upload operation:
1. Check:

* The IP address of the TFTP server is correct.

* The TFTP server in online and available.

* The file to be uploaded is in the default directory on the server.
* The correct module(s) has been selected.

2. Retry the operation.

3. If the problem persists, contact Technical Support.

Message: TFTP operation failed!
This message indicates that the upload portion of an upgrade operation failed.
1. Check:

* The IP address of the TFTP server is correct.

* The TFTP server in online and available.

* The correct file name, db.zip, is specified (in Windows XP); just “db” in Windows 7.
* The db.zip file is in the default directory on the TFTP server.

2. If the problem persists, contact Technical Support.

Message: There is a problem with this website's security certificate.
This message indicates that the security certificate presented by this website was changed.
1. Click the Continue to this website... selection.

2. See the “Configuring HTTPS” section.

Message: Web Ul Management connection Lost
1. With the "Egress Rate Limit" set to "Unlimited", the PC can ping the device (e.g., $2220-1013).

2. After reducing the "Egress Rate Limit" to "80m", the ping fails.
The return traffic to the PC is non-mgmt packet and is subjected to Egress rate-limiting, hence these
packets are getting dropped.

3. Increase the port 1 "Egress Rate Limit" to "900m" or "800m" to reserve some Egress bandwidth for
user management traffic.
The PC can ping to $2220-1013 again, and the WEB Ul can be managed again.

4. If the problem persists, contact Technical Support.
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Message: “Setting values in progress ...” displays continuously

The message “Setting values in progress ...” displays for over 10 minutes after you set up a VLAN 100,
then set Management VLAN to Enabled and clicked Save.

Getting values failed (http server error) then displays.

Loading Template agent_main_view.htm failed displays:

iy Vot o i e i . Tovpd] | Lo o wot e v W

MAIN tab displayed is blank after you close the Loading ... dialog box.

Meaning: These messages display after you turn on the Management VLAN function either via the ION
Web interface or the CLI. (The CLI command is set mgmt vlan state=enable, and the Web interface is
from the IONMM MAIN screen in the Management VLAN Configuration section, where the Status field
is set to Enabled. In both cases, management control is given to the Management VLAN that you ena-
bled.

The recovery (re-gaining control from the CLI or Web interface) is to turn off Management VLAN via the
CLI (set mgmt vlan state=enable) or via the Web interface (IONMM MAIN > Management VLAN Config-
uration > Status > Enabled).

Message: The DM feature is not supported on current port

Meaning: Not all NID models support DMI. Lantronix NIDs that support DMI have a “D” at the end of the
model number. If you click the DMI tab on a NID model that does not support DMI, the message “The
DM feature is not supported on current port” displays.
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The DMI (Diagnostic Maintenance Interface) function displays NID diagnostic and maintenance
information such as interface characteristics, diagnostic monitoring parameters, and supported media
lengths.

Recovery: 1. Verify that the device and port support DMI. See “DMI (Diagnostic Maintenance Interface)
Parameters” for more information.

Message: priority is empty or invalid
Meaning: Can't change ACL status to enable, message box show "priority is empty or invalid"
Recovery: 1. Review the ACL entries. See “Configuring an ACL".

2. If the problem persists, contact Technical Support.

Message: ERROR: condition value is empty or invalid!
]E‘siem' e~ | Hep~

ion </ | mam || sutP || HTTPS | SsH | RaDs m PROVISIONING || UPGRADE

+Pat2
Ly ]
+ [10]C3231.1040

|'ERROR: condition value is smety or inalid!

Meaning: At IONMM > ACL tab, you tried to add a Condition to a Rule, but you did not enter a Value.

Recovery: 1. Select the Rule. 2. Select the Type, Source or Destination, and Operation field parameters,
and then enter a Value field parameter (e.g., a MAC address, IP Address, TCP Port, etc.), depending on
the Type field parameter that you selected. 3. Click the Add button. See “Configuring an ACL”.
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Message: Error - already have the same Condition Type under this rule

System~¥ | View ¥y Help T |
10N System L[ mam || swtp || HiPs || ssH || Rapws |l PROVISIONING || UPGRADE <]
100 s ACL Statu | Chain Name | Chain Policy \
= Chassis |§D.sameu vH|HNPuT ||||Drnp Sl
- [02]IONII Refeat]
+1[07]C3220-1040 e T
HAC210 Rules (Select a Rule to View/Modify its Conditions
13 Index Priority Palicy Trap Rate
+ [15]C2110
+[16]C2210-1040
Priority Policy Trap Rate {packsts/min)
If | [ | [Accept 3| |
Caonditions for Rule 1
Type Source or Destination ~ Operation Value
IPvt Address Source Equal 192168 0 22
Type Source or Destination  Operation  Value
|IPv4 Address ~ | |Source = |
< 20|
OR: already have the same Condition Type under this Version: 0.5.6 |

Meaning: At the IONMM > ACL tab, when you try to edit or add a Condition to an IP address, the error

message displays.

Recovery: 1. Select a different Condition Type, and then change back the original type condition. The
Type selections are Source, MAC Address, IPv4 Address, IPv4 Address Range, IPv4 Network, TCP Port,
TCP Port Range, UDP Port, UDP Port Range, and ICMP Type.

2. See “Configuring an ACL".

Message: Loading Template agent_main_view.htm failed

Loading htm files failed

Loading htm file succeeded

Loading JavaScript file failed

Loading Template Config file failed

Meaning: The status displays at the lower left corner during Port 1 page loading.

Recovery: 1.Wait for the Loading, please wait... message to clear. This may take 1 minute or more. 2.
See the Loading, please wait... message for details. 2. If the problem persists, contact Technical Support.
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Message: System initializing or SNMP service busy, please wait...
Meaning: The system password was accepted, but the system

Recovery: Sign in using the correct password. The default password is private. Note that the password is
case sensitive.

1. Make sure the keyboard’s “Caps Lock” is off.

2. Wait one to several minutes (how long depends on the population of the chassis) for the password
to be accepted and the log in to proceed.

3. Verify the SNMP configuration.

4. If the problem persists, contact Technical Support.

Message: Online Help is not available until a specific configuration is entered.

Message from webpage

! E Online Help is not available until a specific configuration tab is entered,
L

Meaning: You clicked on Online Help from the Help dropdown without first selecting a device.
Recovery:

1. Click the OK button to close the webpage message.

2. Select an ION device.

3. Click on Help > Online Help again.
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Message: Getting values failed (http server error) and “ongoing” Prov Status

Meaning: When performing a Restore operation (BACKUP-RESTORE tab) with SOAM configured, the
message "Getting values failed (http server error)" displays and the Prov Status column displays
"ongoing" after wait message box disappears.

10N System man || apvancen | snte || HTes | ssH || Rapus || act || FoB || vian || soam |[REISERUEEESSES
= ION Stack

TETP Server Addr ~|[Status T
e kﬂ S9ARIN A2 JlBueeess |
~Port 1 T
Backup
Port 2 I
~Part 3 Select Modules to Restare (Upload config files before restoring is started)
Select Index Module Canfig File (Click to Modify) Prov Status TFTP Action
1 53231-1040 B7.config ongoing Upload
Refresh || Restare || Help

|Getling walues failed (hitp server eror) I

During the card Restore operation, the HTTP/HTTPS server must restart in order to activate the new
configuration. At that time, the Web interface momentarily loses connection with the Web server, but
when you click the Refresh button, the status display and other web operations work normally.

Recovery:
1. Click the Refresh button.
2. Verify the Restore configuration and continue operation.

3. If the problem persists, contact Technical Support.
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Message: Trap manager settings changed and a system reboot is required for the changes to take effect.
— Do you want to reboot the system right now?

ION System (< IYINE snte || HTTPs || ssH || RaDIUS || AL || BACKUP-RESTORE || UPGRADE
o Mods! Information
e Chisesis Serial Number 1 Model | Software Revision | Hardware Revision )
‘lSNragEmrDm ]| [1onnara ||[o65 [ I
+ -
PCoRa0-104 Bootloader Revision
+/104]C6010-3040 T T
+1[05]C3230-1040 —————————
 [07]C3210-1013 System Configuration
+ [08]C3221-1040 | System Name 1 System Up Time 1| System Cantact 1 System Location
+ 01013 |[©rwna || [oc04237 61 ||| Transition Hetworksitechs]| hmgnn Red Circle Drive |‘
(41622101013 |Cansole Access umber of Ports MAC Address————
L [16C2220- 1014 |[Enabled ~ ‘12 |||[o0-Co-F2-20-DE-SE I|
+[18]C3220-1040 [Uptime Reset[System Reboot To Factary Canfig)
+[22]ONPS-A

IP Configuration

+[23]I0NPS-D DHCP Client
P Address
[CACRER o e

DNS 41— .\‘.:J Trap manager sektings have been changed and a system reboot is required for the changes te take effect. Da you wank to reboet the system right new?
Il |lo.0.00
Ty —

\anagement VLAN Configuration
|VLAN ID 1 Statu 1 Ports
|2 ||[Disabled ~]||EPort 1 OlPart 2

SNMP Configuration

SNMP Version
5 ~
== nd
Trap Manager 1 1 Trap Manager Trap Manager
0
2

11 1

|[182.185.1 30 [ 0000 J 000 |

[ Tap Werager 1 | Trap Manager | Trap Manager )
\Iﬂnﬂn |[s0s0 | CXEXS ]

Meaning: Information only. At IONMM > MAIN > SNMP Configuration > Trap Manager x you entered
an IP address for a trap server.

Recovery:

1. Click the OK button to clear the webpage message.

2. Verify the Trap Manager setting and continue operation.
3. If a problem persists, contact Technical Support.
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Message: File has been successfully transferred via TFTP.” but the Prov. status column displays failure

[...].

ION System

~ 10N Stack
= Chassis

+ [01]IONMM
+1[03]C3230-1040
+-[04]CE010-3040
+ [05]C3230-1040
+H[07]C3210-1013
+-[08]C3221-1040
+[12]C2110-1013
+1[14]C2210-1013
+1[16]C2220-1014
+ [18]C3220-1040
+ [22]0MPS-A
+-[23]0NPS-D

MAIN || SNTP | HTTPS | SSH | RADIUS | ACL |[StesEistsieliisly UPGRADE |

| TETP Semver Address— | Status———————————

1192 168 1 30
Restore |

i‘ [No Action

Select Modules to Back Up {Download config files after backing up is done)

Select Index Module Config File [Click to Modify) Prov Status TFTP Action
1 [01JIONMM 1-1-ONMM. config success

2 [03]C3230-1040 1-3-C3230-1040.config failure [

3 [04]C6010-3040 1-4-C6010-3040.config success ad

Fl [05]¢3230-1040 1-5-C3230-1040.config success
O 5 [07]¢3210-1013 1.7-C3210-1013 config
[ 5 [08]c3221-1040 1-8-C3221-1040 config wmload
O 7 [2]52110-1013 1-12-62410-1013 config Download
O 8 [14]52210-1013 [BEEPATIRT) Message from webpage

O 9 [16]52220-1014 1-16-02220-10 A e e T
O 10 [18]5:3220-1040 1-18-03220-10

O 1 [22]10NPS-A 1-2210NPS-A

O 12 [23]IONPS-D 1-23-I0NPS-D config Download| ‘

Refresh||Back Up| M

Meaning: At IONMM > BACKUP-RESTORE > Backup you selected a module to back up, the “successful
transfer” message displays, but the Prov. Status column displays failure [...].

Recovery:

ok wWwNE

Click the OK button to clear the webpage message.
Click the [...] box after the word “failure” in the Prov Status column.
Open the config.ERR file at C:\TFTP-Root.
Fix any config commands and then retry the operation.
Verify the Backup and continue operation.

If a problem persists, contact Technical Support.
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Message: No such user!
Meaning: The User Name entered is not valid. The entry must match that of a valid existing user.

Recovery:

1. Verify the User Name and Password at IONMM > USERS tab.

2. Make sure the parameters are entered correctly (no spaces between characters in the User Name)
and retry the Sign in.

3. Make sure the Num Lock and Caps Lock keyboard keys are turned off.

4. See the “Configuring System / Login Users - Web Method” section.

Message: Wrong password!
Meaning: The Password entered is not valid. The entry must match that of a valid existing user.

Recovery:

1. Verify the User Name and Password at IONMM > USERS tab.

2. Make sure the parameters are entered correctly (at least 8 characters containing letters and num-
bers in the Password) and retry the Sign in.

3. Make sure the Num Lock and Caps Lock keyboard keys are turned off.

4. See the “Configuring System / Login Users - Web Method” section.

Problem: If the Management VLAN ID is entered in the VLAN table, the Management VLAN associated
with the VLAN ID cannot be enabled. ION versions 1.3.1 and 1.2.1 both have the same result.
Meaning: In ION V1.2.1 and above, the Management VLAN cannot be viewed or changed in the VLAN
table.

Recovery:

1. Remove the Management VLAN ID in the VLAN table.
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SNMP Messages

For any problem that persists, contact Tech Support.
Basic Recovery Steps
You entered a command, but the operation failed or is still in process.

1. Wait for a few moments for the operation to complete.

2. Use the Help or ? command to get assistance (help) on a group of commands or on a specific command.

3. Make sure this is the command you want and that the device/port/configuration supports this command.
4. Make sure this device/port supports the function attempted. Use the go command to switch locations.

5. Verify the command syntax and re-enter the command. See the related section of the manual for specifics.
6. Try using the Web interface to perform the function.

7. If the “continue y(es) n(o)” prompt displays, type y and press Enter to continue.

8. If the problem persists, contact Tech Support.

Message:

Bad engine ID value after -3E flag.\n

Bad key value after -3m flag.\n

bad mask

bad mask length

bad source address

cannot resolve source hostname

Can't set up enginelD of type text from an empty string.\n

community name too long

could not generate localized authentication key (Kul) from the master key (Ku).

could not generate localized privacy key (Kul) from the master key (Ku).

could not generate the authentication key from the supplied pass phrase.

could not generate the privacy key from the supplied pass phrase.

Could not get proper authentication protocol key length

could not get proper key length to use for the privacy algorithm.

example config COMMUNITY not properly configured

example config NETWORK not properly configured

Meaning: You entered an SNMP v3 command, but the command failed due to an invalid or misinterpreted entry.
Recovery: 1) Make sure this is the command you want. Use the Help (?) command for details. 2) Make sure this
device / port supports the command/function attempted. Use the go command to switch locations. 3) Verify the
command syntax and re-enter the command. See the related section of the manual for specifics. 4) Try using the
ION Web interface to perform the function. 5) If the problem persists, contact Tech Support.

Message:

improper key length to -/

Invalid authentication protocol specified after -3a flag: %s\n

invalid EnginelD argument to -e

invalid key value argument to -I

invalid key value argument to -m

Invalid privacy protocol specified after -3x flag: %s\n

Invalid security level specified after -31 flag: %s\n

Meaning: You entered an SNMP v3 command, but the command failed due to an invalid or improper parameter
entry.

Recovery: 1) Make sure this is the command you want. Use the Help (?) command for details. 2) Make sure this
device / port supports the command/function attempted. Use the go command to switch locations. 3) Verify the
command syntax and re-enter the command. See the related section of the manual for specifics. 4) Try using the
ION Web interface to perform the function. 5) If the problem persists, contact Tech Support. .
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Message:

malloc failure processing -3e flag.\n

malloc failure processing -e flag

Missing argument after SNMPv3 '-3%c' option.\n

missing COMMUNITY parameter\n

missing CONTEXT_NAME parameter

missing NAME parameter

missing SOURCE parameter

Need engine boots value after -3Z flag.\n

Need engine time after \"-3Z engineBoot,\".\n

no authentication pass phrase

no IP address for source hostname

security name too long

Unknown authentication protocol

Unknown authentication type

Unknown EnginelD type requested for setup (%d). Using IPv4.\n

Unknown privacy protocol

Unknown privacy type

Unknown SNMPv3 option passed to -3: %c.\n

Unknown version specification

Unsupported enginedIDType, forcing IPv4

Meaning: You entered an SNMP v3 command, but the command failed due to an unrecognized entry.
Recovery: 1) Make sure this is the command you want. Use the Help (?) command for details. 2) Make sure this
device / port supports the command/function attempted. Use the go command to switch locations. 3) Verify the
command syntax and re-enter the command. See the related section of the manual for specifics. 4) Try using the
ION Web interface to perform the function. 5) If the problem persists, contact Tech Support.

Message:

Are you sure to delete all the views with the name xx? (confirm)

Are you sure to delete this view ? (confirm)

Adding Community String failed!

Adding group failed!

Adding View failed!

Add Security group failed!

Add user failed!

bad security model, should be: v1, v2c or usm or a registered security plugin name

bad security level (noauthnopriv, authnopriv, authpriv)

bad prefix match parameter \"0\", should be: exact or prefix - installing anyway

bad prefix match parameter, should be: exact or prefix

Delete community string failed!

Delete user failed!

Delete vacm security group failed!

Delete view failed!

Edit view failed!

Failed to change group!

failed to create group entry

lllegal configuration line: missing fields

lllegal view name

Meaning: You entered an SNMP v3 command, but the command failed due to an unrecognized entry.
Recovery: 1) Make sure this is the command you want. Use the Help (?) command for details. 2) Make sure this
device / port supports the command/function attempted. Use the go command to switch locations. 3) Verify the
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command syntax and re-enter the command. See the related section of the manual for specifics. 4) Try using the
ION Web interface to perform the function. 5) If the problem persists, contact Tech Support.

Message:

missing GROUP parameter

missing SECURITY parameter

missing NAME parameter

missing CONTEXT parameter

missing MODEL parameter

missing LEVEL parameter

missing PREFIX parameter

Nothing changed!

Meaning: You entered an SNMP v3 command, but the command failed due to a missing parameter en-
try.

Recovery: 1) Make sure this is the command you want. Use the Help (?) command for details. 2) Make sure this
device / port supports the command/function attempted. Use the go command to switch locations. 3) Verify the
command syntax and re-enter the command. See the related section of the manual for specifics. 4) Try using the
ION Web interface to perform the function. 5) If the problem persists, contact Tech Support.

Message:

Adding Remote Engine ID failed!

Add remote user failed!

Adding Target Address failed!

Delete Remote Engine ID failed!

Delete remote user failed!

* Delete remote user successfully! Trying to delete group... (status message only - displays momentarily)

ERRPR: There is already a same host with the input IP and Port!

ERROR: There is already a same named community string!

ERROR: There is already a group with the same group name and security model!

ERROR: There is already a same named user!

ERROR: There is already a same named view!

ERROR: There is already a same remote engine ID!

If SNMP Engine ID is modified, all the users will be erased, are you sure?

Meaning: You entered an SNMP v3 command, but the command failed.

Recovery: 1) Make sure this is the command you want. Use the Help (?) command for details. 2) Make sure this
device / port supports the command/function attempted. Use the go command to switch locations. 3) Verify the
command syntax and re-enter the command. See the related section of the manual for specifics. 4) Try using the
ION Web interface to perform the function. 5) Make sure you enter a unique host, community, group, user, view,
or engine ID. 6) If the problem persists, contact Tech Support.
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Message:

Cannot create SNMP group on this card!

Cannot remove SNMP view on this card!

Cannot remove this group!

Cannot remove this view!

Cannot set filter type of a SNMP view on this card!

Cannot set SNMP local engine ID on this card!

Cannot set notify view of a SNMP group on this card!

Cannot set read view of a SNMP group on this card!

Cannot set write view of a SNMP group on this card!

Cannot show SNMP group on this card!

Cannot show SNMP local engine ID on this card!

Cannot show SNMP view on this card!

Fail to create SNMP group!

Fail to get SNMP group!

Fail to get SNMP local engine ID!

Fail to get SNMP local user!

Fail to get SNMP remote user!

Fail to get SNMP user!

Fail to remove SNMP group!

Fail to set SNMP local engine ID!

Fail to set SNMP notify view!

Fail to set SNMP read view!

Fail to set SNMP view status!

Fail to set SNMP write view!

Invalid OID for this view!

Local Engine ID length range is <5 - 32>!

No SNMP group created now!

No SNMP local user created now!

No SNMP user created now!

No such SNMP group name!

SNMP view name length should be shorter than 32!

The specified user does not exist!

Meaning: You entered an SNMP v3 command, but the command failed. For example, when the security
model is v1 or v2c, the groups "public" and "private" cannot be removed; but when the security model is
v3 the groups "public" and "private" can be removed.

Recovery: 1) Make sure this is the command you want. 2) Use the Help (?) command for details. 3) Make sure
this device / port supports the command/function attempted. Use the go command to switch locations. 4) Verify
the command syntax and re-enter the command. See the related section of the manual for specifics. 5) Try using
the ION Web interface to perform the function. 6) Make sure the group, engine or user to be edited exists. 7) If the
problem persists, contact Tech Support.

Message:

ERROR: Remote engine ID could not be the same as local engine ID!

ERROR: There is already a same remote engine ID!

ERROR: There is already a same remote engine ID with the input ip and port!

Meaning: You entered an SNMP v3 command, but the command failed.

Recovery: 1) Wait for a few moments for the operation to complete. 2) Make sure this is the command you want.
Use the Help (?) command for details. 3) Make sure this device / port supports the command/function attempted.
Use the go command to switch locations. 4) Verify the command syntax and re-enter the command. See the re-
lated section of the manual for specifics. 5) Try using the ION Web interface to perform the function. 6) If the prob-
lem persists, contact Tech Support.
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Message:

Reseting local Engine ID will delete all exist local users, continue?(y: yes, n: no)

Meaning: You entered an SNMP v3 command, but a confirmation message displayed.

Recovery: 1) Make sure this is the command you want. Use the Help (?) command for details. 2) Enter n if you are
not sure you want to reset the local Engine ID, or enter y to continue to reset the local Engine ID and delete all ex-
isting local users.

Message:

ERROR: Adding sub oid tree to defaultView is prohibited!

ERROR: defaultView can not be deleted!

ERROR: Modifying defaultView is prohibited!

ERROR: Please do not modify the View Name or the OID Sub Tree!

ERROR: Sub oid tree in defaultView can not be deleted!

ERROR: This group can not be deleted!

Meaning: You entered an SNMP v3 command, but the add/delete/modify command failed.

Recovery: 1) Wait for a few moments for the operation to complete. 2) Make sure this is the command you want.
Use the Help (?) command for details. 3) Make sure this device / port supports the command/function attempted.
Use the go command to switch locations. 4) Verify the command syntax and re-enter the command. See the re-
lated section of the manual for specifics. 5) Try using the ION Web interface to perform the function. 6) If the prob-
lem persists, contact Tech Support.

Message:

EnginelD length must be in range [9..64]!

Invalid enginelD!

Password is too long!

The password name length must be in range [1..64]!

The authentication password length must be in range [8..64]!

The privacy password length must be in range [8..64]!

Meaning: You entered an SNMP v3 command, but the command failed.

Recovery: 1) Wait for a few moments for the operation to complete. 2) Make sure this is the command you want.
Use the Help (?) command for details. 3) Make sure this device / port supports the command/function attempted.
Use the go command to switch locations. 4) Verify the command syntax and re-enter the command. See the re-
lated section of the manual for specifics. 5) Try using the ION Web interface to perform the function. 6) If the prob-
lem persists, contact Tech Support.

Message:

Cannot add SNMP view on this card!

Cannot show SNMP view on this card!

Cannot show SNMP trap hosts on this card!

Fail to get SNMP target address!

Fail to get SNMP view!

No SNMP view created now!

No SNMP trap host is created now!

Trap version is out of range!

Meaning: You entered a "show snmp traphost" or "show all SNMP trap hosts" or "show snmp view" command
that failed to complete.

Recovery: 1) Wait for a few moments for the operation to complete. 2) Make sure this is the command you
want. Use the Help (?) command for details. 3) Make sure this device / port supports the command/function at-
tempted. Use the go command to switch locations. 4) Verify the command syntax and re-enter the command. See
the related section of the manual for specifics. 5) Try using the ION Web interface to perform the function. 6) If the
problem persists, contact Tech Support.
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Message:

Cannot add SNMP trap hosts on this card!

Fail to create notif table!

Fail to create parameter entry!

Fail to create trap host!"

Fail to set domain!

Fail to set traphost address!

Fail to set traphost parameters!

Fail to set traphost tag list!

Fail to security model! <set?>

Fail to security message process model! <set?>

Fail to security name! <set?>

Fail to security level! <set?>

Fail to set notif tag!

Fail to set notif type!

Invalid address!

SNMP community/security name length should be shorter than 32!

We can create at most 6 trap hosts!

Meaning: You entered a "add snmp traphost" command that failed to complete.
Recovery: 1) Verify the command syntax and re-enter the command. See the related section of the manual for
specifics. 2) Try using the ION Web interface to perform the function. 3) If required, at the command prompt, enter
the ION login and Password information. 4) If the problem persists, contact Tech Support.

Message:

Fail to get SNMP target address!

The specified trap host does not exist!

Meaning: You entered a "remove snmp traphost" command that failed to complete.

Recovery: 1) Verify the command syntax and re-enter the command. See the related section of the manual for
specifics. 2) Try using the ION Web interface to perform the function. 3) If required, at the command prompt, enter
the ION login and Password information. 4) If the problem persists, contact Tech Support.

Message:

Cannot show SNMP trap hosts on this card!

Fail to get SNMP target address!

Cannot remove SNMP community on this card!

SNMP community name length should be shorter than 32!
Fail to get SNMP target address!

The specified community has existed!

Cannot find the specified community!

Fail to get remote engine!

Fail to get user_to_group entry!

Fail to remove snmp user!

Fail to remove snmp view!

Fail to remove snmp group!

Fail to remove snmp user-group mapping!

Fail to remove snmp community!

Fail to remove snmp traphost!

Meaning: You entered an SNMP community command (get/set/show/add/remove), but the command

failed to complete.
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Recovery: 1) Verify the command syntax and re-enter the command. See the related section of the manual for
specifics. 2) Try using the ION Web interface to perform the function. 3) If required, at the command prompt, enter
the ION login and Password information. 4) If the problem persists, contact Tech Support.

Message:

When security level is v1 or v2c, security model can only be noAuthNoPriv

Fail to get community name! (the device will search all rows of the SNMP Community Table, and if the community
name can not be found, will add it)

Fail to create community!

Meaning: You entered an SNMP Traphost or SNMP Trap Manager CLI command, but the command failed to com-
plete.

Recovery: 1) Verify the command syntax and re-enter the command. See the related section of the manual for
specifics. 2) Try using the ION Web interface to perform the function. 3) If required, at the command prompt, enter
the ION login and Password information. 4) If the problem persists, contact Tech Support.

Message:

Cannot add SNMP trap hosts on this card!

The specified trap host has existed!

Meaning: You tried to enter an “add snmp community name” command, but the command failed to complete.
Recovery:

1) Verify the “access mode” and “community name” parameter syntax. See the related section of the manual for
specifics. 3) Try using the ION Web interface to perform the function. 4) If required, at the command prompt, enter
the ION login and Password information. 5) If the problem persists, contact Tech Support.

Message:

Fail to get SNMP view!

Cannot show SNMP view on this card!

No such SNMP view name!

No SNMP view created now!

Meaning: You entered a “show snmp view” command but the operation failed.

Recovery: 1) Verify that you entered a unique SNMP Group Name of 8-32 characters. 2) Verify the command syn-
tax and re-enter the command. See the related section of the manual for specifics. 3) Try using the ION Web inter-
face to perform the function. 4) If required, at the command prompt, enter the ION login and Password infor-
mation. 5) If the problem persists, contact Tech Support.

Message:

authentication protocol is invalid!

Fail to create SNMPv3 usmuser!

Fail to get response from snmpd!

Fail to get response from snmpd!

Fail to send message to snmpd!

Fail to set group of the user!

Privacy protocol is invalid!

Meaning: You entered a “add snmp local user” command but the operation failed.

Recovery: 1) Verify that you entered a unique SNMP user. 2) Verify the command syntax and re-enter the com-
mand. See the related section of the manual for specifics. 3) Try using the ION Web interface to perform the func-
tion. 4) If the problem persists, contact Tech Support.

Message: SNMP group name length should be shorter than 32!
Meaning: You entered a “set snmp local user name” command but the operation failed.
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Recovery: 1) Verify that you entered a unique SNMP group name of 8-32 characters. 2) Verify the command syn-
tax and re-enter the command. See the related section of the manual for specifics. 3) Try using the ION Web inter-
face to perform the function. 4) If the problem persists, contact Tech Support.

Message:

Fail to create SNMPv3 usmuser!

Remote engine address is not valid!

Meaning: You entered a “add snmp remote user” command but the operation failed.

Recovery: 1) Verify that you entered a unique SNMP user name and engine ID. 2) Verify the command syntax and
re-enter the command. See the related section of the manual for specifics. 3) Try using the ION Web interface to
perform the function. 4) If the problem persists, contact Tech Support.

Message:

Fail to analyse remote engine address!

Fail to create SNMPv3 usmuser!

Meaning: You entered a “add snmp remote user name” command but the operation failed.
Recovery:

Message: Cannot show SNMP remote engine on this card!

Meaning: You entered a “show snmp remote engine” command but the operation failed.

Recovery: 1) Verify that you entered a unique SNMP remote engine ID. 2) Verify the command syntax and re-en-
ter the command. See the related section of the manual for specifics. 3) Try using the ION Web interface to per-
form the function. 4) If the problem persists, contact Tech Support.

Message:

Fail to get SNMP remote engine!

Please input a digital number to specify trap rate!

The specified remote engine has existed!

Meaning: (e.g., you entered an “add snmp remote engine” command but the operation failed.

Recovery: 1) Verify that you want this operation performed. If you are not sure, enter n and press Enter. 2) To
continue, type y and press Enter. 3) Verify the command syntax and re-enter the command. See the related sec-
tion of the manual for specifics. 4) Try using the ION Web interface to perform the function. 5) If the problem per-
sists, contact Tech Support.

Message: If you remove this remote engine, all remote users related to this engine will also be removed, con-
tinue?(y: yes, n: no)

Meaning: You entered a “remove snmp remote engine” command but the confirmation message displayed.
Recovery: 1) Verify that you want this operation performed. If you are not sure, type n and press Enter. 2) To con-
tinue, type y and press Enter. 3) Verify the command syntax and re-enter the command. See the related section of
the manual for specifics. 4) Try using the ION Web interface to perform the function. 5) If the problem persists,
contact Tech Support.

Message: Notification type can only be trap or inform!

Meaning: You entered a “get prov tftp svr” or “set prov tftp svr” command but the operation failed.

Recovery: 1) Re-enter the command with “Trap” or “Inform” as the parameter. 2) Make sure the SNMP user's se-
curity model is v3. 3) Verify the command syntax and re-enter the command. See the related section of the manual
for specifics. 4) Try using the ION Web interface to perform the function. 5) If the problem persists, contact Tech
Support.
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Message: ERROR: There is already a remote user with the same name, ip and port!

Meaning: You entered a duplicate record using the “add snmp rmt user” command.

Recovery: 1) Re-enter the command with a unique user name, IP address, and Port number. 2) Verify the com-
mand syntax and re-enter the command. See the related section of the manual for specifics. 3)  Try using the ION
Web interface to perform the function. 4) If the problem persists, contact Tech Support.

Message:

SNMP user name length should be shorter than 32!

This user already exists!

Meaning: The user already exists or you entered too many characters (32 characters maximum) for the SNMP User
Name.

(The SNMP user's security model can only be v3.)

Recovery: 1) Re-enter the command with a unique user name, IP address, and Port number. 2) Make sure the user
name entered has less than 32 characters in it. 3) Make sure the SNMP user's security model is v3. 4) Verify the
command syntax and re-enter the command. See the related section of the manual for specifics. 5) Try using the
ION Web interface to perform the function. 6) If the problem persists, contact Tech Support.

Message:

ERROR Software version of this card ("cardVersion") is not supported, please upgrade to the same version as the
IONMM

Getting card version failed

The failure get template config handler was called.

Meaning: You attempted a function that is not supported by this version of firmware.

Recovery: 1) Enter another (supported) function at this card’s firmware version, or use the "go" command to
switch to another card. 2) Upgrade to a newer firmware version. See “TFTP Transfer / Upgrade Commands” or
“Upgrade / Update Firmware Commands”. 3) Retry the operation. 4) If the problem persists, contact Technical
Support.

Message:

The confirm password is not identical with the password!

The user name length must be in range [1..64]!

The user name must begin with an alphanumeric char!

You can only change your own password, not others!

Meaning: You entered a command to create a new system user, but the command failed.

Recovery: 1) Verify the command syntax ("add sysuser name=NAMESTR level=(admin |read-write | read-only)
pass=PASSSTR confirmpass=PASSSTR"). 2) Retry the operation, making sure the "pass" and "confirmpass" entries
match. See the related command section.

3) If the problem persists, contact Technical Support.

Message: Invalid input of timout value!
Meaning: You set an unsupported SNMP trap timeout boundary value.
Recovery: 1) In the “add snmp traphost” command, specify a valid timeout (-155%-165%-5u%-30s%-165%-125%-
12u%-12u%s (change from 8u to 12us). For example:
C1|S1|1D>add snmptraphostversionv3 type ipvd addr192.168.1.30 port 162 security_name TrpHstAG security_level authPriv notify trap timeout=<0-
2147483647>]
C1|S1|1D>add snmptraphostversion\v3 typeipvd addr192.168.1.30 port 162 security_name TrpHstA6 security_level authPriv notify trap timeout 1000 retry
25
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Problem: An SNMP user cannot access the IONMM.

Meaning: The User security level is not compatible with the Group level. For example, you added an SNMPv3 User
to a SNMP v1 Group, or added a User to a non-existing Group, so this user can not access the IONMM.

Recovery: 1) Make sure the Group exists. Verify the User’s security level. See the “Configure SNMP” section for
specific details.

Problem: Can’t assign a SNMPv3 User to multiple Groups.

Meaning: The SNMPv3 standards do not allow you to assign a SNMPv3 user to multiple groups.

Recovery: 1) Create an additional, unique user. 2) Assign the new user to a different group. 3) Make sure that each
user belongs to just one group.

Problem: Can’t configure SNMPv3 for chassis ION NIDs.
Meaning: The SNMPv3 features currently only apply to the IONMM and standalone S323x/5322x/5222x devices.
Recovery: 1) Contact Tech Support.

Message: Its value must be a-f or A-F or 0-9 and the total length must be a dual from 18 to 128

Meaning: The engine ID is specified by hexadecimal characters. Each two input characters correspond to one octet
character. For engine ID “80 00 03 64 03 00 c0 f2 00 01 02”, the first two characters ‘80’ correspond to the first
octet character ‘\128’ with ASCII value of 128 (8*16 + 0 = 128). The second two characters “00” correspond to the
second octet character ‘\0’ with ASCII value of 0 (0*16 + 0 = 0).

Recovery: 1) This applies only for SNMP v3 Engine ID converting. Enter this.pattern = /A[A-F\d]{18,128}$/.

Message: It must be a valid oid.
Meaning: You entered an invalid OID.
Recovery: 1) Enter this pattern = /A[1-9]+(\.\d{1,5})*S/.

Message: It must be a string which consists of letters and numbers.
Meaning: You entered an invalid string.

Recovery: 1) Enter this pattern = /A[\w]{1,256}5/;

2) Enter this min = lengthMin;

3) Enter this max = lengthMax;

Message: It can be set to any characters combination except the character tab and space.

Meaning: The Community string, Local user name, Group name, View name, Remote user name, Authentication
password, and Privacy password can include any combination of characters except the "tab" and "space" charac-
ters.

If you enter a "tab" and/or "space" character in these fields (via CLI or Web interface) the message "It can be set to
any characters combination except the character tab and space." and “this.pattern is required: /A[\S]*{1,256}5/.”
display.

Recovery: 1) Re-enter the command or field without the "tab" or "space" characters.

Problem: Entries display in red in SNMP v3 fields (e.g., at IONMM > SNMP > Users sub-tab, the User Name / Group
Name / Password entry displays in red)

Meaning: The Community string, Local user name, Group name, View name, Remote user name, Authentication
password, and Privacy password can include any combination of characters except the "tab" and "space" charac-
ters.

If you enter a "tab" and/or "space" character in these fields (via the Web interface) the characters display in red
and the message “Getting records failed (http server error)” displays in the lower-left corner of the page.
Recovery: 1) Re-enter the command or field without the "tab" or "space" characters.
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Message:

The default group whose name is \"public\" or \"private\" and security-model is v1 or v2c cannot be removed!
While the group whose name is \"public\" or \"private\" and security-model is v3 can be removed!

Meaning: The default group cannot be removed (deleted) from the ION system configuration.

Recovery: 1) Make sure this is the command you want. 2) Delete another existing Group. 3) See the related section
of the manual for specifics. 4) If the problem persists, contact Tech Support.

Message: Invalid group parameter for user!

No group name is specified!

Too many options folllow \"group name\"!

Meaning: You entered the CLI command for adding a local snmpv3 user, but the entry failed.

Recovery: 1) Verify the "add snmp local user name" syntax. 2) Check if the ION firmware is the latest and upgrade
if possible. 3) If the problem persists, contact Tech Support.

Message:

Following \"authentication password\" should be either \"group\" option or no option!

Following \"noAuthNoPriv\" should be either \"group\" option or no option!

Following \"privacy password\" should be \"group\" option or no option!

Meaning: You entered an invalid group parameter while creating an SNMP v3 user

Recovery: 1) Verify the "add snmp local user" syntax. 2) Check if the ION firmware is the latest and upgrade if pos-
sible. 3) If the problem persists, contact Tech Support.

Message: AGENT PM ERROR: CLI command prov show snmp user failed

Meaning: The IONMM backup failed after no group SNMP local user added to the system.

Recovery: 1) Check if the ION firmware is the latest and upgrade if possible. 2) Try the IONMM backup procedure
again. 3) If the problem persists, contact Tech Support.

Problem: SNMP Local or Remote Users are deleted when you modify the SNMPv3 Local or Remote Engine ID.

If you enter a "show snmp group name" command without entering a specific group name, the session is ended
and the ION login prompt displays.

Meaning: You configured the SNMPv3 Local or Remote Engine ID before you configure the Local or Remote Users
for this engine. For example:

AgentIII C1|S1|L1D>show snmp group name

Name Security Model Security Level  Read View Write View Notify View
login: ION
Password:

Recovery: 1. Log in to the ION system again. 2. Configure the SNMPv3 Local or Remote Engine ID before you con-
figure the Local or Remote Users for this engine. See "Configuring SNMP". Retry the operation.

33457 Rev. M https://www.lantronix.com 296



https://www.lantronix.com/

Lantronix IONMM and IONMM-232 User Guide

Syslog Messages and Sys.log Output
This section documents Syslog messages and related Sys.log output.
Syslog Messages

The set of messages displayable while using the Syslog function are provided below with possible mean-
ings and suggested recovery procedures.

agentx_mapset Error
agentx_ot_add Error

Meaning: possible internal error
Recovery:

1. Verify the Syslog configuration. See “Configuring System Logging (Syslog)”.
2. Retry the operation.
3. If the problem persists, contact Technical Support.

Fail for sending ionSyslogMgmtTable ,ignored...

Meaning: possible internal error.

Recovery:

1. Verify the Syslog configuration. See “Configuring System Logging (Syslog)”.

2. Retry the operation.
3. If the problem persists, contact Technical Support.

Fail to get syslog server address type!

Fail to get syslog server address type!

Fail to get syslog server port!

Fail to get syslog level!

Fail to get syslog level!

Fail to get syslog server address!

Meaning: the show syslog config attempt failed.

Recovery:

1. Verify the Syslog configuration. See “Configuring System Logging (Syslog)”.

2. Retry the operation.
3. If the problem persists, contact Technical Support.
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Fail to set syslog server port!

Fail to set syslog mode!

Fail to set syslog level!

Fail to set syslog server address!

Fail to set syslog server address type!

Meaning: the set syslog level / mode / svr attempt failed.

Recovery:

1. Verify the Syslog configuration. See “Configuring System Logging (Syslog)”.

2. Retry the operation.
3. If the problem persists, contact Technical Support.

Invalid syslog server address!

Meaning: the set syslog svr attempt failed (e.g., set syslog svr type=ipv4 addr=192.168.01).
Recovery:

1. Verify the Syslog configuration. See “Configuring System Logging (Syslog)”.

2. Retry the operation.

3. If the problem persists, contact Technical Support.

Number of subid is not correct when ionSyslogMgmtTable_get, expect %d, get %d \n
Meaning: possible internal error

Recovery:

1. Verify the Syslog configuration. See “Configuring System Logging (Syslog)”.

2. Retry the operation.

3. If the problem persists, contact Technical Support.

Please input a digital number to specify syslog server port!

Meaning: the set syslog svr port attempt failed.

Recovery:

1. Verify the Syslog configuration. See “Configuring System Logging (Syslog)”.

2. Retry the operation with a valid, unused UDP port number.
3. If the problem persists, contact Technical Support.

Session reset, Reregister from begging\n

STATUS_INVALID, should be session reset, Reregister from beginning\n
Meaning: possible internal error.

Recovery:

1. Verify the Syslog configuration. See “Configuring System Logging (Syslog)”.

2. Retry the operation.
3. If the problem persists, contact Technical Support.
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Syslog is not supported on this card!

Meaning: You tried to configure a Syslog parameter, but this device does not support the Syslog feature.
Recovery:

Verify that this is the command / function you wanted.

Switch to a device that supports Syslog.

Retry the operation.
If the problem persists, contact Technical Support.

vk wNe

1

System initializing or SNMP service busy, please wait..." : "Invalid password!
Meaning: possible internal error.

Recovery:

1. Wait for several seconds for the message to clear.

2. Verify the Syslog configuration. See “Configuring System Logging (Syslog)”.
3. Retry the operation.
4.

If the problem persists, contact Technical Support.

unknown column in ionSyslogMgmtTable_get\n

Meaning: possible internal error.

Recovery:

1. Verify the Syslog configuration. See “Configuring System Logging (Syslog)”.
2. Retry the operation.

3. If the problem persists, contact Technical Support.

Syslog Warning: A defined IDS is detected.
Meaning: The Upgrade file failed, the Web interface reports an error, the system can't login and keeps
initializing. For example:

Line 1 Jan 1 19:33:01 (none) user.warn subagent[818]: A defined IDS is detected.

At the ACL tab, you selected rule 1 and edited policy to "Trap", Trap Rate to "4", selected Condition 1,
and then edited the Condition 1 value to the local host's IP address. Then uploaded upgrade file by TFTP
server tried to upgrade the system. The upgrade file failed, the Web interface reported an error, and the
system can't login and keeps initializing. After enabling the ACL trap for the same source IP as the TFTP
server and doing tftp operation to the TFTP server, a large amount of packets with the source TFTP
server IP are received by the IONMM and each packet is looked at as an IDS packet which caused the
subagent and snmpd to become overburdened.

Recovery: None; this issue appears as something like a manual IDS attack to the ION system, which may
not be an issue for most users.
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Sample Sys.log Output

A typical Syslog output is shown below.

C0|S50|L1D>cat sys.leg

Dec 31 18 tnone) local5.notice bpd linux[71&]: BPD Started.
Dec 31 18 :08 {none) loeczl5.notice leoam[715]: started
Dec 31 18 2 incne) user.notice sublgentZ subfgent Started.
Dec 31 18: € i{ncne) desemon.notice IOM-EM[74Z2]: Entity Meneger running in Mast
er Mode
Dec 231 18:00:17 i{ncne) deemon.notice ICN-EM[742]: Discovered a card in slet-I[0],
relpos-[1
3 | Dec 31 fnone) us subkgentZ[T2€]: create contextIl=l
}Dec 31 inone) user subkgentZ 13 create contextID=2
Dec 31 {none) u. ce subkgentZ[T7Z2&]: sublgent sessicn connected.
Dec 31 fnone) user. ce sublgentZ[72£€]: Standalone mode, Send the col
dStart
Dec 31 inone) daemon.err snmpd[719]1: ion—ns/logicel: session from locel
subkgentZ end point_ name zgentx/master]
Dec 31 18:28:58 inone) local5.err bpd linux[71€]: BPED ERROR: SAP(B) closed
¢ ppPduFramelen == 0 when recvyl mMEppSAE

Dec 31 18:23:08 inone) user.err subigentZ[8ZZ]: agentx send: Broken pipe
Dec 31 18:23:08 {none) entZ[822]: agentx_send: Broken pipe
Dec 31 18:29:08 {(none) entZ[822]: agentx send: B pipe
Dec 31 18:23:08 {none) gentZ[222]: agentx send: B pipe
Dec 31 153:253:08 {none) 2Z]: =gentx send: B pipe
Dec 31 18:29:08 {none) : agentx_send: B pipe
Dec 31 18:29:08 {none) : egentx_send: Broken pipe
Dec 31 18:23:08 i{none) : agentx send: Broken pipe
Dec 31 18:29:08 {none) > agent Broken pipe
Dec 31 18:23:08 {none) gentZ[222]: agentx send: Broken pipe
Dec 31 18:23:08 {none) entZ[82Z]: agentx send: Broken pipe
Dec 31 18:23:08 {none) entZ[822]: agentx_send: Broken pipe

iU Dec 31 18:23:08 {none) daemo rarn ION-EM[742]: RgentX¥ mester agent failed to ze

spond to ping. Attempting to

re-register.

A typical syslog message is shown below.

175 Dec 31 18:05:45
sent packet 0 received

(none)

user.warn syslog: agentx pkthandler response: Response to un-

The Syslog format is shown below.

175 Dec 31 18:05:45

(none) user.warn syslog: agentx_pkthandler response: Response to unsent packet 0 received

A A

(unused)

Date (month day time)

Line Number

Level

Specific log message

info. / Response line to
General log message the Server
info. / Request line from

the server
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Syslog messages, their meanings, and suggested responses are provided below.

Message: local5.err bpd_linux[716]: BPD ERROR: SAP(8) closed for a ppPduFrameLen == 0 when
recvMsgFromAppSAP

Meaning: Level 3 Error (err) severity; received a frame with a frame length of 0.

Recovery: 1. Refer to your organizations policy for this level of severity. 2. Retry the operation. 3. If the
problem persists, contact Technical Support.

Message: daemon.warn ION-EM[742]: AgentX master agent failed to respond to ping. Attempting to re-
register.

Meaning: Level 4 Error (warn) severity; the IONMM did not respond to a ping.

Recovery: 1. Refer to your organizations policy for this level of severity. 2. Retry the operation. 3. If the
problem persists, contact Technical Support.

Message: Dec 31 18:31:39 (none) user.crit subAgent2[822]: agentx_protocol_disconnect: Subagent
disconnected from master.

Meaning: Level 2 - Critical condition.

Recovery: 1. Refer to your organizations policy for this level of severity. 2. Contact Technical Support.

Message: 61Dec 31 18:31:39 (none) user.crit subAgent2[822]: agentx_protocol_disconnect: Subagent
disconnected from master.

Meaning: Level 2 - Critical condition.

Recovery: 1. Refer to your organizations policy for this level of severity. 2. Contact Technical Support.

Message: user.err upgradeManager

Meaning: you unplugged the SIC card, system will send a syslog which descript as "user.err up-
gradeManager", that not match the event.

Recovery: 1. Refer to your organizations policy for this level of severity. 2. Contact Technical Support.
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Sys.log sample - A typical Syslog output is shown below (Telnet screen)

[BusyBox uvl.4.1 (2011-03-A1 14:39:84 CST> Built—in shell C(ash>
[Enter 'help’ for a list of built—in commands.

(¥ % cd rvarslog
l'varslog % cat sys.log
1 8 8:18 <none)
<none>)
<none>
<none>)
<none>)
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>

user.notice syslog: attach platform info in shared memory at Bx48686000
user.err upgradeManager[?191: upgradeManager starts...

user.err upgradeManager[?281: upgradeManager enters main loop. ..
local5.notice bpd_linux[?311: BPD Started.

local5.err bpd_linux[731
daenon.notice [0N-EM[739
daenon.notice [0N-EM[739
user.notice subagent[7411:
user.notice subagent[741
local5.err bpd_linux[7311:
daenon.notice ION-EM[739

user.err upgradeManager[7281

BPD ERROR: the application dsap 11 is released alrveady.
attach platform info in shared memory at Bx4P006608
Entity Manager running in Master Mode

subfigent Started.

attach platform info in shared memory at Bx4P006608
BPD ERROR: the application dsap 7 is released already.
Discovered Chassis: 1

location = 134217728

user.err upgradeManager[7201: just reply OK ...

localS.err bpd linux[731

BPD ERROR: the application dsap 15 is released alveady.

<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none?
<none?
<none>

daemon.notice ION-EML?391: Discovered a card in slot—[4]1. relpos-[1]
user.err upgradeManager[?2@1: location = 152843528
user.err upgradeManager[?201: just reply OK ...

localS.err bpd linux[?311: BPD ERROR: the application dsap
localS.err bpd_linux[?311: BPD ERROR: the application dsap
daemon.notice ION-EML73% Discovered a card in slot—[221,
user.err upgradeManager[7201: location = 2275 92
user.err upgradeManager[?201: just reply OK ...

localS.err bpd_linux[731 BPFD ERRO! the application dsap
daemon .notice ION-EM[73%1: Discovered a card in slot—[141,
user.err upgradeManager[7201: 193986560
user.err upgradeManager[7201: just reply OK ...

localS.err bpd_linux[731 BPFD ERROR: the application dsap 14 is released
daemon.notice ION-EM[73% Discovered a card in slot—[61, relpos-[11
upgradeManager[7201: location — 168432128

upgradeManager[7281: just reply OK ...

upgradeManager[7281: just reply OK ...

upgradeManager[7201: location = 139460608

upgradeManager[7281: It is AGENT card itself?
upgradeManager[7281: just reply OK ...

local5.err bpd_linux[?311: BPD ERROR: the application dsap 15 is released alrveady.
daenon.err snmpd[7381: ion-nsslogical: session from local subAgent2 end_point_name

13 is released
13 is released
relpos—I11

already.
already.

14 is released
relpos—[11

already.
<none> location =
<none)
<none) already.
<none>)
<{none) user.err
<{none) user.err
<{none) user.err
<{none) user.err
<{none) user.err
<none>)
<none>

<none>

user.err

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

[/var/agentx/m

<none) daemon.err snmpd[73B1: ion-nsslogical: session from local subAgent2 end_point_name [/var/agentx/m

localS.em
localS.em
localS.em

<none>)
<none>
<none>)

bpd_linux[?311: BPD ERROR: the application deap 13 is released already.
bpd_linux[?311: BPD ERROR: the application deap 14 is releaced already.
bpd_linux[?311: BPD ERROR: the application deap 15 is releaced already.
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Windows Event Viewer Messages
A sample Event Log file is shown below.

Windows Event Viewer - Event Log 1:

I Windows Event Viewer - Event Log 1 - Notepad @E|
File Edit Format View Help

Type Date Time Source  Category Event User Computer ~
Information 6,/25/2010 10:34:34 am service Control Manager Mone FO36 I SCHIERMAN =
Information 6,/25/2010 10:32:35 AM seryice Control Manager None 7036 A SCHIERMARN
Information 6/25/2010 10:32:35 AM service Control Manager Mone 7035 jeffs SCHIERMAN
Information 6,/25/2010 Fi37:19 am seryice Control Manager None 7036 [0S SCHIERMARN
Information 6,/25,/2000 Ti37:12 Aam Service Control Manager Mone TO36 [Ty SCHIERMAN
Information 6,/25/2010 Fi37:12 am service Control Manager None 7035 SYSTEM  SCHIERMARN
Errar G5,/24 /2010 10:27:33 PM W32Time MNone 29 M A SCHIERMAN

warning 6,/24,/2010 10:27:33 PM W32Time Mone 14 A A SCHIERMAN

Error 6,724 /2010 4:12:51 PM windows Update Agent software Sync 16 M A SCHIERMARN
Information 6,724 /2000 F:40:55 AM service Control Manager Mone FO3A I SCHIERMAN
Information 6,24 /2010 7:140:49 AM seryice Control Manager None 7036 M SCHIERMARN
Information 65,/24 /20010 Fi40:49 am service Control Manager Mone 7035 SYSTEM  SCHIERMAR
Error 6,/24 /2010 G:27:31 AM W32Time Mone 29 A SCHIERMARN

warning 6,24 /2010 6:27:31 Am W32Time MNone 14 [ SCHIERMAN

Error 6/23/2010 10:27:29 PM W32Time Mone 29 M8 SCHIERMARN

warning 642372010 10:27:29 PM W32Time None 14 A SCHIERMAN

Error 6,/23/2010
warning 6/23/2010
Erraor 6,/23,/2010
warning 6,/23/2010
Erraor 5,/23 /2010

127128 PM W32Time Mone 29 M8 SCHIERMARN
127128 PM W32Time mMone 14 M8 SCHIERMARN
127127 PM W32Time None 29 M SCHIERMAN
127127 PM W32Time Mone 14 M8 SCHIERMARN
127127 PM W32Time MNone 28 M8, SCHIERMAN

Fod P Pl B T T L) L s T o
ra
~l

warning 6/23/2010 127 PM W32Time Mone 14 M8 SCHIERMARN
Errar 6,/23,/2010 57126 PM W32Time Mone 29 [ SCHIERMAN
warning 6,/23/2010 157126 PM W32Time Mone 14 M8 SCHIERMARN
Errar 6/23,//2010 t42:26 PM W32Time Mone 29 A SCHIERMAMN
warning 6/23/2010 142:26 PM W32Time Mone 14 M8 SCHIERMARN
Errar 5/23,/2010 42:11 Pm W32Time None 29 M A SCHIERMAN
warning 6/23/2010 142:11 PM w32Time None 14 [N SCHIERMAN
Information 6,/23/2010 2:42:01 PM Tepip Mone 4201 M A SCHIERMAN
Information 65,/23,/2010 2:41:56 PM Browsar None 8033 M2 SCHIERMAN

[I£3

Message: Information 6/25/2010 7:37:12 AM Service Control Manager None 7035 SYSTEM
Meaning: Information message regarding SCM.

Recovery: No action required.

Message: Error 6/24/2010 10:27:33 PM W32Time None 29 N/A  SSEM
Meaning: Error level message regarding W32Time.

Recovery: Open the file; examine the number of messages like this, and the potential problem level.

Message: Warning 6/24/2010 10:27:33 PM W32Time None 14 N/A  SYSTEM
Meaning: Warning level message regarding W32Time.

Recovery: Check the other system logs for related messages. If the problem persists, contact Technical
Support.
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Config Error Log (config.err) File

The error log file (.ERR file) is downloaded to the TFTP server address specified, in TFTP-Root with a
filename such as 1-11-C2210-1013.config. You can open the file in WordPad or a text editor.

A sample portion of an error log file (.ERR file) is shown below.

File Edit “iew Insert Format Help

Led & A 5

AGENT FM ERROR: CLI command remove vlan all failed

AGENT FM ERROR: CLI command remove fwddb all failed

AGENT PM ERROR: CLI command set ip-momt state=enable failed

AGENT PM ERROE: CLI command set dhop state=disable failed

AGENT PM ERROR: CLI command set ip type=ipvd addr=192.168.0.10 subnet-mask=2Z55.255.255.0 failed
AGENT PM ERROR: CLT command set gateway type=ipwd addr=192.165.0.1 failed

AGENT PM ERROR: CLI command set dns-svr sve=1 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set dns-svr svr=:Z type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set dns-svr svr=3 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set dns-svr svr=4 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set dns-svr svr=L5 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI comand set dns-svr sve=6 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set snmp traphost svr=1 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set snmp traphost svr=Z type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set smnp traphost svr=3 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set snmp traphost svr=4 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set smwmp traphost swvr=5 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI comand set snmp traphost svr=6 type=dns addr=0.0.0.0 failed

AGENT PM ERROR: CLI command set sntp state=dissble failed

AGENT PM ERROR: CLI command set sntp dst-state=disable failed

AGENT PM ERROE: CLI command set sntp timezone=5 failed

AGENT PM ERROR: CLI command set sntp dst-start="199 1231 15:00:007 failed
AGENT PM ERROR: CLT command set sntp dst-end="19629 1231 15:00:00" failed
AGENT PM ERROR: CLI command set sntp dst-offset=0 failed

AGENT PM ERROR: CLI command set sntp-swvr svre=1 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set sntp-swvr svr=:< type=dns addr=0.0.0.0 failed

These messages show a translation of failed web interface functions that were attempted, translated
into CLI commands.

The config.err files are saved in the TFTP server location specified (typically C:\TFTP-Root) with a file
name something like: 1-2-2-C3220-1040_20100608.config.err.

The first word in the message (e.g., add, set, remove) shows the type of action attempted.

The second word or phrase in the message (e.g., dhcp state, fwddb, gateway type, vlan-db vid, etc) lists the
general function attempted. This is the part of the message immediately preceding the = sign.

The next word or phrase in the message is the specific function attempted that immediately follows the = sign
or the second word of the message (e.g., all, =enable, =disable, =8, =dns addr=0.0.0.0, etc.). This part of the error
message may include several segments with = signs (e.g., =0.0.0.0 retry=3 timeout=30

The final word in the message line is the word “failed”.
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config.err Messages

Sample config.err fil

e information is provided below.

1-2-2-C3220-1040_20100608.config.err

Line

1 AGENT PM ERROR:
2 AGENT PM ERROR:
3 AGENT PM ERROR:
4 AGENT PM ERROR:
5 AGENT PM ERROR:
6 AGENT PM ERROR:
7 AGENT PM ERROR:
8 AGENT PM ERROR:
9 AGENT PM ERROR:

10 AGENT PM ERROR:
11 AGENT PM ERROR:
12 AGENT PM ERROR:

13 AGENT PM ERROR

14 AGENT PM ERROR:
15 AGENT PM ERROR:
16 AGENT PM ERROR:
17 AGENT PM ERROR:
18 AGENT PM ERROR:
19 AGENT PM ERROR:
20 AGENT PM ERROR:
21 AGENT PM ERROR:
22 AGENT PM ERROR:
23 AGENT PM ERROR:
24 AGENT PM ERROR:
25 AGENT PM ERROR:
26 AGENT PM ERROR:
27 AGENT PM ERROR:
28 AGENT PM ERROR:

CLI command remove vlan all failed
CLI command remove fwddb all failed

CLI command add fwddb mac=01:00:00:00:00:10 conn-port=1 priority=1 type=staticNRL failed

CLI command remove vlan all failed
CLI command remove fwddb all failed

CLI command add fwddb mac=01:00:00:00:00:02 conn-port=1 priority=1 type=staticNRL failed
CLI command add fwddb mac=01:00:00:00:00:03 conn-port=1 priority=1 type=staticNRL failed
CLI command add fwddb mac=01:00:00:00:00:04 conn-port=1 priority=1 type=staticNRL failed
CLI command add fwddb mac=01:00:00:00:00:05 conn-port=1 priority=1 type=staticNRL failed

CLI command add fwddb mac=01:00:00:00:00:06 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:07 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:08 conn-port=1 priority=1 type=staticNRL
: CLI command add fwddb mac=01:00:00:00:00:09 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:10 conn-port=1 priority=1 type=staticNRL
CLI command remove vlan all failed

CLI command remove fwddb all failed

CLI command add fwddb mac=01:00:00:00:00:02 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:03 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:04 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:05 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:06 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:07 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:08 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:09 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:10 conn-port=1 priority=1 type=staticNRL
CLI command remove vlan all failed

CLI command remove fwddb all failed

CLI command add fwddb mac=01:00:00:00:00:10 conn-port=1 priority=1 type=staticNRL

config.err Message Responses

failed
failed
failed
failed
failed

failed
failed
failed
failed
failed
failed
failed
failed
failed

failed

Some typical error log file messages and the recommended responses are provided below (without the

prefix of “AGENT PM

ERROR: CLI command”).

Message: remove vlan all failed

Response: 1. Check if this is a recurring problem. 2. Verify the VLAN operation in the related section of
this manual. Retry the VLAN operation. 3. See the related VLAN command in the ION System CLI
Reference Manual, 33461. 4. If the problem persists, contact Technical Support.

Message: remove fwddb all failed

Response: 1. Check if this is a recurring problem. 2. Verify the Forwarding Database (FWDB) operation in
the related section of this manual. Retry the FWDB operation. 3. See the related FWDB command in the

ION System CLI Reference Manual, 33461. 4. If the problem persists, contact Technical Support.
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Message: set dhcp state=disable failed

Response: 1. Check if this is a recurring problem. 2. Verify the DHCP operation in the related section of
this manual. Retry the DHCP operation. 3. See the related DHCP command in the ION System CLI
Reference Manual, 33461. 4. If the problem persists, contact Technical Support.

Message: set ip type=ipv4 addr=192.168.0.10 subnet-mask=255.255.255.0 failed

Response: 1. Check if this is a recurring problem. 2. Verify the operation in the related section of this
manual. Retry the operation. 3. See the related command in the ION System CLI Reference Manual,
33461. 4. If the problem persists, contact Technical Support.

Message: set gateway type=ipv4 addr=192.168.0.1 failed

Response: 1. Check if this is a recurring problem. 2. Verify the operation in the related section of this
manual. Retry the operation. 3. See the related command in the ION System CLI Reference Manual,
33461. 4. If the problem persists, contact Technical Support.

Message: set dns-svr svr=1 type=dns addr=0.0.0.0 failed

Response: 1. Check if this is a recurring problem. 2. Verify the DNS Server operation in the related
section of this manual. Retry the operation. 3. See the related DNS server command in the ION System
CLI Reference Manual, 33461. 4. If the problem persists, contact Technical Support.

Message: set snmp traphost svr=1 type=dns addr=0.0.0.0 failed

Response: 1. Check if this is a recurring problem. 2. Verify the SNMP operation in the related section of
this manual. Retry the SNMP operation. 3. See the related SNMP command in the ION System CL/
Reference Manual, 33461. 4. If the problem persists, contact Technical Support.

Message: set sntp state=disable failed

Response: 1. Check if this is a recurring problem. 2. Verify the SNTP operation in the related section of
this manual. Retry the SNMP operation. 3. See the related SNTP command in the ION System CLI
Reference Manual, 33461. 4. If the problem persists, contact Technical Support.

Message: set sntp dst-state=disable failed

Response: 1. Check if this is a recurring problem. 2. Verify the SNTP operation in the related section of
this manual. Retry the SNMP operation. 3. See the related SNTP command in the ION System CLI
Reference Manual, 33461. 4. If the problem persists, contact Technical Support.

Message: set sntp timezone=8 failed

Response: 1. Check if this is a recurring problem. 2. Verify the SNTP operation in the related section of
this manual. Retry the SNMP operation. 3. See the related SNTP command in the ION System CLI
Reference Manual, 33461. 4. If the problem persists, contact Technical Support.
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Message: set sntp dst-start="1969 1231 18:00:00" failed
Response: 1. Check if this is a recurring problem. 2. Verify the SNTP operation in the related section of

this manual. Retry the SNMP operation. 3. See the related SNTP command in the ION System CLI
Reference Manual, 33461. 4. If the problem persists, contact Technical Support.

Message: set sntp dst-end="1969 1231 18:00:00" failed
Response: 1. Check if this is a recurring problem. 2. Verify the SNTP operation in the related section of

this manual. Retry the SNMP operation. 3. See the related SNTP command in the ION System CLI
Reference Manual, 33461. 4. If the problem persists, contact Technical Support.

Message: set sntp dst-offset=0 failed
Response: 1. Check if this is a recurring problem. 2. Verify the SNTP operation in the related section of

this manual. Retry the SNMP operation. 3. See the related SNTP command in the ION System CLI
Reference Manual, 33461. 4. If the problem persists, contact Technical Support.

Message: set sntp-svr svr=1 type=dns addr=0.0.0.0 failed
Response: 1. Check if this is a recurring problem. 2. Verify the SNTP operation in the related section of

this manual. Retry the SNMP operation. 3. See the related SNTP command in the ION System CLI
Reference Manual, 33461. 4. If the problem persists, contact Technical Support.

Message: set radius client state=disable failed
Response: 1. Check if this is a recurring problem. 2. Verify the RADIUS operation in the related section of

this manual. Retry the RADIUS operation. 3. See the related RADIUS command in the ION System CLI
Reference Manual, 33461. 4. If the problem persists, contact Technical Support.

Message: set radius svr=1 type=dns addr=0.0.0.0 retry=3 timeout=30 failed

Response: 1. Check the RADIUS server setup, configuration and documentation. 2. Verify the RADIUS
operation in the related section of this manual. Retry the RADIUS operation. 3. See the related SNTP
command in the ION System CLI Reference Manual, 33461. 4. If the problem persists, contact Technical
Support.

Message: add vlan-db vid=100 priority=0 pri-override=disable failed

Response: 1. Check if this is a recurring problem. 2. Verify the VLAN operation in the related section of
this manual. Retry the VLAN operation. 3. See the related VLAN command in the ION System CLI
Reference Manual, 33461. 4. If the problem persists, contact Technical Support.

Message: add vlan-db vid=200 priority=0 pri-override=disable failed

Response: 1. Check if this is a recurring problem. 2. Verify the VLAN operation in the related section of
this manual. Retry the VLAN operation. 3. See the related VLAN command in the ION System CLI
Reference Manual, 33461. 4. If the problem persists, contact Technical Support.
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Message: set acl state=disable failed

Response: 1. Check if this is a recurring problem. 2. Verify the ACL operation in the related section of
this manual. Retry the ACL operation. 3. See the related ACL command in the ION System CLI Reference
Manual, 33461. 4. If the problem persists, contact Technical Support.

Message: set acl table=filter chain=input policy=accept failed

Response: 1. Check if this is a recurring problem. 2. Verify the ACL operation in the related section of
this manual. Retry the ACL operation. 3. See the related ACL command in the ION System CLI Reference
Manual, 33461. 4. If the problem persists, contact Technical Support.

Message: set dotldbridge ip-priority-index=0 remap-priority=0 failed

Response: 1. Check if this is a recurring problem. 2. Verify the operation in the related section of this
manual. Retry the operation. 3. See the related dotldbridge command in the ION System CLI Reference
Manual, 33461. 4. If the problem persists, contact Technical Support.
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Webpage Messages

Certain menu operations will display a webpage verification message to verify that you want to proceed.
These messages also provide information on the effect that the operation will have if you continue.
These messages display for operations such as Reset to Factory Config, Reboot the System, or other
operational confirmation messages.

See Menu System Description for more information.

Message from webpage

\:;/ Swskem will be rebooted, are you sure o proceed?

[ Ok H Cancel ]

Message: System will be rebooted, are you sure to proceed?

Response: Click OK only if you wish to reboot. Otherwise click Cancel.

Message from webpage

\ ? J & factory reset will wipe out all current configuration and load the Factory defaulks along with a system rebook, are you sure bo procesd?

I ] 4 ” Cancel ]

Message: A factory reset will wipe out all current configuration and load the factory defaults along with
a system reboot; are you sure to proceed?

Response: Click OK only if you wish to reboot. Otherwise click Cancel.

Messapge from webpage

,\:;':J Trap manager settings have been changed and a system reboat is required For the changes to take effect. Do you want to reboat the system right now?

[ Ok l[ Cancel l

Message: Trap manager settings have been changed and a system reboot is required for the changes to
take effect. Do you want to reboot the system right now?

Meaning: At the device’s MAIN > SNMP Configuration tab you clicked Save to create a new SNMP trap
server location.

Response: Click OK only if you wish to reboot the system right now. Otherwise click Cancel. See SNMP
Configuration.
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Message: The firmware upgrade failed!

Message from webpage E|

L] "_\ The firrware upgrade Failed!
-

The MAIN tab > TFTP Settings section Status area displays “TFTP Failure”.

Meaning: While performing a Firmware Upgrade from the MAIN tab > TFTP Settings section, a problem
was detected. See the Upgrade the IONMM Firmware section.

Recovery:
1. Click OK.

2. Make sure you are using a TFTP Server package (not an FTP package). You will not be able to
connect to the TFTP Server with an FTP client.

3. Make sure that you downloaded the correct IONMM firmware file from the Lantronix web site.

4. Verify the TFTP Server Address entry. It should be the IP address of your TFTP Server (e.g.,
192.168.1.30).

5. Verify the Firmware File Name that you entered is the one you intended, and that it is in the proper
filename format (e.g., IONMM.bin.1.0.5).

6. Check the log status in the TFTP Server package; when successful, it should show something like
“Sent IONMM.bin.1.0.5 to (192.168.1.30), 9876543 bytes”. The TFTP Settings section Status area
should display “Success” when done.

7. Make sure that the Management VLAN function is disabled.
8. Reset the IONMM card. The TFTP Settings section Status area should display “Success” when done.

9. If the problem persists, contact Technical Support.
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Message: Failed to Transfer the Firmware Database File!

Message from webpage

L ] E Failed to transfer the Firmware Database File!
[ ]

Meaning: While performing a Firmware Upgrade from the MAIN tab > TFTP Settings section, a problem
was detected. See the Upgrade the IONMM Firmware section.

Recovery:
1. Click OK.

2. Make sure you are using a TFTP Server package (not an FTP package). You will not be able to
connect to the TFTP Server with an FTP client.

3. Make sure that you downloaded the correct IONMM firmware file from the Lantronix web site.

4. Verify the TFTP Server Address entry. It should be the IP address of your TFTP Server (e.g.,
192.168.1.30).

5. Verify the Firmware File Name that you entered is the one you intended, and that it is in the proper
filename format (e.g., IONMM.bin.1.0.5).

6. Check the log status in the TFTP Server package; when successful, it should show something like
“Sent IONMM.bin.1.0.5 to (192.168.1.30), 9876543 bytes”. The TFTP Settings section Status area
should display “Success” when done.

7. Reset the IONMM card. The TFTP Settings section Status area should display “Success” when done.

8. If the problem persists, contact Technical Support.
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Message: Are you sure to power reset this slot? (After power reset, it will take a while to see card change
in this slot; please fold/unfold the Chassis node in the left tree panel to check the progress. If the card
information changes on the Tree, then click the Refresh button on this page.)

10N System m
= 10N Stack Wodel Information
< R Serial Number —| Model Name —| Software Revision | Hardware Revision

+-[03]C3230-1040 ‘\3245 \HUONM I| |!1,ﬂ 4 I ‘]] 00 ]
+H[05]C3230-1040 r
- [OTJIONKM
+-[10]C3231-1040
¥ [12]C2110-1013 Chassis Members
+ [131c2210-4013 Slot Slot Status  Desciiption Power Status
+[16]C2220-1014 1 Empty on [of]
+1[18]C3220-1040
: Empty On [Off [Reset]
+[22]I0NPS-A o

3 Occupied 10N BPC Media Conversion Card C3230-1040 on

4 Empty On @

5 Occupied 10N BFC Media Conversion Card C3230-1040 on [of]

E e

Message from webpage
7
9 Are you sure to power reset this siot?
3 H o/ (iter power reset, il teke 3 whik to ses Card Change inths slo, pesse Fokdunfol the Chassis nods i ef tree panl to chck the progress, T the card nformation changes on the Tree,
then click the refrash buttan in this page )
g g
N
— T

Meaning: A caution message generated at the Chassis > MAIN tab. You clicked the Reset button for a

particular slot.

Recovery:

1. If you are not sure that you want to reset this slot, click the Cancel button to clear the message and
return to normal operations without resetting power to this slot.

2. If you are sure that you want to reset this chassis, click the OK button to clear the message and reset
power to the slot.

o v A~ W

At the Chassis > MAIN tab, fold/unfold the Chassis node in the tree panel to check the progress.
If the card information changes on the Tree, then click the Refresh button on this page.
See the “Menu System Description” section.

If the problem persists, contact Technical Support.
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Message: Are you sure you want to power off this slot? (After power off, it will take a while to see Card
Disappear in this slot; please fold/unfold the Chassis node in the left tree panel to check the progress. If
the card information changes on the Tree, then click the Refresh button on this page.)

ION System MAIN

—ION Stack

— Chassis

Model Information

| Serial Number Iodel Name |Software Revision |Hardware Revision

+[03]C3230-1040 |3245 \”uowzwa |‘||1 04 \‘Mw 00 \‘

+[05]C3230-1040
[O7JIONMIM

++[10]C3231-1040

1202 110-1013 Chassis Members

£ [131C2210-1013 Slat Slot Status Description Power Status
+H[16]C2220-1014 i Empty on [of
+ [18]C3220-1040 = — on [
+ [22]ONPSA
Occupied 10M BPC Media Gonversion Gard C3230-1040 -@
Empty on [of)
Occupied 10M BPG Media Conversion Card C3230-1040 on [of
P

Message from webpage
Are

2 = you sure ko power off this slot?
B c/ ( After power off, it willbake & while to ses Card Disappear in this slot, plsase foldfunfold the Chassis node in left tree panel to check the progress. IF the card disappears on the Tree, then click
the refresh button in this page )

.

Meaning: A caution message generated at the Chassis > MAIN tab. You clicked the Off button for a
particular slot.

Recovery:

1. If you are not sure that you want to power off this slot, click the Cancel button to clear the message
and return to normal operations without resetting power to this slot.

2. If you are sure that you want to power off this slot, click the OK button to clear the message and
remove power to the slot.

At the Chassis > MAIN tab, fold/unfold the Chassis node in the tree panel to check the progress.
If the card information changes on the Tree, then click the Refresh button on this page.

See the “Menu System Description” section.

o v A~ W

If the problem persists, contact Technical Support.

Message: TFTP file transferring failed!

Message from webpage

! ‘: TETF File transferring Failed! Please make sure the TFTP server is up and the file being transferred does exist.
L

Meaning: Either the TFTP Server is not running, or the filename entered was incorrect or not found. See
the “Backup/Restore Operations” section.

Recovery: Start the TFTP Server and verify the name and location of the file to be transferred.
If the file does not exist (e.g., at C:\TFTP-Root), then download the file from
https://www.lantronix.com/products/ionmm-series-2/#product-resources.
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Message: HTTPS settings have been changed and a re-login will be performed right now.

Message from webpage

L | E HTTPS settings have been changed and a re-login will be performed right now.
[ )

Meaning: You performed a Copy Certificate function for the IONMM in the HTTPS tab.
Recovery:

1. Click OK to clear the message.

2. See “Configuring HTTPS”.

3. If a message displays regarding a problem with the website's security certificate, select
“Continue to this website”.

Message: The RADIUS settings have been changed and a re-login will be performed right now.

Message from webpage

L] 'E The RADIUS settings have been changed and a re-login will be performed right now,
*

Meaning: You performed a Copy Certificate function for the IONMM in the RADIUS tab.
Recovery:

1. Click OK to clear the message.

2. Signinto ION System Web Interface (RADIUS). See “Configuring RADIUS”.

3. If a message displays regarding a problem with the website's security certificate, select
“Continue to this website”.
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Message: The Connection was Reset

The connection was reset

o

The connection to the server was reset while the page was loading.

= The site could be ternporarily unavailable or too husy, Try again in a fiow
morments.,

= If you are unable to load any pages, check your computer's network
connection,

= If your computer of network is protected by a firewall or prowgy, make sure that
Firefioy is permitted to access the Weh,

Meaning: The Firefox web browser connection failed to load the page.

Recovery:

1. Verify the URL (e.g., http:// versus https://).

2. Check if the applicable server is running (TFTP, Syslog, HTTPS server) in the expected location.
3. Click the Try again button to retry the operation.

Message: This Connection is Untrusted

0w | This Connection is Untrusted

v AI You have asked Firefox to connect securely ko 192.168.1.10, but we can't confirm that vour
! connection is secure.

Mormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

what Should I Do?

IF vou usually connect ka this site without problems, this error could mean that someone is bryving ko
impersonate the site, and you shouldn't continue.

Get me out of here!

Technical Details

I Understand the Risks

Meaning: You tried to connect via Firefox to a URL, but the Firefox web browser did not find a trusted
certificate for that site.

Recovery: Click Technical Details for details, or click | Understand the Risks to continue operation.
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Message: Static Non Rate Limit entry must have a multiple cast MAC address!

System > | Viewv  Help¥

10N System L) wamn || Apvancep || swre || HrTes || ssH | Rapus || Act vLaN | soam
= ION Stack ——
=) Chassis | FoB D MIAC Address Comn Port Priority Entiy Type |
=+[03]C3230-1040
| No records found |
Port 1
Port 2
» ress onn Port riarity
[07JIONMIA FDB D MAC Add Conn P P
—[09]C3231-1040 o | [o0.coF242008A | [Port 1 = [
Rl Entry Type =
Port 2 [ statienRL v]
o

+-[11]C2210-1013
+-[13]C2110-1013
+:[16]C3220-1040 Message from webpage
+ [18]C2220-1014

l} ‘Static Mon Rate Limit entry must have a multiple cast MAC address!

I

Adding MAC failed (5nmp operation siior]

Meaning: When setting up MAC filtering, you entered a unicast MAC address and selected a Static NRL
(Non Rate Limit) Entry Type.

Recovery:
1. Click OK to clear the message.

2. Either enter a multicast MAC Address or select another Entry Type.

Message: Local Area Connection x — A network cable is unplugged

jr} Local Area Connection 2 | #

& network cable is unplugged.

LEE YL S 02 E sznam

Meaning: You unplugged the USB cable at the NID or IONMM, or the NID or IONMM was unplugged
from the ION chassis, or you pressed the RESET button on the IONMM.

Recovery:
1. If you pressed the RESET button on the IONMM, wait a few moments for the message to clear.

2. Plug the USB cable back into the IONMM’s USB-DEVICE connector or plug the USB cable back into the
NID’s USB connector.

3. Try the operation again.
4. If the problem persists, contact Technical Support.
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Message: Problem loading page — Mozilla Firefox

©) Problem loading page - Mozilla Firefox

File  Edit Mjew Hiskory  Bookmarks Tools  Help

@ - - (gr | A http192.168.1.10/login html

@ Mast Yisited |j Getting Started 5 | Latest Headlines |j IOM Syskem Web Inte...

!I. Problem loading page

Meaning: You tried to log in to the ION system from the Mozilla Firefox browser, but the login failed.

Recovery:

Verify the URL entered. See “Initial Setup with a Static IP Address via the CLI".
Verify NID access. See “Accessing the NIDs”.

Verify the IP address setting. See “Setting the IP Addressing”.

Verify the URL (e.g., http:// versus https://).

Try to log in to the ION system again.

N o vk~ w N Re

If the problem persists, contact Technical Support.

Message: Internet Explorer cannot display webpage

{= Internet Explorer cannot display the webpage - Windows Internet Explorer

S P .
@-;_;: ® ] Htp://192.168.1.10)

File Edit “iew Favorites Tools  Help

H,I Favorites | @ Intermet Explorer cannat display the webpage

9 Internet Explorer cannot display the webpage

Meaning: You tried to log in to the ION system from IE, but the login failed.
Recovery:

Verify the URL entered. See “Initial Setup with a Static IP Address via the CLI”.
Verify NID access. See “Accessing the NIDs”.

Verify the IP address setting. See “Setting the IP Addressing”.

Verify the URL (e.g., http:// versus https://).

Try to log in to the ION system again.

N o v o~ w N oe

If the problem persists, contact Technical Support.

Make sure the web browser / version you are using is supported. See “Web Browser Support”.

Make sure the web browser / version you are using is supported. See “Web Browser Support”.
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Message: Error on page.
Message: Errors on this webpage might cause it to work incorrectly.
Message: 'this.mibValuesList.length' is null or not an object

Meaning: In Windows IE, the message displays after some amount of inactivity.

[r——

b e @ e i R o

Recovery:

1. Onthe Windows IE error dialog, click the “Show details button”.

2. Click the “Copy error details” button”.

3. Click the “Webpage error details” button. Additional error information is copied (like doing a Ctl-C
keyboard command)

4. Paste the error details text (use Ctl-V command) into a text file in Notepad, WordPad, MS Word,
etc., and then save the newly created file. For example:

User Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Tri-
dent/4.0; .NET CLR 1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152;
.NET CLR 3.5.30729)

Timestamp: Mon, 6 Dec 2010 14:20:17 UTC

Message: 'this.mibValuesList.length' is null or not an object
Line: 30
Char: 24
Code: 0

URI: http://192.168.0.10/engine.js?ver=0.5.16

Click the Close button to close the Windows IE error dialog.
Click the ION system Refresh button.

Retry the operation.

If the problem persists, contact Technical Support.

o N,
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Recording Model Information and System Information

After performing the troubleshooting procedures, and before calling or emailing Technical Support,
please record as much information as possible to help the Technical Support Specialist.

1. Select the ION system MAIN tab. (From the CLI, use the commands needed to gather the
information requested below, such as show card info, show slot info, show system info, show ether
config, show ip-mgmt config, show snmp config, or others as request by the Support Specialist.

LANTRONIX

Systemv Vieww Helpw

[Uptime Reset|System Reboot|Reset To Factory Config|

Login Type
M Local v

Management VLAN Configuration

ION System UL IP | SNTP | HTTPS | SSH | RADIUS || TACACS+ | ACL || SNMP | USERS | BACKUP-RESTORE
=) ION Stack Model Information
= Chassis Serial Number | [Model | (Software Revision—— [Hardware Revision———
+[04)C6210-3040 {20092819 | [1oNMM I %.59 | [0.01 I
+1[08]C3220-1040 Bootloader Revision
+/[091C6120-1040
"=
[1ZHENMM System Configuration
*+1[16]C3220-1040 System Name—————— (System Up Time————— (System Contact [System Location
+H[17]C6210-3040 MAgent Il | [12:3:07:36.66 I MLamromx (nttps-/fwww.lani| |48 Discovery, Suite 250 ||
+/[18]C3220-1014 Console Access Number of Port: | [MAC Address 1
+1[19]C3221-1040 MEnab\ed v| {2 | |loo-co-F2-7B-69-34 i
+/[22]IONPS-A

UPGRADE

VLAN ID 1 [Statu | Member Ports
Mz | |[Disabled v| [BPort1 Oport2
System Log Configuration
Server Addre 1
{0.0 0.0 |
Server Port | Level | (Mode
MSM H | Notice v | |[Log local V|‘
TFTP Settings
TFTP Server Address———————— Firmware File Name Status————————
%72.27.100 9% I |/[No Action I
[Save Server Address|Upgrade Firmware|Refresh|
Refresh|Save|Help
2. Record the Model Information for your system.
Serial Number: Model:
Software Revision: Hardware Revision:

Bootloader Revision:

3. Record the System Configuration information for your system.

System Up Time: Console Access:
Number of Ports: MAC Address:
IP Address Mode: _ Login Type:

4. Provide additional Model and System information to your Technical Support Specialist. See “Basic

ION System Troubleshooting”.

Your Lantronix service contract number:
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A description of the failure:

A description of any action(s) already taken to resolve the problem (e.g., changed switch mode,
rebooted, etc.):

The serial # and revision # of each involved Lantronix product in the network:

A description of your network environment (layout, cable type, etc.):

Network load and frame size at the time of trouble (if known):

The device history (i.e., have you returned the device before, is this a recurring problem, etc.):

Any previous Return Material Authorization (RMA) numbers:
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6. Compliance and Safety Information

Standards CISPR22/EN55022 Class A, CE Mark
IEEE Standards and RFC compliance: IEEE 802.3™-2000
Regulatory Compliance for Immunity: EN55024

e,

e) FCC Regulations: This equipment has been tested and found to comply with the limits for class A
devices, pursuant to part 15 of the FCC rules. These limits are designed to provide reasonable protection
against harmful interference in a commercial installation. This equipment generates, uses, and radiates
radio frequency energy; therefore, if not installed and used in accordance with the instructions in this
document, the device could cause harmful interference with radio communications. Operation of this
equipment in a residential area is likely to cause harmful interference; all customers will be required to
correct the interference problem at their expense.

CE Marking: This is a Class A product. In a domestic environment, this product could cause radio
interference; as a result, the customer may be required to take adequate preventative measures.

@ UL Recognized: Tested and recognized by the Underwriters Laboratories, Inc.

Canadian Regulations: This digital apparatus does not exceed the Class A limits for radio noise from
digital apparatus set out on the radio interference regulations of the Canadian Department of
Communications.

Le présent appareil numérique n'émet pas de bruits radioélectriques dépassant les limites applicables
aux appareils numériques de la Class A prescrites dans le Réglement sur le brouillage radioélectrique
édicté par le ministere des Communications du Canada.

European Regulations

WARNING: This is a Class A product. In a domestic environment, this product could cause radio
interference in which case the user may be required to take adequate measures.
Achtung ! Dieses ist ein Gerat der Funkstorgrenzwertklasse A. In Wohnbereichen kénnen bei Betrieb
dieses Gerates Rundfunkstorungen auftreten. In diesem Fall ist der Benutzer fliir GegenmaRnahmen
verantwortlich.
Attention ! Ceci est un produit de Classe A. Dans un environment domestique, ce produit risque de
créer des interférences radioélectriques, il appartiendra alors a I'utilsateur de prende les measures
spécifiques appropriées.

In accordance with European Union Directive 2002/96/EC of the European Parliament and of
E the Council of 27 January 2003, Lantronix will accept post usage returns of this product for
proper disposal. The contact information for this activity can be found in the ‘Contact Us’
portion of this document.

CAUTION: RJ connectors are NOT INTENDED FOR CONNECTION TO THE PUBLIC TELEPHONE
NETWORK. Failure to observe this caution could result in damage to the public telephone
network.

Der Anschluss dieses Gerates an ein 6ffentlickes Telekommunikationsnetz in den EG-Mitgliedstaaten
verstdsst gegen die jeweligen einzelstaatlichen Gesetze zur Anwendung der Richtlinie 91/263/EWG zur
Angleichung der Rechtsvorschriften der Mitgliedstaaten liber Telekommunikationsendeinrichtungen
einschliesslich der gegenseitigen Anerkennung ihrer Konformitat.
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NDAA, RoHS, REACH and WEEE Compliance

See the compliance webpage at https://www.lantronix.com/legal/rohs/.

Trade Agreement Act (TAA) Compliant Products

See the TAA webpage at https://www.lantronix.com/legal/rohs/taa-compliant-products/

Accessibility Statement

In our effort to help provide a fully accessible and optimized experience for our website visitors, lantro-
nix.com has taken careful measures to help ensure an enhanced user experience, whether the website
visitor is using assistive technologies such as a screen reader, magnifier or other assistive technology to
access the website.

For more information see https://www.lantronix.com/accessibility-statement/.
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EU Declaration of Conformity

LANTRONIX'
C€

EU DECLARATION OF CONFORMITY
Manufscturer's Mame: LANTRONIX INC.
Manufacturer's Address: 43 Discovery, Sulte 250, Irving, CA 92618 USA
Model Numberi IOHMM, IONMM-232

Manufacturer's Quality Systerm:

A

TUVERH#lrdan:

IS0 9001 :2015 Certificate No. 74 300 4282 TUV Rheinland

Applicable EU Directives:
Low Voltage Directive (2014 /35/EU)
# IEC /EN 60950-1:2006+A2:2013
EMC Directive (2014,/30,/EU)

& EN 55032:2012
& EN 55024:2010

EU Directive 2011/65 /EU for Restriction of Hazardous Substance [RoHS2] with
exemption 7(c)-1 and X*
* ¥X - different products may have different exemptions, confirm with RoHS team,

= EN IEC 63000:2018

Including the spplication of Sound enginesring practics.

Signature: ot Diste: 15 Ociober 2024
Marre: Eric Baes Tithe: Wi of Enginesding

Statement of Conformity: The product specified sbove memplies with applicsble EU directive referenced,
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UK Declaration of Conformity

LANTRONIX

UK
CAR

UK DECLARATION OF CONFORMITY
Manufscturer's Mame: LANTRONDX NC.
Manufscturer's Address: 48 Discovery, Sulbe 150, Indne, CA S2618 USA
Model Number: IONMM, I0NMM-232

Manufacturer’s Quality System:

A

TR sl ene

150 9001:2015 Certificate No. 74 300 4282 TUV Rheinland

Electrical Equipment Regulations
* IEC /EM G0950-1:2008+A2:2013
Electromagnetic Compatibility Regulations 2016

* EN 55032:2012
® EN 55024:2010

UK 51 201 No. 3032 for Restriction of Hazardous Substance (RoHS2) with exemption 7{c)-1 and &(c).
1) 2011 /65/EU Restriction of the use of Hazardous Substances in EEE [RoHS)
2} 2015 /863 /EU Change of Annex IT from 2011,/65/EU
3) Directive 2018/ 736/EU[7(c}-1] and 2018/741/BU[6{c)]
ES EN IEC 63000 - 2018

Statement of Conformity: The product specified above meets the test requirements of the relevant legislation of
United Kingdom, including the spplication of sound enginesring practics.

Signature: 5“0 Date: 15 Ociober 2004

Name: Eric Bpsss Tithe: VP of Enginearing
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Electrical Safety Warnings

Electrical Safety

IMPORTANT: This equipment must be installed in accordance with safety precautions.
Elektrische Sicherheit

WICHTIG: Fiir die Installation dieses Gerates ist die Einhaltung von Sicherheitsvorkehrungen
erforderlich.

Elektrisk sikkerhed
VIGTIGT: Dette udstyr skal installeres i overensstemmelse med sikkerhedsadvarslerne.
Elektrische veiligheid

BELANGRIJK: Dit apparaat moet in overeenstemming met de veiligheidsvoorschriften worden
geinstalleerd.

Sécurité électrique

IMPORTANT: Cet équipement doit étre utilisé conformément aux instructions de sécurité.
Sahkoéturvallisuus

TARKEAA: Tamai laite on asennettava turvaohjeiden mukaisesti.

Sicurezza elettrica

IMPORTANTE: questa apparecchiatura deve essere installata rispettando le norme di sicurezza.
Elektrisk sikkerhet

VIKTIG: Dette utstyret skal installeres i samsvar med sikkerhetsregler.

Seguranca eléctrica

IMPORTANTE: Este equipamento tem que ser instalado segundo as medidas de precaugao de
seguranga.

Seguridad eléctrica

IMPORTANTE: La instalacién de este equipo debera llevarse a cabo cumpliendo con las precauciones de
seguridad.

Elsdkerhet

OBS! Alla nodvéandiga forsiktighetsatgarder maste vidtas nar denna utrustning anvands.
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Appendix A.  Factory Default Settings

The factory default settings for the IONMM are shown in the tables below. The default settings shown

are as seen in the tabs/fields of the Web interface.

Table 13: Device-Level Factory Defaults

Item/Field Default Setting
Web Access Password private
Telnet/USB Login ION
Telnet/USB Password private

MAIN tab

Model Information

Serial Number: device dependent (e.g., 1234567)
Model: device dependent (e.g., IONMM)

Software Revision: FW vs. dependent (e.g., 1.3.19)
Hardware Revision: HW vs. dependent (e.g., 0.0.1)
Bootloader Revision: BL vs. dependent (e.g., 1.2.0)

System Configuration

System Name: IONMM Il

System Contact: Lantronix
(techsupport@lantronix.com)

System Location: 48 Discovery

Number of Ports: 2

MAC Address: 00-CO-F2-20-DE-9E

Console Access

Enabled

Configuration

MAC Address 00-00-00-00-00-00
Login Type Local
Management VLAN VLANID: 1

Status: Disabled
Member Ports: Port 1 and Port 2 unchecked

System Log Configuration

Server Address: 192.168.0.2
Server Port: 514

Level: Notice

Mode: Log local

TFTP Server Address

0.0.0.0

Firmware File Name

blank
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Item/Field Default Setting
Status blank
IP tab

IPv4 IP Address Mode: Static

IP Address: 192.168.0.10

Subnet Mask: 192.168.1. 0

Default Gateway: 192.168.0.1
IPv6 Status: Enabled

IP Address Mode: Static

IP Address: 2001:1234::1

Prefix Length: 64

Gateway Mode: Route Discovery

DNS Configuration DNS 1-6: 0.0.0.0
SNTP tab

SNTP Client Disabled

Device Time 1970 0105 12:57:25

UTC Timezone

(GMT-06:00)Central Time (US & Canada)

Daylight Saving Time

Disabled

Daylight Saving Period Start

1969 1231 18:00:00

Daylight Saving Period End

1969 1231 18:00:00

Daylight Saving Offset 0
SNTP Server x 0.0.0.0
HTTPS tab
HTTPS Status Disabled
HTTPS Port 443
Certificate Type Self Certificated
TFTP Server Address 0.0.0.0
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Item/Field Default Setting
Certificate File Name blank
Private File Name blank
Private Password blank

SSH tab
SSH Server Status Disabled
Version 2.0
SSH Auth Timeout 60
SSH Auth Retries 3
Host Key Type No Gen
Save Host-Key to Flash (N/A)
User Name blank
Public-Key Type No Copy
TFTP Server Address 0.0.0.0
Source File Name blank
RADIUS tab
RADIUS Client Disabled
Server Address x 0.0.0.0
Server Secret x blank
Retries x 3
Timeout x 30
TACACS+ tab
TACACS+ Client Enabled

TACACS Server 1-6

Server Address: 0.0.0.0
Server Secret: blank
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Item/Field Default Setting
Retries (1-5): 3
Timeout (1-60s): 30

ACL tab

ACL Status Disabled

Chain Name INPUT

Chain Policy Accept

Rules table No records found.

Priority blank

Policy Accept

Trap Rate 0

Conditions for Rule table

No records found.

Type Source MAC Address
Source or Destination Source
Operation Equal
Value blank
SNMP tab

General sub-tab

Community String: blank
Access Mode: Read Only
SNMP V3 Engine ID: 800003640300C0F2209EDE

Users sub-tab

User Name: blank

Group Name: blank

Security Model: V3

Security Level: NoAuthNoPriv
Authentication Protocol: grayed out
Password: grayed out

Privacy Protocol: grayed out
Password: grayed out

Groups sub-tab

Group Name: blank
Security Model: V1
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Item/Field

Default Setting

Security Level: NoAuthNoPriv
Read View: blank

Write View: blank

Notify View: blank

Views sub-tab

View Name: blank
OID Sub Tree: blank
Type: Included

Trap Hosts sub-tab

Trap Version: V1

IP: blank

Port: 162

Community/Security Name: blank
Security Level: NoAuthNoPriv
Trap/Inform: Trap

Timeout (centisecond): grayed out
Retry Times: grayed out

Remote Users sub-tab

Remote IP: blank

Remote Port: blank

Remote Engine ID: blank

User Name: blank

Security Model: V3

Security Level: NoAuthNoPriv
Authentication Protocol: grayed out
Password: grayed out

Privacy Protocol: grayed out
Password: grayed out

USERS tab

User table

User Name: ION
Password. 3k 3k sk 3k skok kok

Level: admin

User entry field

User Name: blank
Password: blank
Confirm Password: blank

Level: admin
SFTP Tab
SFTP state Disabled
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Item/Field Default Setting
Server port 22
SFTP password Not set

Note: The IONMM BACKUP-RESTORE and UPGRADE tabs have no default settings.

Table 14: Port-Level Factory Defaults

Item/Field Default Setting
Port Configuration Link Status: Up
(Port 1) Speed: 100Mbps

Duplex: Full Duplex

Port Admin Mode: 10/100BaseT

Port Mode: 10/100BaseT

AutoCross Mode: Auto

Connector Type: RJ-45

Auto Negotiation: Enabled

Capabilities Advertised: 10M - Half Duplex, 10M - Full
Duplex, 100M - Half Duplex,100M - Full Duplex all checked
Pause: Unchecked

Port Configuration Link Status: Down

(Port 2) Speed: Negotiating

Duplex: Negotiating

Port Mode: 10/100BaseT
AutoCross Mode: Auto

Far End Fault Mode: Enabled
Connector Type: RJ-45

With Auto Negotiation Enabled:

Capabilities Advertised: 10M - Half Duplex, 10M - Full
Duplex, 100M - Half Duplex,100M - Full Duplex all checked
Pause: Unchecked

With Auto Negotiation Disabled:
Force Speed:10Mbps
Force Duplex: Half Duplex
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Appendix B. Configuration Quick Reference — CLI

IPv4 Configuration

1.

Define IP address and subnet mask.

set ip type={ipv4 } addr=<ipaddr> subnet-mask =<subnet>

2. Define default gateway.
set gateway type={ipv4} addr=<gway>
3. Setthe IP Address Mode.
set ip address mode={bootp|dhcp|static}
3. Define DNS servers.
set dns—server svr=<index> type=<format> addr=<ipaddr>
IPv6 Configuration
1. Setthe IPv6 Mode.
set ipv6 address mode=<static|dhcpv6 | stateless>
2. If ‘Stateless Auto configuration’ is selected, then enable Route Discovery (step 4).
3. Enable IPv6 Management state.
set ipv6-mgmt state=enable
4. Configure the IPv6 gateway method.

set ipv6 gateway mode=<static|routerdisc>

ACL Configuration (IPv4)

1.

Enable ACL.

set acl state=enable

Define default chain policy.

set acl table=filter chain=input policy=<ptype>

Define one or more conditions.

add acl condition type=<xx> srcdst={src | dst} oper={equal | notequal} value=<yy>
Define one or more rules.

add acl rule position={head | tail} table=filter chain=input policy={accept | drop | trap}
traprate=<rate> condition=<list>
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ACL Configuration (IPv6)
1.

Enable ACL.

set ip6tables acl state

Define the default chain policy.

set ip6tables acl table=filter chain=input policy=accept
Define condition(s) to be associated with a rule.

set ip6tables acl condition=1 rule_index=1

Define rule(s) to be associated with the chain.

add ip6tables acl rule position=head table=filter chain=input policy=1 trap=444
Verify that ACL has been enabled.

show ip6tables acl state

Verify the ACL rules have been defined and associated.

show ip6tables acl rule

Backup / Restore Configuration

1.

Check the current provisioning status.

show provision modules

Specify a backup index item number and a config file name.
set backup module-index=<1-256> config-file=STR_CFG_FILE

Specify a restore index item number and a config file name.
set restore module-index=<1-256> config-file=STR_CFG_FILE

Specify 1-10 provision modules to be backed up.
backup prov module-list=xx

Specify 1-10 provision modules to be restored.
restore prov module-list =xx

Verify the configuration.

show prov modules

Note: at IONMM FW v 1.4.2 the set backup module-index, set restore module-index, and refresh provi-
sion configure filename commands are no longer supported.
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Lantronix
HTTPS Configuration
1. Enable HTTPS.

set https state=enable
2. Define the certificate type.

set https certificate—type={authorized | self-certificate}
3. Define the certificate file.

set https certificate—file=<name>
4. Define the private key file.

set https private—key file=<name>
5. Define the password.

set https private—key password

Management VLAN Configuration

1.

Enable management VLAN.
set mgmt vlan state=enable
Define the VLAN ID for the IONMM.

set mgmt vlan vid=<xx>

Define which ports will be used for management VLAN traffic.

set mgmt vlan port=<xx>

RADIUS Configuration

1. Define the RADIUS server.
set radius svr=<index> type={ipv4 |ipv6 |dns} addr=<ipaddr> [retry=<Ilimit>] [timeout=<secs>]
2. Define the RADIUS server secret.
set radius svr=<index> secret=<secret>
3. Enable RADIUS.
set radius client state=enable
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Create a User with RADIUS and SSH Enabled

© N o v~ wWw NP

Launch the SSH client.

Enter ‘ION’ — ‘private’ to log in to SSH (the first time).
Enter the RADIUS user and password to log in to RADIUS.
Add the ‘TEST’ (user name) — ‘TEST111’ (password) user.
Close the SSH client.

Launch the SSH client again

Enter ‘TEST’ — ‘TEST111’ to log in to SSH.

Enter the RADIUS user and password to log in to RADIUS.

Create a User with SSH Enabled (RADIUS Disabled)

A T o e

Launch the SSH client.

Enter ‘ION’ — ‘private’ to login to SSH (the first time).

Add ‘TEST’ (user name) — ‘TEST111’ (password) user (see Note below).

Close the SSH client.
Launch the SSH client again.
Enter ‘TEST’ — ‘“TEST111’ to login via SSH.

SFTP Configuration

1.

Enable SFTP admin state.

set sftp state enable

Set SFTP server address and custom port.
prov set sftp server type=(ipv4|ipv6|dns) addr=ADDR
set sftp port=<1-65535>

Set SFTP user name and password.

set sftp username=USERNAME

set sftp password

Specify the remote server directory path.
set sftp serverpath=SERVERPATH
Download file from SFTP server.

sftp get remotefile=RFILE

Download and install IONMM firmware.

sftp upgrade remotefile=RFILE
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SNMP Configuration

1.
2.

Access the IONMM through either a USB connection or an SSH or Telnet session.
Define the General configuration. Type:

add snmp community name=xxxxxxx access_mode={read_only|read_write}
add snmp remote engine addrtype=ipv4 addr=xx port=xx engine_id=xx
set snmp local engine=xx

Define one or more Local Users. Type:

add snmp local user name=STR_USR_NAME group=STR_GRP_NAME security-level=(no-
AuthNoPriv|authNoPriv|authPriv) [auth-protocol=(md5 | sha) password=STR_AUTH_PASS] [priv-
protocol=(des|aes) password=STR_PRIV_PASS]

set snmp local user name=xxxx group=xxxx

Define one or more Groups. Type:
set snmp group name=STR_SNMP_GRP
set snmp local user group=xxx

Define one or more Views. Type set snmp view name= STR_SNMP_VIEW.

Define one or more Trap Hosts.
Type add snmp traphost version=v3 type=ipv4 addr=STR_SVR_ADDR.

Define one or more Remote Engines. Type
add snmp remote engine addrtype=ipv4 addr=192.168.1.30 port=xx engine_ id=xxxxx.

Define one or more Remote Users by address type. Type:

add snmp remote user name=STR_USR_NAME addrtype=ipv4 addr=192.168.1.30 port=55 secu-
rity-level={noAuthNoPriv|authNoPriv|authPriv}auth-protocol={md5 | sha} password=xxxxxxx priv-
protocol={des|aes} password=STR_PRIV_PASS

Define one or more Remote Users by the remote engine. Type:

add snmp remote user name=STR_USR_NAME engine=STR_ENGINES security-level=authPriv
auth-protocol=md5 password=STR_AUTH_PASS priv-protocol=des
password=STR_PRIV_PASS

10. Verify the configuration has been set. Type show snmp config.
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SNTP Configuration
1. Enable SNTP.

set sntp state=enable
2. Set the current time.

set curr-time=<“time”>
3. Define your timezone.

set sntp timezone=<zone>
4. Enable daylight savings time (DST).

set sntp dst—state=enable
5. Define DST start time.

set sntp dst—start=<“time”>
6. Define DST end time.

set sntp dst—end=<“time”>
7. Define DST offset.

set sntp dst—offset=<value>
8. Define SNTP server.

set sntp—svr svr=<index> type={ipv4 | dns} addr=<ipaddr>

SSH Configuration
1. Enable SSH.
set ssh server state=enable
2. Define the timeout value.
set ssh client timeout=<seconds>
3. Define the retry limit.
set ssh auth-retry=<limit>
4. Generate the host key.
generate ssh host—key={rsa | dsa | both}
5. Define the public key user.

set ssh public—key user=<name> type={rsa | dsa} file=<file>
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Syslog Configuration

1.

Set the level of Syslog operation.

set syslog level=<alert/crit/debug/emerg/err/info/notice/warning>
Set the Syslog operating mode.

set syslog mode=<local/localAndRemote/off/remote>

Set the Syslog server type and address.

set syslog svr type=<ipv4 |dns> addr=<ipaddr>

Define the Syslog server port.

set syslog svr port=<1-65535>

System (Login) User Configuration

1. Create a new system user.
add sysuser name=NAMESTR level=<admin | read-write | read-only> pass=PASSSTR
confirmpass=PASSSTR
2. Edit an existing user’s access level.
set sysuser name=NAMESTR level=<admin |read-write | read-only)>
3. Setanew password for an existing ION system user.
set sysuser name=NAMESTR pass=PASSSTR confirmpass=PASSSTR
4. Remove an existing system user.
remove sysuser name=NAMESTR
TACACS+ Configuration

1. Enable the TACACS+ client.
set tacplus client state=enable

2. Configure the TACACS + server retry attempts.
set tacplus svr 1 retry=<1-5>

3. Configure the TACACS + server (password).
set tacplus svr 1secret=SECRET

4. Configure the TACACS + server timeout period.
set tacplus svr 1 timeout=<1-60>

5. Configure the TACACS + server type.
set tacplus svr 1 type=<ipv4 / ipv6 / dns>
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Transfer Files via Serial Protocol (X/Y/Zmodem)

1. Send a request to servers / local file system to download content for a subsequent put command.
serial get protocol={xmodem |xmodem-1k|ymodem |zmodem}

2. Send a request to servers / local file system to upload content.
serial put protocol=zmodem file=xxxx

3. Perform a firmware upgrade over the selected serial line.

serial upgrade protocol=<xmodem |xmodem-1k|ymodem |zmodem file=xxxx
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Appendix C.

ION System File Content and Location

This appendix provides information on the status of standard ION system files following these

operations:

e Reset to Factory Defaults (Table 15)

e Back Up and Restore (Table 16)

e System Reboot (Table 17)

e Firmware Upgrade (Table 18)

File Status after Reset to Factory Defaults

The table below shows the status of system files after a Reset to Factory Defaults.

Table 15. File Status after a Reset to Factory Defaults

File Type Filename File Description Stored Directory Status after Re-
store to Factory
Default
Provisioning eg., These files are only [tftpboot Lost
backup files ‘1-1-IONMM.config’ used by provisioning
Restore

Net-SNMP snmpd.conf Configuration file for /agent3/conf/snmp Restored to factory
configuration Net-SNMP configuration
file
HTTPS con- lighttpd-ssl.conf This file is a configura- | /agent3/conf/lighttpd | Restored to factory
figuration file tion file for HTTPS configuration
HTTPS certifi- | server.pem HTTPS certificate /agent3/conf/lighttpd | Restored to factory
cation file configuration

SSH host key

dropbear_rsa_host_key
drop-
bear_dss_host_key

SSH host key files

/agent3/conf/lighttpd

Restored to factory
configuration

SSH user key | authorized_keys Currently we have one | /root/.ssh Restored to factory

file ‘root’ user; this file is configuration (lost)
the user key file for
‘root’

Syslog file sys.log The syslog file for /tftpboot Lost
IONMM

SOAM files SOAM Configuration Restored to factory
file configuration

MIB configu- edg., The MIB configuration | /agent3/conf Restored to factory

ration files ‘agent3.conf files for SNMP setting configuration (lost)

‘ifMib.conf
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Back Up and Restore File Content and Location

The IONMM card stores all configuration backup files, HTTPS certification file, SSH key file, and

Syslog file. Note: Doing a reboot, restart or upgrade of the IONMM, a power restart of the chassis, or a
reset to factory removes temporary files e.g. configuration backup files, Syslog file. A Factory Reset also
removes the permanent settings (e.g. configuration files, HTTPS certification file, SSH key).

A Back Up operation backs up all the SNMP settings (the same as what can be set via the Web

interface / CLI) for one SIC into a file containing a list of CLI commands. This file can be downloaded from
IONMM. When restoring for one SIC, you can upload a provisioning backup file (this file must have been
made via the Backup operation and must be for the same SIC type) to the IONMM and do a Restore. See
the IONMM MAIN tab description. Currently, the Backup content includes configuration files, HTTPS cer-
tification file, SSH key file, the Syslog file, and certain other files, as outlined in the table below.

Table 16. Back Up and Restore File Content and Location

File Type Filename File Descrip- Stored Directory Backed up? Changed
tion (Y/N) after Re-
store?
(Y/N)
Provisioning | e.g., These files are | /tftpboot Yes - these files No
backup files 1-1-IONMM.config’ only used by are created dur-
provisioning ing Backup oper-
Restore ation
Net-SNMP snmpd.conf This file is a /agent3/conf/snmp No - not needed; | Yes
configuration configuration the configura-
file file for Net- tions included in
SNMP this file are
backed up by
SNMP set opera-
tions.
HTTPS con- | lighttpd-ssl.conf This file is a /agent3/conf/lighttpd | No - not needed; | Yes
figuration configuration the configura-
file* file for HTTPS tions included in
this file are
backed up by
SNMP set opera-
tions
HTTPS certi- | server.pem HTTPS certifi- /agent3/conf/lighttpd | No No
fication file cate
SSH host drop- SSH host key /agent3/conf/lighttpd | No No
key** bear_rsa_host_key files
drop-
bear_dss_host_key
SSH user authorized_keys Currently we [/root/.ssh No No
key file** have one ‘root’
user; this file is
the user key file
for ‘root’
Syslog file sys.log The syslog file /tftpboot No Always
for ONMM changes
SOAM files SQAM .Configu- Restored to fag- S_OAM
ration file tory configuration | files
No - not needed,;
the configura-
MIB configu- edg., The.MIB. config- tio.ns.incllfuded in
ration files ‘agent3.conf uration files for | /agent3/conf this file will be Yes
‘ifMib.conf SNMP setting backed up by
SNMP set opera-
tions
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Back Up and Restore Notes:
e The HTTPS certificate is stored in ‘/agent3/conf/lighttpd’ and is retained over power cycle and
upgrades. For SSH, the host keys (RSA and DSA) are stored in ‘/agent3/conf/dropbear’ and are
also retained over power cycle and upgrades.

e For the SSH user key, there is a ‘root’ user and the user key for ‘root’ is stored in ‘/root/.ssh’.
This key is retained for power cycle but not upgrades. The Dropbear SSH2 server uses the Linux
users as the users, and it maintains the user keys with the Linux users.

Reboot File Content and Location

The table below shows file content and location resulting from a system re-boot.

Table 17: File Content and Location after a System Reboot

File Type Filename File Description Stored Directory Lost after
Reboot?
(Y/N)
Provisioning backup | e.g., These files are only used [tftpboot Yes
files ‘1-1-IO0NMM.config’ by provisioning Restore
Net-SNMP configu- | snmpd.conf This file is a configuration /agent3/conf/snmp No
ration file file for Net-SNMP
HTTPS configura- lighttpd-ssl.conf This file is a configuration /agent3/conf/lighttpd No
tion file file for HTTPS
HTTPS certification | server.pem HTTPS certificate /agent3/conf/lighttpd No
file
SSH host key drop- SSH host key files /agent3/conf/lighttpd No
bear_rsa_host_key
drop-
bear_dss_host_key
SSH user key file authorized_keys Currently we have one /root/.ssh No
‘root’ user; this file is the
user key file for ‘root’
Syslog file sys.log The syslog file for IONMM | /tftpboot No
SOAM files SOAM Configuration file Restored to
factory con-
figuration
MIB configuration egd., The MIB configuration files | /agent3/conf No
files ‘agent3.conf’ for SNMP setting
‘ifMib.conf
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Firmware Upgrade File Content and Location

The table below shows the content and location of files resulting from a firmware upgrade.

Table 18: File Content and Location after a Firmware Upgrade

File Type

Filename

File Description

Stored Directory

Lost after Firmware
Upgrade? (Y/N)

Provisioning backup | e.g., These files are only | /tftpboot Yes
files ‘1-1-IONMM.config’ used by provisioning
Restore
Net-SNMP configu- snmpd.conf This file is a configu- | /agent3/conf/snmp No
ration file ration file for Net-
SNMP
HTTPS configuration | lighttpd-ssl.conf This file is a configu- | /agent3/conf/lighttpd | No
file ration file for HTTPS
HTTPS certification server.pem HTTPS certificate /agent3/conf/lighttpd | No
file
SSH host key drop- SSH host key files /agent3/conf/lighttpd | No
bear_rsa_host_key
drop-
bear_dss_host_key
SSH user key file authorized_keys Currently we have /agent3/conf/root/.ss | No (1)
one ‘root’ user; this h
file is the user key
file for ‘root’
Syslog file sys.log The syslog file for [tftpboot Yes
IONMM
SOAM files SOAM Configuration Restored to factory
file configuration
MIB configuration eg., The MIB configura- /agent3/conf No
files ‘agent3.conf tion files for SNMP
‘ifMib.conf setting

(1) Exception: after Upgrade from v1.0.3 to v0.5.12, the User Public-Key is missing. In ION v1.0.3, the
user-public key is binding with the Linux root user and is stored in the root file system (/root/.ssh/). This
file system will be replaced after this version upgrade, so this key will be lost. You can still log in through
SSH, but you must upload the public key again to use it. In v 0.5.14, the stored key was moved from the
root file system to the application flash area (/agent3/conf). This missing key problem will occur only if
you upgrade from 0.5.14 to a later release. In ION versions after 0.5.14, the user-public key is saved af-

ter an upgrade.
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LANTRONIX

Lantronix Corporate Headquarters
48 Discovery, Suite 250

Irvine, CA 92618, USA

Toll Free: 800-526-8766

Phone: 949-453-3990

Fax: 949-453-3995

Technical Support
Online: https://www.lantronix.com/technical-support/

Sales Offices
For a current list of our domestic and international sales offices, go to the Lantronix web site at

www.lantronix.com/about/contact
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